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Redesign of the block cipher which has different encryption and
decryption algorithm, using symmetric layer

Gil Ho Kim

Department of Computer Engineering, The Graduate School

Pukyong National University

ABSTRACT

The hardware implementation of block cipher algorithm is closely
related to the structure of a cipher algorithm.-Because Feistel structure
has same encryption and decryption —algorithm, only one of them is
required to process both encryption and decryption, when implemented by
hardware. However, since .SPN structure has different encryption and
decryption algorithm, both algorithms have to be implemented by
hardware when both are needed. Therefore the block cipher algorithm,
which has |different encryption and decryption, has the significant
disadvantage that hardware area increases, compared to the one, which
has same encryption and decryption algorithm.

In this paper, in -order to improve the .block .cipher which has
different encryption and deeryption—algorithm, it has been composed of
same encryption and decryption, using symmetric layer consisting of
simple logical operations. The whole algorithm is organized with R round.
A function (encryption algorithm) is used from first round to ((R/2) —
1)round and the inversed function (decryption algorithm) is used from
(R/2) + 1 round to R round. Moreover, an irregular symmetric block, an
independent round symmetric formed—layer, is inserted into the middle of
the function and the inversed function to avoid the repetition of regular
rounds.

The block ciphers which have different encryption and decryption



algorithm such as AES, RC6, SHACAL-1, and SHACAL-2, have been
recomposed by software, adapting symmetric layer. The symmetric
adapted—block ciphers are about 10% slower than original ones, and it is
estimated that the adapted symmetric layers don’t have a significant
effect on encryption execution time. The symmetric layer can be easily
applied to not only 128 bits block cipher but also 160 and 256 bits block
cipher algorithms. It means that the symmetric layer can be applied to all
block cipher algorithms which have different encryption and decryption.

In the aspect of security of symmetric layer adapted block algorithms,
the symmetric layer prevents from the attacks such as Differential,
Linear, Square, Impossible Differential, Boomerang, Related—key Slide,
Related—key Differential =Nonlinear, Related—Kkey.Rectangle. It shows that
symmetric layer is-very efficient in the improvement of block cipher
security. Like this, the  reimplementation which applies characteristic
about execution time -and security of symmetric layer can be an efficient
idea that 1s jable to be easily adapted to a new block cipher algorithm

design.

_Vi_
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RC6[25], SHACAL—1[26], SHACAL-2[27]12 Ae3}t}t. o|H oA 4
M EE dE daugFe dset Hoo dig i AWs nigez dA Y
ol disl dysta, 85 45 4 2 37 W] disiA drggitt

AESE v)& =9 %3 7]l& AFA(NIST)[28]91 4 DESE ‘thlst7] <s)
A AAReE E5 dsgetagl=s g E S s ZEHEZ ) Joan
Daemen¥ Vincent Rijmen®] 7H¥3F RijndaelS 2000 10€9] AES ¢35 <&
o2 A48t o]% AESTE A AAIFS = 71 gy AFEH I &

jol N

e g

5 o2 duds T 7Fg dEHQ g2 dald] Sl HAnh AES dalgls
o] 9y HE Aol 1288 ER 1 A0laL ¢tEsl] ARHE gem 7)o
Aol 128U]E, 196H|E, 256HIE FollA Ags|r ALgd 4 gla, &=
T 7] dojol wket FpRA o= 10, 12, 1422 =7k 4 &%)

AESE 2 3 BIapgelA ANE=TSE A9k SEHo]E(State) &

ulol= TSI 4 « 49 2abel AW NG HAL £ A3, 4+ 49) 2749
PUe s)Ee] @ Sao] ol A $Ho PUo] w4 EA AT AESY] 7}
$E G5 el 2A 4449 YA Gk donl, A s gae

@® SubBytes(SB): 8H]|E SHlIAZE o] g3 nH|AY wHlolE X3 g+

@® ShiftRows(SR): & ©9 % 31d = 3 Wy P> wg
st#] gom, & ®HA P2 1upolE 3 A
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® MixColumns(MC): & Y= ZEI& F3st= 32HE M3 W
3k g
@® AddRoundKey(ARK): &&=
AESY] ¢33t HAoA gt= & A8st7] Mol W (whitening) T
ARA BEd ges 7] QS w4 Agstal 47H] = dE S
o} a28]a vpA| e 2=+ MixColumn() -5 Al9lstal &%
sttt E53l g st AAdA A ek 471 E s
St7F EAsa 1 9 WE g5 st BAHOA ALEE s T E
o2 Agsi
AES9] 7] 2AEY dugEe 128HE 712 MA9sli 192, 256HE 7]
= 1288 E 7] 2AEHY FARHY AASH U882 Fa3[24]0 Avk AA
12841 E 71(K°, K, K% K=& 7IA 2 ge¢= 71K K’ o KPS AAe,
duyEFS v gk

fori=/4, 1< 43, i=1+1,
if i = 0 mod 4,
then K' = K™ @ SB(RotByte(K'™)) @ Rcon(i/4),
else K' = K™ @& K7,

w
=S
s
w
=z
[>
o
i
g
H
=J
=t
o}
i<
@
i
—
o
R
| 99
[
o,
IR
to
r>~l
rO
r>~
1%
&
)
k]

2.2 RC6

RC6+ AES A#A =
At kAol Hsd E

k=X = %
a8y s duglEe mE 8 2o st A|AHAE RCE UF o
Zl5o] AESHUE &7 whal @ol ALEstal . RC69 AA 8=
o
k|

il
o

RC5[29]5 43t 128¥ME &5 <5 dugFoe=z doly oF A
(data—dependent rotation)¥} 32H]|E FAA o= FAIF o] glon WP



Feistel 7+%2& ¢t59} B35 odag|Eo] A= that)

RC6> RC6—w/r/bE H7|gth 47|14 we 9159 A7|E 320 Eo|H, r
o gL F' B=o 3771 128H]EQ A9 208k =0t} b 53}t 7]9
Hlo|E 2 16Hfo]Eo|t},

RC69] ko ¢t Ho= 320E

YJed9z A, B, C, D 4719 A FAd
HE = J5ES A 2085 v 23 & s R T HES A
sl RC69) o3 daugl&e sy o

D =D + K}
fori=1i<r i=1i+1
t=@B=* (2B + 1)) K 5,
u=O=* (2D + 1)) K 5,
A=((A®t<u + K%
C=(C®uw<t+ K
(A, B, C,D)=(@B,C, D, A,

end for
A = A + K2r+ 2’
C — C ¥ K2r+ 3’

RC69] &35 dags

rlo

et g

C=C_K2r+3,
A=A—K2r+2,
fori=r,i=21,i=1-1,
(A, B, C,D) =D, A B, O,
u=({D * (2D + 1)) K 5,
t=B=* @B+ 1) K5,
C=((C-K¥HY >t & u,
A=((A-KH>uw ot

end for
D =D - K},
B =B - K’

_12_



RC69] 2= 7] = ¢
Az Aap ol ) gARA Zhzb 278 ARgste] F 32H|E 44709 o=
715 AH&gtt RC69] 7] 2AER daEse vt 2t

g8 L0 LY, ., LY 949 7] 9=
29: K% K, .., K¥9 2= 7] 9=

K° = 0xB7E15163,

fori=1,i<2r+ 3 i=1+ 1,
K' = K™ + 0x9E3779B9,

end for

A=B=i=j=0,

for1=1,1<132,1=1+ 1,
A=K =K+ A+ B) < 3,
B=L=0U+ A+B) < (A+ B),
i=(0G+1) mod 44,
i=G@ +1) mod 132,

end for

2.3 SHACAL-1

2000 Handschuh®} Naccachedl 193] 270%[26] 160HE E& <%
SHACALS %% &4 491 SHA—-1[30, 31]le dugj&S Hr oz sta 9
ok 283l 2001 SHACAL®] 7dAt&2 SHACAL-13 SHACAL-2= 27)
e wHdos Uro] tha] A7iglal, SHACAL-1& & 473 SHACALS

aoiE 288kl SHACAL-2+ SHA-256[32]¢] <& 32 7utow &
256H|E &5 qtsolt),

SHACAL—-1¥ SHACAL-2+= #9H9 9% ¢igls sy ZEAEQ]
NESSIE®] #l¢td = 45 dug]Foez SHACAL-1S 7] 2AEd Ldag
o FHAFH wjite] HFTHom MEEA X3, SHACAL-2+= 20039
NESSIE Z 22 E9] 256HE 55 oo dugFoz Ay mu}. o] HoA
= WA SHACAL-19 ¢3¢} B35 34 A3,

SHACAL-12 160HE &5 43 dugFo= ¥yH Feistel 722 ¢



z‘z% HE7F MR GE daggor AA 80swER gAE gtk AeH
dol Ha 128MECA Ho 512vER JtWAHo® g JbEdin, 512

R

E ugk o A9 5127H4] 022 9 (padding)ste] ARE-dtth 1600 E 9] 33
2o 328E 9= A% BY C° DY E%) o] AAst I goste=E 433
T AY BY, ¢¥ DY) BVl HAEAH9 dEES AAEY s 5o 3
ge o5 2

forr=0,r <79, r=r+ 1,
ATl =K + (A"« 5) + fi(B, C', D) + EF + Y,

Br+1 — Ar
C™! = B « 30,
Dr+1 — Cr’
EI‘+1 = DI"
end for

2o = B4 Ko 320 E he = gjol, Y& 32| E ghe = Aol
o 282 (B, C', D')& SHACAL-19] #A| 80gt+=olA 208}+= wlt}
A e e sashs G gt ges I AL v 2
o},

forr=0,r.< 19, r=r + 1,
f'(B", C°, D)= (B~ & €). | (~B & DY,
end for

forr =20, r <39, r=r+ 1,
f(B, C,D)=B & C" & D,

end for

forr=40, r <59, r=r + 1,
f@,C,DHY=@B&C) | B &D) | (C & D),

end for

forr=60,r <79, r=r+ 1,

_14_



fB,C,D)=B & C & D,
end for

X=Y=X+@%-1-Y)+1=X+(=Y)+ 1'% 2 w4 ¢
AFol 545 o] 838te] SHACAL—-19] 80#he= 53 daelEe vt o)

forr=79,r=20,r=r -1,

AI‘ = B[‘+1
B" = C™' > 30,
Cr = DI‘+1
Dr - Er+1,

Er — Ar+1 +(~(Br+1 & 5)) +(~fr((cr+1 & 2)’ Dr+1’ Er+1)) +
(~Y) +(~K) +4,
end for

7] 2AER LudEe 7] 7] 5128]ES o]&3le @eE pir} 32vH|E
= 7] 10 AFE-ete] BoE=oll A& 2560H|E 9] 7]E S-St A
ow ot Zrh

fori=16,1 <79, i=1+ 1,
Ki — (Ki—3 @ Ki—s @ Ki—14 @ Ki—lﬁ) & 1’
end for

SHACAL-1< 20892 w92 A2 o2 ges 34 ()9} ges A4

Vg FASE S0l 9w, ehemelt 320 hes AE @ AN ST,

23l SHACAL—-12 H]Ad3 W3kl Sulxvt glow, 208k= with o2 ZH
ek =Edate g A HAY W ges 3 (OF AMSeke 5HE UL
AL At

2.4 SHACAL-2

256HE B2 ots oku1g]&¢l SHACAL-2¥ SHACAL-13 §A}3 ¥

_15_



7l Feistel 722 4359 237 A= 2 dugEoz AA edgtesz +
xggq Atk 71 2=A1EE HAl SHACAL-13% frAbets, AR&E 7] o= A
& 128¥1 B0 A 512 ER JpidH o R Ag Jhssii, 512v1E mivk <
745 5128 EZ}A] 002 39 (padding)dte] A}-&3hc}. 256ulE4 B 324
E 9= A% B, C° DY E% F GY, HYl o] AE ¥ ¢ dm
grees S8 & A% B ) DY E FY GY HMO HEHowm s i

PN
T b
g ggan den G5e 29 48 ted .

forr=0,r <63, r=r +1,
T:"'=H + (B + ChE, F, G) + Y + K,
T2r+1 — ZO(Ar) + Maj(Ar, Br, Cr),

Hl"+ 1 = Gr
Gr+ 1 _ Fr
Fl"+ 1 — El",
r+1 _ r r+1
E" " 5Dt 1,
Dr+ 12 Cr,
Cr+ 1= Br,
Bl"+ 1 - Al"
Ar+ 1 . T1r+ 1 + T2r+ l,
end for

T3 T, 32HIE QIA|W<%o]l5, K'S 32HE. 2= J|ojH, V& 324 E
gt Agolth, Ch(X, ¥, Z), Maj(X, ¥, Z); Zo(X); =1 (X)89] A= o
3} 2t

o

ChX,Y,Z2) =X &Y) & (~X & 2),

MajX, ¥, 2) =X &Y) & X &2) & (Y & 2),
SN =X >2) & X>13) & X > 22),
TIXN =X >6)6 X>11) & X > 25),

SHACAL—-2¢ EB3x dugFL SHACAL-13 o] 29 H=F
o} Kol
= =4

2 =
(Complement) & o]&3% WAooz HA F+d & 4 Ut}

L
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forr=63, r=0,r=r - 1,
T = A™! - B - Maj(B™?, ¢, DY),
= A"+ (~Zo(B™)) + (~MajB™!, C*, DY) + 2,
Hr — T1r+1 _ Zl(Fr+1) _ Ch(Fr+1, Gr+1’ Hr+1) _ Kr _ Yr,
T + (~ZF™YD) + (~Ch@E™!, G™1, H™Y)
+ (~K) + (~Y") + 4,

Gr = Hr+1
Fr - Gr+1
Er - Fr+ 1’
Dr = El’+1 _ Tlr‘+1 = El’+1 + (~T11’+1) + 1’
Cr — Dr+ 1’
Br = Cr+l
Ar = Br+1
end for

SHACAL—2¢] 7] 2~Al=8 dug=S HA 1280 EA H 5128 E7}
=

=] o™, 512H|E H|TIA A 002 5120 EZA] AT}, :LE] SHACAL—2
AR e 12891 vk 7] ARg-2 FEE] Aleist alnH3s]. ) 2AEY
dyug]Ee '%7] 7) 512HER &= mltlk 32H|E 7] 17}1@1 NICRCRSIIEY
2048V ER gt} oh5-2 20480 ER ] S 37 o]t}

fori=16,1 <.63,i=1+_1,

end for

00X) =X >7 6 X>18) & X > 3),
oX) =X > 17 & X > 19 & X > 10),

SHACAL-2 9A] H]4d3 Wzl
E e 712 AgeE, o ddwon TAR NAY W@ Ge=
Ch(X, ¥, 2), Mai(X, Y, 7), Zp(X), T4(X) e

25 5 ¥=2| oMY J|E
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oy v 7] = F 7HHA|

3

[e)

R

(Cryptanalysis, Codebreaking)

— —~
- 2o T : oo 1o o] R ufx%%ovmﬁwm
@‘WHAT HLEHOAE&OMWW%MW m‘um_!ﬂfﬂﬁzn "l_/rE.#WOleAOT_
A T S T S IO RS g
o) B B o WY oY do o T o o e 3 ol o TR
maho ouuoimaﬂrﬂﬁﬂrﬂ% o o1 E Ty ﬂuﬁ_ﬁ_moﬁu._ﬂm.
M~ o 0 2 < R RO = o) mo o < X
A = AR - K ST B W
THESE g Fuwl T Ew HRewT o Tpag  He
™ E SR H%%Urﬁﬂnﬂ._gﬂ HﬁWrWul%ﬂﬂ %y&}%%ﬁ%
; o — A _ X
AP WEL g P LT RN PRy L
Dnte IR lIiTEsE ;o i\ T — o T @
FES = TE A PrT LRI L TEezda
SO T AR ew = s> ® ﬂTﬂMWﬂM AT o n®
T S5® AN 0 S . P o o
mMmﬂmu% M%a;mwﬁwmﬂUr%%m %ﬁwﬁwmmﬂﬁ% EMW%%%]
< ) - - oR, KT % DU UL (S
ok E 7 mu%mﬁm%%ﬁﬂﬂo ORI oy s | G S
" 5 " NI i T oF ph B Lo
i~ e .. o ey i§ N B file) g EUT\LE
o o ok oo 5N R - it " 2 ° m
v Sy W ELL DT T oo F
N O <D m . ~Q © ﬁo 0 « EE ﬂﬂﬂnm_l ! O_ T s B o ED
X o ME o amd B gl T gL, EM T R wg
i TG e SR S E T s mﬁhﬂ%dr.ﬂ
ERNCI S b ™ deaiar_ P%Vzu = o NN ® o2y
0 o= N eATEAT.io#A i g s oy i g 3] S TRCE
Ewﬁﬁﬂm Ep o &R 0y w__ohﬂﬂﬂﬂno_aﬂo mﬂﬂrﬂrdﬂ?;i
° O o, = 2 T P o o B o
T} El = do o] ol b T o A i Sl )
Ppls TIPLIYREET SR TEALT ZRET ol
LIS o B o 38 T TR Tl g o W e E
e B NI - =T i} i X X
‘mmo,u@l Eﬁll‘l‘mly‘DIEﬁ_Eva\NE HT‘A\OIOMEﬂDIMWUﬂDI ﬂorbf;ok_lga‘mmm
Ty R BT oo WAl EEmSH ] Bk w
Ao M e T e T o T g ®A
K° oy R oot — o o w e Dm0 L
= b 5 BoER g o) o
g d® B mTEY LT KT e A R oA e e g
ﬂxMﬂ_ﬂﬂ&o R T BT oW MW N~ ™ o of oF M K XX <N
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Mool o oK
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8 ol & FEA(Chosen Ciphertext):

A

ol

ﬁo
e
Tr

o

uhd s ofwl sw

-
fu

=4 3t

B

ﬂvmo

=

ols gy

1(Adaptive Plaintext/Ciphertext):

il A4

9]

npEd 7)ol 9

o

op
ﬂwmo

op
ﬂwmo

|
~

o

i
N
o
sl g
;O.ﬂ

oH

otz
ﬁo

A

—_
fi%e)

flg

otz
ﬁo

™

shpol o

<z

2 s Awan o

Ho

¢

fn
)

e
fi%e)

X
iz

st ol AH, «HWP,

o1
=

H o

Mo
o
ruzel

ol

3oy

=
=

717 &of

] ¢FAA] (Unconditionally Secure) .2 ojH ot5 <

=
=

e

A% 9

il

i
o

oV

T

ol
AR

m_.w_wo

)
—t—
o
o

7}

s

el Al

51,

7] el

ol
=

oA

__i
ol

ofo
@

0

it
fil

—_—

0
G
g2

)
o~
0

Hr

3

ol

al7
ﬁo

Al A

28

A=A

S

&

o Ag

(One—time pad)[34]e]aL, o]

Aol A= A =

;o.ﬁ

oH

)

o] Zlo|g} & Zojo] B F7F Le

7}

3.

=
o

A2 ebAd A (Computationally Secure) &.&  ¢F

=

H R

=
T

H (Computing Power)oll =

1=
o

[ls

B4 2e] Az e]

o= orle

oA

o=

]
A

of ‘AT i o]

Ehs

o)
%

g 4
sl utoz ALg 7h

=T

-

o
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b (54 2-1)3 2
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3

o)

P* (POP =aq)

C (CHC =)

(2-1)

=pl=p>2""

Pr[E,(P)®E(P®a)

il

(4 2-D8 SJnle 2

NA, p/ c7he

3]

pell o
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<0

\
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~H
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el
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d #(wrong pair) BTt A9,

=
=

M= oF (¢ * p) / 2% ®} 18]

1

R

CREE
tolmE &8 4ol

ol p> 2

;O‘_
Mo

zel
ol

Mo
)
x
of-

—_—

0

N
Ho

sl
;i

(s

ojtf. 1E]aL o

sl
jaxe)

)

I Z2E 714

3]

FAL 1993 Matsuidl 9

¢}

A

d

e

gl
e

oL
[€)

0
Tl

A

HATH[45].

ol &4

A
Z (multiple linear- attack)[46], H]

Ho

)
~

Ho

R

gt} olsh ol

-
3 T

A

d

plaintext

Ho

Mo

™
0

T

linear

A (chosen

A (bilinear attack)[49] o] gt}

o

35

A
pS

attack)[471],

attack)[48], o|=F

(nonlinear

Ho

(correlation)”} A+ A3 ZALgk(linear approximation)=

o

il
Il

}(bias: x)= 2t

Eol tiaiA ¥= I'P —
A2 k5> (cYm2™el

°of &5

] [CE fr = ¥ A% IAtgte] &4

=
=]

=
=]

1l

ol
bes,

e

o

Y
ojn

T
110
)
=2

ol

—

A

ofpy

)

0
4

(2-3)

&, ¢ / k*he]

3

A kel o

1l

3

« = BE ¥ Y2 (inner products)o|H, o]¢} &
Ay

|Pr[Pes_ I'P Gl P & € =08 51 /225K

O A& =4} 3o
(e > 1)

(=2 2-3)90 A

i

al
oH

)

g

al
ﬁo

I3
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P (Po, P1, P2, P3)

K (Ko, K1, Ko, K3)

(Xo, X1, X2, X3)

E
v

C(Co, C1, C2, C3)
XoDX3=CorDC3 2> PaBP3 B Co PC3=Ko® Kj

ag 2-2. 7|3 A¥ s34

P.. TP® EgiC)s ICS0 (2—4)

AE FAL A} 35 (probability of approximation)©] (5=2] 2—4)0]A
7] (wrong key)7} 1/2(x = 0)Z FHsHH, < 7] (right key)E= #HA} «
HEARAL T oR shal Sl th Al ol 4F& BT co 7hsdt
X A

sAe 43
SN el 2 el BE A F A9 AEES 1o )

2.6.3 Square 22

Square 34> 5% ¢3% Squares 2/ o o] AE EF
daE]F o R 53] Square HER(FE SHIE) d4FSk= SPN -39
& 18]5(AES, Square, CRYPTON[50]) &Zol v}z &3 &
AR B8 o5 daglF AAlddls RrEAl aysior & w4
A WhHo] AUlE $ WHEHE F4 WH o R multiset attack[51],

(integral attack)[52] S©°] St}

]
°, uics
—= 2 g ol

o

> ol 19 fol
N TR
- X
> ft

A2
A
of
N

Square 32L& Hlo|E @97 0~2557F4] 7FE § dE dF EAT #lo)
E(active byte)®} o] 54% Hlo]EE A¢gt vmx] nZH A @S 2=
H}o] E (non—active byte)7} &% =5 AXWA EE #(0~255)S %
5 78 38 dvkes AdS ol &3k FFolth. 734 (balancedness) 7Hs g



2E gEe] Fol 0olehe dvim, e vhew gk

A, =0 (2-5)
i=0
AOO0OO AO0OO0O AO0OO0O AAAA B BBB
0000_>A000_>0A00_>AAAA_BBBB
00O00O A0O0O 0O0ADO AAAA BBBB
00O00O A0O0O 00O0A AAAA B B BB
19 2-3. 7]¥ Square ¥4 47

(L 2-3)2 Square ©I(HIO]E w9 = A4S et= SPN 7%
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2ec)
\ Y Y Y Y Y Y \ Y Y Yy v \ Y \ Y
P-(Permutation)
J

19 3-3. ARIAY] #¢

r
o

(1% 3-3)2 ARIA9] &= 55 Hd3 o2 ARIATE SPN G390
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=9 32ME Yrpp2E HJt U A 32“]'E =9 YietT Yre 7 94 32HE
= 7] KR%} OR A4S F8 F X359 XOR 9A2HS 33 324 E 3ol
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(2% 3-5)9 13 9% 32H|E {IHo| 00|31, % 32HE 32 &
F e 999 QW E"€o® 9% 32 EE Xz | K7t @k 283 &
22 39| EX= 0lg Xpo] aulE 8o ) 2o ALE (¥ A9}
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AXNS Pt & mE dAske32H]ER HEAT.

3.5 128H|E E5°| LAt
715 89-%kth o] 1284

Aol 77k el 7t sl

O
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gz slels Bgoltt o] Hrel WEHE Co = frd (CE ”& = ¢
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A= w53 o] Aol

Kri' = Kro'?, 0 <i<14),
= Kro'® = (Kro'® & Krod @ Kro? @ Kro) < 1, G = 15),
Kri' = Kro*}, (0 <i<78),

a8 Ko Kol Wik B3-S 22F Py = (A", B, C°, Do, EY), Py =
(A%, BY, €% D% BSOS Ao s (4] 5-2)8 W= g}

A’ = A, B =B, C.°=0Co, D° =D, EP=Eo, (5-2)

(#24] 5-2)& ~SHACAL-19 203}9—577}21 it a= N | R e
SHACAL-12 202te = rih o W HY WSk g I5E 4837
oln v gL SAow FFHIA 5 gl

A021 = KI.OZO + (A020 <<< 5) + f20(BO2o, CO2O, DOZO) + EOZO + Y20
Kri® + (A" € 5) + 1B, C:*%, D) + B + Y¥
= A

a2]al SHACAL=-19] 578e] =7} @iy << (random permutation)®] 2}
(54 5-3)% w5t o] 27%e] "n[72].

fxor(BZO, cZO’ DZO) + Y20 = fi_f(Bzo, CZO’ DZO) + Ylg, (5_3)

el (54 5-3)3% RARRE Aol 408, 60T 48 £ 9
om, ot Zzt 20ebe= Wk dE WAY ges FRE Ages
SHACAL-19] EA4 wjio|t}, 184 Saarinen?] FHFA<Q AEL (2] 5-2)

2 w=el= Slide 2 (Py, Pl #Eo] 27%0] #Hr}. 18]a Saarinend &7
Alugl 2= SHACAL-19] 53 HAHoN e Ttz A& & o Q. vkt
SHACAL-19 E3 dugj&S 45 gdagFolA AHEd vy Ws s
R ARESe @A G4 RS WA Qdsto = wlRy 7] wito|Th,

oo} e o228 nEgo R YATHS A8 808+= SHACAL-19] A3
7] Slide 324342 th3 2o (£4] 5-1)F 22 A #dA7 & F 7

d



o] 27| 71(Ko, Kol 93 53t #4S F3s & A dsidd ol
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(1§ 5-3)v AES A&t A3 7] Slide ¥4 FHo= 160HE
SHACAL-19] #HE H3 Py = (A, B, C, D, x)& %7] 7] Kol 98] A=
¢ 7|2 SHACAL-1¢ ¢53f 34S g3t oju] oo uAH 324]
E A, B, C, D& 32MES] BE S v 7HA = x9] FAgolth agla HE

[e]
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SHACAL-19] 9353} #485 gt ojuf 32H|E A, B, C, D= H& {¢
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ztzke] WE g Po, P1& 2774 e] 927 Aotk wakA 2% &
g A E 7HA= Slide ol AAHATE (5724 5=4)9 #2 Slide &<
E

7] fdl Hit G Po, Pr ol tgE e ZH7he] hE el A 47]9] 324
o2 HEzHoR 12 8H]Et¢ A 75H ).

Kig0=®  Kry0~19 |~ Kr,2029  Kr,30-39

11111111
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////////

P1_’ > xor > maj_> xor = xor > maj_’ XOr| 'C1

TTTTTTTT
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1231 Saarinen®] ¥7 Ayl oo w HFHow BA F5H 2UHS
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Aveh = SHACAL-19 B35 ¢i1e]F9 Saarinen® 54 Aluges %
dug]lFy e kS HEE HFHd dFAEE H83 g0ge=
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= vt 20 A8 g s Aas s 5SS 7K ok aEA
SHACAL—-19] 208} vitko 2 dpddd WSk AbS 43 808+=5 10
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woleh 3wl Pe} P7F B8 p'o] A B4 A — ArE BEIE F oo FE
100%<] 1HE W44 «p » (E%(P) @ E%(P)) = o& 9& 5 Uk

ghob g4 PoF P7F 2HE 1 - po) A 54 A — )
o 1R EA] xp » (E%(P) @ E%(P)E AYe 3tS ztet) o] F 4

= A4S
o= yye ey e F5 1/2 4+ p/2(=p 1 + (1 — p) = 1/2)9 1
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NE e F-Arh
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(42 6-3,6-4)= /piling—up lemmas A}£3lo] 35 1/2 + 2p°d’(=
/2 + 257 p' 21+ OB AL A SAES Heat go] &
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e13~-°4 A wE M, K2 eqn 9] A S Zeth o714 e 329
A=A 13HA HIEE lola, 14 ~ 319 HEE 0= 19 999
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Ex
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as1 = ca1, fs = g6, f20 = 820, f25 = g5, (6=7)
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21| O 0 0 0 0 0 0 0 lewm~| 1
22| eis~ 0 0 0 €13~ 0 0 0 €31 1
23] ? |'em~] O 0 ? e 0 0 ? 1
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5t o3 Eg Aot 2= 2 ug-g3 2% + 2%%n Honm o
A @z Zolzkef

7] Krol thd v 3050 E 7)o 3k A
ZALE gt ol AgS JJrfz}E‘rEﬂ 512H|E 7] K& 358e=
SHACAL=29] m}&F 7]2 K 4 (0,0,0,0,0,0,e51,0,0,0,0,0,0,0,0,0) &
A#AH 512WE (7|2 =gt agXx] ot WAl @ Eolzith
207HIE FE 71%(Kr, Kr)S BEF HEE AW K 7t 951 &

= o dAFHA o] Hge] =HEk §lo) F=

olo} T2 AR 7] AL -H| Ay FA9 ALt EHEIL(Complexity) & A
Dol A 2'%% (= 5% 20w 2% o] 352}-&= SHACAL=29] ¢33t <date]
23k @A @olA S el gt B2 FPF(Kr, Kr)ol &2 7] 1A
AXeta 21 v&S ZAFS|oF gl SHACAL—-29] v|AE sh4Eo] g A3
zf;j o] 75]_?_ %& 7] /W—jq. :7_337(] OJ—Q 7] /VJ—O] 71—0 H]g 1/2§ ("‘/\] 6—8)
S w5 Aotk a¥uR (4 6-8)% g BE Ao A o 2
¥ (Binomial Distribution) B(2%, 1/2)& U?P ‘:} oz} Bx:= ulE A X
(Normal Distribution)® A3F& ™ N(2%, 2°7)0] #r} wabA Z2 = (X — 2%)
/ 2°79] At BEE N(0, 1901, PriX = 2% + 2216 or X < 2% — 2216] =
Pr[Z > 8.5742 or Z < —8.7542] =~ 27°%%¢] gt} Z4zte] jo] that ©A
S FE BE 7] o] vgo] o 27%0eH, wA @A FutE ifA F-E
] o Mg of (277)F « 27 o] ", aEs W 09 Exne

©

_95_



4
4506 (~ 2239>< 9 % (22072 5 9753371 5 (7/35) % (1/2)) 3589 =
i=0

SHACAL-2°] %3} $=3o] &1, 9 @2 T33 F& 71 &9 M+
B oF 2 (= (27)7 % 2700w (1/2))0]7) wWiEel] @Al @] BREE oF
oM (= 2N 27w (7/35))9] 358} = SHACAL-2 ¢t% Fde] 2%
o ok HEH < 358 = SHACAL-29] A7) xE-u|AE g2 =&

;S_El;_ C}_}: 2451'1(x 2:1119.2 4 2450.6)01 %q_

oloh g B4 WAHolA 328 F tjHve]l AeFo] 3pTLE A

7 AR-NAY 2AS @ D3 L& HE AT geEE JEE 4L 9=
g e wA @9 Lol BB AAKr Ki)E REeE 39S WA BB
7] Kre g3 eols 485 e 7] 870 2560 E(KY, K, KP, K¥, K,
42 29

Kzgy ngy K4O)—§— 238 K ’ K41, K32, K31’ Koso’ K130, K%BO’ K029, K,
oy Ko™, Ko®, K% ., Ko™, K%, Ko™ 463HIES F=6laL, ol U2y
B K 9A diZdges Hege g 7] 87 256HIE(KT, K, K
K*Sﬁ, K*37, K*BB’ K*BQ’ K*40)igé_ Eg‘j]'?l‘ K*42, K*41, K*SZ, K*Sl’ KO*SO, Kl*SO, "
*30, KU*ZQ7 K]*ZQ7 Ak K25*29’ KO*ZS, KI*ZB’ . K24*28’ K0*27’ KO*ZGQ] 463315‘%
g dA Qe 28FFE=EZA T HSst= 35 ~ 338 =

S ety gATS A8 05 32 ~ 28 TA=
A8 g} o= (¥ 6-1) LaEl5e 53535 fAAHE @A
: : ™, oA T A el A

Jaies b
2
oﬁ 1-011 _ﬂ'
o I
L)
o
w

ofN oo [ foir L A X
2ot Sk e e
He
SR
B
(m of
o ot
A Tl
Mo )
L
N
—
)
il iz
HL
EIO(l =
o X
ot
£
2ol
=
N 2@ e 2

£
£
N
>,
N@
o
=
o
e
o
R
)
ofo
i ol
o )
Ho
[
A
o T
a9

© 2709 AR nlE FE Pk P aelw, o) Fiel 247 ghgHE %
el ad PP =P @ a9 P =P D a?d 2 FHA HE(P, P

_96_



AK®
AK™)o|t},

oje} T
(distinguisher )<
(P, P', P, P

Wi

-

)
R
BB BN RN

Dl
o R P

N

-

470e] A
E% .(P
Bt v+
I'® I

defol A gholvh, 1efal %

- [e]
\__Z—IE

(P,

=z

Z7 A1
olar, 4709 AR 3k FelA «

=T)7} & 100%
7L7L4 47H§

A% 7] AR EA o — 7 wEHT S

Lol o3l 47h¢] el 27 S H = 4709
= Ex.(P"), C* = Ex:(P), C* = Ex.(P S
=K69AK,K =K ® AK', K™ =K & AK &
=K @& K =AKe|¥, K ® K* =K @ K~
a]al AKSF AK &= 45 3AAE A8 u4gdl d

L B Y

el

.
S (E=1 P
=g CHC

dele] Beoll thaiAl)
= 1), (422 Yol HaiA)
SEECHC"FC & C

IR
cC & C
8),

=TB%(P), 1 WP, T = E%(P), I'°
SAAZE =3 A %k
29} 3& 1" I
019} e 47H4

5ol B

g Mgl 9
Jthal 7} shAf
Z Prox[E%(P) & E%.(P*)

m7/le] HE #(7] K
2L e AK)o] ¢

Bl P®P =a] =pold, Hi &2 o mp7l o, Xt =7 13 29 ¢
3 mp e HE AL <k (mp)? / 2709 quartetE A ST} B2 ks oF

_97_
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/
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