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A Study on FPGA Implementation of Video Watermarking and Encryption for

Copyright Protection of Broadcasting Contents

Yong Jae Jeong

Department of Electronics Engineering, Graduate School

Pukyong National University

Abstract

The recent development of computing and communication technologies
enabled high definition video (HDV) applications. In today’s computing
environment, / the end wusefs can | easily perform storing, editing,
reproducing,’ and or distributing HDV ' scripts. Copyright protection has
therefore been increasingly important to protect HDV data against illegal
copy and reproduction and copy right|infringement.

Digital watermarking technology has been actively investigated to solve the
copyright protection problem of HDV media data by . hiding injected
watermark information into_original digital==contents.-To be effective, a
watermarking scheme must-satisfy two important technical requirements:
invisibility and robustness. To satisfy the invisibility (or transparency)
requirement, the watermark should be injected into the original media
contents in such a way that human beings cannot visually recognize the
watermark. The effective watermarking scheme should also be robust
against possible attacks such as translation, rotation, and/or scaling. In
addition a watermarking scheme for HDV applications should be robust
against natural attacks such as analog/digital conversion and/or MPEG

compression.



The applications of HDV broadcast monitoring and on-air live broadcasting
need fast real-time watermarking solution. To enable fast real-time
watermarking, chip level implementations of watermarking algorithms have
been investigated. VLSI implementations of watermarking algorithms, which
are robust against analog/digital conversion and JPEG compression, for still
digital images were reported in the literature. These research works
focused on single chip implementations of watermarking algorithms but did
not address system level studies on the effectiveness and efficiency of
underlying watermarking schemes.

Digital encryption technology has been investigated“to solve the protection
of a copy to another devices in the illegal situation. the method of a copy
protection using encryption use a standardized encryption' method or a
personalized/ encryption method. the former has strong security level but
have not flexibility for adapting the copy protection. the letter has lower
security level, but it has flexibility. the standardized encryption is DES,
AES, SEED and so on.

In this paper, we present FPGA based hardware system that enables fast
real-time watermarking: and. encryption  for.. SD/HD.” applications. The
presented hardware system has an embedded watermarking or encryption
processor implemented based on the STRATIX FPGA device family from
ALTERA. The embedded watermarking or encryption processor is based
on our novel watermarking and encryption algorithm suitable for optimal
hardware implementation. Our system can embed user information such as
video meta—data to any selected video frames, so that we can extract the
injected watermark data at any frames of the watermarked video. Also our
system can encrypt a video information such as pixels information of each
video frame. The presented hardware watermarking and encryption system

for SD/HD real-time applications satisfies invisibility and robustness in

_Xi_



watermarking that are essential requirements for practical watermarking
and satisfies wvisibility of a video contents which is adapted to our
encryption. The presented hardware system based on FPGA can not only
be used for live broadcasting with real-time SD/HD watermarking but also

used for mass production video watermarking such as movies or DVDs.
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Figure 18. A block diagram of video encryption
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E 2. v ¢ F HEEE ¢ AlgL

Table 2. Video titles for a test of watermarking algorithm

) _ g
Title X A7) o1 =3
=8N
Akiyo 4:2:0 CIF 300 | &Ado] A, oFslk A7t
Coastguard || 4:2:0 CIF 300 | FsAde] A, gk Azt
Foreman | 4:2:0 CIF 300 | AA A Yol Aal, ek Azt

(a) aklyo (b) coastguard (c) foreman

19 24. v BE
Figure 24. Video samples
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Figure 25. A 'block diagram-of watermarking system of SD format
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a9 27. 9l AFH RE
Figure 27. Video processing board
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Figure 29. A result of watermark detecting
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0

2 Foage Aldzo ve Aoz A GAEE0] ol 4
Fs HATh s 10001 AEY H=& dsEAA ‘akiyo'el AF-

¥ 3. ‘akiyo’ol Wis A& AF
Table 3. Results of watermark detection about ‘akiyo’

SR} AT =]
HEE
A7I(A) w12 5 7](B) (B/A*100) A3} =71
(%)

(Byte) (Byte) (%)

45,619,200 35,0252 | 0.76777322 26 60
45,619,200 46,7878 | 1.02561641 24 82.5
45,619,200 64,9971 | 1.424%7509 o 85
45,619,200 85,8194 1.8812123 20 100

¥ 4. ‘coastguard’d] W3 A= AF
Table 4. Results of watermark detection about ‘coastguard’

SRS &S =)

HEE
A71(A) 9+ F7](B) (B/A%100) A3} 7]

(%)
(Byte) (Byte) (%)
45,619,200 460,355 1.010222 36 71.25
45,619,200 689,069 1.51048 34 86.25
45,619,200 981,080 2.150586 32 100
45,619,200 1,434,913 3.145415 30 100
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¥ 6. ‘foreman’d W3 A& A7
Table 6. Results of watermark detection about ‘foreman’

SRS} AT =] .
HEE
A7(A) 9+ 77](B) (B/A*100) A3} =71
(%)

(Byte) (Byte) (%)

45,619,200 1,325,241 2.905007 28 100
45,619,200 1122596 2.490797 30 87.5
45,619,200 767626 1.682682 32 60
45,619,200 542694 1.189618 34 36.25
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(b) YE=2 (c) H2642 ¢=4
HH L HH 2

(a) €& HHL

I8 30. €493 dHuA Add 9 v

Figure 30. Comparison of a orignal video with-a watermarked video
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Figure 34. Results of watermark embedding
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Table 6. Results of watermark inserting test

Dist
, istance 30(cm) | 70(cm) | 100(cm) | 200(cm)
Video sequence

The lord of the rings 3
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Table 8. Results of watermark robustness test

PSNR(dB) A=E5(%) .
- - =5 (%)
WtE | H.264 | WS4 | H.264
Saving private ryan 46.93 | 42.64 100 87.5 450
Forrest gump 42.63 | 35.19 100 100 370

The lord of the rings 3.}-46.76 | 42:52 100 87.5 556

The Matrix 3 41.52 | 37.70 | 100 100 376

Star wars 3 43.62 | 40.70 | 100 87.5 322
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Figure 36. A real-time watermarking system with HD format
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Figure 37. Results of watermark embedding
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