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Context—-Aware Security Service in
RFID/USN Environments using FCM

Algorithm and Fuzzy Decision Tree

Seok Hwan Yang

Department of Interdiseiplinary Program-of Information Security,

Graduate School,

Pukyong National University

Abstract

Ubiquitous technology has. penetrated _into almost every aspect of
modern life, spreading to—the furthest reaches of the world. And the
research of the security technology to solve the weakness of security of
the ubiquitous environment 1is paid to attention. The ubiquitous
environment based system needs a security service which might be
changed and adapted by various user context. A lot of system,
however, have a security service using fixed rules in real world, thus
many systems can not solve the more complex situation. Therefore we
try to research context aware security service.

Many existing researchs on context aware security service are using

_iv_



ACL (Access Control List) or are based on RBAC (Role Based Access
Control). But they have a overhead in the management of security
policy and also have problem, that is, they can not handle unexpected
situation in the real world. This thesis proposes a context-aware
security service providing multiple authentications and authorization
from a security level which is decided dynamically in a context-aware
environment using FCM (Fuzzy C-Means) clustering algorithm and
Fuzzy Decision Tree algorithm consequently.

This thesis provides  experimental data for-.proposed model. The
experimental data shows suggested model could solve typical conflict
problems of /RBAC . system~ due to fixed rules. and could improve
overhead problem on the management.

Suggested model draws security Jlevel about current situation using
the distance between the center of cluster and the various context
information, ‘and then determines @ final security  level /using Fuzzy
Decision Tree. “And. the  suggested model supports ~diverse security
services by using security devel. We expects- the suggested model to be
applied to the diverse applications using contexts of user such as

healthcare system, emergency system, and so on.
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- PARAMETER_SFEC : DHParamet - cipher: Cipher
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SymetricCryptographyFactory

-instance : SymetricCryptographyFactory
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DESCryptography TripleDESCryptography AESCryptography
- ley : Secretlley - cipher: Cipher - cipher: Cipher

- key : Secretiey
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+generateley:Secretiley
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+setley

+decryptbyte
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+encryptData:byte
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+encryptData:byte
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+getiey:Key

+setiey
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+decryptData:String
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+encryptData:byte
+decryptData:String
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+setiey
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- cryptoSet: HashMap
- instance : SymetricCryptographySet
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+isExisted:boolean
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X509V3CertificateFactory

X509V 1CertificateFactory

- instance : X509VaCetificateFactor
- generator : X509%W3CertificateGene
- cefificate : X508 Cetificate
- caXh09Mame

- calnfo : CAlInfo

- VALIDITY - int

- password : char]
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- instance : X509VaCetificateFactor
- generator : X509W3CertificateGene
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- pubkey : Publickey
- prikkey : Frivateley
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+getCAPublickKey Publickey
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+KeyStoreManager
+getinstance:KeyStoreManager
+lgad:CAlnfo

CRL

CRLInfo

- list: ArrayList

=zCreate
+CeritifcateVerifier

+getinstance: Carific ateVerifier

- info : CAlnfo
®

- serialMum : Biginteger
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<ACL>
<POLICY >
<SECURITY_LEVEL>1</SECURITY_LEVEL>
<SUBJECT_LEVEL>1</SUBJECT_LEVEL>
<OPERATION >Read </OPERATION >
<LIST>
<INFORMATION >Blood Pressure </INFORMATION >
<INFORMATION > Heart Rate </INFORMATION >
<INFORMATION> History of a patient</INFORMATION>
<INFORMATION>Clinical history </INFORMATION >
<INFORMATION>Case history</INFORMATION >
<INFORMATION >Special Attention</INFORMATION>
</LIST>
</POLICY>

<POLICY >
<SECURITY_LEVEL>2</SECURITY_LEVEL>
<SUBJECT_LEVEL>1</SUBJECT_LEVEL>
<OPERATION>Read </OPERATION>
<LIST>
<INFORMATION>Blood Pressure</INFORMATION>
<INFORMATION>Heart Rate </INFORMATION >
<INFORMATION>Case history </INFORMATION>
<INFORMATION >Special Attention</INFORMATION>
</LIST>
</POLICY>
</ACL>

[ 16] A2 Ao 55 (ACL)Y 4
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