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Video Water—Encryption Technique Based on H.264 SE Codec

Won-Jei Kim

Department of Computer Engineering, The Graduate School,

Pukyong National Unaiversity

Abstract

Multimedia production and distribution, now- a days, 4s all digital. The
advantages of digital distribution, like noise—free transmission, are well known.
However despite being an ;economic opportunity, this also is a major concern
for content owners. The unlimited copying of digital data without loss of
fidelity is undesirable because it causes considerable financial losses. An
effective digital rights management(DRM) system would allow the content
providers to track, monitor and enforce usage rights of their contents in both
digital and analog form.

Watermarking and eneryption are the two @ often mentioned techniques
proposed for protection of intellectual property rights. Although encryption
plays an important role in DRM and video streaming however it can only
protect data during transmission from content provider to authorized user.
Thus encryption does not provide any protection once the content has been
decrypted. A watermark however persists within the decrypted video stream
and can be used to access control rights. A DRM-complaint device can read
the embedded watermark and control and prevent video duplication or
playback. Video watermarking may also be used to track and trace video

content and broadcast monitoring.



In this paper, a video water—encryption scheme based on H.264 scalable
extension codec is presented. In order to compress video sequence and embed
watermark and encryption at the same time, The video is watermarked and
encrypted during H.264 scalable extension compression process. Embedding
amount of watermark and embedding positions are calculated by a frame of
each layer. And then watermark is embedded in a 4x4 DCT block of video
data. The watermarked video data are encrypted.

The scheme Kkeeps secure against present attacks, 1is efficient in
implementation, keeps imperceptible, and-is_robust against other attacks, such
as encoding, common -signal processing, and geometrical processing. These
properties make .the scheme a choice for secure video transmission or

distribution.
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