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Design and Implementation of Forensic File Format for

Acquisition and Exchange of Digital Evidence

Tae Sick Park

Interdisciplinary Program of Information Security, The Graduate School,

Pukyong National University

Abstract

Computer forensics typically deals with large amount of data. Modern
commodity hard disks approach the Terabyte domain, leading to many
problems in managing and archiving bit for bit images.

However, most of image file formats can handle only a few giga bytes
of disk storages. Also.they don't consider protecting the confidentiality
of imaged data. In modernzcomputing lenvironment,-it is usual that even
a personal user uses a storage disk with the capacity of more than a
few hundreds of giga bytes. And also, a law court tends to protect the
privacy of the suspected until a juridical sentence is done.

Therefore this thesis propose a new forensic image format which can
handle high capacity disk storages. The proposed forensic file format
supports metadata that can be defined and extended by users.
Especially, it has flag field in which users set the encryption and

digital signature algorithms.



And for the purpose of promotion of international assistance for digital
evidence investigation and transportation of digital data including
evidence acquired remote place, exchange format of disk imaging file
is proposed. The proposed disk image exchange format can increase

digital forensic tool's interoperability.
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AEAH 2EY 4577 Rdely dole] AE i Zlo] 2
stk AR wlol 3} e A

o] A|xElo] ASAF|= Ao] Brl=sl),

shel o]% 99| Hle} HlolEl7} gith whel o Fo
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CRE QA A gHENQ ] A& oAk A o)},

— 7 pie /13— vl =N T Rl
[E#1] 8 HIO|E9| MY F&E(Signature part)

Bytes 3 1 1 1 1 1
Data "EVEF" | 0x09 | Ox0d | OxOa | Oxff | Ox0OO

[#2] 5 H}O|E°| HE 2 E(Fields part)
2

Bytes 1 2
Data 0x01 1- =11 o] 0x0000
Meaning AIHE HT
@ M4
- 7 Ade BAY EF dolHR AFsti, g dolobg
T
[ 3] MM glo]ot=
Offset Bytes Data Meaning
0 (0x0) 16 "volume", "header" % AR F8 AEY




16 (0x10) 8 A oA ths AMd7EA] 9
64—BE QA

24 (0x18) 8 Ao 64—H|E  HIOJE 7|

32 (0x20) | 40 0x00... e

72 (0x48) 4 RE old AA do]g 2 CRC

- EWCFE th&el A4 4352 AHgad
. header, volume, table, next, done

- oJ% A4 495 2o BWe Sl mE A4 Px A5 A

— ‘header' A4
[E 4] header MM
Offset Bytes Data Meaning
76 (Ox4c) A o] " Z7HA] zlib =% dlo]H Comments T%

. Comments: 732+ T 9 tab, newline, delimited 29| ¢
AE AEFO|H (ZF A A HoTH = tab Aol el e H AL

32 newline Akl o8] € th).
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[# 5] Comments F=
1
main
C n a e t m u p r
Case Evidence | Unique Examiner | Notes | Acquired | System | pwhash | char
Number | Number | Description Name Date Date

. Case Number, Evidence Number, Unique Description,
Examiner Name, Notesi= Z#Hy 3H (tab EHi=
newline &A=+ X §8FA] Holof Fhth ot

. Acquired-Date, System Data <+ “2002 3 4 10 19
597 2] o)tk (March 4, 2002 10:19:59).

./pwhashi= &AL ‘0’ o]ojof siry,

Achare= 2 A0 T TS e EX1EA 50 slijo]o]
oF | stk o3& ZH7ZE “pest” , “fastest” ,  “no
compression” & UERdT EWCF=  “f" & AFgsiot

. header AALE F A A IHE & o Mgt LEltol st}
-  ‘volume’ AA
[F 6] volume M

Offset Bytes | Data Meaning
76  (Ox4c) 4 1 Reserved
80 (0x50) 4 Chunk  Count
84 (0x54) 4 64 Sectors  per Chunk
88 (0x58) 4 512 Bytes per Sector
92 (0x50) 4 Sector  Count
96 (0x60) 20 | 0x00... Reserved
116(0x74) 45 0x00... Padding
161 (0Oxal) 5 Reserved  (Signature)
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166 (0xab) 4 QXA 76X AlFEE] BE oA
‘volume' H|°JH &2 CRC

. volume AAL A HA MIHE Ao Aqql vyejr}ol sttt

—  ‘table’ AA

[E 7] table MM

Offset Bytes Data Meaning
76 (Ox4c) 4 1 Chunk Count (for this table)
80  (0x50) 16 0x00... Padding
96  (0x60) 4 XAl 76004 AlZFEle] EE oA
‘table’ H]°]E]E2] CRC
100 (0x64) = T i 222 A 1w (offset  array)
QXA vjge] Fo | MM F7 zlib &% %¥ tl°]E¥ Chunks
=25 7|
eI wge AW ALA el 4—HOlE unsigned integer ¥t
Sol}, 7} S HEE Chunkl o AZolA 2] 9mAol)
2t e A HIEE 12 A" Fojor dt}. Chunk 3 skt
o o] glofol ek
7} table"AA2.16375 FHES AT /AT o B qF

=°| dastrhd, v ' K570 table M-S s oF Tt

CaEA v AAE B UE AIWE 3kdo] glojAol ghth=
A A7) el ‘next’ olg= 7HE Zlolth
c Fdof A mpA e Aol 7] el ol& A Fell thek “next

section” EQIEH &= AA zHA o] AlZHE 7|71
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~ A=& CRCE A#a7] S8l 42 5FaE A5 A

A (prevkey)= ‘17 o]ojof It}

3

A

o

uint Expert_Witness_Compression_cre (void *buffer, int
buffersize, uint prevkey)
{ unsigned char *cbuffer = (unsigned char *)buffer;
unsigned int b = prevkey & Oxffff;

unsigned int d = (prevkey >> 16) & Oxffff;

for(int i@k 1< buffersige, i++)
{ b += cbufferl[il;
d F=b;

if (il=0 && G % 0x15b0 == 0) || @G
== buffersize — 1) ) )

{ b = b % Oxfffl;
d = d % Oxfffl;

}
return (d << 16) | b;
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¥ T r * t
| " St |
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| - | | image data is |
* signature | compreszed |
and version l \ #
number for . user- | » 2 dngle block of « describing
an image provided uncompressed data any problems
meta data + an array of blocks during the
about an of comprassed image's
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2 7

. AFERE A o name/value 9 91e}9 Wt} ©lo)E] AlETE

I o

C AEAQ A gl X509 1Al ZIake I EE AR A

o FA9GAY AN AT= Al

ok

_15_
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Bl HolEl & A&et7] 9l AHEHE AT|vhE 4 9
— data—storage 7% @ AWE AFF AIUEES] A e

oW AgHEAZE A

D Disk—representation 7Z
. gAF oA #AHE BRE ARE ey g AMeY e

4% ATAE o B5S

o,
1o

. AFF AJJHE+E= MIHE name, 32—HlE flag, data payload
= 79%
— name} data payloadi O ~ 2% -1 bytes®] 7P Zo]
o|t}. HE name< 32 bytes ©]s}o]li, data payloade=
16MB o] ato]tt,
L 7HAL R A OME A
— dletdlolE] AN ZHE s Fo ] Ao A3t Px
— dio]H AlZWE Tpage 23 EE T, oln|A ¥ t]A
AAE A
. WEF ol AW ELS gAAzt AAAEHAY tAaFr) ol
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Segment Mame

AFFLIE Svmbol

Meaning

Housekeeping Segments

dir

AFF Segments [periaining to the entire image

AF_IGNORE
AF DIRECTORY

Ignore this segment; zero-length name.

AFF directory; ehould be the last segment.

pagesize AF_SEGSIZE Sige (in bytes) of each uncompresed AFF
data page s stored in segment *Hag” feld.

imagenize AF TMAGESIZE Size (in bytes) of the complete image is
stored in the segment data ares, (B-byte
valui),

hadesctore AF BADSECTORS Number ol $12-byte sectors in the image
that were marked as “bad.”

badilag AF.BADFLAG 512-hyte fing that is nsed tg dencte sectors
in the image file that eould ot be read
from the media,

blankssctors AF_BLANESECTORS Nutmber of sectors in the image file that

AFF Pages (repeated for sach data seqment)

are completely blank {ie., filled with 512
ASCTI NULLs.)

pageid AFPAGE The actual data of page %d. Data is com-
pressed 1f the AF_PAGE COMPRESSED hit in the
flag 15 =t

page nds Yd AF PRGE_MDEHASH MDE of the uncompressed pags.

pagends _sighd AF PUGE MOESIG PECST signatursnf page 9id's MD5.

page shal jid AF_PIGEEEEIHARH SHAL af the uncompressed pege.

page ehal =ighd AF PRGE_BHALBIC PECST signature of page %d’s SHA-1.

Some AFF Segmenis created by the Advanced Disk Tmager

&34 Tkn AF_CASE UM Case number for EnCase compatibility,

image gid AF_TMAGE GID A unique 128-bit image identifier.

imaging.commandline AF TMAGING COMMANDLINE  Complete commnnd used to create image,

imgingdate AF THMAGING DA TE Date and time when imaging was started,

imaging notes AF_IMAGING NOTES Niotes made by the forensic ecaminer when
the imaging was started.

imagingdevice AF _TMAGING DEVICE Device used as the source of the image.

[# 8] AFF 1.0 2=lof Ho|l&E AFF MO1HESE



CHlolE AW EE A= UAARFE HAME AA dolH

T — 1

= A%
— BE dolg MIHESS FYU3 AV|oof g, 1 A7+

olu|x] o] YA H I pagesizett Bz AIHEC A%
2w A E

— pagesizet= 999 #e M F AT BE A9 2%
aMB) g+ 2*  (16MB)7} A= €t}

MR EESZ A4 o] F pageO,pagel, ... page n 0% F
oJzith, o7| Al n Fa SRt A,

. AFE 3dofA Qdoe] 512-Ho|E A il kKA g2 Al
JHE Yol ALHE (page) BlEst HIO|E @ A2 T3 2
of ofsf A%<t

ix512

page number =  pagesize

offset = (Ix512)—(page#)x pagesize

. AFF o]y #Ho|X& & A& zlibE FHAY e o5

A &% % vk

— Hlolg Ho]x] 8 32-H|E flag 7} H A7} h5H =

)

o
J ¥ = encode 3T}

. checksum ¥} signature = ©]u|#] o A ITHEC|A dHo|g
7b 5% o] SrAolAY At WAHA ks A
A7l S8l AHEE =

— AFF 1.0 34l (MD5,SHA-1) ¢} A& M (PKCS #7 #

ftlo
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AAT) 22 7HA ASRES A gt

— sk AAF A AAeIm Ao el 1E]ar i dlolE
AZLAE] sl 7152 5 Uk

< Holg el AxtE 7] wiel v

F olnAE gFE ol 7}

= H R

— signature & 4FHA &
A olmAE F53te] A

Caliss

o
W

@ Data—Storage 7%
. data—strage A5 AAl AFF A7 EE AF st the
T 7 A ERE
— AFF 1.0 Binary format : AlZZHEE©] sfv}f o] 3
Pl (TALA © o ST B A
—~ AFF 1.0 XML format : XML 222 JHE A3
. AFF 1.0 Binary file
— ‘header ¢} 07 o142 binary AFF A I1HE= G4
ZF binary AFF A 1WHE¥X header, 7} Zo] AI1HE o
=, 32=H|E flag; 7 Aol Hole] d M IHE footer
2 774
— MIIHES] Zoli= header 9} footer o # %
. AFF1.0 XML format

—dd9] XML A &2 name/value A 1THES] 73l 74
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Start ol AFF file

AFF Header (8 bybes)
P
p— /ME[AC0EIR
— e
pagel (first data segmant)
[ page_shai_0 (lirst segrment's sha=1)
e piage_shial_sigl (segment PRCST signaiure)
page1 (second data segment)
= page_shal_1 (second segment's sha=1}
Metadata Metadaia b page_shal_sig! (segment PKCGST signature)
AFF TAFD AFN ! AFFXML —_
::: Additienal Segmenis
[ shal (datafile sha-1)
_ snai_sig (file PKCSY signatura)
End ol AFF lile
< AFF Storage Formats > < AFF file schematic >
"AFFO00" (4 bytes)
AFF 4 length of segment name
Sagmen 4 b
header e ‘ m}
(16 bytes) length of segment data
(4 bytes)
segment flag (4 bytes)
- —.
segment = .
name page-ﬂ"
e
up fo 4G5 of binary
data, although in
proall [N
segments are less
than 16ME
AFF "ATTVODO" {4 byles)
sagment
Tooter length of entire segment
(B8 bytas) {4 bytas)
e
< AFF Segment Formats > < AFF segment schematic >

[22] 3] AFF1.0 XML format
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97 otk Az oy
7HA g2 252 S ok
— Raw Data

— Formatted Data

o fFY&/AFLA AAR] AlFets 7l WE | fdd” o ofs &
549 4 2tk “‘Formatted Data” & HFE A% X2 55 &2
o olmg B eMNTRZES| A Fe] Aty glor o= w5 H

o[Elo] tfd FUHEES SEClAY HEs A HojHE v
o7 999 A2 FEFoEA FolATFH T VT & g
2] &< EnCase® 233tel GPL Adeol-whe} 7% & 3719 AFF7}
“Formatted Data” e}l o|vx] A& 24t
SANE A RSl AFEAECAE 100 717F vlolE o] tl g
W

Shedsavt nASEEA P EAde] QoM E AL S

s2 olul 4] YOI oled waF A4 FA 9 Holy 53 B
7} Fed olulA Elo] @R YUk wE 2ARS] hakd /&R
=

ar
sHgo] golgt Holy Fxe &7 o



= Image data{daia segments) -File checksum {hash value)
Image file Meta data Data seament #0 ... Image file
header data segment #n footer
fi [ -
* Image file ’_T + Entire image data.
name S2]| ) 238 + User-defined Checksum (0] gt2 2
- Flagmetorai S8 S) Meta datn - Header checksum (hash value) | | dakscgment 3i1
checksum S0 0§
checksum

{ hash or signahwe) 0IC}).
[Z2 4] A gtet o|o| x| ot =oH

2} pe] g 9 dlete] Feel o AEe e gk

2. olm|x] w3

729 5 olnA 7l Hulel wloE T2 Ui w1
=

d 204 Ver’ = 1HIOIE dol& 7FAH AQbst oju]x] xvie] H
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AVersion WMo E UERIT 1npelE F, &9 48] E(Bit) = #°]A
(Major) W13& 3t¢l 4P E= violy Minor) S5 yebdith REek
Hd  ®HE7E 0.9¢9 AT Ver’ ¢ H] E 9 (Bitmap) &
‘000010017 o] #r}. ‘slejdol’ = 1upo]lE ZolE 7MW 14
dlt] o] wpolE dolE yehint weba stddt = 25680 E o]
Aol 5 7Fd = Utk AMAWNIE = 4ulo]E AolE 7AH A|ekgt

ojmiA] ¥vior HE5H FAEY BHEI ARS AR RAT AR

i

¢

M5 (Case Number)E EAZICH ‘ZE7W3S’ = 2dlo|E Zo|= 7}
A AT o S AMH I FEE FAESC FoiE dd

o] M F £ olu|x] ydof s Fe= TAME (Evidence Number)

Major Minor 0 1 2 ‘ 3 4 | b 6 7
— Header| Evidence
Ve Length Case nunhe, number
NHame
——
U|]|2|3 4|5 6‘7| Length .
Investigator name =
Year Monh Date } \
Style: " 2007 "0 26" I~ Acquisition date
- Acquisition time
0 |1 123 %5 6|?/"
Hour Minuke Second GMT offsst Real Image Size (=dd image size)
I
TS — . Image Segment Size (uncompressed in Byte = 32K)
Style: ™18 20" "39 signed short offsst= +&
d Flag ‘ Multi Image
0 1 2 | 3 / i
ab |2b |2b Fipher algorithal 0%3%“;;33?“
‘/ \ 0 1 | 2 | 3 ||
YE DIOA0E
- 0-> single Image file - File & |
A LD2AS(40)/ YU DRS(2)/ A= AT() 1 -5 multilmage fie

3 -2 multi Image and the last file

[22] 5] ofo|x| =gl &K =od

O]Fdol = 1HOlE HolE MW EARECIET & HolE
LERATE. CFARRO]E 2 0 HEo]E o]} 191 HpolE o]ake] o]
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m{m
)
i)
4
30
o
=)
2
rO
i,
-
=)
N
-
T
1o
ke
By
ot
flo
M
i
o
ot
ofl
ol
rlr

o] &
A A QEgE ofw
BH7F 7145 = o] 9l 4nfe]
A} (Character) 7} th 2vFo]|Eofi= T (Month) o == 2%}
7F, wpAlEE 2uto] Ed= d(Day) ol aidebs 2w AEdE 7=

vk, ez wek ojulq shle] A4gele] 20079 74 5olehd  ‘H

S’ 9] upo|Ed= Zhz 2 o, 0, ‘7T, O
7, 0 )5 g EAF7ISEH S EAIRY & 8HlolE A

ol 7FA™ Aktst o|m| x|k FHe] we}t ofu]#] UE /IS
AIZE ARIY 7I4E e olF A4Sl 2uko] Eoll= Al Z}(Hour) ol 33t
T 2% ALt 2ulelEeE Rl sl@stE 2%A7E, v 2HlE
o= Z(Second) el s Fst= 247 71Tt wrRA R 2nfo]| Ed
GMT timezones WEN= #to] 7|SEb. mebA gigdyl= 7|EA]
(GMT timezone ©] +9)E 234 12% 10x&5 xds}/] HsiAE

HEA 2] 6rtelEe Azt 2 3 T e
T, 0 o ERL T LilelEds 4 A 715y
o vpAu alo]Ex MEGo] 0x087F B, ‘olulAlo]=’ = gul
o= ol AAM AFE olvA] el EWE o] g olnA s

A0 o]l Hi= FAES welE A7]E yebdth weba A%
g3Fo] 2%ulo|E o]l A wiAl Z& 2%blo|E o4t 715 7b
= dlold ddel digh olnx] gd A tisiAle B oln A Tt
A Zwie] Abgo] AxnHA gt AHIHEA}]=E’ = 8HlolE
205 7HAH dolH AIHES EdH: A8 g 275 e
U= AZulolE w92 yebdt,

N
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Flag'> 4vto]E ZAol& 7FAm] ofy] 74 H71AQ1 Alo] R
Eo] 719)€th 'Flag'e %7] 4v|Ex= d4 dueFs dEhdr] 9l
Aoz, 7158 HEP] 0x0¥ A9+ MD5, 0x1¥ A¢ SHA-1,
0x2% 7% RSAS} MD56E ©l&3% daAw, 0x3d -5 RSAsH
SHA-1& o] g3 AAAY, 0x4d A% DSAS MD5E o] g3k Azt
A, 0x59 7% DSASH SHA-1S o] &3 AAAEE 21832 9
& YeEbE BlERe]l 0x0d 7

=
o
£
£
tlo
.
=
[m
ol
2
Hy
WS
E

45 @l (leve) 65 0x1Y9 A9 «F #@¥W 95 2ngtt. 'Flag'd
T RA 1] Es AMRE oS3 duEES UEleH BIEH]
0x00d A% ¢33tE Ab8sHA @ <vsh 0x012 3DES,
0x02%= AES(128H]E) & ARgsto] testss ov)dt. 'Flag'e] vt
A ek 2upo] B Abgk o]w]x| xEEie] ofgt ojm| x| upelo] Aoz
Bl 3 WA A o EdlelE ZkA] o] Agel diet vio] Egrs vrebdITh !
HEo|n| A e 4uto]E ZolE 7HAM el FAEZNE F5E d
olE]7} B9 olnA AU FAAE R THAIS A TF AN
o} A 2 Fd FFeA sF Aol A E vEhlE AR 7]
Z5 =y 3 WA vlo]ExE 0x00, 0x01, 0x039 HIEWRHS 71Aok
atv ol A7t " omA B, R ojw|A I

g ojul x| wde] & & on|elit

s+ o

M

O_u

O

)
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3. WEr o]y (Metadata)

I 32 WEHolH Y xS =S k. 1"l ID'=
1l B ZolE  7bH  wlgdolElE Ry fd AER
(Identification Number) 2 AFEFTh wepd B =wolM= Hj
25670 wEtdlolE7F g olwo] AHgE F Stk 'Length'v= 4¥po]E
ZolE 7w wletdlole] AAe] Zolel tjgh wlo]E k& EeRATE
'Data'= 79 ZAol& 7FA v detdlolE] H oo wpe} vhFet FH
7H ok 7R A o w wEtdlolH s HEEhA o xWia 7}
HAQl dHolel Aolg AHEsty] el AFEAZE leE AEE e
dold & F7He & iCm /¢ ojnx] s o] A4 Fart

SATh.

i

(=]

I o W o v

ID Length ‘ |

Data

[22 6] HEH oo| & x=5H

% 9v 2 =FolA ulal ket WeHolEe] Y ID WE S
b a 9lek

[# 9] Mo & oE ol
ID DATA ¢ 71k

0x00 t]A~ 3 Serial Number

0x01 UAT A ZAYRDY

0x02 | tyA=" =glolH 744

Haa FFE7I/AEF/AEE bfo]

E5)
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0x04 | =FAA W HH Fw

AA ojnjx] LA bad tor 7
0x05 I elmlA) el bad sector 7 64bits Integer

0x06

Z’:
o x] & 9 W AH (dd 9 BF

0x07 Unique Identifier for this file

0x08 RSA public key®Z 433l¥ E=29Ud3 | 433 Segment?]
x 3} 7] Payload #&%t 3

AA "= ol AE Y HolH=E
0x09 3 4 7t MD5 or SHA1

0x0A | =71 HFE ] A xA

0xOB | 54 #AFHY =2

0x0C =71 7AFH Y Serial Number

FileHeader® &5 A7t

e
0x0D | & 4
T Eolst £
o.=2 = -

OxOE | st 8418 57 #A5FH @5

FileHeader® 25 AJzH}

olZ2= Tlal o] = A E] A7)
0xO0F H T o ]-4 07% u‘lT1 ]1__ %_%]_:‘l_ E‘:}H

Header Z=4E 9] Metadata® & | Metadata®l &€& &dth

OxFF
x A el a4 % MD5 or SHA1L

4., HZ1HE H|9| €] (segment-data)

a9 72 AaMEdeIH S HelH x5 E=AEa vk 19 5
o4l ‘segment #' 8WIO|E HolE ZpAw HA 1upolEVF 1Y
B9 Aeke dlole S 7 oln A 3 delA s AW
EvolB7t viAE AW EHCIH Y-S e yeA] 7THRe|Es
AZRETOIE Y] £AS WERdT =, 327688l E9] AV]E 7}
A 3= YgAads B = ket doly oz el o]n|

A A AT A 1Y 29 olrAAel = wEWR 1Y 5

%
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°]  ‘segment length'®] FHA 1nlolES WE W2 747}
‘0x0000000000008000" ¥ ‘0x00° o] ¥t} ®REeF  “AZZWEA}
o]=" ¢ HIEf & ‘0x0000000000000008" o= AAGFriH o]+
s 8HRHOIE(=81921}0lE) o= &3] Al THEH O]
of  EeRtth:  upb HE=R A AIZWES Jies
4(=32768/8192) 747} dvt. w2 A WA 8- 2njolEY

3k A 1HE o] E 9 ‘segment #'9] H E Y

-

flo

‘0x0000000000000000" ©], + ®A 8ZA=Zufo]EY} EgHE AL
HEHOIE S ‘segment #'¢] HER 2 0x0000000000000001

ol & ZloJt},

1 byte
0> M IHH S M== data segment 2t ZEXE
1> IF2LHH A DA segment 2,
A1|23|4|56|?
/ Segment #
(GHFS), THELHMI A2 F obCl2F E I 0I0IRIH A= )
Header

Segment Length
(&H data segmentil ZEFE! AtD|=, LEECHH TEE 20 AHIE)

Segment M AHI= =
16{=header) + segment

Data = Payload

length(=payload)
+ 8(=HH segment field size =)
+8{=bad sector HA] BE}

Total segment size N IS

+8{=bad sector § & 2}
Footer  +Jpt{=hash value 2E)

Bad Sector# (Segment LHE] Bad Sectar JH52)

Bad Sectorposition (Segment L2 Bad Sectar #1XIthit man)) —

Hashvalue = H{ uncompress (Payload) }

17 secior 64™ secior

[ 7] HOHE Holg =Y
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'segment length's 8u}o|E ZolE 7FXw 18 79 'data'?
HolE H7]1E yebdith wkef ¢FFo] o] Folguti 4F F-9 nlolE
A71E 715 webA SbEo] o] Folx x| oksktid T1¥ 29 A
Ato]=" o 71EE kel 10245 w9t AT T ‘segment
length'el 715%¢ @& Fdstofof sfm St=o] o] Fojxlivkd @AY
Zrofopl Tt} 'total size's= 8WFO|E AolE THAM A IHEUOlH
ol MAl A7]E YEFHATE 'bad sector #' 8WIO|E Zo]E 7hA|H
AR E] £38 A& fgaae] e 5 =% A s vEd
ok AE S A7) kAl AFE Fokel- el A Abgel whel 5120k
o|E Zo]& 7}A4srl 'bad sector position' I¥ 29 ‘AIWME
Abolz" o] HIERGES 10152 ShAbsh ghe] 2ol st 4ol

ot A oke YR dlo|gle] z ME ] T

I

A

7FAw  ‘data’oll A ZE = o=
3k n|EES  ZRlu = B Exlo] 2’ o) H] E "} o]
‘0x00000000000008" olztHd AT EHolH o  E3 = &9

A7)17F 8ARHO|EVL EHERE 16707 AER o] Foit). oy 3¢
‘bad sector position'> 2HlO|E ZolE 7}A| A ¥w 7}z 8] B EV}
ME Ao dgdr =% A s HEE 12 A"¥¥. 'hash
value' 'data'ell 7]SEE=- 45 di-tolH | gk = A
Mrggrel Z15Ew 1 A7 ARgete s 19 59 Flag'
°of HAS 4v|EC] HIER wel Holrh depint HAHS] 48] E9)
HlERo] 0x0, 0x2, 0x4 2 MD5 4u#]FS AH&stw 161t
E(=128¥E)ZelE 7FA A, HIEYo] 0Oxl, 0x3, 0x54 4§

SHA-1%118]|5& AHE3he 20Wk0] E(=1604E) del& 7Hith,

rir
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5. 3 A (file footer)

a9 82 SAEARY doly TE2E EAsL vk

o | 1| 2| 3| a]5s5 ]| 6|7

Index Table =

Entry
size

The number of Entry

Hash Value
(I W 2t HIOHES| HashvalueS S =AEEcZ L ile 2D

b ]

[12 8] ot

O

25 =

1A 'entry fsize'> 1HFOJE Zeo]E 7AW 'index table'®ll
29tE = AED Entry) 9 7] ©@9E HOIE Z7|E2 Yehie HE
ol 0x00¥ 4% 'index table' O|H[A] spdifjo] EastA| oFotok
3t} 'table size(the number of Entry)'s= 7H[O]E Zol& 7AW
'index table'e] 3k AEZ O] 7l+E ERUT 'index table'>
'entry size'odll 7|4E dEZ 7|9 'table size'd 7Y ¥ AdEZ 7Y
o Fel gt gubEe] Zdol= 7hHth lindex table'ol 7141%
v M dEZE 2 =&oA Ajkst doly IS AREE oA
gelo] AFte R E ZF AU EHCIEFS] AYE vlolE ©eE U
= 7Ft 9 89 AWelA oE & AAY weF 327684}

o|EQ HAAE 8AREHI|EA AU ET ol E38ta slte] o]
Nl AZREGIH7E AZ|A Hrt. o]
W ‘0x00000000000004" ©] #Ht}.

index table'®] 5= HFA < olv]x] Ao A7]E 7Iige] o]

i)
o,
o
(_;
&
=5
)
w
Z.
CDA
1o
R
M~
T

|



Ao} o] QA S A3 GAA FEEA AS5TE 5 9
o} ohek 'entry size'®] HEWS Ox04Z AAFE A AEZ7}F 44
oJE 7|5 ZMAIL ol 4G(=27)ulolEe] v 7] T
] Abgg 2 Qlth. f‘index table'g o]&
g Ae N AIHEdelg RS Aol &xAo] oyl HolES
o] &3t 9o Ht(Random Access) F=O & o|Fo] A 4 itk

'hash value':= 2} AlZTHETHO|E ] ¥3% Hash valueE AF
(Concatenation) 38 ¥ &4 3ol A &3t A3 @S 7IF5ah ARE
H& @14 34 Flaghel #H A4l 4H]E g8 vl Efo] 0x0d A $-
MD5%F A &star” 71 @Il 1601 E(=128R E) & 7|53t 0x14
3¢ SHA-1RF A3t 1 AxQl 20| E(=1608]E)E 71538
o} 0x02Y9 ¢ MD5Z #= RSA H|W7] (private key)Z <
I 1 A3l 128HFo]E(=1024H1E)E 7]=3it 0x03Y
SHA-1Z35 RSA H|W7]® Stesisiy 7 Al 1284uf0]
(=10248]E) & 7|5kt 0x044 B¢ MD5A#E DSA €&l
2 d3stelar I AAQl 12849l E(=1024HE) & 7153tk 0x04
d A9 SHA-1. AHEZDSA dygsezitsssty 1 Al
12800 E(=1024H] E) & 7] & 3,

1o/

- =

ey

l
3

Ol

Jorg HAAoOgL: FH

b

—

}01‘
od, ot
ol

o
©
E

6. olmx Hd9 AA T=
ol x| #d o] AA Fx2E st IO E mASHY v At
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File
Header

Metadats

Segment

Filz
Footer

o 1 2,3 ;4,5 6 7
ver | T MmE ESEES
0=
0]
EAROIE
EESE
Fil=.
Hesdey EENEY
T 0IIF AMDIZ¢=dd image size)
OI0IR O™ E2] AH01= {duncompressed )
Flag i) [}
o ‘ Length
Metadata
Data
080 ‘ Segment # =1
Seament Lengih {27 date segmenttl ZEIE! ADIS, BEE
ACHE s 23 AlDIZ)
Datater=y =
Segment
A seament size
Bad sector ==
Bad sector 2171
Hash valus = Hiuncompress(Payload )}

File
Footer

Hashvalue = THELE 2F HIOM S 2] Hash value =
oz WUSFE SHel gl

o
i
7

[229] ola|X] melo] MH =

TC -
B L

oju]shele] 7j%

Sz A

o (1 23 4 | 5 .67 o | 1 4 1 5 | 6 | 7
ver | 0 | e ‘ EE ver | AE Az B
01& ars
al = 20| =
FEAEOIE TALEOIE
[ n=g
ST copy HSLW
B L n=sA
2T 0I0IA] AHOIZEE=dd image size) A 0I0IR] AHIZ=dd image size}
010/R] 4 2W E8] AOIE (uncempressed) 0/0] 7] 4l 2SS AFIZE duncampressed)
Flag oo o Flag ox03 1
13 ‘ Length 1=} | Length
copy =
Data = Data
O ‘ Segment# = 1 DxBD| Segment # = 2
Segment Lengih (27 date segmenthl Zerel Al0|Z, SIS Segment Lengtn (27| date segmentll SEIE AN, =S|
SACHES 2resel 2ot AfOIZY 2ACIH erssl 20 MOl
B 1 Datat2te) =

HH segment size

T Al segment size

Bad sector 3=

Bad sector 5

Bad sector 2| E]

Bad sector 2| %]

Hash value = H{uncompressiPayload)}

Hash value = H{uncompress{Payload)}

Hashwalue = DL 24 4l IS0 Hash value S 2 =7
]

)

2= SSE Halgt

)

Hashalue = 20 2 Ml

M E 2] Hash value S 2 =RHE l
ekl pat
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2. &3 o|vA wE ¥R

7. 923 ovA nd IR JE Fx

olulx] w3 ¥ AA T 19 1137 i

Image Header

File Header File Header
Meta data Meta data
Data Segment Data Segment

File #1 File #n

[22] 11} clA3 ololx|] mst =

olw| x| w k- olmjA] s o eketY |H, hash value 21831
dolg AlTHER vk olnAl addt= A e tizonA
AAel gt AR5 AFsta, ddsltes gde] AR dHoly Al
HES] AR E, hash value= o|v|A] gtd&v] el sy F4A R

S 9% ke 7HAY, dlolE AlIHEE wEstaxl ks HolHE

AT @ o dolEE sutag Sl FAw dolE A
A FE Qi BE TROE AW ofvA stelo] B F% vk W
2 T2
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e 2 wSTY "olHE AZd FE florng J|E ojnA]
el it TS Zhev @ 5 AT olwl AR HolE e 2
el g FH= oA sy el ZaEh

westaApshs wlolEHE shfol el ojvA e Fakste] AgE
TE glon, E@ste] tAad onA Hds YT A A £
Rde] A omA sEel A 22E v 3 3 WA vl
AA e o3t A el drie] ¥tk 2@ oA o] B
A oAk oluA] FHE JHA, 2+ £E ojvAFHd A%
g HolH AIMEZ HERZ boje AavEd Wi RS 23
b 9 aluel gk 2ekd S vk
Y. g3 o|ux] A s £

Haz olvA [msd £ e oux dy 7z 19 12%
2.

O | o " 3 | /o NS/ | 6 |

0|1

1213

4|5

[

5_Name
L ength

Image Generation Site Info

1_Name
Length®

Image Name

Se_Nam
Length

Sender Site Info

He_Nam
Length

Receiver Site Info

{f ] —— ] —

Year

Monh

Date

ImagelD

0|1

Style: "2007" "06" 26"

2|3

4|5

6|7

Hour

Minuie

Second

GMT offset

Image CreationDate

Image Creation Time

Data Size

Hash
Type

“hi

HashValue

Style: "18" "20" "39”

signed shortoffset= +9:

[ 12] cf23= o|o[X|

!

Sig

Cenrtificate

Signature

File Count

T ]
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9 1294  ‘Dief = 4¥po]ER dief(Disk Image Exchange
Format) o] &4} k& 7HA™ o] xwlo] yis ojmA| wek xulio]z}
= S UEIn. Ver'2 18lolE Hol& 7HAH weh o] wA
(Version) &5 Yetdth 1ulolE 5, A9l 4HIEBit) = wlolA
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