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Study for Block Cipher Operating Mode Using Arithmetic Shift Register

Sang-Keun Yang

Dept of Computer Engineering
Graduate School

Pukyong National University

ABSTRACT

This thesis suggests block cipher operating mode using ASR(Arithmetic
Shift Register). ASR is called arithmetic shift register which is
sequence that is not O /but initial value 4, multiplies not O or 1 but
free number Dp on ¢F2'). This thesis proposes ASR mode which
changes output multiplying d and Floating ASR mode which has same
function but having strengthened stability altering d. If we use ASR's
output as a counter,there's advantage that it_has higher stability and
better speed than CTR. +Also, ASR mode and FASR mode have
advantage of Random access which is not being functioned on CTR
mode,they can be widely used to any part which Random access is

needed.

- v -



H1E ME

Yol AFE S AREA 7120 wopy wdow AFY B
Age] wigo] theksl Bol o]FolA:, 53 19900 o F U W
=2 gl e oA 1wl Fust Aslel FolsaUrta @ 5
otk AR Ae D AFEG ARFY 7% GO Huol A}
e AFEelA A Fosl s AlsE 2@k gus A8} gow
A AuA e FAolFolTAelA AFH G ARFANS ol §ohE F
o2 Wt ol s Wael e Be o
Age 571900, B3] ABuE Tk glod AFEE
Aol Ag Aol BEAoR 4%, A4 Ex= pRd
w37 D59 HAR BT A,

19909 dle] Solol AFEe] WEm %k del Agdd

DESS] a5 \7hs4ol Eobd RS &5 SuelFe] Bas Hn

N

59

O
o,
o

AR2 W 2oz 4

19979 vz HH7le FF T (National  Ingtitute of Standard
Technology)oll Al AES(Advance Eneryption: Standard)E 3&E3+9 a1,
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e 4E FuAEL AN GEHE Gt RE HYS AESE F
s}



A A o]t}

A7 dHF g daElE FPERE=E ECB(Electronic
Codebook Mode), CBC(Cipher Block Chaining), CFB(Cipher
FeedBack), OFB(Output FeedBack), CTR(CounTeR) EE=7} Ut}
gy e REE B, $ERY OF, HENY 2 &4 F9 ¢
He A3 Qe olol Zzte] wEg Mk uetdel B8 4D
mEo] el Wasi,

H =Fo|A+= ASR(Arithmetic Shift Register)E o] &3 E=

s FEEE=EE Akt 2 EwolA Ak ASR Modes
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LFSR(Linear Feedback Shift Register)S ©¢]83%F CTR ModeX.t} <Q+A

Hol &8 Ao=Z JUHEH~CTR Mode ¥ OFB Modeolx EH3h
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2.2.3 CFB 2 =(Cipher Feed Back Mode)
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5235} M= Dk'(qfl) b G
(& G= 1))
M1 Mo

Vo = Co > E >C>_|—> T r\>_l—>

Il K c; Il K Co
c; Co
Vo= Col» D CD_I—' D <>_|—'
T T
Il K M, 91 K Mo

1% 2-8. CFB =9 ¢53 @ 235334
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H3Z M= A|I=ZE HX|IAH

(Arithmetic Shift Register)

3.1 Z20| ME & AM=E gIx2H

Z2o] Ay H3 NZE HA2EE ATEYolE T I
v EUA Ay A AZE HA2E ddE Bestr] HeM A
3 Ao, gd2ol Ad A ANZE HAAEHE uA Y g E8o] &

Aol A GRE BAFE T gU] T} RER 2 WAL o]
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o A2 [456)e] HH, st=dofz Fie st

H

TGoz dHEH,
H[2™E371]19 Zol e & gl

a] = ;49 PPy 10, foBO=i=n—2
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a n—1" pna()
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o | D] &

\V
v

\ (. I
—P an-1 '\L/ V\

@ P O« Po @R e P

O 3-1 2o AF Ak ANZE HAX2H
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3.2 & AZE HXAH

ASR(Arithmetic Shift Register)[6]o]gt GEF(2")’delA 0o] o}
W27 gk Al 0F= 1o] obd 9lelel ¢ DE Fehe s AbE
AZE HAZLE(ASR-D)E A olgttt, ASR-De] iHA FHCFH) A=
AD7Y Ak wEb Z2o] AY AF AZE A 2EHE ‘D=2 "<l
At AIZE fA2EHT gAEEA Abs AIZE gA2EHe ZRo] A

g A AZE HA LB dutgolty. dro] Ay g AZE XA

2H9 3 WA [H-6]2 GF2")dolA BlEYoha (irreducible
Ai/
polynomiao] Ple)l 9ol "4, = —'& Vel meby 2ol

Ay A3 AZE PA2EHE= ASR-2 o]},
GR2") 3ol X 0EE 10] ohd Qlele] & pof gets 'DF =1

ol HE 7 t=2'— '8 v 0& A Rre{l,2 .2 -1}

[

pre{l,2,.2"=1}= 4 - o, o] uf A=
A= AD"E{1,2..., 2=1}2 5d o F

FE, GF2')do sy g8k Pr)vt 0 e 19] ofd 919
F Dol Wt 'DF=1'0] HE 7} t=2"-12 §F9dsd Pl)e
ASR-D¢] EAt}sl2]  (Characteristic polynomial)o] @t}  whebA

GF(2")oll A E4ta2 oz FdE = ASR-D9] F7]& 2"— 1ot}



1. GF(2**)4¢] ASR-D9] C =513

unsigned int P;//Characteristic polynomial
unsigned int A, D;
for(B_O'D'D>
{f(D&1)B"

A=(AK1)

1)
A;
( (inhA >> 31 ) & P );}

>II

¥ 2. GF(2°%)72] ASR-2¢9} 2ol B yHux Ag Ag AZE A 2E 9
C =513

unsigned int Pi//Characteristic polynomial
unsigned int'A, D;

/* ASR-2 =/
A = (A << 1) 7 ((inA >> 31) & P);

/% Galois—LESR =/
A= (AN (A & TGP > << 31)

/* Fibonacci=LFSR #/
B=A"PF;

B =B >> 16;

B "= B >> 8§,

B "= B >> 4,

B =B > 2;

B =B >> 1,
A=A>>1 | (B <31,

[E-2]0lA 32HIE 2k AZE #A2=EE & A4F 18], XOR
Aqk 18], AZE A4k 23] vbs sdsER 5 4W ] dqkvto] Ags)

ok (int) ¥ AiAe algsie 7IAllE AAste 7Iswe s



& 2
3], ORA4F 13], XOR 444t 13], AIZE A%t 2318 FY3E2 T 6%
o] <ol oty aely FREUA Ay A AZE HAAHE
XOR <14t 63], OR A4t 13], AIZE A4k 73]
S 4oz 3.
32 MIE AFHA GH27) 3 GH2%)olA ASR-29 #=
o] @ yHUA Ay AF AZE #AAEHE CARE T2aAFE 7
oo 247} EE = &S nlwsle] [ 3] ®olt)

4
o2
)
_>L
ﬁ
re
e

% 3. G2 GH2%)

AZE A2 LS

o

Jol ;| ASR-28F 2 o) 2l WA Ay

1
P H W

N

ASR-2

& OR XOR Shift Total
GH(2%?) 1 1 2 4
GH(2%) 2 1 2 4 9

Galois—LESR

OR XOR Shift Total
GH2%) 2 1 1 2 6
GF(2™) 3 2 2 4 11

Fibonacci-LFSR

& OR XOR Shift Total
GF(2%?) 1 6 7 14
GF(2%) 2 8 9 19

[Z 3]0 RE ASR-27} AT EY o] F&A o] Gr(2%)do =
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KP®(N| T)) oA N nonce = random numbero]il, T

? 2
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rlo
offt
e
ok
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i

bit7} a1, TE 32 bit Countero]t}, CTFR E=9 #AH
oAl mEkA 2 RS A miEted HHES =Y 5 9
o= Zolth. a#y Counter®] S84 tHu9] bit7l W3ebx F+=
GHo] 9loEg olE HeT 7k QItk =, 32 bit Counterol A bit
02 Wi ‘0o A ‘1" FEx ToA ‘0= 4oz WMglsl, 31 bit
50%°] Rl== WEkshAl =t yolZbA 4980 bite 75%°] W
L2 ®isglelx| vk olR A 18 E WselA = bitvh BOW ol &
o] &3t ¥4 9 7hsidol EoluA Atk
ol B3t CTR E=o|A & Counterg LFSRZE AME3H7| %

uls

sli=dl, Fibonacci-LFSR<e msh& Al9sta &4 b=1b,,, ©o B} F,
msb 1 bitE A&t @ shift F2o]|BR o]E o]&3 FZHo] Ite
A "t} ol & HAdy] A8k Galois-LFSRE AMgg 4= &=, o]

AL 75%dml FERE b=1b,,,°] HAth =, tab X7} obd bite T4
b="b,,,°13, tab AN = 50%°] FEE b=0b,,° A} Egt
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LLFSRE A}€3F CTR EEoAE random access?} &4 A}
Yot dHS HAs7] Ys] ASRS o] 83 E5YT 95
2 AT F Jded olE Fo® FHsH [2] 7] Ho] AT

gt o] W ASRO A WA E¥o] AT F HA, Al WA S A

1
A& o] 128HE E=dA e ALE HA2H S4EH
22 “00000002 00000004 00000005 000000417°]3, di= 298 A
9% o o] EESNdse] 2°EENC S vty A7 [9WEY 3
st sle= wstshe WES F7F gobx CTR Emmn bgAdol
=5 Aoz gEd E34,7t CTR 229 honce 7152 7Hd
Atk webA 4,0 ifA EZol gk AT ‘4,= A4,k D7 Vb HER

Random Access”} 7}&3}t}.
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4.2 FASR 2=

ASRe| dat= WA
Floating ASR 2=}l 7k & g E=7F FASR E=o|t

&, 4189 ASR EEA AAS “00000002 00000004

A e HE 3R WO,
o

00000005 00000041 ¢] £ WA= de e
"2 12 P12 B2 B4 o k] AeE Aud 5 9l o9f o
£ Agsto] A4S A HY, dANL AIE AR ASRe A<
Random Access?} A= T o] Utk

FASR R =i of#fjo] [ 813 o]l AHe] ww 2Ho R YEh
H ASR 2= I [2¥ 4-113 FY3tA veEdE 4 At

A, =1V (8)
Ai:A,,; lxd(M. m AR

(“/P Ao FASRJ A WA =2
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H5& el % Hluw

VA A AAIS ASR E=¢ FASR =2 Z}7Z Coloj® +
3 P& ol [F 419 [F 5o Bl

% 4. CE 793 ASR =

3

C = (word32 =)(kbuf + BUFP2) ;

wa = C[31>>19 ;

CI3] = ((CI31K<13) | (C[2]>>19) )"(wa<<1) ;
Cl2] = ((C121K<13) | (EI11>>19) IN(wa<<2) ;
CI1] = ((C[11<<13) 4 (CI0I>>19) Y(wak<2) wa ;
Cl0] = (CI11£13) © (wa<<6) ~ wa

£ 5. CE TSI FASR F=

C = (word32 =)kbuf:+ BUFP2); a = C[3I>>i
if (pch & 0x8) i =19+

else 1 = 13 ;
if (pch & 0x80) b = -1 ;
else b =0 ;

Cl3] = ((CI3]<(32-1) | (CI2]>>)"(a<<D)™ (CI3] & b);
Cl2] = ((C[2]<K(32-1) | (CI1]>>IN"(a<k2)” (CI2] & b);
Cl1] = ((CI11<<K(32-1D) | (CIOI>>D))"(a<<2)” w ~ (C[1] & b);
Cl0] = (CI11<(32-D)"(a<<6)"a™(C[0] & b);
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CTR B2t Countersl 544 vltkso] WE7} wshel i
X

Test3Hd S WindosXP Professional OS7} AX %1, AMD
Athlon 2600+ (1.91 GHz)¢] CPU& 1GBe] Memory7} AFeFe] PCE
o] &3l Visual Studio 20055 A}&ste ‘3R oH, 7]E 453

duEFo e AES EugdES AL .

B= GE A
CBC 573.031000
CFB 575.156000
OFB 574.765000
CTR 573.688000
ASR 573.062000
FASR 573.047000
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th= Zolth. 28y Countere] 5747 ditks<] bit7h W3l &e
tHdo] glomE olE HAs AQV) 9t} =, 32 bit Countero] A bit
02 vl ‘0ol ‘1" T ‘TolA ‘0oz FHHoz Weslal, 31 bit
= 50%° W=® W3lstA] etk yolrbA A9l 30 bits 75%9 Wl
T2 HgetA gerh olgA A" WaskA] &E bitvl BowW ol&
o] &3t FZA<9] 7hsAol EojuA Al

o] F H sl CTR EEo|A = Counter® LFSRE A3 =
st+=Hl, Fibonacci-LFSRE msb& Al&letal 4 b=1b,,, o] dr. =,
msh 1 bitZ A||skal T shift FFo|ER o]Z 0] &3 FZo] 7}
&7 Aot o2 BA3s7] Ykl Galois-LFSRE AF&Sh & 9], o

AL 75%dml FER b=b, ;0 Hrh Fy tab AA7F ok bits I

o

or

b="b,. .03, tab HANAME 50%2 SFHE=Z b=10, .0 =Hr} L3I
LLFSRE A} €3k CTR EEJAE random access’t E#H3aA @}
dE& FIl7IHA YHElt = s A|ZE X AH 9

2807 7] AEJ S REE 2EY 459 YHFE T & 3tk ASRE

< XOR dztst & o] & ¢37lo ddgste] =713 7] K& @A 453}
gt o] w ASRe A WA =¥o] A F WA, A HA T A
HAl =€ oR2HE d& ot 85 730 BF 471 CTR R=
9] nonce 7Is& 7H & Utk mEbA A4 9 iMA B0 gk A=
‘A;= A,k D" 7} H 22 Random Access’} 75 3}t}.

ASR RES 93 4L FELEI} ASRY S XOR

e



H ¢4z 718 M dE dugEE Sdets W oR 7AHEH, [4
719} 2ol 'C=E(M®A4;) ® E JMFdh 53] o] REx C
=9} o] Counterg o]&3te Walo]A gk Counterd 5473 dith<]
HEZE W] %+ 93E 7 CTR BEEE ®estd, 7 EZv}
ASRe] =do| wetA oo HIET Wdsts 725 PR BEE HEA
o] ¥ FHHAS ¥ oy}t TestZdd FIIAUE ©F FHASS

PN
& AAH

LS.
AL IHE HERA, ASR BE9| d7kE BAAA S o=
AR Yy FASR EE+= ASR EE=C Hul FA<Ql Random
Access”} EHIA FAde] Hojdlth T} & E Random Access@f
= ©Ho] JdAE 29E HeHdo] At HAY] wiiel e Bk 2

Tols FEo B FFol~ZeT o= ALE" I
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