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Digital notary based digital evidence management model for the guarantee

of an evidence integrity

Jae Sung Kim

Graduate School of FEducation

Pukyong National University

Abstract

The digital evidence must have a reliability in the process of the
acquisition, transportation and custody for the evidence ability. But the
current process breaks the principle of integrity in the acquisition,
transportation and custody of the evidence. In the chain of custody
process of the digital evidence, the evidence in the digital media such as
hard disk has the characteristic of invisibility. Thus, it has a problen
that the chain of custody is dependent only on the document in the current
digital forensic process. In order to solve this problem, we apply digital
notary to digital evidence management gsystem, which provides the
verification of a timestamp, the authentication of a content, the proof of
the delivery and custody of digital data. We design the interactiom
between the machinery of law and the investigation office for each service
of digital notary, and propose the profile of the digital evidence for the
chain of custody. The proposed model can guarantee the integrity of the

evidence and give a legal effect.
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