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An Authenticated Key Agreement Protocol
suitable for Multi-hop Communication in VANET

In Je Ko

Interdisciplinary Program of Information Security
The Graduate School

Pukyong National University

Abstract

VANET (Vehicular ad hoc network) jis._a next-generation. industry that
combines vehicle and IT, and provides optimal driving environment by
enhancing convenience land safety of drivers through mutual reaction of
automotive sensors and. electronic devices in an intelligent and organic
manner. Subsequently, the potential drivers under the VANET
environment isregarded to request intimate -communication service
among vehicles, as well as:purchasing and sharing various multimedia
contents. In addition, the acceleration of vehicles in road conditions such
as expressways will eventuate in extending the distance among vehicles
on road. The drivers in such circumstances are expected to frequently
ask for not only single-hop communication, but also multi-hop
communication service among the vehicles. According to such a
tendency, Li et al. proposed an authenticated key agreement protocol
considering the multi-hop communication environment among vehicles

that utilize one-way hash chain and non-interactive public key protocol



scheme. However, the previously proposed protocol has group key's
backward security of group key problems and compromised RSU
problems due to the unique feature of one-way hash chain. Therefore,
this thesis is aimed at deducing the security vulnerabilities of the
existing protocol, and apply complements to propose an authenticated
key agreement protocol suitable for multi-hop communication

environments in VANET.
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