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DRM Cloud Using CP—ABPRE
Chang Soo Heo

Interdisciplinary Program of Information Security, The Graduate School,

Pukyong National University

Abstract

Cloud computing technology that is many studies have been made in
order to be applied in various IT environment. one of the important
issues in the content services, a DRM(Digital ~Rights Management)
technology for secure use of the content. In the DRM technology,
even the content of different DRM technology is applied,
interoperability i1s required for users to be used on devices that
use. DRM Cloud architecture to provide these interoperability has
been proposed recently.

In this paper,. by utilizing the CP—ABPRE in DRM Cloud
environment, after dispensing the attributes to the user, only users with
the attributes that satisfies the access structure is to be able to run the
operation of the content. Therefore, to ensure fine—grained access
control for content.

The license key for protection of content encryption key, it divided
into two part, license master key and assistant key. then I enforce
access policies based on attributes to distribute the license
master key securely, The assistant key allows the distribution
after checking whether the attribute is revoked. To apply these

methods to solve the problem immediately attributes revocation.
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Smart . License Key Domain
[ ] [ MedaBoid ] [ Proxy ] [ Management ] [Management] [Management]

Device
License Acquisition Request
{IDso, IDc, IDr, Cinfo, :
Sigeo} lUsage Rights Request
{IDC, Cinfo}
Usage Rights Reply
> Attribute Key, CEK and
{IDc, Cinfo, UR} License Issue Request|LK, Attribute Structure
Request . | Access Structure and Generate
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Domain LACUC Lol o]&
MC MediaProvider ujtjo] 9= ol F
Content Content1 FH= o]E
LEuele)] 43k
FD SmartTV MAES g &
A= A A
LEuele) 43k
PD SmartPhone MAZA FDY s+
7N A
Default NoName Lol v 7Fd ZRA
Count 1599 s Hetds 4

FHZ=E AR & 30 A Aduit s A H o] FojE T

s, Domain®] LACUCO| ALY

MC7Y MediaProvider Q! ContentlS EA} 4 o]l% & 4 9l

Ak AHE HI F ot
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[ £ 31 A& A3 AAe o

A A PA 2
((Domain=LACUC) or Defaull)

P, and FD=SmartTV and A 3 o] F
MC=MediaProvider
((Domain=LACUC) or Defaull)

P, and ( FD=SmartTV or A4
SD=SmartPhone) and
MC=MediaProvider
((Domain=LACUC) or Defaull)

P and FD=SmartTV and T
MC=MediaProvider
(Domain=LACUC) and

P, (FD=SmartPhone) and =9
(Count<10)

Copy , Move, Modify

<9 8> AL x99
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<o-ex: rights

xmlns: o-ex="http://odrl.net/1.1/ODRL-EX"
xmlns: o-dd="http://odrl.net/1.1/ODRL-DD"
<o-exid="Examplelicense" >
<o-ex:context>

<o-dd:version>1.0</o-dd:version>

<o-dd:uid>ExamplePolicy</o-dd:uid>
</o-ex.context>
<o-ex:agreement>

<o-ex:permission>

<o-dd:copy>
<o-ex:constraint>
<o-dd:Domain>LACUC</o-dd:Domain>
<o-dd:FD>SmartTV</o-dd:FD>
</o-ex.constraint> </o-dd:copy>
<o-dd:review>
<o-ex:constraint>
<o-dd:Domain>LACUC</o-dd:Domain>
<o0-dd:PD>Smartphone</o-dd:PD>
</o-ex.constraint> </o-dd:review>

< a9 9 > ol #ZA 4
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Content Copy Request

%0,
+

ﬁDsnz, Dinfospy, Sigsnz}

_.
L]

License to Verify AS of SD1 fpi

Content Adaptation Request

k'

(IDrp, Dinfosa, Cinfo, Content Adaptation
SigSDl} Request
{IDc, IDeD, Cinfo,
Dinfospa)

Content Adaptation Reply
Content Repackaging Request Content

(" 1Deo, IDvc | Repackaging Request [RePackaging

‘ ; M IDco, IDmc
IDFo, 1D, M M, IDco, IDwc,
o Ll Minfo, IDv, Mo

Content Repackaging lRepackaging Reply  [(C'}

Repl i g
Content Transfer il {C, HICH

g {C', H(C'), Clinfo}

[C', IDc, EPKsp1(C'info, H(C")), ASr,

Bigmc}
C Re-Encrypt LMK
{L'} | Content Copy Reply | Attribute Key Request

(€, L' IDc, C'i 4 3| Attribute Key Request

b 4

il {IDsp2, IDfp, Dinfospz, C'info, Sigspa}
H(C), Sigspi} {IDsoz, Do, Ciinfo, ASFD}

Attribute Key Reply Attribute Key Reply
\{lenz, 1DrD, Erok(ASKsD2)} {IDsp2, IDeD, Erpk(ASKsD2)}

< ¥ 10 > "= A v g2oA 71 At
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o
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Content play Request
{L, ASKsp,DCertrp} | License to verify AS
D Request to Verify
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FDinfo, Sigso} :::Igi:;o;DrD, IDsp, Cinfo;
Reply to Verify
Attribute Revocation
{IDc, IDrp, IDsp, Cinfo,
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AK Request
Encrypt AK
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AK Reply D{EFDK(AK)]
Decrypt to LMK, AK, C AK Reply <
and Play Content {IDc, Cinfo, EFDK(AK)}
{IDc, IDrp,. Cinfo, FDinfo,
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