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A Digital Forensic Model for Smartphone Location

Information using Hierarchical Clustering

Young Jun Son

Department of Computer Engineering, Graduate School,

Pukyong National University

Abstract

Today, as digital devices are widespread, a variety of user’'s private
information | is created "and managed in digital form. Especially the
location information in a smartphone can show the user’s position at a
specific time and the user’s area of interest, whieh could be very useful
during criminal investigation.-Although the location information plays an
important role in solving the crimes such as serial murder, rape, arson
cases, etc, there is a lack of research on location information for digital
forensics. In this paper, we analyze the artifact and the Ilocation
information from android logs, images, and applications on android
devices, and we suggest the integrated model for analyzing location
information using hierarchical clustering algorithm. The proposed model
may be useful in criminal investigation by improving the efficiency of

data analysis and providing information about a criminal case.
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000000CO 01 2C 00 00 A0 0%00 43700 00 00™0i 00-01-00 00 9003
000000D8 00 00 01 44 AQ 00 00~07 00 00 @@#04.30 31 3030y 9% OY
000000F0 01 02 03 00 82 9D 00 05-Q0 00 00 0%00 00 01 58 A0 03
00000108 00 00 OC CO 90 00 00 07 00°00.0070¢ 30 32 32.30|A0 02
00000120 00 00 09 90 92 OA 00 0S5 00 00 00 O%T=QQ 00 01 60 00 00
00000138 00 00 00 14 32 30 31 34 3A 30 34 3A 31 32 20 32 31 33
00000150 32 30 31 34 32 30 34 32 31 32 20 32 31 3& 30 37 3A 34
00000168 00 00 00 64 00 00 01 CC 00 00 00 64 00 02 00 01 00 02
00000180 38 00 00 02 00 07 00 00 00 04 30 31 30 30 00 00 00 00
00000198 00 00 00 01 00 00 02 10 00 10 00 02 00 00 00 02 4D 00
000001B0 00 00 00 02 4E 00 00 00 [00'02 00 05 00 00 00 0300 00
000001C8 00 00 00 02 45 00 00 00 (00704700705 00700 00703700700
000001E0 00 00 00 01 00 00 00 00 00 06 00 05 00 00 00 01 00 00
000001F8 (00 00 00 03 00 00 02 50 00 1B 00 02 00 00 00 10 00 00
00000210 ©0 00 00 OB 00 00 02 78 00 00 00 00 OO 00 01 45 00 00
00000228 00 00 00 01 00 00 00 OB 00 00 00 01 00 03 4A E4 00 00
00000240 (007001 00N0L001001001047001007 007011001021 S0NBEN0000727720 00 00 00 00
00000258 00 00 03 EE (00 00 00 OC 00 00 00 01 00 00 00 O7 00 00 00 01 00 00 00 2C
00000270 (00 00 00 01 41 53 43 49 49 00 00 00 4E 45 54 57 4F 52 4B 00 32 30 31 34
00000288 3A 30 34 3A 31 32 00 00 06 01 1B 00 05 00 00 00 01 00 00 02 D1 01 28 00
00000230 03 00 00 00 01 00 02 00 00 O1 1A 00 OS5 00 00 00 01 00 00 02 DS 01 03 00
000002B8 03 00 00 00 01 00 06 00 00 02 01 00 04 00 00 00 01 00 00 02 E1 02 02 00
000002D0 04 00 00 00 01 00 00 52 B4 00 00 00 OO 00 00 OO 48 00 00 00 01 00 00 00
000002E8 48 00 00 00 01 FF D8 FF DB 00 84 00 O8 06 06 O7 06 05 08 07 07 O7 09 09
00000300 08 0A OC 14 0D OC OB 0B OC 19 12 13 OF 14 1D 1A 1F 1E 1D 1A 1C 1C 20 24
00000318 2E 27 20 22 2C 23 1C 1C 28 37 29 2C 30 31 34 34 34 1F 27 39 3D 38 32 3C
00000330 2E 33 34 32 01 09 09 09 OC OB OC 18 OD OD 18 32 21 1C 21 32 32 32 32 32

=48 250 oM7)
=

NETWORK.2014

a7 4 olm Aol AgE o] = AAAR 4
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Amsh iAol AEAACI S A PA, A2 B, B A9 5
%, 9% TF 5ol /5 ATSHER ZokEE ol § 47k Bl Y& A
oo} Palshad A= 5& sheba 5 gl ke o] o 2 o A

A7l =H211e wek, A
Google Map, Olleh Map, HH] Ale] A e &2 7l e] A2 Olleh Navi, Kimgisa
Navi, Atlan3D Navi, iNavi AirEs A A slo] £ st}

o
2
il
AL
)
o,
r>~
rlo

Naver Map, Daum Map,

sulEE HolH s e Es EA N8 FHs: P 2
JHoE FE3 Wyol Uth-=dA-F%5 WHe USB dedo)~g

oj-&3te] HAdA gl Helsts wd ¥ HHEHE FEshs Ry

NEE Al 2AE el FER|=O] YR AT gRATALE

sl t=zol= o ZgAlolAd el W dHlolE AH A= /data/data/
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<H 71 A > fHFAEZ e k9ol fAstal, AW S = shared_prefs, lib,
files, cache, databases® 57}# 3¢ fdEg 2 FAHY FHEHS dfof 4
o] 7hestth. R AF A /sdeard/data/<IH 7 A > TP ED ¢l
AAstar 7| EH 0w AG Aot HEHA ol FH flo]k FQlo] I
shtH18].

1)

= GEROE dfEYAolA EAE AT Al dERoj= YR

5

4
Agael FxE JEID,

T W&
shared_prefs/ | - 7], % FE]2)" XML X ™ Shared Preferences Hlo|EH & # &+
lib cof S Al do] AkgstE AER Eol B
files SN R A A Ao A] ALLSE 9t
cache - Ze Ao Ao o3 AAIE T
databases - SQL tleolEHol A wdy g ukY

H
X 55 #3359t EnCased 4%, ¥IAd+= Content Provider =2
O~

_13_



3.1 Naver Map

Naver Map¥]

¥ 7] A" 2 com.nhn.android.nmap 2 24, Naver Mapel 4]

WA 5 Qe AgEdorsE 29l W wE o8&zt D9 4&
S s29=sk 3, b A2 Zadd DE AuE 5 ek o7
2 AR Aae] Beoln olgasl AAw Aol WM F A%
JAE FAFREA o, AAD A2 AF, A4 A, AR 9
Fod e @ 4 Atk @ A g 49 2UAYY 24AY, 2
BAHES =RAHREARARE AL 5 3
Naver Map9] $1x A B = A At (Epoch), &% AR (WGS 84), 7€}
axE Fee) Aol T2 Eol e
¥ 5. Naver Mape] A}8-24 = XA H
T add A
; <R P> xml cmkxlek 2 719 ID, k3 3tE PW
refs -
P key_manual_<E2H> <ID>xml | - % 212 ID, 4353w PW
- title: <7 ale]
type: A F T AF g
o5 (0, 1)
mapHistory.db xy: FE (WGS 84)
- RecentHistory -time: A4 A]7t (Epoch)
caddrr HAE A G Fa
db (typeo] 1<l 3-$)
- poix, poiy: addre FHE
- start: LA
- startx, starty: 94X FE
mapHistory.db )
pR ZR t end: =57
- RecentRoute 3
-endx, endy: =&X HE
“time: A& A7+

- 14 -



Table: [Fecentfots ~ | [0, ]

uid start startx starty end endx endy time
1 -2111292990 S ANt U A EH L2 2k 129, 1028361 351347460 S LA HEEE A 1289781122 35, 0856926 1394009194897,
2 -2046158631 HIHEHZOHILE. 129,0694431 B0 sy 129.020364 3506375 1396751347716
3 -1872315767 DI #1155 6 & 1269945561 152 H T W FEHEET 127.00255 31533725 1393491274925
4 -16862607653 Q2 374 128, 0556591 35,1764712 D|OLE S HIE 129,0817564 36,1766714 1393481274895
5 -1481826063 S HEt L SEUH -~ 128,095839 BB 2ER E5F 128,1108081 35, 1167025 1393481274865
B -1216072064 ZHTFS O 127,0036796 37.5385765 O ETHZ2 A E & 126,9955422 375349877 1396083168055
7 -1142871391 -‘f—a[“i’m[HE;:”fdéDIEHE 129, 1022821 35,1344086 Al 129, 1009755 351321295 1393491274855
B8 -1137227030 120 S 6% 127,0017552 37.5395247 M EEE A S5 127,0047575 37538336 1393431274913
9 -1090804998 M= AIEIS -‘?‘—ﬁf Logal 1291316342 35, 168003 IHE| 9EE 129,1258081 301742074 1395280285385
10 -929885961 SN L SEAUH 129,095839 BB ZER HEE 129,0848698 351380292 1393491274890
11 -B241125682 IR =F= 129, 0831638 35, 1888131 AFE 22 0 2HOFHIH 129,0857802 35,1969782 1393491274855
12 -§9331408 SR EFAHERE) 129, 06877757 351911263 HHSEEHELD 129,0827415 351927316 1393491274872
13 47135783 22 6'm[H AEHAIFE 1291033348 35.1349584 Ll 2 HSL=H 126,9490625 351757596 1393491274865
14 153544812 EH 1291756508 351696201 LtgkAl A8 129.1260814 35173209 1393491274861
15 3BEITINE 2S Eil 126 68534465 35,8367808 ZLHC 1286, 7866292 35,6776602 1396314023295
16 420738256 £HDKSOHE 127 0036796 375369768 EHHE MEZ 126,681763 36,080203 1396086125851
17 720645328 TOLE DI 25 128, 0562651 36,1304388 SZHED [HEY 128,101239 35,133392 1395206653624
18 B16748416 S22 H S 6EH 127.0017531 LB CIHOIMEEE 127.034141 37468016 1393431274308

19 5. mapHistory.db2] RecentRoute HE|o]E&

5

5% Naver MapollAl BtAsH = J&= Al8E4 2 A

H
Zlo) 1L, 1% 5% mapHistory.db®] RecentRoute Hlo]&S vlelditt
3.2 Daum Map

Daum Map2] #7] A ¥ & net.daum.androidmap 2 24, Daum Mapol A
BAY F A AEEH e o] &AL miA R 2% ID7F §
22]32 Daum Mapo- 91X 880 %oz AlXFd Kl A A FH7A A
2244, W Akl oz FEEel- Aol ®dth. Daum Mapel A AkS
3t FFE A= Naver Map¥ Google Mapd+= 2], WGS 84 Ef A= 7]

2 % TM (Transverse Mercator) Z3Ae] WA wcongnamul
FAE ARERH24]. o] flell = Ak, AstE w=AA=o) FRAE o]H A7} A

Daum Map® A HE HAMAIZE (Epoch), 2% AX (wcongnamul),

e BaE Fee) Gael, Fa Fol 9
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=1}
=

¥ 6. Daum Map®| Al&E %

CEER

5 add A
) ~mpxlg 2 71¢1 ID
net.daum.mf.ex.login.xml i
-dl g D9 219l EFY
prefs .
Hx g AR (E8A ¢ =37XA)
Preference.xml ]
Seld A9 =329 A xn
“type: AA(100), A2 A2 (200),
H 2=(300), =3} (800)
“key: AAe], AAE A9
~address: A E Ao F4
map/data/search_history.db | : posX, posY: AAX HE
- search: history (wcongnamul)
- startX, startY: 92 FF
-endX, endY: =&FXA FE
db . '
“hitPoint: 4 34
-'updatetime: A7t (Epoch)
- name: =727 o &
) - type: 7 A8(100), 74 2(200),
map/data/favorite.db i &
: W 2= (130), =8k (150)
map/data/<ID>/favorite.db i e N
(il - coords: A (e} Fan)
- favorite _
A2 G #3)
- atime, mtime: *] 7t
cache/map/cache/0001 A&, A AR 5 Al oA
cache
map/cache/0001/cache.db AL olm =] #g
Table: [search_history = (@
[ _ld-x m\yue _key .cilusungk-e! ad_d-r-ess .Dués(_ .pusv- _||-er|;\-d- T .;tar-'ﬂ:—‘aint- glar"\‘)‘( .St-a-n\} enaﬁa-inlm end_>-< ’ en-d-\-f
1 1 (il =t 3| 00 0.0 il -10000000,0 -10000000,0 -10000000,0 -10000000,0
!2 2 wET T o S 3 HH 9799400 4601530 10464564/11 ~10000000,0 -10000000,0 ~10000000,01 ~10000000,0
‘3 3 oS0 an 0.0 i -10000000,0/ -10000000,0 -10000000,0, 10000000, 0
14 4 O&07x Sar 2EMF | 968532,0 4655800 838818311 ~10000000,01 -10000000,0 -10000000,00 -10000000,0
‘5 5 100/ HFHE SHIHERR R®C SCE| 0o 0.0 il ~10000000.0/ -10000000.0 ~10000000.0 -10000000,0
15 £ 10AHE HINEE a®mE SCE) an 0.0 1 -10000000,0) -10000000,0 -10000000,0) 10000000, 0
‘7 7 100 HHOI0BHAKOMHE | & (1026 =) S& WA 2 9711790 476197,0 1120194711 ~10000000,0/ -10000000,0 -10000000,0 -10000000,0
!ﬂ 8 200 00 0.0 J1EH10258 X0 971179.0 4781970 S S E 968532.0 4B5580.0
‘9 9 3001001 B2 100le A an 0.0 i -10000000,0/ -10000000,0 -10000000,0) 10000000, 0
19 6. search_history.db®] search_history Hlo]E&
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5

62> Daum MapolAd 27E & Q& 21854 9 AAHRE A

=
Zolal, 1Y 68 search_history.db®] search_history Hlo] &S vtebliT).
3.3 Google Map

Google Map?9] 3 7]A 2 com.google.android.apps.maps 2.2 4], Google
Mapoll M= =44 ARl A9 Aol st A=, F= 2%, o]
e =9 s URL, AARE A3 5 3, 7|8 73 2EJE
Fol A A ol m x| ep kx| A E L] A HES & T AUk

Google Map9 YA A HE = HMAZF (Epoch), 3% AH (WGS 84), #
Ao} (URL)7Y 2Art.

;

¥ 7. Google Map®] AF8&4 92 9 XA 1

5 EEk Gk
P e e = - R A= e B
camera.xml “Ing: A%
prefs ~lat: 91%=
settings_preference.xml AP B AR

1 .db
g, | gmmomyplaces - timestamp: A7+ A X (Epoch)

- sync_item
yne- latitude: 9E (WGS 84)
- longitute: 3 %=
tile_ <&AFE > e 2EZER ouA A Y
cache
cache_r.0 AR AR AR (EAAF L)

- 17 -



Table: |sync_itern -] |zl

COrpus kew_string {imestamp merge_ featun latitude longitude
1 1 bttp://maps, google, com/Tg=%EB%EB6% 1392024055666(355270121817514 35189297 128069217
2 810 1388416274261 0 35134763 129105108
3 1 httpi//maps, google, com/Ycid=15870865  1400146045795(35141321) 9536584 35885800 126610281
4 1 httpi/fmaps, google, com/Ycid=15199382  1400148072285(37111656 580595 355846529 127129363
5 1http i/ maps, google, com/?cid=1198575€E 0 0627931 35189331 128069003
[ 1http i/ maps, google, com/?cid=1203133€ 0 01932653 35208523 128059751
T 1httpif maps, google, com/?cid=1370733z 0 0:044052 35420264 126989117

219 7. gmm_myplaces.db®] sync_item o] =

¥ 72 Google MapollA A3 & Qe 21824 4 QAAHRE A

3 Aola, 1Y 7S gmm_myplaces.db® sync_item E| o] &S ERWITEH

3.4 Olleh Map

Olleh Map®¢] #7] x4 € com.kt.ollehmap®]t}. Olleh Mapols= A

12
N
1=

2 Arhgdos Aad X9 ¢x® UTM-K Wae= 7|29 3
AR7F 2G5l R R AP E = gelsk = Qi)

Olleh Map2] AR = FF AE (UTM-K)& A9 o] 2t}

5

3# 8. Olleh Map®] AH&E% 291241

37 EBE R

- address: 4

- display_name: 7 A A] (F%A])
- position_x: A A A= (UTM-K)
db | ollehmap2.db - position_y: A=A ¢

- end_name: E=3Z%]

=

—a
=
—a

- end_position_x: =& XA A=
- end_position_y: &= =

text | latest_list.txt CH2E YEo HA HAE HR
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7 Istest listtut - B2 -

BYO BEE H40) S0) E2EH

S Nane" "EHEFZOITE ‘Category": OtufEWxE"WIHwW s

AI cqﬁl-_r'“ OM\O%:EHEdEH“" 157, " ItemType” 0, "Address” :*_HE.*%M HHT A
=

MPIIDB?]I424ZED "OrabBTvpe": MP "¥" 11689350, D\solavName e otat

859, OrgDBID": MPHDE?IMEAEBD}

'"S“QEHE—!EEH@ B 2~", "End_¥" 1577455 "End_x" HZ?EDS,"EHd_NamE"i"Eﬁlﬂ;Eg
EHiOfH}E@?_(HEg)" "116B3217," X 11146268, " ItemTyDE 5} {"Name":"HA3Z T
1", "Category" " HY/E L \nbgmi ThemeCode " 4400 4401 "Newdddress": "2 A2
SHF 221884 4", "ltenTyee” 0, "Address’ ‘='M“O“M AP
","ID":”MF‘HUBUZEWIEHEJS "OrgDBType”: "MP","¥" 1687616, "Displayhane”: " M3Z 01

“i1145176, "0OrgDBID" HF‘HDBDZEHQWQE"}]} ”

=

19 8. latest_list.txt

¥ 82 Olleh MapellA 24 5 3= AHEEA B AAARE AT

a1

ZAolal, 19 8L latest listixt L &S Lelit}

’

3.5 Kimgisa Navi

Kimgisa Navi®] 3 7]&] "< com.ocnall KimGiSac]t}. Kimgisa Navi®ll
T o]&Ae] ID BE, BT HE2ES |, riA T e E GPSE AT
AR e} FAs E2% 7 KTM (TM 128) #3324l Jel= A= o] A vk
AR E &A= gl

Kimgisa Navi9] AR =F % AR (KTM)9F =2H= o]

Ni

¥ 9. Kimgisa Navi¢] A}-8&4 2 $Jx4H

T 9 A

~user_id: ID

- user_pass: Hw 2o PW

- last_known_location_x_key: A%

N - last_known_location_y_key: 1%
prefs | KimGiSaPreferences.xml _

A g X9 FE (KTM)
- navi_recent_path_name_key:
-navi_recent_path_x_key: &=
- navi_recent_path_y_key: =23 ¢

_19_




<?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <map>
<string name="navi_recent_path_name_key"/>
<long name="month_traffic_key" value="778389"/>
<int name="navi_recent_path_x_key" value="-1"/>
urrent_destination_group_key">20130925171004876610-48617 </string>
ser_udid">355136051692658</string>
<string nam nit_traffic_date_key">201443 58 152 </string>
<string nam ser_id">say4ever</string>
<string name="push_key">APA91bHX1KW8vGdpLLAk_bRcB5D6eTS3wDBDmMN577APSC360d3sveXK_NRubZbHUriaOalao-2ijs9IgFiY-klU22-
s8reGGQht8kpVvFyGFRu_pgXtDnxMghUvblvn26_JhjiDD9N95ct17h4rUrwrbDX6TUNS5e9Q</string>
<string name="current_destination_key">20140516064820591058-89255</string>
<int name="navi_recent_path_rpflag_key" value="-1"/>
<long name="total_traffic_key" value="778389"/>
<boolean name="navi_recent_path_freeway_key" value="false"/>
<int name="navi_recent_path_y_key" value="-1"/>
<string name="user_pass"> </string>
<boolean name="new_install" value="false"/>
<boolean name="current_displayed_beehive_key" value="false"/>
<int name="traffic_monthly_key" value="5"/>
<int name="last_known_location_x_key" value="500670"/>
<boolean name="data_folder" value="true"/>
<boolean name="navi_recent_path_key" value="false"/>
<boolean name="new_item_square_key" value="false"/>
<boolean name="navi_time_gubun_key" value="false"/>
<int name="last_known_location_y_key" value="282316"/>
</map>

13 9. KimGiSaPreferences.xml

¥ 9+ Kimgisa NaviolA] 238 4 Qe AH4E4 2 AANARE A

Zola, 18 9x KimGiSaPreferencesxml 3 &< Uviepdict

ro

3.6 Atlan3D Navi

Atlan3D Navie] 7] & kr.mappers.AtlanSmart S 24|, AF8-& 24 3}
AANAEE A LEHH SIS+ ol =342 FFAF 9 ¢
it T4, ALIANE R FE o AR So] UTF-8 & Hj 9
ZER dadgyo] Yow FLE FEste] AgE o] Ak
Atlan3D Navi®] X8 H+= HAAZF (YMDHMS), i BH (WGS
84), AAo|7F At

)

0:0:0:7233521: 1281317082 35, 1589357: 129, 1317082; 35. 1689357 M R M EIF (S &zm¢) S 4 HRIIT S E(R25 )T
HEUT FS(F2EEM S22 F ASSLUNR 76:1291-27::4613:99:0:0:0:5211:1:1:0:2014:4:30: 12:57: 68

0:0: 1250 129, 10237503051 758: 35. | 5616324270785; 120, 10237503051 758; 35, 1561 6324270785 S At 287 ZOIE, ;9 A 223
2ob=0:0102388:0:0:0:0:::0:1:0:0:2014: 4:30; 12:56: 3180: 0:0: 631 7924; 129, 0689431 : 35, 1893634; 129, 069046. 35. 1889076: A
HEAMEI2ZOIIE 24 AT HAHS(HHZZFRA FHT HH2E 24 SHT OtAtEHZ 462

15:1025:  BB16: 8:0:0:0:::2:1:1:0: 2014: 4:30: 12: 35: 168

13 10. AtlanSmartRecentDest.archive
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x5 %l o Gk
=R AR
. 9=, A% (WGS 84)
AtlanSmartRecentDest.archive
AR Fa
External - AAAZF (YMDHMS)
5% A4
9=, Ax (WGS 84)
/sdcard/a AtlanSmartRegHomeOffice.archive j -~
tlan3D/U L E2] FEA
serData/ - AR AITH
. Ao sl sk
AtlanSmartSearchHistoryInfo.archive el m AAgm
AtlanSmartUserData.archive ~olg#} ID

3.7 iNavi Air

iNavi Aire] 371 A% -& com.thinkwareiinaviair®. 2, % 48 XA
Hol A<} AIZFAH

Airdl e Zf9 A= HEE ARSI Qi oo tigk X = ofo]uiH]

b =

o,

ol @ 1AE Aeiro] Aol gk iNavi

A& AH] 2= A http://map.inavi.com/?rx=<x#>&ry=<y#>S YE3 o

iNavi Air®] 9IAA K= GPS FAIAIZE (Epoch), i+ 23 AH, 740

7F 3
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¥ 11. iNavi Aire] A1&E4 2 AR

x5 %l o Gk
npA ko 2 GPSE Al
AFK_Frame_Gps_Info.xml e FE (ZHFFE)
prefs
- AIA1 7 (Epoch)
SearchResultSharedPreferences.xml AAo] ol /R
<?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <map>
<long value="1398856995" name="pos_time"/>
<string name="longitude">328401 < /string>
<string name="addr"/>
<int value="0" name="module"/>
<string name="latitude">=245760</string>
<int value="3" name="gps_type"/>
<int value="1" name="real_time"/>
</map>
13 41. AFK_Frame_Gps. Info.xml
F 112 iNavi Airicl Al A o+ = AFSE4 2 AAAEE AT

Aola, 19 112 AFK_Frame_Gps_Info.xml 3}

AN ’

3.8 Olleh Navi

el A 2w ARk GJHo] H5o] A5 gl

Olleh Navi®] 91AAEH = A A E (YMDHMS), 3% BX® (KTM), #

Bof7} gk,

- 22 -



¥ 12. Olleh Navi¢] Al&&3 2 AR

T o+ Ad
CHT 2, A, =R 9
prefs | kt.navi_preferences.xml TEAH] FF (KTM)
- AIZtF R (YMDHMS)
Ao A AR
Db_DestinationSendList - time: Ff AT
-posX, posY: HE
SR S I R B -
db o name: A4 (5EA9)
Db_RecentDestination
- addri 4
~posX, posY: FE
Db_RecentSearchListDbControl - A0

<?xml version="1.0" encoding="UTF-8" standalone="true"?=

- <map>

<string name="PREV_SAVE_GOAL_ADDRESS'> P AZHA] MHI2 HHIE 1025</string>
<string name="PREV_START_NAME">3At LI (1 M13 < /string=

<string name="PREV_FINAL_ROUTE_ID">140210200716014109 </string=>

<string name="HOME_ADDRESS" - 24t U3 (|H3E < /string>

<int name="COMPANY_LATITUDE" value="288344"/>

<string pame="PREV_VIA_ADDRESS">E2 {2 < /string>

<int name="HOME_ENTRY_LONGITUDE" value="500713"/>

<string name="LIVE_TRAFFIC_INFORMATION_UPDATE_TIME">20143 022 102! 204l 063 58 </string>

<int name="PREV_STARTL_Y" valus="281889"/>

<string name="PREV_START_ADDRESS">HEY 8 S «/string>

<int name="PREV_START X" value="499738"/=

<int name="COMPANY_ENTRY_ LONGITUDE" value="497560"/>
<int name="COMPANY_LONGITUDE" value="497569"/ =
OME_LONGITUDE" value="500713"/>
LAST_POS_Y" value="282317"/>

LAST_POS_X" value="500711"/>

<string name="PREV_SAVE_GOAL_NAME"=3|Al2 < /string>

<int name="HOME_ENTRY_LATITUDE" valu=="282317"/>
<string name="PREV_VIA_NAME">ZES 8 S «/string>

<int name="PREV_SAVE_GOAL_Y" value="288344"/>

<int name="PREV_SAVE_GOAL_X" value="497569"/>

<int name="COMPANY_ENTRY_LATITUDE" valua="288297"/=
<string name="COMPANY_ADDRESS" > MZAAA] HHI? HHIS 1025</string>
<int name="PREV_VIA_X" value="-1"/>

<int name="PREV_VIA_Y" value="-1"/>

</map>

19 12. kt.navi_preferences.xml®] FHEAH

# 12 Olleh NaviiolA 2Ad = = AFEE4 3 9

ro

N

7] o

131, 18 128 kt.navi_preferences.xml 3 S ER
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4. 7€} IR R

4.1 Googled] 9% 71&

ot=gol= AntEZEIA ‘Google 91 AH AL 7|5'S FAl3stsk 74
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Foolr pEe AAARE ARARS o ALHL A48 S A
Fohuw welelel BAe) st w£@ AANGRbFe A% welw
FAHBE §949 HAFASL AdS sterstd golsvl, FEA
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4.2 A AEFA A

AR dRtHow o] g ko] 91A7F S H O] Qlojof MuH| ATt Ths
stew g o Zg Aol el AAAGEIE Hol A= 7hesdel wr =9
AY AL s GNAERE Awsts ofSeAcld R IAHS
com.google.android.apps.genie.geniewidgeto| t}. 91X A H = 3T o 2] A
o]A 9] weather.db= F3llA AT = Ad=d, AFHHEL} A’} 7 o

do ANARE FAT F 3

Table: [iblHourlyWeather ~ | | B

7 12672 Busan _.»-1334050923644) 13941 18000000 1394121600000

| _id fakelLocation Incation timestamp begins ends description temperature
|

I

8 12573 [Busan | 1394050823644 1394121600000, 13541 252000 i
|9 1259 |Busan |  1334050923644)  1394125200000)  1394128800000/Clear 0
|10 12575 Mgt ¢ |Busan JEF 1394050923644 | 1394126800000 1354132400000/ Clear | 0
|11 12578 & | |Busagiily 1394060923644 | 1394132400000 1354136000000 Clear | | -1
e 127 . |sahasgu 1394153860786 1394161200000  1394164800000Sunny | 5
|13 1279 | |saha-gu 1394158860756| 1394164800000 1354168400000/ Surimy 6
|18 12796, | |Saha-gu 1394153560786 1394168400000 1394172000000 Sunny 6
|15 1270} - Sahagu 1394158860786( 1394172000000, 1394175600000/ Sunny. 5
|18 12797 ~ |saha-gu 1394155560786 1394175600000 1394179200000/ Sunny | §
|17 12798, o % [Saha-adi 1394156860786 1394179200000/ 1394152800000 Partly Cloudy 5
|18 12799 |Zaha-gu 1394158860786 1394182500000 1394186400000 Parlly Cloddy 5
|13 1280l . |Sahagu . 1304158560786 1304186400000 1334190000000 Parlly Cloudy 4
|20 (] Saha-gu 1394153560786 1394190000000 1394193600000 Parily Cloudy 3
|21 12802 ) Saha-gu 1394158860786 1394193600000 1394197200000| Parlly Claudy 3
|22 12803 v [Saha-gu 1394153560786 1394197200000 1334200800000/ Parly Cloudy E
|23 12804 T |saha=gu [ 1304158860786 1304200800000, 1394208400000 Mastly Cloudy 2
| 24 12805 “8aha-gu |" 1304158860736 | 1399204400000 1394208000000 Mostly Cloudy z
|25 12508] Sahamgu_ | 1394158860796 | 1394208000000 1394211600000 Mostly Cloudy 2
|26 12807 Saha-gu [~ 1594159860786 | 1394211600000] 1394215200000 Mostly Cloudy B
|27 12808 Saha-gu | 1394158860786 1394215200000 1394218800000 Mostly Cloudy I
| 26 12809 Saha-gu 1394156860786 1394218800000 1334222400000 Mostly Cloudy I
|24 12810 Saha-gu | 1394158860786 1394222400000] 1394226000000 Mostly Cloudy I
|30 12811 Saha-gu 1394156860786 1394226000000 1334229600000 Mostly Cloudy I
El 12812] Saha-gu | 1394158860786 1394229600000 1394233200000 Mostly Cloudy E
|32 12813 Saha-gu 1394156860786 1394233200000] 1334236600000/ Fartly Cloudy E
|33 12514 Saha-gu | 1394158860786 1394736600000 1334240400000 Fartly Cloudy 3
|34 12815 Saha-gu 1394156860786 1394240400000] 1334244000000 Fartly Cloudy 5
|35 12516 Saha-gu | 1394158860786 1394744000000 1334247600000 Fartly Cloudy E
|36 13249 Dongnas-gu 1394364071751 1399366400000 1334370000000] Clear 3
& 13250 Dangnag-gu 1394364071751 1399370000000 1394373600000 Clear 3
|38 13251 Dangnag-gu 1394364071751 1399373600000, 1394377200000 Clear 2

a9 14, Y #1489 weather.db
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4.3 "AA AEIA A

AR oEL A AR AW ozt AA FH, T A 5o
Au 28 AFea ek Facebook® WA FolA 449 915 w3
F

e 54 X% AAs] AU FHY 5 dud, gre

¥ 13. Facebook®] Al-8-&% 9 QA 4R
=5 s el g A
prefs_db TR _
~ preferences R CiRVAsE,
olmdd, == /\H_ )
- text: HWA]A] U8
db | threads_db2 - coordinates: 41 A $X]¢
-, messages ZFE (WGS 84)
- timestamp_ms: A7t (Epoch)
nearby _tiles_db A A (TS JE)
- nearby-tiles i AYH o5 S

¥ 14. KakaoTalke AFE&E4 4 XA KR

db KakaoTalk.db

5 9l Gk
- o] &2 ID, A 3, olv <,
prefs | KakaoTalk.perferences.xml o]]'EH ;]}\] A, jij: /\}] {]]
A AR, AR (Fes))

- 9fo] ko] SSID
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Reporting
Analysis Module Other Forensic

I Timeline I | Clustering ‘ I Geographic Profiling | LSS
T | M nger |
Common Format-Module for Location Data I Cloud Storage |
| User’s Real Location l I User’'s Area & Route of Interest | | O — |
T 3 I| Multimedia |

Location Data Extractor L
| System Logs | | Images I | Apps | | ) i |
Data Acquisition Tool & Method

| EnCase | | ADB l | JTAG | I etc |
] Android 1 ] 10S [ ] Windows | i etc [

Y 15 A1k mdo] o) e A

1.2 9XAB AYE Y3 FEXEYN EE (Common Format
Module for Location Data)
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% 16. Aok 2] G

Stage 1 Collect & Extract location data
Step 1 Acquire smartphone’s data
Step 2 Extract location information in smartphone's data
from system logs
from image’s metadata
from applications
Step 3 Examine other parts where location information may exist
Return timestamp, location coordinates and other related data
Stage 2 Export the extracted -location information

Step 1 Store real location and interesting area “such as search history
€D

separately for efficient analysis
Step 2 Verify integrity using hash value
Return 2 XML files and hash value
Stage 3 Analyze the extracted location information
Step 1 Perform Hierarchical Clustering
(1) Table'1 shows Specific algorithms
(2) Similarity Measure : Euclidean distance
(3) Linkage Method
@O“SLM (Single Linkage Method)
@ “ALM (Average Linkage Method)

(4) Determine the number—of clusters with certain height in
dendrogram

(5) Return the cluster values
Step 2 Geographic Profiling
(1) Timeline Analysis

(2) Compare with the clusters and the criminal area predicted from

analysis of crime occurrence places

Analyze with other forensic results such as contacts, SMS,

Step 3
calendar, call logs, SNS, etc.

Return the priority of investigation places and investigation directions

Stage 4 Reporing and Finding Evidence
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(eed the locati
information
of a suspect?

s}

yes

no

Acquire information
from a carrier

)

Possible to seize
his/her smartphone?,

yes

no

Collect data related to
the location
{fromlog, image, app}

Stage D

A J

Analyze data
(iD; time, location)

m

location information
in smartphone2

Acquire the related
data by due
process of law

Store&Manage location

Stage Data respectively

¥

Clustering Analysis

Stage {Timeline, GeoProfiling)

Reporting

Stage

Find evidences
to prove a crime?

——= A

Investigate
other parts

I 16 . YAAE FAPEAS] M=
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2 =xolAl AR fAAR A REES 7Hle =z 5-3450 CPU%F
o] F2E Windows? PColAl SIAAH FAEFE FEHSATH 9
AR F& 259 75, EnCase? EnScriptE %38 7+&3+% 1, EnCase
e

A3k Nexus 4 °]H| A& U2 ANAHRE FZ3A T

* || Case (Android GPS Forensics) View v % Tools ~ @g EnScript v 5 Ac
4 Home = Evidence » =] Resul 3
i r >Z Runto cursor | ¥
| !
= W
2| [Mime
if (item.ItemPath().Contains(®cem.nhn.android.nmap”)) {
if (item.Name()=="mapHistory.
1F_sml.Writeline("<NaverMap>®)§
ItemCacheClass cache(c); _H
Console.Writeline(item.Name());
FileClass 1fc/=icache.GetRawFile(item, B); 4
4F (1Fc. IsOpen() Vel e
itring name, =i:Ciemp\y” + item.Name();
if%(1f.0pen(namey. FileClass  *WRITE)) {
1f WriteBuffer(lfc);
Console Wiriteline("File Createdifie name);
i
if (sql.Open(1f, SQLiteClass.:SQLITE_OPEN_READWRITE)) {
SQLiteClass: :CommandClass command.=.new SQLiteClass::CommandClass
SQLiteCl Class = new SQLiteClass::DataReaderClass(); !
< ] v
4 Find 13 [5] Clear -
————— Row 18 ——— -
citle : FAUWGE FFFHL
: 123.09583900000001
: 35.118400000000001
wime : 1388383123983
asr : BUTEA $F 89T Ahoo ol
————— Row 19 ———-
witle : 2=F ddd
- 123.08486980000001
: 35.135029139393998
ime : 1388383133506
addr : BAFEA FF HEE 1767-18
————— Row 20 ———-
title =5
‘ime : 1388383192658
addz
————— Row 21 -——-
title : S=F 54
- 123.11090909393939
: 35.116702500000002
‘ime : 1388385991726
addr : ZAFEA FF FEF 487-20 [

a3 17 9AAR =223 Ty



<?xml version="1.0" encoding="UTF-8" standalone="true"?>
- <NaverMap>
<Device>Nexus4 (4.4.2)</Device>
- <File>
- <PATH>
<ITEM_PATH>Files\apps\com.nhn.android.nmap\db\mapHistory.db</ITEM_PATH>
<TRUE_PATH>Android GPS Forensics\Files\apps\com.nhn.android.nmap\db\mapHistory.db</TRUE_PATH>
</PATH>
- <Hash>
<MD5>051e71bf3f1ca02627f4514f190f5f07 </MD5>
<S5SHA-1>09ac538ada4a73e01650fal7cc795c2de8812983</SHA-1>
</Hash>
</File>
- <Searched>
- <ITEM1>
<Text> MEH</Texp®
<Long/>
<Lati/>
<Time>1386978490971</Time>
<Addr/>
</ITEM1>
<ITEM2>
<Textz A2H B2 M </Text>
<leng>126.97192939999999</| ong>
<Lati>37.555200900000003</L ati>
<Time>1386978495940</Time>
<Addr>AESEYAl 247 SRS 43-205</Addr>
</TTEM2>
<ITEM3p
<Text>CIAOINZS S </Text>
<Long/>
<Latif>
<Time>1386982242602</Time>
<Addr/e
</ITEM3>
- <ITEM4>
<Text>CIHOIME = 2 </Text>
<leong>127.03414100000001</Long>
<Lati>37.468015999999999< /| ati>
<Time>1386982348053</Time>
<Addr>AESSYAl MEF UMS 202</Addr>
</ITEM4>
<ITEM5>
<Text> ERIH < /Text>
<Long/>
<lLati/>
<Time>1386986126999</Time>
<Addr/>
</ITEM5>
<ITEMG>
<Text>8RUNA 65 M </Text>
<Long»127.0017531</Long>
<Lati>37.539526899999998</| ati>
<Time>1386986128245</Time>
<Addr>=MEZEY A 24 8HHE A10-33</Addr>
</ITEM6E>

¥ 18 XML dHZ &5 $AA-A X (Naver Map)

Aol A= ool AE o} gl GPS HolHE taew XA
FEeAa, F265709 volE FAA AUAGL AslF 2457 #A%

il

il
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Pr(=F)

27.43 3.54e-07 www

of sum 5g Mean Sq F value
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1. 137
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