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OPC-UA communication of industrial equipment using embedded board

and open source software

Su-In Chae

Department of Mechanical Systems and
Naval Architecture Engineering, Pukyong National University Graduate
School of Industry

Abstract

Recently, various software and hardware technologies are converging
through the 4th industrial revolution and the distribution and spread of
smart factories that can be intellectualized and optimize the entire
production process for the innovation of the manufacturing industry are
being made widely. In addition, the need for standard communication
among equipments for the convergence of SW technology and hardware
device in the manufacturing process is increasing and according to this
trend, various communication systems and application technologies are
being studying. Specially, communication operating system based on
OPC-UA(Open Platform Communication Unified Architecture) is in the
spotlight. On this study, OPC-UA communication platform applied to open
source software based on Raspberry-pi embedded board is developed
and tested the performance evaluation in real industrial systems to enable
the data exchange mutually in the various industrial devices and software
environment used in industrial field smart manufacturing environment.
This study consists of five chapters and the summary of each chapter is
as follows.

On the first chapter, it explains the problems with the configuration of

the communication protocol for each manufacturer and the controllers

_Vi_



provided by manufacturers in the industrial field, and the necessity of
industrial  protocol integration. Furthermore, the  definition and
configuration of OPC communication is also explained. On the second
chapter, it explains the configuration of OPC software that has been
commercialized and sold and it contains the outline of the Open62541
OPA-UA library. On the third chapter, it explains the configuration of the
OPC-UA test bed developed with the embedded board and open source
software. In addition, 4 types of test items are selected and then tested
and verified the developed OPC-UA server and 6 types of PLC for each

manufacturer.
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—————————————— :Data Flow

Fig, 3.1 Theoretical configuration of testbeds
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[

Table 3.1 The difference between the cost of building a system using existing OPC

software and the cost of building a test bed

KepwareServerEX Open62541
Product Price(won) Product Price(won)
Hardware | ASUS PN40 J4025 w327 650 Raspberry Pi 3B #49,630
0OS Windows 10 Pro ’ Raspberry Pi OS 0
KepServerEx 6 4,476,494 o1 -
Software (Manufacturing Suite) ($3983) opentzs 0
Total W4,804,144 49,630

B ool &5 = PLC 74 Table 32 W83 72t}

Table 3.2 PLC list

No. | Name of PLC Manufacturer Model

1 PLC #1 Mitsubishi FX5U-64M
2 PLC #2 SIEMENS S7-1500

3 PLC #3 Rockwell Micro820

4 PLC #4 LS XEC-DR28U
5 PLC #4 OMRON NX1P2

6 PLC #5 Schneider TM221CE16T

32PLCE B4 Z2EZ B4

3.2.1 MELSEC Z2&E &

MELSEC Z2EZ2 " zr[AldA Agikd PLCQ A=, FXAg=

_11_



SIPLCE 9 F HAA(PCH)AA FA87] 9138 A&l T2 EZo|t)
Fig 3.32 n|xn]A] QAlg]Zo| A 220]x= 3E Frame? HWIAA| $5A1 o A

g gwsta gou 4z ARNEe 3 F 5 9

= T =

Request I ]
Request Data
Begliec Monitoring .
Subheader Access Route Data Ti . Head Device
e imer Bcntn;jm;ntfj, 5“"@;’3‘{3"“" ——— 5 N_uml;er ?( 5
atch Real Dorlon HomboR 100 Djtva‘[RQngsl: evice Paints:
50 00 00 FF FF 03 00 0C 00 00 00 0104 | 0000 64 00 00 A8 03 00
Response I i
Response Data
He g End code:
Subheader Access Route Data Normal
Length D100 D101 D102
Do 00 00 FF FF 03 00 08 00 00 00 64 00 00 00 00 00

Fig, 3.3 Protocol Data Unit of MELSEC 3E Frame

m] ZH] Al QA ] 2o A 220]E 3E Frame ZREF ] 7= ofge Zrh

- Subheader: Request ™ A]#]+= 0x5000, Response ™ A A= 0xD000

- Access Route: &% #AIAE Hyl GZ(PC)ZHFE PLC7HA 9] U ES

2 AYE vEH, PCS PLCZF AF BT 4% Access Routes

OxO00FFFF0300 -/ ¥ t}.

- Request Data Length: 8% WA %] e] do]& el

Request Data+Monitoring Timere] Zo]E uHlolE 9|2 e Zholt),

— Monitoring Timer: ¢}7]/227] Z2 A A7} 55 o] fgo] Zole 7] 7+
A 71vke] = ARk UERdY

- Request Data

- Command: &}7]/2~7] 59 H#EE m=olt}



0104: Batch Read

-Subcommand: W®H-S& HFseE Foln = W& WEEo| ot

ezl

~Head Device: ¢171/227] M@l H<d vloly F4%s HE

- End Code: 87 WAAI7F B4 45 0, 21284 &= 45 o Z=&
Elaieia=

- Response Data: &H A Aol wWIAX]o] Hel= 87 dA Ao we}
ezl

3.2.2 Siemens S7T T2 EF

SiemensAte] SIMATIC S7 A2+ H-'& PROFIBUS/PROFINET ] 2}+=
Ag LREIe 2% ojful FAL doF @ Wi $7 ZRESS AE
sit)y, S7 Z2EZL2 ISO on TCP(RFC1006)° ¢]<&st7] wizol A% +
dal7] oyl whehA R =FolAi: Fig 34749 eEsx gholnie

Ql snap7= ©]&3lo] FA1S AT

57 Telegram Header | Params n Data

4 4
IS0 on TCP TPKT | cotp 57 PDU

Y
TCP/IP | Header | ISO TCP Telegram

Protocols Encapsulation

Fig, 3.4 Encapsulation of Siemens S7 Protocol
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3.2.3 LS XGT-FeNet Z2EZF

Fig 352 LS dHEZ(F LS e ZzeZF= | XGT, XGB,
XECS9 LSAF -8 PLCS dHlolg S4ls fa&l 53 ZzEFo|u,
Fig 352 oldll= d&871/227] WAIA 9] F+48& YEd & o Ale|t,

Request
Application Header Application Instruction
Length of -
Company 1D e | coume (US| oo | appiton | S| gcc | ot | Dasnee ezt
4C 53 49 53 2D 58 47 54 00 00 | 00 00O A0 33 00 00 14 00 00 00 54 00 14 00 00 00

Application Instruction

Block
Block Number Data Length
Variable Length Wariable “%DW100"

01 00 06 00 2544 57 31 30 30 | 06 00

Response
Application Header Application Instruction
fra ncmo || oo || mote | amlaten | St | o | St | o | pesnes
4C5349532D5847540000( 0602 | B4 | 11 | 0000 [ 1200 | 01 | 00 | 5500 | 1400 00 00

Application Instruction

Block

Error State Block Number

Data Length Data

00 00 01 00 06 00 | 64 00 00 00 GO 0O

Fig, 3.5 Protocol Data Unit of FeNet

LS dAELH(F LSAHH)e A& Z2EF X+ oo Zrh
- Application Header: WA A ¢] 3t{E YEFAT]

- Company ID: 10byted] A WA A2 FA AT (“LSIS-XGT”)
- PLC Info: PLC9] A8 AR QAWAA = HAA e
- CPU Info: WA A& dFste= PLCY 7|F& on| gt

- Source of Frame: Z &9 wraks velyict,




0x33 - LA WAIA], 0x11 - SHHAA
- Invoke ID: Z#|9] A& YEll= HEolw HAFX] ol Fiaitt,
- Length: Application Instruction®] Zo](H}o]E)E o n| st}
- Fenet Position: PLC9] €%, @ AKX, PCE 002 F A3}
- BCC: Application Header®] A=Z4S 2jwn] st}
~ Command: & ¢

Table 32 HlolEl ¢17] 227] Ha3g ¥&o] 745 Yehlial Atk

Table 3.3 Read Write Command Description

read writing
request 0x5400 0x5800
answer 0x5500 0x5900
- HlolE Bty §71/227dl 2ol W] do| W9 E ouy, A& 87|

/22718 AFols @97t Byte® AW, dol= HolE F4 Fo Ex

2 ¥7)s

- Block Number: ¢}71/227] & X183t ¥4 E59 Jgoln A% ¢17]/2
Zldul= 12 1g o= AAg,

- Variable Length: &9 &3 M4 Txd e Zdol& 2ou| g},

~ Variable: ¢171/22715 8 & WAFe] 45 ASCI £AE =2 EA 3,

A HA EA %7, B SAEYS FAL, T oAA B WEg g ool

ot W2 g o] disiAs PLCER FAe] thEA AR A WA

b Wl e FAa @9 E At ymA E2h wRg e 4 e ZAL
LA A7+ F4 dYdl wet eIt (“%DWI100” = “%DB200")

— Error State: 873 WA 7} A4 A 0, 22X &S A5 oy 2=

0

Sl

g wag
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- Data Length: 971 23] 45 glo]e 229 vlolge] Zo|g ont)
B

- Data: 2]7] @3 o2 ¢lof&

3.3 OPC-UA MY Z=139 F4

A
o

HoAGo A AFEEE Raspberry Pi 9H|Iti =+ w574 B4l

el A ZEAES EUEEY ZRAEE Lol AAN FAEAE

A939Tt Fig 36 7ALE OPC-UAABE open62ndl olB 8 g E A}
g3l FASR oM, 5 AFzAPE PLCo W& dloly 275 s,

PLCH Y- ol g=Ed] et ¢7|& Adsts WA ez /i OPC-UAA

Ho| Agdch dedd dole = OPC-UA AWMUl Object -4l <& dlo]

He wd % AgHe BAoE SFHE FAHoE dAsAT

- A7 A EE, 924 PLCY F7F Y3 Object Node, dat 3, =Y

B Z2AEE A

- PLCvit} 3t W vhE Variable NodeE 4374 ghrh.
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Fig, 3.6 Structure diagram of data exchange with PLC using
openb2541 library
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Fig, 3.7 Algorithm of OPC-UA server and monitoring
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Table 3.4 OPC-UAZNZe] A&H 6572 PLC 74 (Mitsubishi_ FX5U,
SIEMENS_S7-1500,0MRON_NX1P2,5chneider_TM221CE16T,
Rockwell_Micro820, LS_xec-DR28U)¥} PLC A|ZAPEH Alg FH+= Zz 19
of digk A4S YeEha Qlth

Table 3.4 Program list

No. | Name of PLC Node id Model Name of program
ns=1, Mitsubishi
1 PLC #1 ) GX-WORKS3
i=50000 (FX5U-64M)
ns=1, SIEMENS .
2 PLC #2 . Totally Integrated Automation Portal
i=50001 (S7-1500)
s=1, .
3 PLC #3 1350002 OMRON(NX1P2) | Sysmac Studio
ns=1, Schneider . .
4 PLC #4 h Ecostruxure Machine Expert - Basic
1=50003 (TM221CE16T)
ns=1, Rockwell
5 PLC #5 . . Connected Component Workbench
i=50004 (Micro820)
ns=1,
6 PLC #6 LS(XEC-DR28U) | XG5000
i=50005 ( )

Table 352 7H'& OPC_UA AW} Zpzpe] A=A PLC 650l ek &H]
kel &5 AIZEe A gfolth AFAA FAHLS 1) OPC-UAAH,
PLC(6F)= 15 2)Fdtold= PCoAlA PuTTYE AH&3te] OPC-UA A H
) OPC-UA AW o] TsharkE AH&3to] OPC-UAAHM ¢ PLC #1731
o] HAS 3s ol A 4)Wiresharks AF&35Fe] AA} 3)ol A A3 w7l

=2,
)
4B
w

Sele B4 F F4 ¢ AgHms) = B-A'S AHg] $9 A7

o

A4S % A OPCAHelA PLCE 4413 #7 Time, B : PLCRZYE %
2% A7 TimeE UEM, 524 3) ~ A % 53 BB F o9
o PF#E T3 6) A 3)¢] PLCE PLCK ~ #6082 wAsdA Az 3)

>
N
N,

[€)



Table 3.5 Transmission rate between OPC server and equipment

et Measuring response time between OPC-UA server and PLC equipment
purpose
1) Drive OPC-UA server and PLC(6 EA).
2) Connect client PC to OPC-UA via PuTTy.
3) Capture the packet more than 3s between OPC-UA and PLC #1 via
TShark in the OPC-UA server.
4) Calculate the response time by using formula below after analyzing
the packet file created in step 3) via Wireshark.
Test ¥response time(ms) = B - A
procedure A : Time of packet sent from OPC server to PLC
B : Time of packet received from PLC
5) Calculate the average of response time after repeating 5 times from
step 3) to 4).
6) Calculate the average of response time of PLC(6 EA) after repeating
6 times from step 3) ~ 5) while changing PLC of step 3) to PLC
#2 ~ #6.
st;ll;ledir q within 50ms

Test result

average 15ms

Table 3.6

AW OPC-UA A8l Folzk B4 %% Ald ZAstolch,

Table 3.6 Test result of transmission rate between OPC server and device

PLC #1 | PLC #2 | PLC #3 | PLC #4 | PLC #5 | PLC #6 | average

response
time(ms)

5 7 5 5 23 47 15

Table 3.7 Test result of response time between OPC-UA server and PLC #1

g Two Three Four Five
One time times times times times average
o 5 4 5 5 4 5
time(ms)
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Table 3.8 Test result of response time between OPC-UA server and PLC #2

q Two Three Four Five
One time times times times times average
response
time(ms) 7 6 8 7 6 7

Table 3.9 Test result of response time between OPC-UA server and PLC #3

q Two Three Four Five
One time times times times times average
Tesponse 24 24 20 24 24 23
time(ms)

Table 3.10 Test result of response time between OPC-UA server and PLC #4

g Two Three Four Five
One time times times times times average
response
time(ms) 29 53 51 51 51 47

Table 3.11& 7§ OPC_UA A® ¢} o|7]% #Hv] 53t

ANE HZ=E 3=
2o 7 PLColA W73 dlo]El7} OPC-UA Aujd] Wt =% oA #
o AlgdA 742 1) OPC-UAAH, PLC(6F) 5 2) FHo|AE PC
A Integration Objects OPC-UA ClientE A}-&3}9] Testouc FY9S 23

3) AlE8 PColA GX-WORKS3 ==& AL&3ste] PLC #19 4= 0~

—

00 Akole] olele] gto@ wWE 4) PLCH Node ID ¥ Zza#d g
s

=

£ Z1138}o] Integration Objects OPC UA Clienol A PLC #1°l &
Node ID9] Value gtol WA %=X &<213 5) Ax} 3) ~ )& F 53] W&
> A “AFE%) (A / B ) x 10005 AMEste] ATES ALE xA

B EAe Sl B 1 AR 3)ol A PLCY @ WA Al=d Sl4E vE, 6)

PLCY¥ Node ID ¥ Z2a# gA2E XZE Z3dle] 3) ~ 5)E F 63 vk
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Table 3.11 Compatibility of heterogeneous equipment

Test Checking whether the modified data on PLC applies to OPC-UA
purpose server.

1) Drive OPC-UA server and PLC(6 EA).

2) Execute test.ouc file using Integration Objects OPC UA Client in
client PLC.

3) Change the value of PLC #1 to arbitrary value from 0 to 100 via
GX-WORKS3 program on a test PC.

4) Check whether the Value of Node id corresponding to PLC #1
changes on the Integration Objects OPC UA Client. Please refer to
table “Node id and program list.

5) Calculate the success rate by using formula below after repeating 5
times from step 3) to 4).
¥ Success rate(%) = ( A/ B ) * 100

A : The number of normal operation.
B : The number of attempts to change the value of PLC on step
Test 3)
procedure % Normal operation : In case of matching modified Value on step
4) with changed arbitrary value on step 3).

6) Calculate the average of success rate after repeating 6 times from
step 3) to 5) by modifying PLC and program. Please refer to table
“Node id and program list .

No. | Name of PLC Node id Name of program

1 PLC #1 ns=1, i=50000 | GX-WORKS3

2, PLC #2 ns=1, i=50001 | Totally Integrated Automation Portal
3 PLC #3 ns=1, i=50002 | Sysmac Studio

4 PLC #4 ns=1, i=b0003 | Ecostruxure Machine Expert - Basic
5 PLC #5 ns=1, i=50004 | Connected Component Workbench

6 PLC #6 ns=1, i=50005 | XG5000

[Node id and program list |

Test o

standard 100%
Test o
result average 100%
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Table 3.12& 71 OPC-UA ©]7]%& AH] 33 oF A3 Aot}

Table 3.12 Test result of compatibility of heterogeneous equipment

PLC #1 | PLC #2 | PLC #3 | PLC #4 | PLC #5 | PLC #6 | average

The
number
of normal
operation
The
number
of attempts
to change
the value
of PLC
Success

rate(%)

100 100 100 100 100 100 100

Table 3132 7§'% OPC_UA A oA A3k do]g 7t PLCO RFFH =4
gty g Agolnt. AdHEA 4L 1) Table 39 o|7]F v 58
o Aol A o]oja] 3Pt 2) FElo]AE PCY Integration Objects OPC
UA Clientoll 4] Table 39 °]7]F 48] &3 ofFf Ad] Al&d PLCE
Node ID9] Value #< 0 ~ 100 Atol9] <¢leoje] gto= WAZ 3) AlEE
PColAl GX-WORKS3 Z213& AR&3te] PLC #19] gho] WA HAEA
gt 4) Ak 2) ~ 3)S F 53] WHE & G4

100"S Abgstel AEAgS AME x A 0 A4 52138 314 B Ax} 2)
A AT Qlo)o] gho]l A} 3o A WA i dA = BEE UE

5) Table3.9 ©]7]F AH| =gk ofF A[FolA A&

&



Table 3.13 Accuracy of Command Transmission

Test Checking whether the modified data on OPC-UA server applies to
purpose PLC.

1) Proceed after “Table 3.9 Compatibility of heterogeneous equipment”
test.

2) Change the value of Node id corresponding to PLC #1 to arbitrary
value from 0 to 100. Please refer to “Table 327 of “5.2
Compatibility of heterogeneous equipment” test in the Integration
Objects OPC UA Client of client PC.

3) Check whether the value of PLC #1 changes via GX-WORKS3
program on a test PC.

4) Calculate the accuracy by using formula below after repeating 5

iest times from step 2) to 3).
DIGEELLITE ¥ Accuracy(%) = ( A/ B ) * 100
A : The number of normal operation.
B : The number of attempts to change the value of PLC on
step 2)
3 Normal operation : In case of matching modified Value on step
3) with changed arbitrary value on step 2).
5) Calculate the average of accuracy after repeating 6 times from step
2) to 4) by modifying PLC and program. Please refer to table
“Table 3.2” of “5.2 Compatibility of heterogeneous equipment”.
Test p
standard s
rZsejltt average 100%

Table 3.14& 714 OPC-UA W& A4 AZFA A8 Zd}olr)

Table 3.14 Test result of accuracy of command transmission

PLC #1 | PLC #2 | PLC #3 | PLC #4 | PLC #5 | PLC #6 | average

The number

of normal 5 5 5 5 5 5 -

operation

The number of

attempts 5 5 5 5 5 5 _

to change
the value of PLC

Success rate(%) 100 100 100 100 100 100 100
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Table 3.152 7' OPC_UA AW &} PLCZHY F4lo] ol ¥ oAl A4
H3ls W OPC UAAWZE Zhsete=A] Zelstr] 918 Aldolth. Al dAt
T2 1) Table 3.13 & AE A A o]cﬂ/ﬂ 21843k 2) OPC UA
A et PLC #69 B4ls 30s ol @&zl & tha
Objects OPC UA Client= /\} 3ol PLC #6° 393+ Node ID2] Value
e 0 ~ 100AF019] Yoo gom WAe 4) Ad-§ PCAlM XG5000 Z=
aE ARESte] PLC #69] gho] WAEHA=A &E 5) dAx 2) ~ HE
T 53] Wb A bAA(%) = ( A/ B ) x 1007 AR&ste] <HA

_]
(]
ARG A = A4 549 A4 B = F4 gy

5 o

e

O

F

A 3) Integration

=

=
o

=

gde NS 305

sl
s
kv

Table 3.15 Safety of communications system

Test Checking whether OPC-UA works when the communication between
purpose OPC-UA server and PLC disconnects and reconnects.

1) Proceed after “Table 3.13 Accuracy of Command Transmission” test.
2) Reconnect the communication between OPC-UA server and PLC #6
after disconnecting them more than 30s.
% Method for communication interruption : Remove UTP cable
connected to PLC #6.
3) Change the value of Node id corresponding to PLC #6 to arbitrary
value from 0 to 100 via Integration Objects OPC UA Client.
Test 4) Check whether the value of PLC #6 changes via XG5000 program
procedure on a test PC.
5) Calculate the safety by using formula below after repeating 5 times
from step 2) to 4).
¥ Safety(%) = ( A/ B ) = 100
A : The number of normal operation.
B : The number of attempts the communication interruption.
3 Normal operation : In case of matching modified Value on step
4) with changed arbitrary value on step 3).

Test

0,
standard 100%

Test 100%
result [ 100 = (5 /5 ) = 100 ]
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Table 3.16 7% OPC-UA SAIA| 2~ oA Al A& A3}o|t},

Table 3.16 Test results for communication system stability

averag
PLC #1 | PLC #2 | PLC #3 | PLC #4 | PLC #5 | PLC #6
€
The numbelj of 5 5 5 5 5 5 _
normal operation
The Number of
zt‘Fempts to 5 5 5 5 5 5 _
1sconnect
communication
Success rate(%) 100 100 100 100 100 100 100
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Hod3e ure HES QF Ax AXEYOE o] &3 YL 4]
o] OPC-UA +&8 dF+24 “OPC-UA7ZF zta Qe ZHE v]oj&A ol
= 5AS AE deib= BEg gus 7|dke] OS, LA go]H g
9l open62541& ol-&3 th4=2] PLC9 OPC-UAZ A3 AAS +3
staith H2E XS 9 addgeA AFEFQ 671 A=A PLC
o] g3tlom AT HAE g dEoz 3 WA OPC AW ZH|t B4
S5 F WA o7F dn] s Al WA HE AF ZEAd g

A, PhA o R BAN LY e At

Table 4.1¢14 OPC MW A1zt SAEE i3t A5 YeEhal 3o

Table 4.1 Communication Time Test Results

Communication Time[ms)

&0

40

20

0 — e NSNS

m Mitsubishim SIEMENS w OMROM - Schneiderm Rockwellm LS
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Mitsubishi SIEMENS OMRON Schneider Rockwell LS
Communication
] 5ms Tms 5ms 5ms 23ms 47ms
Time
Table 4.2°14 F43% o]7]F v Sk f BE HAF ZA, SAA
9 ohdAel mE FRe BF wEd Avg fd & AT

Table 4.2 Equipment Compatibility, Transmission Accuracy,Safety Test Results

Egquipment Compatibility Transmission Accuracy Safety
100
80
a0
A0
20
0
m Mitsubishim SIEMENS w OMRON » Schneider m Rockwellm LS
Mitsubishi SIEMENS OMRON Schneider Rockwell LS
Equipment
o 100% 100% 100% 100% 100% 100%
Compatibility
Transmission
100% 100% 100% 100% 100% 100%
Accuracy
Safety 100% 100% 100% 100% 100% 100%
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