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Performance Enhancement for IPS payload log Monitoring and Control

System using a supervised learning algorithm

Hong—Kyung Kim

Department of Information Security,

The Graduate School, Pukyong National University

Abstract

Cyber attacks are becoming more intelligent and larger, and information
communication and information technology systems are connected in the
current business environment. The threat of cyber attacks always lurks in
the convenience of life through network expansion and network speed
increase. Moreover, with the commercialization of 5G networks, the
activation of IoT devices is now exposed to personal information leakage,
DDoS attacks, and various cyber attacks, and the scale is also expanding.

In order to respond appropriately to such cyber attacks, companies and
public institutions have hired a person in charge of defending and
responding to many cyber attacks and perform appropriate tasks. Current
security control capabilities have limitations in response. Current security
control systems operate based on log, event and network packet
inter—working. If these detection criteria are deviated or unexpected new
attack techniques are attempted, the event may not be detected or the
attack may not be detected in many cases.

In the era of the 4th industrial revolution, various new technologies such

as artificial intelligence, 5G networks, virtualization technologies, and block
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chains are emerging, and cyber attacks are also gradually occurring
techniques using these new technologies. One example is the creation and
distribution of malicious code programs using artificial intelligence
technology. If the technology for creating malicious code programs through
artificial intelligence develops, it 1s expected that the appearance,
frequency, and attack rate of new malicious codes will increase
significantly in the future. In this situation, various security solutions using
machine learning, artificial intelligence, and deep learning technologies are
also emerging. However, there is still a long way to walk. The most
difficult part of introducing a security solution using machine learning
technology is the case of false detection or excessive detection of
detection events. In addition, there is a lack of security experts who can
analyze and respond to these security events.

To overcome this, a security control system that overcomes the limitations of
the existing security control system and proactively responds to the evolving
cyber attack technique by building a security control system using machine
learning technology while utilizing the technology of the existing security control
system. I need to make it.

In this study, the security log is analyzed in the existing intrusion prevention
system, but a model that can systematically analyze more detailed original data is
created, and the supervised learning algorithm is a technique that utilizes CNN
and Random Forest to detect attacks in the security control system. Results were
derived to improve the ability and performance. In supervised learning, it is
important to organize fields and label each field for accurate prediction of
security events. The security control officer must analyze the characteristics of
the field of the security event, extract the feature, and transform the data so that
machine learning can recognize it. Initially, this process takes a lot of effort, but
it can be said to be an important part in improving the efficiency of security

control work and the predictability of artificial intelligence technology of machine



learning. Since the equipment and solutions operated by each company or public
institution are different, it is a necessary study for the security officer to
determine the appropriate security control modeling for the organization.

Through this study, the security control personnel's work is streamlined and
the performance of the security control system is improved by detecting attacks
that security equipment cannot detect using machine learning technology,
minimizing over—detection and false detection, and increasing the detection rate

through artificial intelligence. We look forward to contributing to improvement.
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ESMO] sHAIE 7NAs7] 8l v BbAl AAE Jido]l SIEM(Security
Information & Event Management) ©]t}.

SIEM> ZAA QD 13 Afelw] g7l whg-sta Bt AAS g ow 4
at7] Sl dHlolHE Hol JRE ®igksh=dl AREEth SIEMS A ZIA~E,
g By 9 sl e QlEulo]y A AMXESJo] FolA AgE Al 2
2EY o[flEA Hlo|gE A%ttt o]dAl 3E tlolH= IHAH S A
32 A WAS ARk AlARe AlFEV|E sl o]% v]gAd 9
stal IT Ag oA Sl et FRE BEAI

SIEME AA| IT =Zeefa] HZE ZE Bl HolHE Eo= AlEjo|th o]g
THE tolBE AARto R ARdS dEletH, A £AIE AASHA "Alst L A
ghet, st dloly AAEge|dA a4 4o g £AE 2 St

HEYAY AZES0G) ofEeAloldo] Algshs Fisty 1x== Alwsted

HelHEs A4 £Rshl 45 a7 A AR =7kssith SIEM

WA SIEMS] F2 75 3 EEXEE
GAA T, AN mUEE @ PRz PR S Qb E D-2% g

_10_



T 1 o

]

fus

EgA Y g9z B

ul A

A gl HFEH.

LFAA
—%]/\

o
=

Rk

=

I-2> SIEM 2 7]&
NES

3

hya
ar

<
< AN 2 A

« AHKE
- AN HE

[e]

H ] O
x'\"f:—jE

=
=

=

?

ol

23 % ny
3 o)A

B3 HetE

T

3) HAI#HY 7I4re R3}E SIEM (Security Information & Event

Management) 9] 713

¥
)

0

+
ol

o
o
M

AW 54 gX21

5]

HOHAAAHE HOF 278

A7)

-
R

o 2Q¥]

o

LN

of Aj=

¥

[ARR:
gk oisA el oA Algte] 4

=

—_
fite)

Tr
i)
M

2 A
1=

-

R

st

O

]

-
fini

bol sl gel

ont AR A

Ploll= e ol &0
o]&

o

1

of Aj=

=

1

HA%E dlolE

AN AE L A 4TS <R T3>0

I3

at7] o

S

of 2
sHoH15].
- 11 -

(@]
.

A
A
3

=

Foh =71 dlofE= vy g

g9x] 2049 &+
7R A A 9] EAe] e

0

-

R

SIEM®||A]

71%50] =

fredeh 2ske SIEMe] 7)o
7r



I-3> SIEM¥} 1&A]%5 7|4k SIEM H.o+A| vl [15]

SIEM

23 HA oAl AFH AAE

AT

hva

Eis

AHoE

hya
ar

<

Jo

a3

57

3. HAlEF o
D #HAE3e Ad

2

1=}
74

2

2 opgme,

e ZiE e

M
3=

o FE Bk A 2 gulE Y

ohlet 7] R stetst 7kx mgke] 2

ol

o
oF

= 4 w7 29X

N
Ho

el

Jo

bol 4

5]

o} AAgl Bl

=0

H

—_

kel

X

SHAZE AH17].
- 12 -

-
R

AN AtelH &4 whole]



2) HAYY dagF

HAH Y-S TA] A L85 (supervised learning) ¥t H]AE8k5 (unsupervised
learning) 8] + 7 8 F3CE Y= T Utk
ALetES HolEdA 58 S5 57 (feature) 3 HoEIS] 543 #d
AT HolE Aol St WAE RUdss daglgoln web Edo] A%

H 7 REg o]gste] BAHA oikd A2 ol wHolE #s 482

T ok 18lar o]AL FF(classification) & 3]7] (regression) 2= 2o =2
USA A EelA s dlolES oAl BlFolu), 3]FollA A%AQl Folat
ek = it

HAE852 dolEs oA e Al tolg e 54 JRE Eddshs
Zolgt AW g SQlr), e mE E@ﬂ(clustermg)ﬂr _}% E

(dimensionality reduction) &2 2¢lS E3HsH

N 255 A8 ske WH, Ak S4 S H]O]Eﬁf: = o st x4
o= WHE FerH18].

Haled e e <1 M-3>9 gk

Machine Learning

. b

Supervised Learning Unsupervised Learning

' ' r '

Dimensionality
Reduction

Classification Regression Clustering

<19 I-3> HA8de +4

9 <I™ T-3> wAlePd el dhst AAet ds Sl maleld st Wil
718l thEt gl o <& T—-4>¢ 4tk
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=3t | dHelEg A s gAst Adske Y
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99 <™ I-4>& AEs5e /fdxoltt. ZF A (instance) o] Ay}
(answer) & AAAPF BF 41 glow, 7 We= Fxste] HAlYde 73
gt} 31914 (Regression Analysis) %2 HloJH 2] o #AIS oAS5skaL, oA}
AU (Decision Tree) & dlofE] SAeo] webr] JAHE S sk s R
e ASSA Bkt HE e SEd

(2) B)A X85 (Unsupervised Learning)

HIA =8t 52 HolH A AK ddolu i F2AE Zeth ofet e

oy TxAE BRHEA ¢ Y HolHE ¥ HlolH AEY FEe AR

elusters

A

=PI ER0| 1 RO| U BE X
2

NES -
FrY

Holelo 4
Axg e net 2 Wt wE 58 >

<19 O-5> vAE8E 7E 2 [20]
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4. A 285 (Supervised Learning) & du3& A+

1) YAFA A Y (Decision Tree)

A wAIE el Blaste] U-e] THAE THA I Hael Adskake] s
HA3ES Uehdlo] HEAQ A S e WL J*} e v W
e} go] At ARE o 719 ayEleR =
(prediction) 3= ¥4 7]%o|t}. AAG YT & E]

HolBE -Estal A 8to] HlojE & AfelolA] wHae 4= gl 2b2be] 54
ot Fol RS EF Eds A we

RecordE THA] &5Fsto] &l

Hm
E
aQ
w
25
En
(@]
8
=
=
o
rlo
£

_]
le)
o125 Bg] = (Root Node), AttributeE #
sh= 71590 Ui == (Internal Nodes), =& Afo]& A4 = Link =&, W
npR 2 ClassE 2Ju]dh= 2 (Leaf) =2 Terminal ==5% TAECH QAEA
U dugEE 843k o]+ 5 7IE 298 = it

AR, TFY A5 IAE AFEE oldllst] Atk =4, 285 HolHE
TS $AE0] Bole &7l HOE dFo] sle S4E

A717] Wl dloly A7 folsitt AR, dlolg o] MEdA e &%

A 7Tk YA, $AS w78 o 93 JA gt 5 Qloy oA, 28

Alzke] ghek[19].
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0y
o
o
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2) dY ¥ HYAE (Random Forest)

A e AlEE wE 2Bl FelFel AES Ul Trolth AbARHL
T ARG Jhso] Arks BAS FH) s wEeld U

Fo=, 2 dlele] thele] AAAYURE ofe] /) WES), 1 AnE Fs
vk olck o]sh 2 7IHE PPES olehal shov, ol Bl Weimsh

==

[oF
o

Test Sample Input

3 ¥ Tree 600 .\
TN / \ /

N
t )
18

L 1

Average All Predictions

Random Forest Prediction

<1¥ T —-8> Random forest decision rules[21]
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FIE SEHolle w7 (Bagging) ¥ % (Boosting) ol2h= 5+ 7H4 ol Sltt

(1) =17) (Bagging)

Hl7dL- bootstrap aggregating®] EUEE FAH w79 39 A olM AR
e Waleld ¢adEe A AGEE Alatsty] S8 aqkE E S
el dagFoln. Est WAL #AS £0la 4 $(overfitting
etk AT Shsoly Y EYAERE A&y= Aol dnbEo)r)=
sttt 1 919 vE WS I AHEE S QltH24].

otgfle] <I¥ 1M—-9> Bagging Learning Methode= €% dloJEZHH
Bootstrap® & kil JAFAHUT-E Fall FEAER AE ¢ Holy RES o5
ANA S B diE zAlste] 55t i ol 7HE B2 e HF A5
#ow AHstes AAE e itk

o
&

ol
o

6) FEAE (Bootstrap)©|3h, AWHA o= o W AlAEW dopr] HAPH = o] 7y
o
=



Bootstrap Bootstrap Bootstrap Bootstrap Bootstrap Bootstrap
Sample 1 Sample 2 Sample 3 Sample 4 Sample 5 Sample 6

Decision Decision Decision Decision Decision Decision
Tree Model Tree Maodel Tree Model Tree Model Tree Model Tree Model
6

Bagging Model
- Aggregation

<71¥ M-9> Bagging Learning Method[25]

(2) ¥2H (Boosting)
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Original data set, D, Update weights, D, Update weights, D,

+ + -+

= + TR o - Combined classifier
+ - + 2 -
+ + . .
e - - P
Trained classifier I'rained classifier I'rained classifier i i +
= D) - - i +
: + i
oy ) | + = -
=)+ - - ¥
+ + +
S, 2 - . -
+ L +

<% M-10> Boosting Learning Method[27]

$9] <13 I-10> Boosting Learning Method += +9} —2 749 Hlog A&
wishe 29tk

D12 2/5 998 7AdA dHeoleE vl 9% 999 + st 277t
AEEHAL, ofE F99 - AR ER7F AXRHQIT 25 B dolE e
7VeAE o7, E7F 29 HolE = Ve Ale YT

D28 HH Dlelld 77 &9 HolH = 7kA7F wobslal 2577 25
oll] 7teAlE AR w7 25 # HelEd H 2 7eAE Folste] v
2N o FFste] FFAIXL D2oA = LE8F Al Y 7 ER/7F 2%
AT,

upebs] D3oA = Al 7He] —<] 7HA17F AR DI BEolA 7R FoiRd
7429 49} —= D2l = 257 & HCBE DM = v 7R Fopxl
Zojtt,

D1, D2 18]aL D3¢ Classifiers $4A #E2] Classifiers Tk €tk HF<

Classifier= +9 —& AgsH 23 v A= = 5 Slth

M
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(3) &HI7 (Stacking)
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Sahra] ekzhe] Aol 7 it

Model 1 Wodel 2 WModel 3 Model 4 Model 5 New Feature Model §

Training Data

Haas §|

g Avarlle g
i lVanantAl § | varann)
<% M—11> Stacking Learning Method[28]
AY EeAED ONN 2250 43 ¢ BAL el P 8 urh
NS Fo]7] Y35t Text—CNN &dug]ZE9 A3} e Ay TyPrEQ]

A5 gholl thAl AR sk ' 8As AR

7) vAlegel S HolElE ekl Sherstel A Holele] tE LAk SksHs @
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. HAZY 7|eS o] &3 HAAANLE 74

l

B oadys maey 714 o] 83 ROVAAAS FAE] fste] 7]Eo
TG HetBA A ARl SIEMS] & dlo]E] (Raw Data) ] &-8o] & Qsit},
SIEM dlolBlE wAaled 7]sel 28at7] flste] +19, A2 99, g5 4
HBA o, A% Fo GAEE dHolHE Agste] HldAl e #AANE
stEetal Abs B 9 o5E ghs FEeto] HedA F-E agslsta Mot

=] o] =] 5= 3L
gste] A2RE P A 240 A nalRAY B 4
AR 5 ek okl <2d M-1>& Rkl BRaAe 913 Aol
[ 9% ope | [ ormEel m/erm 2abe) |
[ wo7moxmazome || W@ |
{ SgshoEs 22 4o ‘ [ zesmazecome | [ AXH#as gaes oME | nESE
\ ACHEI| e O[ME | [ Accept, Detect?l 0= |
[ ZErsmzaciomE | [ JEAHBAZ: QEIA |
[ momezwgamraw || szmuszsamzs |
m4l2d
24 [ s@asnecaa || sEuszEsEnes |
_'{ EATPAL CRE OMES D U | 1 Mg gXEA B 29 | | 2080 349 Feaure 018
[ eAnomeroy3y | [ =z 4w EFEnEs |
\ Zero-Day 32 | [ @3z 3t s sM 3T |

berKill Chain THAI'E %]
o o ]

T FHOA B 0% FE |

Fa4 UE ONES 2T 4T ]{ W7t s = oD g e

| zeEuA p-GESYN P | [ Z2FUN P GESTA P |
Ly susomes 22 4m [ sewze |

nEEENpey | [ semEOEEEN PR |

nJE
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<19 M-2> HAled ZRE

3. o] =T (Payload) 34 dlolE] 43

A gl 85y dlolE 43S SIEM, SmartGuard, CTIS ¥ 32 271 ¥A47)

FH ol g5 ofwA T RARVE AAskE "ol
2 Ao = dolE 2% Ao BelAAAES SIEM © ZRE] o]g =

TRk d@Alel st
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1) do]2E dHoly +3 473

vaegel % HolE £4 AAe FAstee BE A4, AP WA So
27 49 44 9usn 2740 493 BES o gkl ol £4 AxY
44 AR olojAA Ak & o AN el A% hexB o]
Aol dlolE Fydth b2 HolHE £As] daAE YA
Asge Hol2E 218 AEHES WA A4 dof drk

RAW = (14)1 2021-0M 00704381 7.0100862 raw] Pl ] s lartimes 200 043312 endbmes 2021000 043312 machine namesbl_mE log_idsa504334651 876830785 log_typesEVENT ha_ide0 p
domain ame=POR(IPS) inferfuce=ETHIO seqment:SEGM-ilectonsE vianiGeN/A Biheriypes20 sre Jp=1032021 18217 delips e stc_porieddD) dut port) prolocckTCP peapide detectss
1 packets=] bytes=S63 modula typaslPS/D0OS rule Jde25401 rule,name=ECShop userphp SOL Injection2 profie namesKASCE Y category=AlJLIR 71¥ WO sub category=Application funclion
= priority=3 ochonAl packet JensS65-pocket,he 003008 36ASECE TIOC IR E0UNASONZ2I0N B4000TA0E 196 TF LTIDIDIELOACTI HONSERE R0 AL2EDFES0104020061 20000504F S358200F 25383005
IR TR ARSS AT S TIOCOMESASASOZF 31 2 5100 04 ZRBEESTLES 123A00 M 66581 3230364361 32816066 104 3935 80043 B R0 BARRIRIST 1616164 T4 061 BATIRATB TIAATAAZORE TSHO 236 TRIA1 343
TRALE2AZF Q0TIB6C 5637400120 S076323 TR0 735 3666 33906669565 0063081 20 39CHANC ISRCIRAC T2CSRC A TATERL AT 43332379564 3962363436908 35 30663061 3061 10655056 3684 361955

fi: 066376437642 3020 22236 133A 2 IAL269E 2236 TI3AIEIAZE T2 TSEE BOEFOE 2F 2A2290 TIIANIAL2EE 60
nmmmmmm1mmmmmmmwwwmrwrmxwmmmammmwmm
unmaa&mm&mlmmawmmwumwmmma1mmsmmstrmmcmmmmmmm&mw&m

490286 1.5 9K, 1P1011POST ANTRATINSENTEN 2006610 HTTPIL e Sead0ndiazhotcssatnaistoncle a3 runa 1 selct | anissoontetr
um,umzmnwszmmmmmmmmmmmmumw S5 ionh's ' none’ s s Hseo 10k W2 2200 5O ]
rAgent Woell0 (X1, Linux B8, 64]v20) Gecter2nootof Fieloof280 HoskssEiae ! CantentLengty 0 Conecton: Keep-Aive Cache-Conirol ovcache Jpayload hex = (03008 S8ANEDE
T o B 20 T 2T D0 33201 4 SDNEFE 601 A0 ES01 4230 M SO 237355373325 9950 313075852802 R0 T 2D BSAEASIEF 312831 COIASEESBResT
A S5551 3230 ToA 6] 300233 05 04 3254323261 A 0380061143761 IATSOATRTIBATEAALZ5ETSE02738 T3 AT 3AZZ2A0F 27585 SS63TA 20312 S0TRRZ3T037SS IS AMABS 05
T I 300310 BB A TS A TS 154 00055 081 051 10 5643430 00U A 005N KM M35 035 S S0 1 532041
55023003 OB O8O A2 DD P VAOS99 A IS4 0 TS S 0 2238 A A A28 S0738 THATAZ2 GATAZZ00 O HSHSHT 0976461 8063863343903
B A1 AR 33515100 DA S T2 041 T8 5HE TAARD B TABOB 6127 3525 3020285051198 2 DS 757020 TRAROREF S5 36201276 AR I0PE S00S0MTOSEARBF 2 323031303051 031 20M0ATZ8S68F TP
23805 00O AGEF 737434205031 3106 35530539320 1373200 DMASEF £ TESEETIZDAQBSSE 67768303000 A4 57 6EBERS TUG0EF 5 A 20MBSSESTIED 15CE0TERSI00MSE1 36OESLONIEFSE TSP 6C SADIEEEF 20635

<I¥ M-3> Ho|2= dlo|y =1

_>|4_|‘
av
e

A <ad M-3>= AYPAA2"A SQL Injectiond)  +24<
RAWHOIE ¢} #o]2= 277 wlo]BE Hlag AAl <A doJgoltt
dlolel= HAPAA L] Adnk ARole| 24 HAE2Ql AlIYAE F3l
g2 19o)a, ofgi%e] Fol2X HoleE B SQL Injection &2l djsto
2ol A sy| flgt FUHA R HRE AFeith

AT HQl ofHlEe] i HolRE T& KB wA &

2
o]

o
B
> e 1o

L OH

o

o] FEow A

8) BRI M HeFdS ol83te], ARHOR SQL ¥& FUsku AT ES Hof 1
olEllol 2ol F2 YHE mEAAL PR OR 2as B9
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A QS ddsh "ok w2 Bk o[ilES] thsiM Fo wA iRl 9 vkt
Field #t& 7ML 455 sk doly A&y HolH=Z &8ss 2ot

<E M-1>& <a9 M-3>9 dHolrEoA A|Fsts F/HHRE 71eks
Aelst Aol

<E M-1> FHo]2E Holy AR

T 4 9
Pavioad HAleiyg o] Payload_hex #A1stn udste] AE=
avioa do]El& A% B, ¥4 Method #3 A1
select SQL Injection &4 select A&
user—agent AR LAAA A
Firefox AR BHele-A AR
Payload_hex HAlgdo] B35 hex dEdolg 9o

2) Wlo|2E Holy +3 I& AR

mAalgdo] AEsy YuEFS T wAT HAWAA AL A2 dlolElg)
HolZ= dHolElE 387 SlaiM BotmAAAEe] SIEMOZRE A Lshirg-
YA A AE ] HEZ T dlo]e]e] BEF Abde| A ojsteiof gt

ob#f] <3 M-2>+ SIEMelA] AN AHE] dole] =g Yot grolth,
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GE =25 dole] = gn
NO ﬂgﬁ; gt Mg IPS ¥=4
1 | event_time @ OJHIE Al A7 event_time
2 | origin €] ZH] origin
3 | origin_id g1 A1) 1D origin_id
4 | origin_name | BX] #H] o]& origin_name
5 | logtype 2 45 logtype
6 | product x| ZH] AE product
7 | s_ip Zdk4] [P s_ip
8 | s_port =49%] PORT s_port
9 d_ip ZA A 1P d_ip
10 | d_port EZ A X PORT d_port
11 | action t)-$HH (detect/block) sublog
12 | method g4 73 method
13 | s_country =9 [P =7} s_country
14  d_country E2Ax] [P =7} d_country
ZEAHEE (10714 +8)
LoD 5,
247> 94
3y F->DMZ,
4: A F>U
15 | direction 5:2]F->9] F direction
6: 2] - —->DMZ,
7:DMZ—> 5,
8:DMZ—>2] }-,
9:DMZ—->DMZ
0: 7+ 8=
16 | risk AF AN Folet= AT A7) _
0: 1, 1:5,2:573 %
17 | pkt_size 9 HF Afo]lZE (null g 022 X|3h) | pkt_bytes
18 | payload Payload payload
19 | duration A& A A7ZF duration
20 | count A|E o|HIE 7<% count

9] <& M-2>0] Baled B4 918 sol== Az} 37he
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3) Ho]ZE dlolg Ho|E (Data Label)

HPLAA A BeER 0] Ho|RE FHE ShFHolE R %% &tof dlol&

A4S Ak Aol AL BAOMEY BE g P AREA : 0), 0%
(3710, F20IME 0, X #4830 T2 A4 1007 Vel ol
g2 Aejstel Ao FHANE wESH= Bl

ofel <% M-4> & vlole] Aol 2] A gwgfsm Stk AR S delel
vg G Aol AeE Shm viAedel W SAE U ghel AEol

glole sk HolH 9 doles F&l A3 @ EFel vk

— ]
193 110 =t
153 45 Of X}
182 77 A 18k flolE
‘ i

7l E5A 48 » M2y = 7l &FA 4=
183 | 83 .2 s 183 | 83 | &A

<19 I—-4> djojg] gol&E A

of IS uEa] fate] g ol g ZYUlHE Ao
whso] Zu|d). S5E eUolEE Wo] dZd AA Fuolee] ol @t

%l fz}%% %9 dolHg YAA nastn o 9% g 2
<CI¥ M-5> 9 go] =8 @S th S48 HolHE WEL de]

S 3SRl AL $998 wo Ae.

i
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<19 TM-5> Hlolg ol= sh+5 74

(1) dlolg #ol& At

SIEM 3 HolElE olgall 14k wAA7E 7I9letal st 8l ol 2 A 45
shs dAE <1¥ M-6> = Agd &+ Qo

SIEM 22 GlO[Ef +7  — 1% 24 > 1% RN E e
SEMOIM XEShg CiAr B | | [HH] PlovE T2 -gxy,| |EHE Zug 20E2 % 5
o @EIIZHITYS WO Y| A7, ‘R4, g mg, | | ZEY O/XE Labeling K
x| ZaE (=] |P).csvE CH ‘Payload’, ‘Direction'S& Z& [JﬁlALPl]XIsi%thio oo
2c toq O|MIE £ O:EHRR B 2AM= A

=50 X: B 7bs, o, SHoE gS
s U AS | KRN ED O Y MM || 1N 2N EnHE

M2l © oo|EE Bese| | =5 o1
HARY NARNN stas & | PSS of Ltael | | L IPLusx THYE Z2HE
WD Label a3 DAl | | S5 T TR BT oz HE

OIZ Ztoll xfoI7t BN HE Sl

1% M-6> dlole] dlo] 2 Azt
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(2) ©lolEl #HolE AA

l

N

dolE Ae= SIEMOAY thezt i A wsh5g dolHz B4, Holzx,
o 1P, ARE, SANE 5 vFE YRS 9 wdsto] ol <& M-3>¢} 2]
A A e RS dlolER O/XE 7IdEth

<E MI-3> SIEM 85 Hlojg] #lo]& oA #1

TIME S 1P S_PORT DIP DPORT  ATTACK

(MzZh  @ELEIR EUERES (GFEAP) (5EFEE) (XY
20190712 | 111 44413 2222 80 SQLInjection | GET /searchasplkeyward=adOR 1=1 HTTP1.1 o
2019-07-16 111 11324 2222 80 SQL Injedion GET /s injectionpdf HTTP 1.1 X

SolAkgel gelsky dold-g Bolt etk dolBg ot BYL /IE
RABAAN LS AN BAATe] E FAR el 3R Ed=
At ¥ 4 gk

<% M—-4> SIEM 8t HIoJE] djo]E olA] #2

-
a
i

& Label

B2 o] mdaemon webconfig overflow®]al jquery ui accordion
x.xx.x wAEo] Loty AL

23 o] WebAttack—AdminPage (PHPInfo) ©]a payloadell php 0
Wzo] 3w AH$-

B2 o] WebAttack—AdminPage (PHPInfo) o] EE F2}g0]

X

Ay | 2ol AT AF
B2 o] icmp ping X—scan scan®l - 0
Ekx]" o] Webattack—Struts2 (FileOutputStream) ©]i. E5 %

AAFTT QFO|ALL AdoA] BYH

E-x]" o] tep syn flooding, ssh login burte force, udp port scan 0
o] x¥HE AL

User Agentol ZmEuw’} E£38tEo] A7 ¥408 FdEHE A-$ 0
user | User Agentol Mindspark MIP 7} Z &% o] of=¢oj7} X ¥ o]& 0
agent | wbAiwl= Hlo e whike g4

User Agent®] Medunja Solodunnja 6.0.07} E38FE o] oA 0
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JEZ ZAEE= C&C EAYORE Agkyd A9

User Agent® Mozilla/5.0 (compatible; Baiduspider/2.0; 7} Z3gk¥l

=7t AEHET gt ddkd B

Hlo]
==
(pay
load)

A

o

Payload®l 1s%20—al o] ¥3txjo] e %25
e 49

o
BN
ot
ol

}‘

rr

=

=

[

Ie

Mo

Payloadel wget+httpo] Z3tEo] §JF oA FUS o}
NER ddE S

Payloadel cmd.exeZ} Q3 £JF-olA UF A48 HHo] ALg-& &
D EE L

O

Payload®ll /Manager/css/admin_main.css ¥3% -9
[e)

Payloade®l fckeditor”} ¥3% 39

7
Payload®l manager—gui 7} 13 tomcat 32z} #Ho|x] & HZ
ANEz wdd 3

Payloade®l BitTorrent protocol®] XE3gtel 7

S| O | O

Payload®l %22%20and%20%22x%22%3D%22+ " and
"x"="y & 9w & sql injectioneE Tthd H

@)

Payload®] PROPFIND / HTTP/1.1 % get/post ©]2]9]
=710

@)

Payload®l uploadDir=../../upload ©] X% o] glor} JPGE
GeRE 3= A4

Payload®l onload=confirm (OPENBUGBOUNTY/ ©] ¥ 7%

Payload®] muieblackcate] Z3¥ 2L

Payloadell SELECT7} Z3t= o] SQL & w8t A5

Payload®] XP_.CMDSHELL?] 9= A9
A

Payloadel ECHOZ} 1o F7} WH& Aste A
Payload®l] %20AnD%20 7} 9lo] sql injection ¥
BE A

O |O|O|O|O|O]| ™

Payload®l %200r%20 7} )+ A5 O, A%k Hell ke vlashs
7ol e A$-

>

Payloadell ..%2F..%2F7} 3= o] dets AA Fde gz
A&7}t otd A

Payloadel gf_page=upload’} Z39 7

Payload®l referer = naver.com 7} ¥3t¥l Z-¢-

Payload®l <methodCall>°] Z3t¥ ZH$+= QoM xmlV/| o=

ARARE FAHERS

T

HTTP
Els!

HTTP &g Cache—Control: no—store, must—revalidate ©]
239 2A9E= ddos cc attack & AE AL
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HTTP 3t F71u Aol eval #Ago] x84 H ¢ X
,s=new java.io.BufferedReader Fx}do] ¥ty o] =u} @ F X
Ho|xZ Holx 7§
LOCALCOMPUTER 2} EAldo] Eo7t g zme 7 & 0
HAA 7= I FE 74 ASTE BaE AS-
200 ok 5ol .baidu.com 5 HFE F3Eo o]&d & QY= 0
HaA7t X3 AS

16 | /7 288 A AR 22 HokHdS 843 5 gl A9 0
eval Extgo] ¥35 o] nAAZQ Ex9 Adgow Ay A 0
URL %l admine] 233 A-$ 0O
225 FuE dFlo] gXEHE He X
xmle] E3HE evalo]l Y= FS X

(3) dol8 #HolES 7 HANE @A T&

2 d B - ¥ AFE dolE A st ¥4 %, 34
ARl ol# & 7 Al Sde dHste golE @ AvE <Od M-7> 3 ol
i3 5 Hlol8E skl FesiAu

o
-0,
2
=
[t
=2
é“.:

gV e IPS O[HIE (Bent) 2H 3L | NEHEaY
File Upload Attack | VMmebSlps? Sl BIAGEAST o X -
T ey SO AN X o .
X X Information

<19 M-7> B9 d dA -5
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O = = 2=
E <T9 M-8 3 o] F W 208 £8ao] wANY AT TRE 4 &
[e)
Atk
CASE 1 CASE 3
2AY 385 | 24 #e4 A AEolE M Eed CHA|
(/U4 (E4/7A) (Label) HEHBE) | (EH/5A) (Label)
= e [ | v —
=0 EIN ) Warning (1) &8 A ===} Warning (1)
Rl i () Suspicious (2) Xpct =4 @) Suspicious (2)
BT, DA Xk 24 = Informational (3) |
CASE 2 CASE 4
24 Zed (SXH EZ8E oA 24 2aed | AtolR =
(ZH/7A) | (E9/28) (Label) E5/FA) | (HHE8) (Label)
B4 | e N | | v
=4 2t =3 Warning (1) =4 Apgh =)l Warning (1)
ZA| Eel Suspicious (2) Z2A o2 Suspicious (2)
I ST o IS 6
<I1¥ M-8> #olE Matrix HHE oA &

4) Ho|Z= Hlo|H A AA

SIEM O.2XE HIZ HloJelE F337] 98t

v Al o] Bk AL
AAAE sholol Bk < [M=5> = rﬂola R AZY 8P S,
2@ WE F7h Age] el Aueld dole S Aswe ofw 74
@4 gt Slate] dEe Felak ot

<GE M-5> HRAFAAAAE A7 doly d= R

2E 3} e
71 R R AAERS] SIEM <17 A (Syslog, FTP, RDB & A¥ 7}s)
Output AT AelE daks IPS 21ER] A
IHAA streaming (IPS, WAF, TMS % A&)
! Datetime field | Default mgr_time ZQA] H7
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Datetime format

Default yyyyMMddHHmMmMssSSS

Logtype field

SIEM® F=  “logtype” , ‘“log” < FHE log
type U= A& (712zk logtype)

Index fields

Raw d°o]8 A& Al ARE8 path, 28 28R @
origin hdfsell dloJe A% (7] Ftorigin)

Filters

FR A ZF 2IER] EME origin® 2 HE Y 7

Parser config

csv XM o]9]e] json 9 FLS IS ) AR
(7182 Hizto g =7 A3A)

Default values

BHES S 8 o) AL (JERe NoR 53
Al
o

Generated
Values

T o] g Wi we dE ClEas iR
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4. dlolE A g

dole] Al dolel £3 el A TS VMo 4 voleE
WA A3 Bl BT 5 Gt FHE 15 e APske Wil
dole] AAels & e doleeA] B A A4S
TS 21 4PER AFE NS APk ol B F Ak

ol <& M-6>+= HolE A 135 BT

<3 M-6> dloly dAe £33 [29]

5 3 2
oA Aee e dole Q% A
AL e A ol AER @u/es/a S $9 dole v 2
C =444 9E A4 35
g |t 2RI B, A 2 58 A
P Fea 59, A7 39 5 212 94
< Hole] B WE, ITAE Sol A% ol o ¥7
L @A 0, oA AE 8 AA
e | AR 7P Sl TolE] B, A1 0 Y $43 5 dole) Wa
B ane, 2am, aok AZ4Y S wy 98
. Gzl HolE FHol SolF Frz W
« AAVE Bod AR TF
A |+ oA MDY HOHE S 3 WA 2EMAY Sof $AA
.S 9 B 4R dele e 7]

1) 9] (Feature) 9 713



»

AL, 34 37, 345 NS 713 55 EFsto] IP Black Listings RH=THA
olgfgt Z1& 1P HlolH ] HAetar w3 = vk A7} A% olf= +4 o]F
5, 39, A 2ol HolHAA 54S e Aol 74 9A 9 gro] H
I A= old A E AREslEA ol whet deixin,

JYBRE Hel oHIEE gate] Atoly] A9 &
FBHE ARl BAs] flete] 2ukE v E AE

ol

=1

EE FohdiAY WA

@ 5= glelok FeH30].

s

(1) Iz A% ¥

2012 W] =4 AlsE SANDIA A7-2-oflM AAIEE Afols] 9193} v Hlolg
FAlo] JQost =4 && 4 =4 W o gt A2l Cyber Security MetricsE
AT EH, 57HA9) Aloln] HRk Fof HOJES] ¥H A VEE et Ut
[31].

AA, ou|7} getal BeelA| gkotok stk =4, HAol Stal SHE AP

Adsh= HEgE o] &afof gty AA, dHolE FHo] olafof gt HlAl, YA
Ao JF2Ql Aot o (AR Yepd ¢ Qe 947 o Eoh) oA,
dele] AAE 23dd 5 A= A2t 88ty shye HEE Fds] E7bs

=

shehe ole] A HER 3P phke golok dth

(2) 9A9 ez &5
ol <& M-7>: Bet=7olM vAE sk flsiA JHeael s Addshal

AN SRR a9 HAE WOl MRl Bek 278 W ARAQ
ARFES e ANSHE 119 o F RelEr,
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< M-7> 94 Zheae 2 5=

T % A4 54

IP 29 IPR Score, IP User Code, /a9 o3&

Elo]v ] A HGFAIRE g2 34, g9 144
27 Vector A2 1P 4, 54 WEHA 5
4 7% o[HE 74 7178 dip/eIWE 74, BA)/Ad vl
27 thopy Ay oWl E FF Ui, AN E@x/akd A, 84
[eXam] O O

Agent 7l

9] FHelaE 548 aEste] SIEMelA 4% diold d=58 733 3t
FAY EAS Agshd ofg) <1¥ M-9> I o] I3 A oA o] HH

o
%% & Ak

-

SHH &4 T|A i} ofl Al

event_time
s_ip avg HEvent 2 MEvent 1
s_port bpp
s_country logscaled_event_count =l
dip bps
d_port cnt event_count —
d_country o
duration ppd |
rule_id Pps
protocol _— duration_value I
direction
sent_packets repeat pkt_size_value ||
rcvd_packets std
sent_bytes dst_port_80 |
rcvd_bytes sum
tcp_flag tot src_foreign I
action "
unlque 0 5 10 15 20 25 30
raw

<™ M-9> 9A F5 A3} oA
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2) Holy A wA 274

Hlolg dAe] d3 242 voly 4 2o F71t 7= 1‘1&1 T4
HlolBl & HAalede] dixlah melefr 2gek 4= Q= JHl2 153} T HEsp]
Sigolth ofel <GE M-8>2 HolE WA E fI3k vA 44 ol Eﬂolﬂ
fr%ﬂ 27 w88 2l WPE‘r AAe @Al F=HE veolEE g

o) 37 B =
e | 3 S0 | A5 A e g Label
e — )=}
case when sum(case when
tomcat_a >AYH | ${fieldl} = 8009 and ${field2} =
attack attack ttack_fla A2 0 and ${field3} > 150 and
g A 9 ' (${field4} in ('0', '64")) then 1
else O end) > O then 1 else O end
=R case when(${field1} > 1 and
src_port | src_port_ s >
s_port 10240]3} | ${fieldl} < 1024) then 1 else O
_1024 1024 ¥TE TH o
HlgdurAel | case when(${fieldl} !'= 80 and
d_port | dst-port [ndstport | i T | §¥feld1) 1= 443) then 1 else O
oLE end
CHAR_LENGTH( CASE WHEN
ISNULL ($ {field1}) THEN " WHEN
http ‘http_url'®] | ISNAN (${field1}) THEN " WHEN

| http_url “”—f“gt 23+l | LOWER(TRIM (\r', TRIM ("\n', TRIM ($
-ur o] {field1})))) IN (", 'null’, 'nan)
THEN " ELSE TRIM(\r',TRIM (\n',
${field1})) END)

. . action_cn o avg(case when(${field1} == '102")
action action t Rk then 1 else 0 end)
dil;)encti direction | direction | A W& | ${fieldl}
method | Dttp_met AlZ1Y A sum(case when(${fieldl} ==
hod ksl 'GET") then 1 else O end)
method
method | http_met AlZ1Y A sum(case when(${fieldl} ==
hod sl 'POST') then 1 else 0 end)
] 7]
pkt pkt_size | pkt_size /\ﬂ’?\i ${field1}
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pkt_iiz

logscale

logscaled

e d_pkt_si pkt_size jﬁyj— In(${fieldl})
z€ Apol=
sduratio | duration_ R i .
durati n ave %‘E]O]A‘i an(${f1€1d1})
on mduratio | duration_ AA .
n sum %‘Eﬂ O]A\i sum ($ {fleldl})
ik EAl
duration, | Ar°1=
ppd ppd | Dieive Palljceliet ${field2} / ${field1}
minute
=
logscale | logscaled A = . .
ppd d ppd " ppd 159 97 In(${field2}) / ${ifieldl}
A}o] =
event_co | event_co ol E
event unt unt S count
'http_quer
'Y CHAR_LENGTH( CASE WHEN
A ISNULL ($ {field1}) THEN " WHEN
il tlier Zo] ISNAN (${field1}) THEN " WHEN
load I_Cl th http_query | LOWER(TRIM ("\r', TRIM ("\n', TRIM ($
D gl ek At "o {field1})))) IN (", 'null’, 'nan’)
payloagh |ur Sauer | =4#%.A | THENp: ELSE TRIM(\r', TRIM(\n',
Y- B £ ${field1})) END)
N4=/MAX/ | UDF_COUNT_CHARACTERS ($ {field
AVG/Repe | 1}, <)
at
http_query
E"‘oi‘?—x]-
url_quer o UDF_COUNT_CHARACTERS ($ {field
payload doll YD)
v-dollar | "y nraxy | 109
AVG/Repe
at
payio htto_quer | CASE WHEN ISNULL ($ {field1})
‘o Trof | THEN 0 WHEN ISNAN($ {field1})
Viad  or [[THEN O"WHEN
'90and% | FOWER(TRIM(\r', TRIM ("\n', TRIM ($
fauer | 20%e] or | Afeld1})))) IN (", 'null', 'nan)
oad | Vaatel | Wander | THEN O WHEN LOWER (${field1})
payloa V—S‘é—a ang LIKE '% and %' == true THEN 1
o] (‘gboﬂ WHEN LOWER (${field1}) LIKE
Toﬂc’ | '%20and%20' == true THEN 1
2f|o] A WHEN LOWER (${field1}) LIKE
uﬁl—)ﬂ '%+and+%' == true THEN 1 ELSE
- 0 END
CASE WHEN ISNULL (${field1})
THEN 1 WHEN ISNAN (${field1})
weak_htt | 'http_versi | THEN 1 WHEN
payload | p_versio | on 1.191%] | LOWER(TRIM (${field1})) IN (",
n o] J- 'null', 'nan') THEN 1 WHEN

LOWER ($ {field1}) IN (‘http/1.1")
THEN O ELSE 1 END
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otgfl <I¥ M-10> < dloly A& 3l IAHE AAste] Numeric Datas

FEoe A4S wolFE TA R,

SN ﬂ{ b e H

Feature 49 (240071 £ 73)

F HOfE
BN

2315

gEnt tme
ongin
200 1ame
| batge |

podidt
i

—S'm—d.
D

WIAF 2=
I —
orgin i
ongi name

fisk
rEQuESt S8
rai Cats

Feature(|P5)

payad fea 1
payoad fes 1%
| okt |
ahe

Feature(WAF)

ur quey ond it

ur quer 155 igad
ek fitp verson
body g b

st {0l |

tme ofe

body emd g

body cmd un
ul ey cmd ettt
body emd neteit
host ctegory
body 155 lert
o query sal char
body 153 gt
body sal dedlare
ul uery sl and
oty 5 dooument
ul length
_u quey od o
ooy s

—— body omd fp

ul auery crd
bodk 55 onmatgecuer
o query onl e
ul 35 setip
ul queny s selet

| gt |

body emd cmd

ur quey 3ol or
url query emd emd

ond aat
bod 155 onld

il queny s st

O

Numeric Data

v query sol decare

body sl from
body sl and

ul queny 5ol cast

U gl s get
url query cmd il

101.11231000000000,1351 622
1126632080

ul queny end m
1t forign
ur query sl fom

bod cmd s
bod emd gorfg

ur| ey char sudl

body sal zval
ir 55 torfg

ul 35 admin

o ol

gt port 8)

ur query char double quatation
Do doubedot
ol ouey har 3t

uf query emd config
ur guBry omisiget
body omd m
body emd midi
tod s e |
| ionfag

ul 35 manger
el query 155 onmousEDver

body char pos
url query dolar

by lenith

ur query chat tar

bod har doubl guatation
body parert
ul query dhar single quottion

ur| guery ehar ssh

el query char plis

url query doubledot
body char t

Textipayload) Data

PUT Mind7517.t TR/ iinHes
I i kpfer kebrdnContent-Lengt:
SrinAccept T rinlaen-Agent Mo
23/ frompatile: WindZ Winkit.
nHtioRequest Sk omection: K8
At Shaal
evalihel14)chel101)schel 13} helf
AT)echif101)<chil115)schl 116} Tjn
[t

bod char star
ur query char f
ur guery. arent

535 sener
by cmd wget
ur, gueny s dooument

boay chat at
char egtal

url query enqth

ul query emd
body el wrion
ul query cmd dir

e bracket

body char singl guatation
ody backat

bodyemd et |

body char sush

<1¥ M—-10> Numeric Data
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3) dloly FA B FX3

A
o,

o
4y o

dolgl =4 =21 38 A4 w2t yAE FE3ta 24 JH 9 &
ANz F2 et dAAY g ghol ddAA s dA g
el 9Jall zhekslAl AFE® 0 or 1 @S Numeric OB 2 A&t
TAZ AeH e S 29 ke astste] AgS

<I2¥ M-11> One—hot encoder= A} Hlo|HE taslslr] 918l 2ol=
N34 dagEdd e she] FHox 2] A 12 138 E L A=
B0 o7 Agste] wAleldo] ofsfd 4= Q= Ao 3R Agste] g5

stk HHRE ol oIk

O

(1) One—hot encoder

#AYEE Qe 2l
'h'=>0 ey )
i ->1 char_set .'h,‘i 'r 1%, '0']
'g'->2
" >3
‘o' =>4

# e ol 4 sjipe] Foluk1x Easha thAE 0o ™ Hel

[1,79;-8;-0;-0],

s text: *hihello’ [e, 1, &, @, @],
& unique chars (vocabulary, voc):

h i, 8106 (e, 8, 1, 8, @],

» voc index: [0, @, @, 1, O],
h:@, i:1, e:2, 1:3, o:4 [e, @, @&, &, 1],
char_set = ['h', *i', 'e’, °1', '0']

x_data = [[e, 1, @, 2, 3, 3]]
x_one_hot = [[[1, @, @, @, @],

[e, 1, 0, B, 0],
[1, o, 9, 9, 0],
[e, &, 1, @, B8],
[e, o, 8, 1, 0],
[e, e, 8, 1, @]]]
y_data = [[1, @, 2, 3, 3, 4])

<1% TM—-11> One—hot encoder[32]
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hielo 5708 S2k= 22k S5 glo] S8 A etk o714 input olA= 9 wpA|2f
delelel  ‘o" 7F F&E]l QA &, outputeld= 7HE A WA o]l
h 7F E=E] A vk 28 gE A inputo] h' ¥ wl outpute] 1 7}
g 5 9a e 7 E R gk

One—hot encoder® W2 #HE & S3llA CNN dielgs o]83afe

RS Y 5 ok

CNN (Convolutional Neural Network) ¢ilg]s52 1989Wde] #lkel o] = &
A &= o] o) 9= Deep Network E9E Q17Ee] AJAIA vision HEE
5ste] Computer visiono] 53He EHlojut, dlofE] HdAjgl= #H itk 7MY
Stol| HlolE|E Abgehes dargs o] ofde] mAleld frameworke] 7Ehd,
CNN=2 HA 8] (pretraining) 7} ol X FFS a8t 7P Adeo] £
E4 AoE Ags: 5 Al (convolution Layer) ZEIE gl Rdo|t)
[33].

<I1# M-12> = CNN9| g5 9 HAE A&t

<Training Step>
Training

Data Feature
Acquisition Extraction
q Raw Data s
| (Training Set) Feature Classifier
Data Feature
Acquisition Extraction
Raw Data lassificati
—_— L Feature i |, Classification
(Training Set) Clessifier Results

<% M-12> CNN9] g5 4l glAE 44 [33]
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S A5 (convolution Layer)< "lo|H 1= kol ZHHS 2 &35k 914

# HEH JsAE wekal 1 @ BT gsith o] glo] E43) @4
(activation function) & AA 2] T4 7+s A SH34].
TSt convolution AlSolA 540 = HAthd 1 F29 54 = d¥ AH

Agdel YoM LRtk

<1% M-13> & CNN 59 o}7]glAjo]c},

T |[www.eovIil.com/suspilclous z o e |
BT Eﬂé‘é{gﬂlﬂﬂt'ﬁﬂﬂ)ﬁﬂﬁﬂiﬁlri?ﬁﬂ'ﬂiﬂ
‘I|'I43LU\?\#!IS?lilllﬂl'lﬂ'l’ﬁl!l?‘f'l

] §.44.2007 4201 3 4 2" Rawchutes o enbadded &
nMNFT4024824 ummmm E
*’l'-ll||.=°lﬂ’lﬂlﬂ|ﬂ|°ﬂ8=
||1utn.9uI-.=.-‘ ':E\?uq‘Hnm-s-znm BN ST By
2 Comvoldra s o | r 27, 8%EN 295 Y
victor sequences 1 find patiems

o

3 Each convolitional Mher's aciatons o
(2] a2 [A] ST [ ] e vp s scpeio vty n e

WO DR S S AN

Tesulting feature voctor

Computational flowr

Lo PR DRSS 2D

— HE[HO|H T (Activiation TF)
' uﬂ;:dmmm“ el 3 ‘90 Sl blAE o8 B 3= 1Y

<7% M-13> CNN Rd o}7|el4[35]
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ol
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sy
ol
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ko
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oX
rlo
&
E
4
i
B
B
2
)
i
mlo
1 _4
=
o
tll

1) gsHoly YJEE

SHHolEE A ThE WAl o] shgd = QuE <XE M-9>AHH wAl
2 Ao sh&HolEE JRE 3t}
<¥E M-9> shiuloly =& W

AH JET uH

# 4= slAstL Y EEEE o] 5.
$ tar —zxvf ~/training_dataset.tar.gz
$ cd ~/training_dataset

HAleYd | # HDFS 3 Al A®l o] /data/uploaded A
AH $ hdfs dfs —mkdir -p /data/uploaded

# training_dataset H @ E g <k = ue] 4 rlHEHYES
hdfs 3t A|AHIOR 25
$ hdfs dfs —put * /data/uploaded

A% WA wue) $93 1FS AQeln AGstolol
18 dolEjsl 9AEY dolgt WY TeAE CNN

ol
)
[l
<,
fijo
i
Oll
2
Ho
Oft

Z3e RE-CNN ¢ug|&S ARl dioldgelA FAA IXES FE381,
o] Fo YAEL Q¥As AAR WHE FES A4S AFES
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<™ M-14> & 855 3 oS dadls 7S ol 2o+

conolution

kerneks of
£ P different size I-max pooling

a|| veclors

| ord by | \'\ I
L 2\ l
| 11 embedded |

H ko | P }...| Paoud | | representation of
T ‘ e T

feature layer

\
static or non-static) '!

|

i
=T |
Nt O Tt O

PUT Minn375{7.0 HTTR/A. f¥irdinHost wwwkpforkifn
nComent-Lengt SE#inAcat /osnleen-Agent
101112210000000001351622 | [Mozlaydd fcomaatile: Wind2: WinHito Winttofeques
3126632090 t5Mr¥nConnection: Keep-AlveHrinirinCEoss n <
Seevalievalichr(114) schnl101 )+ chel1 13} schr{17) < chr(1 01

15 celHEN hopy )

A4 Hele.
<19 TM-14> st 9 A5 2aels 74 [36]

3) B7t 8 A5

o>
o
off
ol
ot
N
)
st
2
|\
il
o
o[\
Oll
ol
N
Ho
[¢]
ol
2
O
o
=
—
oy
®
o
=
=
8
o
=
|
]

H“ﬂ% Accuracy(xjg‘d?_), Precision (A2 _1]:__)’ Recall(ZH??j
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