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Study on Cloud Forensic
in OpenStack-based Cloud Environment

Han Su Bin

Department of Interdisciplinary Program of Information Security,

Graduate School, Pukyong National University

Abstract

Cloud forensics is difficult to collect evidence because the definition of
evidence data in cloud environment is not clear and it needs more cooperation
from CSPs. Also, it may cause a loss of evidence because the evidence data is
physically distributed and the cloud computing resources may be present in
virtual space. In this thesis, therefore, we propose a cloud platform-based
forensic procedures for cloud forensics and classify the log data by cloud layer
according to the proposed procedure. By building a cloud environment using
the OpenStack, we describe limitations of the actually collected evidence and
propose methods to address the challenges of cloud forensics. It ensures
improved integrity and reliability of evidence. To deal with these limitations,
we make a snapshot of the instance and analyze details of a snapshot. In

addition, the collection and storage of evidence data in the cloud are performed

by the processes as intactly as possible that are defined in the OpenStack.
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Volatile data v X X
Client side identification Vv X v
Dependence on CSP - Trust v v v
Service Level Agreement (SLA) v v v
1B E-3H (Preservation—Collection)
Integrity and stability Vv v Vv
Privacy X v N4
Time synchronization v/ vV v
Internal Staffing -/ Y/ v
Chain of custody v v v
Imaging X N4 Vv
Bandwidth limitation v X X
Multi-jurisdiction - collaboration V. W v
Multi—-tenancy Vv Vv v
A E-%24 (Examination-Analysis)
Lack of forensic tools v v vV
Volume of data X N4 v
Encryption Vv v/ v
Reconstruction Vv v N4
Unification of log formats Vv Vv 4
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=7 Al Al (Presentation)
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Digital signature
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T2E Y9AA | /var/log/mova o Z Elo)
/var/log/glance 7} TR AE 27
/var/log/cinder
/var/log/keystone
/var/log/apache2/
/var/log/syslog
/var/log/cinder/cinder-volum
e.log
/var/log/neutron
=24 stz | /var/log/dmesg QA H = F =g o
AH 2

F 6olME oExE fAol 2adoly =1 Hdo Fg9= HFY A

_28_



ge= AlFo wE ¥5 HARE Aoz a4 FE ¢ Lol
ol ek 9 ZE a8 vuke] 271 HolE F£FE FAE =R, Host OS

Aol zg) Ao we o FHH

¥ 7 OpenStack 21 9
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cinder—#* /var/log/cinder
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Network, Compute, Block Storage service == Z 19X =
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nova-api.log
nova-api.log.1
nova-api.leg.2.gz
neva-cert.leg
nova-cert.log.1
nova-cert.log.2.gz
nova-conductor.log

CREN

W gees

rookt@controller: fhome/lacuc
root@controller: fhome flacuc# 1s /var/log/nova/fnova-

nova-consoleauth.log
nova-consoleauth.log.1
nova-consoleauth.leg.2.gz
nova-manage. leg
neova-manage.log.1
nova-scheduler.log
nova-scheduler.leg.1

217 ol 4 Controller,
7 %} &} ok

nova-conductor.log.1 nova-scheduler.log.2.gz

nova-conductor.log.2.gz

& S F root@network: fhome/flacuc

root@network: fhome/lacuc# 1s jJvar/flog/neutron/
dhcp-agent.log

dhcp-agent.log.1

L3-agent.log

13-agent.log.1

Imetadata-agent.log

Imetadata-agent.log.1
neutron-ns-metadata-proxy-ecs5b34df-6357-4300-a619-82c3T729a98592. Lag
openvswitch-agent.log

openvswitch-agent.log.1

ovs-cleanup. log

& & @ root@compute0l: fhome/lacuc
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nova-compute.log nova-manage. Log
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e 3 = = p—
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root@block®1: /homeflacuc# 1s [Uar{log}ctnder;
cinder-volume.log cinder-volume.leg-2.g9z cinder
cinder-volume.log.l «ii 1-u.2ume.Log.s.“-
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= A A B B4 (Chain of custody)
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(3 openstack Log

) Management
S ' Server
‘ Controller ‘ Network Compute ‘ Block ‘ (. 22|, 24)
Node Node Node 01 Storage L06_LocALd |
[ | | - - Node 01 L—;
flog/nova | Jogineutron || og/tibvirt/ , (Lo LocaL |
libvirtd.l i —
} | /log/glance | | ‘\ sl deblines i) ‘ ﬁ;g/ecrx_nder/ ‘ (106 LocAL2 |
j Jlog/apache2 ‘ flog/novafinsta | | volume.log :
‘ | Jlog/keystone | | ‘ Eon:sx\;i’igm ! ?
| |
\ 1
1 1 1 a 1 | 1
! : : ! |
i ¢ ¢ i 23143 |
____________________________ o N |

8 HAXHEES FAstaL 2 syslog AHE AM§-3}

o]
TUEE A2 109 LOG_LOCALO12 5). 4= #

stk wgh, AAA ~HES Agre] dA A reThd, g el Kol =
o] ouE olstAl whE = dnH24] whekd A Az F71EE
ol FHEI BuA= 219 ElERls wFE Aol Fastth

2 =AM += Log AnalyzerE ©]&3ste] T&=ade] Al~"HS A5}

At Log AnalyzerE 7l@star 1= AdisconAt= RFC 5424(The syslog
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protocol) S A =3F 3JAFo] T syslog AEIALZE Do|A syslogEs: 4
F A= ES AT rsyslogol A AW E AEEHE 215 mysal
&l DBoll A 73kt

a9 112 TS24 A" Log AnalyzerE ©| 831 $§of A
controller syslogits M= gRlst= S HAAS Aolty, =W syslogs
e st RUEE & v "ol vk facilitys WAIAIE
DAAZl 22O S YER e gholH, Severitys= WA A9 A
T T8EE vERATH24]

29 129 1% 13 Controller?] syslogE XMIEA ¢ CSVEA 9] &g
2 AFEE AL BoAFH o]H3 752 Log Analyzerdl A A& 3= 7]
Folm o] fol A&, Severityd A N, syslogtag® wIAIA] A

F 5 FAMoR agor AFsn A% pAY OFF 15 AT
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offt
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ANALYSIS & REPORT IR

LogAnalyzer@

® |8 Search |G ShawEw Reparis | Heip  |™2 Searchin Knd Base | AdminCener Logged in a5
[*] [source=contraller Adusnced Seanh
Search (filter): (rdirgic: Ecy:
| tdfike tofeet sad | [ Resetsearch | [ Highlight >>
- " Recent sysiog messages -
Page 1 [setaio retoad: Auto reload disa. ~
Fost— T —Syogieg | Procesald | Westagetype | — e
| 201505001507:08 QY e cuprry BTl oM @D cumuae Syslog  w ) pam_unisu:session): session apened for user oot by lacucfuid=0)
2150511 150708 (Y s cuprry BTl T ) cugmiasey: Syslog i +idevipts’s rootront
20150511 150708 | @) e cupary BOBTTl TP @ cumuae Syslog  w ) Successfulsu for oot by ool
2150511150708 Y g cuprry Il S @ quger Syslog  w i pam_unixisudarsession): session apened for user oot by lacuc(uid=0)
150511 150708 | QY g cuprry RIS SO0l @ quger Syslog  w i} lacuc: TTY=piss ; P USER=msl ; CO
20150511 150005 | QY g cuprr BT S0 @) conpuraer Syslog  w i pam_unixicronsessony session clased for user neutron
20150511 15:00:05 Gy w contraller D suda: Syslog  w g} pam_unix(suda:session): session ciosed for user mot
201505-11 15:00:05 iy sscmm' controller @ sudo: Syslog L pam_unix(sudo:session): session apened for user ot by (uid=0)
20150511 15:00:05 gﬁmmcnmuer D cudo: Syslog  w g} neutron ; TTY=unknown ; USER=rat ; CO!
2015051115:0002 (Y spany controller & crompL71s: Sysiog  w L (neutrom) CMD (7] 5 1:then
20150511 15:00:02 Gy w contraller @ cronpiriar Syslog  w g} pam_unx(cmn:session); session opened foruser neutron by {uid=0)
201505-11 14:54:48 iy sscmm' controller @ compiz Syslog w0 gkrpam: unlacked login keying
20150511 14:35:17 Y w contraller D compiz: Syslog  w i} pam succeed_ffightdmauth): requirement “user ingroup nopasswdiogin® not met
20150511 143507 Q) secumry [l B SO @ compi: Syslog i PAMaddng faulty module: pam_kuliet s
20150511 143597 | QY secunmy SR Controller D compiz Syslog g} PAM unable to diopenipam_iwallet so: fibisecuiiy/pam_kwallet so: cannot open
20150511 1420:06 & pazwon comoler | @ wpworkManager12821 Syslog ) <info> Unmanaged Device found; state CONNECTED forad. (se2 hify/bugs launchin
20150511 14:29:54 Gy mm contraller @ phexecmizaoy Sysiog  w i} lacuc Executing command [USER=roat] [TTY=unknown] [CWD=rhome/lacuic] [COMMAND=/

19 11 Log Analyzerol A controller syslog &%
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—<syslogmessages>
—<syslogmsg>
<tm1emponed>2015 -05-11 15:07:04 </timereported>
logfacility>10</syslogf -hty

ity>6
<FROMHOST>cunh’o]ler</‘FROMHOST>
su[81866]:</syslogtag

<procid/>
<IUT>1</IUT>
—<msg>
pam_unix(su:session): session opened for user root by lacuc(uid=0)
</msg>
fra = s o, oag, S Az o
B - - ¢ HeEe (R EE- S @ edA 0w @
(entonzes [+ A4 A EESEE S %@ a [H-E-%- [F]
|=| fiw X = [2015-051114:00:02
| 8 [ c [ b | E [ F [ & ]
[Facility Severty Host  Sysiogtag. ProcessiD Messagelype Message

04| 10 6 controller SU[BLE6H]: 1 pam unix(su:session): session opened for user root by lacuc(uig=0)
04 10 6 controller Su[81866); 1 + /dev/pts/S root:root
04 10 6controller Su[B1866): — i 1 Successful su for root by root
04 | 10 Gcontroller sude: 1 pam unxsudesesson: session opened for user oot by lacuc(uig=0)
04 | 10 5 controller i WD=/homeilacuc : USER=root ; COMMAND=/DIVSU_
5 10 6 controiler 1 pam unix(eron:session): session closed for user neutron
5 10, 6 controller | ] 2/ sessi es510n Closed for user root
5 10 N opened for user root by (Wig=0)
5
02
2

10 scommoler : fib/neutron ; USER=ro0t : COMMAND=/ust/bi
| 9 6contoller CRON[BLTIS): tns Cleanup | ; then ns-
15051 2| 10 6controller CRON[B1TL4]: 1 pam _unix(cromsession): session opened for user nevtron by (uid=0)
2015051114:54:49 | 10 Gcontroller compiz: [ | 1 gkrpam: uniocked logi ing [ 8 =

] Top 10 'Severity' sorted by messagecount} rTop 10 'Syslogtag' sorted by messagecount 1
1617
1600 O NetworkManager[912]:
O dhclient
1400 @ NetworkManager[1200]:
O dbug677):
1200 0O sudo:
O rs/dogd:
1000 O dbusses).
O compiz:
800 O colord:
=]
321
600
400 3340
48
200
184
o
168 101
LogAnalyzer v3.6.6 LogAnalyzer v3.6.6
dat 20150514 Generated at: 2015.05-14

719 13 Severity'd 7|59} Syslogtagol o gk 7|5
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VM - T---*> Snapshot
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Images

Images 4 Project (] £ Shared wit Me (0} Jp Putie (4
Image Name Type Status Puslic Protectod Format Actions
Snapshot Queusd No No Qcowz !m
Snapshot Active Yes No acowz Launch | More ™
Image Active Yes No acowz Laumch | More
Depayrg 3 mem
Instances
Instances QP Lo [ETERTe  [FEESS—
Instance Image Avallability Powor

Mame Mame IP Address  Size Koy Pair  Status  Zone Task State Actions

Uburtutaoe |2 1004 BRAMIIVOPUL  ckey Actve nova None Runm
o 192.168.0.103 i T & g i

z
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V& msge e -ope.. < AN ...

€ localhost/h ! size
= 87GE
0pen5tack aehiG Container Format
BARE
v Disk Format
Project Image Details: testo1l acows
Min Disk
Compute 40.0GB
Overview
Image Overview Custom Properties
Info Eucazools state
avallable
Name
Image Type
Volumes test01 srrt
D S Fidnr i Instance_type_rxtx_faclor
ORplat e a0 ganh. Darend et £0451690-4905-4be5-9867-5960102693C0 1.0
Status image. location Instance_type_swap
Active 0
Public i Instay
Instance_type_ephemeral_gb nstance; fypa.vpus
Trie 3 2
Protected instance. type_fiavorid Instance_uuid
Network Faise 3 3PADG0I-0226-482e-9a47-56739¢eDBIC
Checksum ) D network_allocaled
24213368612e0861b100Id526c04160 ;i v True
Crnaeg Instance_type_memory_mb ounal Id
Dec. 18, 2014, 3:26 a.m 4096 858a31CBOCC645160811b3MB3AISE63
Ug::tetda 2014, 11:428m, resnce paliatie o
t:42am g s 99535291 1392454683cC5b7351b0be67

Instance_type_raot_gb

Y 18 A ECAM APIE |87 YAk ojux|o] gk HH

a9 18 gAHEGA AWk olue] g HJRE YelM stelste
e e ek 3ol ®edx = dolE i Image APIE o] &3k¢] U}
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get token =
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HTTP v /| localhest5000/v2 Oftenants ?[@  GET -
HEADERS form = BODY
| Content-Type e M XHR does not allow an entity-body for GET request
# | X-Auth-Token < MILVQYJKoZIhveNAQL | %
o I =, set an authorization @
RESPONSE
200 0K
HEADERS form ~  BODY
Connection: keep-alive -
Content-Length 143 Bytes tenants_links: » [],
Content-Type: applicationfjson
1 B 4 tenants: v [
Date: 2015 May 12 20:22:11 -1h 2dm
Vary: X-Auth-Token 4 e
X-Distribution: Ubuntu description: "Admin Tenant",
enabled: true,
- con EQUE \DES form : >3
COMPHETE BEQUEST HEADERS, id: "74fbc26e66774cd9seef6cf2a7450e62d",
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o A} A &3l Image API v.2E5 31139 tH26].

¥ 9 &Sk ol Ao J5F 7Hed dl o H[26].

Parameter Description
status ol A A H
name o|m A o]&
tag o|m A Ej1
container_format olujx] 2] ZAH ol XEWR
created_at olm x| 7} A H AI7H
disk_format oluj x| ¢] tjA= Eul
updated_at oln| =7} ddo|E H A7+
L olm x| 7} FEe uwf Hg gk
min_disk A 7hitelEe] Ha vaa 2]
protected olm A7} AtAE & dEA AR
id olnjx o] FA3 ID
_ olm| A 7} F-ge uf F g3k
i A2 3o vzbotol £ RAM
checksum AR&¥ olu| x| 9] A Fk
owner oA Y AFA E= HYEY id
visibility ol x| ZFAIA
size olm 2| djo]E el Alo]=
olm| A e digk < & F U+e

url URLS 9% AAio] By
metadata 21 3] ”ﬂE]rEﬂ °|H
properties &4

. olu| X FHde] digk HE & & d&
direct_url URLS 9% A%iol na
self 7Hd WAl o]n| 2] 9] URL
file 71 m Al ol A 3l el URL
schema 7Hd w4l ol x| 2~ 7]ute] g U

a9 202 SE~d Fa Sy o]l Ao A A-F3sti= Image API v.20A] %

=

st agolt. AfAE olm|X|o] gk dlolHE 5T o Had FHp
Image_id ©]al ©] F2 d¥bd oz UUIDE AM&3tH26]. =3 35 s
o dlolHel FeHle a"dA HoX= FHE Yeidt O3 202 95

¥ delgE XML 22 A3 AS vehd Zlent.
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Images

tes. lis

ges/{image,

inage

id:
0s-

name:
created:
minDisk:
server:

inage_location:

inage_state: “aval

e o et status: “ACTIVE", it Ene. Ky
updated: 2-18711:42:36 user_id: *395352911392454eB3ce

inks: » @ "http inage_type: snapshot

instance_type id: “1

absaldd
EXT-ING-SIZE:size:

561-8abb- 08

instanee_type_name:
instance_type_epheneral gh:
instance_type_rxtx_factor:
instance_type_root_gh: 40",
network_allocated:
instance_type_flavorid:

9387376640,

*2614-12-18769:26

40,

progress:

instance_type_vepus
base_inage_ref:
instance_type_swap
owner_id: 85

100,

@ TR
Request p:
Parameter Style Type Description
v s/{image._ image_id U esapluuid d throu
B
Image APIE &3 25 7+sBt HlO|H
Image APl SE0| 223t G0

rawit g

XMLIHY

1920 API

|

Bor

{image": {*status": “ACTIVE
http://192.168.11. 11:8774/
rel* 11}, {*href*: *htt
4561-8abb-00f7cBddlede", “rel

/192,11

“updated
2/838a31cACc 64316091103 76305659/ images /obsaldde-4ad4- 456 -8abb- 06T 7cadd 1eoe

: "bookmark®},

“2014-12-16T11:42:362°, “links*: [{*href":

68.11. 11:8774/ 55823 FeBeoeb4516b57 1h3A3ddd5669/
{*hret*

ages/BbBaldde- 4294~

Babb-0817cad41c0e"

P://192.168.11.11; fegecct
t application/vnd, openstack,
08017¢8041606", "05-EXT-THG-SIZE: 54
mindisk*: 48, "ser "id=:
168.11.11:8774/v2/8!
“nt

382e-9247
*C324069f-0226-482¢ -9
tance_type menory mb*

*c324b60F-0226-462¢ 9047 - 56739debB3be",
58a3f cBoc c64516bS1 103 183dddSB69/ servers/<324b601 -0226-482¢

6451663 inages,
ge*, "rel®: *alternate'}], *id*:
9387376640, “nane”: “testdl®, "created”
“Links"

*BbBalade- 4294 -456f-8abb
“2614-12-18T89:26:352",
[{*href"

a47-56739debB3be”,
Fvers/c324b60f-0226
{"instance uuid
1lab)
e type"

“inage
"995352911392454e83cc3b7331bcbes7"

1m

instance_type id": "1", e “m1.madiun®, nce type ephemeral gb: "0",
instance Type Telx factar®: 71.6°, *instance type raot_gh® network allocated”s "Truen,
“instance type flaverid®: *3°, -inst *27, “base inage ref: "eb4s7699-4348Abes-98eT
5960102693c0", Tinstance type sapi: "6", “owner id": "8S8a3fcBccce4316bOFIBIIEIIGAS662" 1))
<hnl version="1.0" encoding="euc-kr 7> <metadata>
<image> f 5 i i
catetusselataties :gnstance,uu‘rd></njs’tance,uurtl>
<cupdated></updated> image_location></image_location>
<links> <\mage_srate>(/|mage_slaie)_
<href><fhref> <instance_type memory nb></instance_type memory_mb>
Sralocfeel <user_id></user_id>
<href><fhref>
<rel></rel> <image_type></image_type> .
</links> <instance_type_id></instance_type_id>
<id</id> <instance_type_name></instance_type_name>
iswxfg‘lc) <instance_type_ephemeral _gb></instance_type_epheneral _gh>
nane>< /nane>
<erestedefcreateds <instance_type_rxtx_factor>¢/instance_type rxtx_factor>
<mi nDi sk>< /mi nbi sk> <instance_type_root_gh></instance_type_root_gh>
<smve|\> X <network_al located></network_al located>
Sigid <instance_type_flavorid></instance_type_flavorid>
<href></href> <instance_type_vepus></instance_type_vepus>
<rel></rel> <base_image_ref></base_image_ref>
g N <href></href> <instance_type_swap><instance_type_swap>
server H
<progress></progress> <0\&me r_id></owner_id>
<minRam></ i nlas> : </metadata>
</image>

% 21 raw LY Ao A XMLE-AMZ H3
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<?xml version="1.0" encoding="euc-kr"?>
<image=
<status>"ACTIVE"</status>
<updated>"2014-12-18T11:42:36Z"</updated>
<links>
<href> "http://192.168.11.11:8774/v2/858a3fc8ccc64516b9f1b3f83ddd56
<rel="self"</rel>
<href> "http://192.168.11.11:8774/858a3fcBccc64516b9F1b3F83ddd5669/1
<rel="bookmark"</rel=
<href> "http://192.168.11.11:9292/858a3fc8ccc654516b9F1b3f83ddd5669/
<type>"application/vnd.openstack.image"</type>
<rel="alternate"<rel=>

</links>

<id>"0bBaldde-4a94-456f -8abb-00f7c8d41ede" </id>
<s1ze=9387376640</size>
<name>"test01"</name>
<created>"2014-12-18T89:26:357"</created>
<minDisk>40</minDisk>
<Server=>
<id>"c324b60f-0226-482e-9a47-5e739deb83bc"</1d>
<links=>
<href> "http://192.168.11.11:8774/v2/858a3fc8ccc64516b9f1b3F83d
“rel>!self"«</rel>
<href> "http://192.168.11.11:8774/858a3fcBccc64516bof1b3fe3ddds
<rel="bookmark"</rel=>
</server=

<progress>100</progresss

<minRam=0</minRam>

<metadata>
<instance_uuid>"c324b60F-0226-482e-9a47-5e739deb83bc"</instance_uuid>
<image_location>"snapshot"</image_location>
<image_state>"available"</image_ state>
<instance_type_memory_mb="4096"</instance_type_memory_mb=>
<user_id>"995352911392454e83cc5b7351bcbe67" </user_id>
<image_type>"snapshot"</image_type>
<instance_type_id>"1"</instance_type_id=
<instance_type_name>"ml.medium"</instance_type_name>
<instance type_ephemeral_gb>"0"</instance_type ephemeral gb=>
<instance_type rxtx_Ffactor>"1.8"</instance type_rxtx_factor>
<instance_type root_gb>"40"</instance type root gb>
<nefwark. allocated>"True"</netwark allacateds

a9 22 XMLEAZ A" =WfAE o] x]o] tfdt ¢ o] E

a9 228 18 2194 YERd XMLEA 3tdol] &4 WHEE A~ WAk o]
Ao et XMLwAE AAS 2otk ZF Blas % 994 A gk do
B gtolw, AA sds s dolgEo] £3E o 9tk ZF Zte] dioly #HE

= AA 284 Aol dad dolEoln, AWAE ojnx] mpdIt FAF
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