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A Study on the Information Management Process and FTA, FMEA for
Software Security of Mobile Banking System

Kim So Young

Department of Information Systems, Graduate School,

Pukyong National University

Abstract

As the information technologies and mobile communication technologies has
developed, the use of internet and mobile banking is still increasing drastically.
Especially, due to the convenience of mobile banking system which users can
use anytime, anywhere, mobile banking service has become a major service on
banking information systems. However, mobile banking system has been
exposed to various security threats and risk factors. It is very important to
improve the security of mobile banking systems. In this paper, first, we
analyze risk factors and security vulnerabilities and suppose improved mobile
banking security management process on the most important stages of mobile
banking process. Second, we accomplish the analysis of FTA and FMEA for
improving the security of mobile banking system. Hence, we can propose more
improved, secure mobile banking system to users and prevent a lot of security

threats regularly.
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olz] [# 6lolA= FMEAE +3E ] AME5= FMEA AJEE HoFa

o] o
e

o1, o] FMEA AEE Zd3sto =y a3 ¢ Q)

[ 6

] FMEA A E

Function

Dispense amount of cash requested by customer

Potential Failure
Mode

Does not dispense cash

Dispenses too
much cash

Potential Effects

Customer very dissatisfied

Bank losses

of Failure money
S (Severity) 0.8 0.6
Potential Cause of . ! Bills stuck
Failure Out of cash Machine jams together
O (Occurrence) 0.5 0.3 0.2
Current Process Internal low Internal jam .
Controls cash alert alert Loading procedure
D (Detection) 0.5 1.0 0.7
RPL (S*O#D) 0.200 0.240 0.084
C
(Criticality)=RPL/D 0.40 0.24 0.12
Repair Bill
Recommended Periodical refill | Counting Part | Repair loading
Action(s) cashes of Cash part of bill stuck
Machine
Responsibility and ., g
Target Completion | Within 1 hour Egg;g] 10 Immediately
Date
: Repair Bill Counting Part of . .
%CEOE Cash Machine and Periodical R;ﬁagf bill é?igéng
axe refill cashes P
Action S 08 06
Result | 0 0.1 0.01
° D 0.5 0.9
RPL 0.040 0.054
C 0.020 0.060
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L3 FMEAS 73 daelse ofd [19 6]9F 2.

l

Conduct FMEA

L 4

Group the fault causes

v

Describe more than 1 potential effects
about each fault case

> ¥

Decide the S(Severity) about each effect

causec

> 4
|_ Decide the O(Occurrence) about each fault

>

Decide the D(Detection) about each fault

> 4

Calculate the RPN(Risk Priority Number)
=5*0*D

'

Plan for removing and reducing fault cause
and risk based on RPN

Scopeof Sinput: 0 <S <1
Scope of O input: 0 <0 =<1

Scopeof Dinput: 0 <D < 1

Scopeof RPN:0<5=<1

(19 6] FMEA 43 <ag=
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Al HA GAlE AAE AR HEEE 73 A8+ 459 RPN(Risk
Priority Number)& AA4FsTE o 714 RPN 47} %(Severity) * DA =
(Occurence) * HEZ(Detection)® AlitdEY, FAdeoz, A%
(Severity)i= 03 14}o]9] 32 7FA Al ¥ ZAHA7F 0(None)oll 4] 1(Most
Severe)Atel o] k& o2 AE 4 vk I v, A E(Occurence) = 0
I 1Atelel e ZHHA HW FAATE 0(None)ol Al 1(Highest
Probability)AFel 9] kg o)z A% F vh. wpAgor HER
(Detection)®= 03 1Afole] #t& 7FAA =™ FAA7F 0(None)ol A
1(Highest Detectable Probability)Alole] s dol= AEd 4 vk
npAEto 2 QE AT E ngor Ay S oAU AATY 4
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Accred
g Security ited Biometric
Requirements | ID/PWD Card OTP Certific | s
ate
ID and Leakage, OTP Leakag | If it is
PIN No, robbery hacking, e of leaked, it
PWD and loss of | limit of certific | is
exposure | security OTP ate, impossible
, 1d and card, usage robber | to restore
pwd leakage of | number, y and
) hacking security algorithm | loss of
Potential and card image | that certific
Failure Mode | uninstalle | file, makes ate
d Active | uninstalled | OTP
X Active X manipulati
on,
uninstalle
d Active
X
Person
g Personal Personal al .
Potential - | Personal : It is
Effects of g;lformatl Information Lnformatlo gggrma impossible
Failure e Xposurt exposure T L expomH to restore
re
S (Severity) 0.7 0.8 0.9 0.9 1.0
Classification
PWD Numbers of | OTP Person | Impossibili
same as | security token and | al ty of
ID, card, key informa | accurate
Potential Cellular security tion recognitio
Cause of phone card image n,
Failure No, and file inaccurate
personal matching
Info threshold
value
0 0.9 0.8 0.7 0.8 0.6
(Occurrence) . . . . .
Initializati | Develop Take Institut | Authentica
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IP\)/{’aoncaeilélg Apply s, Use not | generator | hardwa | using
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keyboard | security Detection | securit | parts of
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numbers module
D (Detection) 0.3 0.4 0.5 0.8 1.0
RPN (S+0*D) 0.189 0.256 0.315 0.576 0.600
S 0.7 0.8 0.9 0.9 1.0
L on O 0.5 0.4 0.5 0.5 0.5
Takon | D 0.4 0.4 0.4 0.5 0.8
RPN 0.14 0.128 0.18 0.225 0.40
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Requirements | Operating System Middleware Hardware
Robbery of file Hacking of file | Error of mobile
records about managing device operation;
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Potential intrusion from intrusion instructions,
Failure Mode open API robbery, loss of
environment devices
Potential Personal Personal Personal
Effects of Information Information Information
Failure exposure exposure exposure
S (Severity) 0.9 0.1 0.7
Classification
PWD same as ID, | Numbers of OTP token and key
Potential Cellular phone security card,
Cause of No, and personal | security card
Failure Info image file
0
(Occurrence) 0.5 0.4 0.8
Initialization of Develop Take notice the
local devices, intensified OTP | management of
] Apply virtual technologies, OTP generator,
Managing keyboard Use not fixed [P Detection
Process security card system
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D (Detection) 0.4 0.4 0.2
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Action
Taken | D 0.3 0.3 0.2
RPN 0.054 0.006 0.056
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E?f erila f Information exposure Information
LECLS 0 exposure exposure
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Potential Malicious code | Malicious code and Malicious code
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