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Open Source based Logging System

in Cloud Computing Environment

Byung-Do Lee

Department of Interdisciplinary Program of Information Security,

Graduate School, Pukyong National University

Abstract

Cloud computing that provide a elastic computing service i1s more complex
compared to the existing computing systems. Accordingly, it has become
increasingly important to maintain the stability and reliability of the computing
system, and troubleshooting and real-time monitoring to address these
challenges must be performed essentially. At this time, the handling of the log
data is needed, but this work may be more difficult compared to the traditional
logging system. Because log data in cloud computing environment has a lot of
challenges such as atypical format, multi-layer and multi-point, volatility. In
addition, there are another challenges in order to have the admissibility of the
collected log data in court.

In this thesis, we design the logging service that provides the management
and reliability of log data in a cloud computing environment. We implement
the proposed cloud log system by using open sources on OpenStack platform,
and then analyze the proposed system. The proposed system will present a
new direction for the new logging system to the cloud service provider, and

provide the service users with a new experience and a wide insight about the
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Substantial and valuable Logging Service

The essential
w==_ logging = "=——
Management services from Legal
Requirements the CSPs Requirements
{ SLA i

- Contraltzztion + Origin authentication
» Fast acozss and retrienal
- Log ozt sugon * Message confidentiality,
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= ACcEss comtrol - &
- At tra * Unknown physical location * Reliable delivery
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+ e oTiog Jurisdiction + Entry accountability, integrity,
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OpenStack Shared Services
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System Information

Services Compute Services

Name

nova

neutron
cindervz
glance

cinder
keystone
Displaying 6 items

Services Compute Services

Name

nova-cert
nova-consoleauth
nova-scheduler
nova-conductor
nova-compute
nova-compute

Displaying 6 items

Services Compute Services

Name
cinder-scheduler
cinder-volume

Displaying 2 items

Services Compute Services

Type

DHCP agent
L3agent

Open vSwitch agent
Metadata agent
Open vSwitch agent
Open vSwitch agent

Displaying 6 items

Block Storage Services Network Agents
Service
compute
network
volumevz
image
volume
identity (native backend)
Block Storage Services Netwerk Agents
Host. Zone Status
controller internal Enabled
controller internal Enabled
controller internal Enabled
controller internal Enabled
computel nova Enabled
compute? nova Enabled
Block Storage Services Network Agents
Host Zone Status
controller nova Enabled
block1@lvm nova Enabled
Block Sterage Services Network Agents
Name Host
neutron-dhep-agent network
neutron-3-agent network
neutron-openvswitch-agent compute2
neutron-metadata-agent network
neutren-openvswitch-agent network
neutron-openvswitch-agent computel

Host

controller

controller

controller

controller

controller

controller

State

Up

Up

Up

Up

Up

Up

State

Up

Up

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

(28] 14] o=~ Au|~
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State

Up

up

Up

Up

Up

Up

Status

Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Last Updated
0 minutes
0 minutes
0 minutes
0 minutes
0 minutes

0 minutes

Last Updated

0 minutes

0 minutes

Last Updated
0 minutes
0 minutes
0 minutes
0 minutes
0 minutes

0 minutes



Y E ¢ A (Network), 75 E(Compute), £% 2%E#] % (Block Storage) =X

Z PAYE A FR7Y BY T2EV HA Zasit B FEdAE

AEZY == 7], AFE == 24, JEYa == 17, B8 ~2EgX

== R FAEE F Y By s2EE A F9¢= HTH

FHFe TRAMeY, vs 2" 4E Tl g =solA
e}

2.
~7F AH oz AEs B F7F gk £ 29 15004 Bl AAY
9}

~—

FOAFE o= $FEF14.04 x64) d2~¥ A (instance
e

=
Folel AAe] QARIAE o8 + vk o@iA AsHAT o] §ih:

wATh R o/)4 Zehes AFE B4 0e 9AHAE 0D
FE9 Fs Anssk FAS 20 AN BEAR G

Instances

Instance Name Filter || & Launch nstance More Actions =

- Key Availability Power Time since -
Instance Name Image Name IP Address Size s Status Task Actions
Pair Zone State created

10.0.0.18

Windows7x64 | Windows7 x64 IFlDatlng

Ps: 1C-1R-30H  Mykey  Active nova None  Running 1 month, 1 week Create Snapshot | +
192.168.0.154

10.0.0.17

Ubuntu 14.04 ubuntu 14.04 Floating
64 IPs:

464 1C-1R-20H  Mykey  Active nova None  Running 1 month, 1 week Create Snapshot | +

192.168.0.153

[29 15] |A S&59 F =

il

2

-



o Exde] £ JOE[17l0]E 2EAE] $ATE wroA

T = 2 WAAY AAE v & 29 2ol YERAL ST

J i
Jn
et

Cloud controller nova—* /var/log/nova
Cloud controller glance— /var/log/glance
Cloud controller cinder—x /var/log/cinder
Cloud controller keystone— /var/log/keystone
Cloud controller neutron—: /var/log/neutron
Cloud controller horizon /var/log/apache?/
i (swift,
All nodes oy ¥ /var/log/syslog
dnsmasq)
Compute nodes libvirt /var/log/libvirt/libvirtd.log
C 1 boot
onsolg- ABeCt Wl /var/lib/nova/instances/instanc
Compute nodes messages) for VM , g
) i e-<instance id>/console.log
mstances:
1 ind inder-vol )
Block Storage nodes | cinder-volume {Var/ 8e/cindef/cinder-volume
og

7t mrol A FPEE A2z 20 dudert 44 o] dYEe
A T 2o wdge] EART. AR 1Y 16& HEEY wr
/var/log/nova TlEE 2] gz 271 A ES e Aot

X lacuc@controller: ~

lacuc@controller:~% ls /var/log/nova
nova-conductor.log nova-novncproxy.log
nova-conductor.log.1 nova-novncproxy.log.1

nova-cert.log nova-consoleauth.log nova-scheduler.log
nova-cert.log.1 nova-consoleauth.log.1 nova-scheduler.log.1

lacuc@controller:-~5S

(23] 16] AEZE w29 nova MU= =2 739
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o] AAst= Aol Hadith JSON F2le olF1 d&E A4 THde
network 22} file Ml1E2 FA 5™ network Aoz =1 WAXE g
AetA A e AW E=3) ojuf o] & Au el QlFA 1Eal A
Helol AAS FA3H7] $13 timeout 3 AWE AAI file vl Dol =

FAsEE 2o e 4 ARE V53S9 2o} oj| P49

<E 3> AEZHAAMY = 2A

# The network section covers network configuration :)

"network”:{
# A list of downstream servers listening for our messages.
# logstash-forwarder will pick one at random and only switch if
# the selected one appears to be dead or unresponsive
"servers”:["192.168.11.211:5043"],
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# The path to your client ssl certificate (optional)
#"ssl certificate”: ”./logstash-forwarder.crt”,

# The path to your client ssl key (optional)

#'ssl key”: " ./logstash-forwarder.key”,

# The path to your trusted ssl CA file. This is used
# to authenticate vour downstream server.
"ssl ca”:"/etc/pki/tls/certs/logstash-forwarder.crt”,

# Network timeout in seconds. This is most important for

# logstash-forwarder determining whether to stop waiting for an

# acknowledgement from the downstream server. If an timeout is
reached,

# logstash—-forwarder will assume the connection or server is bad and

# will connect to a server chosen at random from the servers list.

"timeout”:15

})

# The list of files configurations
"files”:[
# An array of hashes. Each hash tells what paths to watch and
# what fields to annotate on events from those paths.
{
"paths”:[
# single paths are fine
"/var/log/nova/*log”
1,

# A dictionary of fields to annotate on each event.

1"ert

"fields":{"type”:"nova”}

Rt
"paths”:[
" /var/log/cinder/*.log"
1,
"fields”:{"type”:"cinder”}
Rt
"paths”:[
" /var/log/glance/*.log"
1,
"fields”:{"type":"glance”}
Rt
"paths”:[
" fvar/log/neutron/*.log”
]

"fields":{"type”:"neutron”}
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Rt
"paths”:[
"/var/log/keystone/* log”
1,
"fields":{"type”:"keystone”}
}

= 2 TIAEH A

zasge 29ov) dgsks 2o dAAE Aes] AN ¥
o} e HAAo] Aoy AA A2 AA input, filter, output P o=
TEETE WA input G2 olHIES] AAE WASE JHoRE xS}

4
lumberjack TEEZS o] f3l0] £ WAAZ AEWtonw 2 EFo

s
op
i
rir
2
i
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}01'
B
s
o
il
rir
ro,
of\
>
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i
=,
ro,
N
do,
ol
f
(ld
il
o
e

<X 4> BO2HA 2A

input{
lumberjack{
# The port to listen on
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port=>H043

# The paths to your ssl cert and key
ssl_certificate=>"/etc/pki/tls/certs/logstash—forwarder.crt”
ssl_key=>"/etc/pki/tls/private/logstash—-forwarder.key”

# Set this to whatever you want.

}
}

filter{

grok{
patterns_dir=>"/patterns”
match=>{"message”"=>"%{TIMESTAMP_IS0O8601:date}
%{NUMBER:pid:iint} % {AUDITLOGLEVEL:level} %{NOTSPACE:module}
\9%{GREEDYDATA program\| %{GREEDYDAT A:content}"”}
}
datef
match=>["date”,"YYYY-MM-dd HH:mm:ss.S55”]
}

fingerprint{
concatenate_sources=>true
key=>"lacuc”
method=>"SHA256"
source=>["message”]

}

output{
elasticsearchi{

index=>"openstack-2%{+YYYY.MM.dd}"
host=>["localhost”]
cluster=>"slse”
node_name=>"o-rec”
document_type=>"0-logs"
codec=>]son

EESERE
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defiryg A= 2a2A7F AEdhs 22 WAAE B3] 9ls 29
~HE Al Fe Ay slsed vhAEH =5 1719 dHoly == 34E
At sk vy =9 dolE == 7}7FS config/elasticsearch
yml dde] dAo] HAasity ¥y P I Vs FHEE viAFH
m=ro AAL U 3E 59 o] dAsH Fdd SYAHE 4] 9
3l FHAY ofFd FHAH Fofdhm ke olF, k= dde A

A3tz Aal wpaE g3k Aol true, HolH == 9 A falseZ

<3 5> vhaH k= A

cluster.name:slse
node.name:"master”
node.master:true
node.data‘false

kb F 62 HolH k= 4
Ay o] F3 FelAHoel| st HolH w=rxé olF, viAH x=ER

AEEA Far doly === AAsH] 98] vtay 9d AAol false,

o

o

A RSz, vhaE =g FAT 2

il

ol k= 9% AAC trueR AAST. Z1g]al oy ==+ http A
al

7)%% ARstel REST API 48 Aasta a9 43¢ e 48

g,

=
o
4
021:2
_O|L
H
u

<GE 6> dHolH == AdA

cluster.name:slse
node.name:"datal:digit:]"
node.master:false
node.data‘true
http.enabled:false
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s
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T doly YN0 AYHE
S Wge A4t Aol Aastt 3WL Fol JSON @49 #3229
BE QYstel MAT 4 gdon, A3E /v v 9% ‘anl

& 3

™ =

—_

"http://localhost:9200/openstack—*/_mapping ?pretty & S 3 & 7=*

= A~
ol & & A

"openstack-2015.9.13" : {
"mappings” : {
"o-logs” : {
"properties” : {
"@timestamp” :© {
"type” : "date”,
"format” : "dateOptional Time”
),
"@version” : {
"type” * "string”
A
"content” : {
"type” * "string”

),
"date” : {

"type” : "string”
),
"file” : {

"type” : "string”
}

"fingerprint” : {
//type// : //String//

1,
//hOSt// : {

//type// : //String//
1,
"level” : {

//type// : //String//
}

)
"message” : {
//type// : //String//
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}

"module” : {
"type” * "string”
),
"offset” : {
"type” * "string”
),
"pid” : |
"type” : "long”
}

"program” : {
//type// : //String//
})
//type// : {
//type// : //String//

o] _source Ao RIIAERAZF AEs 21 WA AT} AGEY, A
o] message ZEoE QLEAEY AMulzoA AAHE 2 WA dio]
AxA), 18] 31 @timestamp, date, pid, level, module, program, content
des A2 20 wAAY A4S Tl AAds AA Wl YA
20 3k HE del"gz AAdE Aotk 53] fingerprint™
filter @9o] AAoZ AAHE F=oH, oxE Y& =1

message®] Wale] SHA236 <ael=3 Hg7]E o] &3] &4
EN

e
r
il

flo
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i
o

2
ro
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in

TR A3t g dEbNT o] o, AAlA siA] AQ thde] Hi= d

€ ok Aoz AaEA A9 5 vk vpA®Te®  index, _type,
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_version =& 211 YI=e =EFHEE #AEsy] Y3 d== 289

.

Result Source

[ZH 17] Sl a8 = HAA

o == 5 o] &eH HHoR BE 2 ddadE BeoAY ¢
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L4 @ | [ localhost:5601/#/settings

I 0 an a Discover ~ Visuaze  Dashboard  Settings

Indices Advanced Objects About
Index Patterns
[CEEEE] No default index pattern. You 1 1
must select or create one to continue. C o nfl g ure an i ndex p atte n

In order to use Kibana you must configure at least one index pattern. Index patterns are used to id
configure fields.

¥/ Index contains time-based events

Use event times to create index names

Index name or pattern
Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*

openstack-*

Time-field name @ refresh fields

@timestamp

(29 18] Qe e =

k%)
e
il
i

=
g3 FHHE 210 Sl B ARE ANROR FAY 5 vk
Tela AeaEA A0 o) Mol AFR E1E head Fel 1910

Al gz AdE olul Ayt vl AkEo} T AJEo] Balnlo] A A

R

rir

HEg a9 2002 &A% vk 7F Hloly mEo AR=eh ARto] A
FEAR viaE mEoE ARHA E=th orec REE EIIAEA Y

o AAE wEZ s deAEA A 2 WAXE dGslr] 93]
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SAZ T AR=el T AbE2 FEEkE o] AAE ] e,

oAM= =2 ol Hdhs Aol =71

U RESTful API H& o

&S @ lacuc@controller: ~

2015/10/27 10:57:53.220214
ova-novncproxy.log
2015/10/27 10:57:53.220218
/cinder-scheduler.log
2015/10/27 10:57:53.220226
/glance-registry.log
2015/10/27 10:57:53.220241
ne/main.log

2015/160/27 10:58:15.730852
2015/10/27 10:58:33.252337
2015/10/27 10:58:45.715857

[Z# 19] &

File truncated,
File truncated,
File truncated,
File truncated,
Registrar:

Registrar:
Registrar:

Exy

processing 5
processing 5
processing 1

EdA 9

Az

5 o4 guldelAe] ol

to beginning: /var/log/nova/n

to beginning: /fvar/log/cinder
to beginning: /var/log/glance

to

beginning: /var/log/keysto

events
events
events

(4 € [ localhost

Elasticsearch

Overview | Indices

http:/flocalhost: 9200/

Cluster Overview ort Cluster ~ | View Ses v
.kibana
size: 42 7ki (85.4ki)
docs: 9(9)

iiifo = § Actions ~ ]

[o]
[o]

O & @ o ©

| Connect | slse

Browser | Structured Query [+] | Any Request [+]

openstack-2015.09.13
size: 2.63Mi (5.26Mi)
dm:s 3,137 (3.137)

O EE
@ [RIE]AE
[0](1][2]

openstack-2015.09.14
size: 9.47Mi (18.9Mi)
docs 13 564 (13 564)

EEEE EE @®
Bl [0 EE]
lll1] [BI4]

openstack-2015.10.27
size: 1.10Mi (2.23Mi)
du:s 1,202 (1 202)

[a]
[0]1][2]

[ 20] =1 o] Ap=9g} ALRE

Tufijel A el ol
ek e o1 219
o] e B % glov]

2o 9l =
A ddoA] A
Aejd P



(4 € [ localhost: ( i o=
I ) a n a Discover  Visualize  Dashboard  Settings

openstack-* 2,891 hits
Selected Fislds October 27ih 2015, 10:45:59.084 - October 27ih 2015, 11:45:59.094 — by minuie

type

content

file H

host

level - 11 o -

Al Bekh Btimestamp per minute

@timestamp od
@version
Time « host file level type content

id
- » October 27th 2015, 11:45:52.607 controller var/log/nova/nova-sc INFO nova Successfully synced instances from host *compute2.
_index heduler. log
_type

» October 27th 2015, 11:45:52.466 blackl /var/log/cinder/cinde INFO cinder  Updating volune status
date r-volune. Log
fingerprint
Ll » October 27th 2015, 11:45:21.873 compute2  /var/log/nova/nova-co INFO nova Compute_service record updated for compute2:compute2
message npute. log
module

» October 27th 2015, 11:45:21.872 compute2  /var/log/nova/nova-co  INFO nova Compute_service record updated for (*compute2’, 'comput
offset mpute.log
i
- » October 27th 2015, 11:45:21.854 computez  /var/log/nova/nova-co INFO nova Final resource view: name=compute? phys_ram=3939MB used
program mpute. log iceStats object at Ox7efcB0447216>

» October 27th 2015, 11:45:21.854 compute2  /var/log/nova/nova-co INFO nova Total usable vepus: 2, total allocated vepus: 1

mpute. log
» October 27th 2015, 11:45:21.588 compute2  /var/log/nova/nova-co INFO nova Auditing locally available compute resources for node c
npute.log
it i R . T 3 e s e

(2" 21] 7)Y Discover

i
e
f
i
L
~
12
_‘1:1_4
<
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18 counerimessee N

< @ | [ localhost:5601/

b
m

@ Last1hour

Count/Time&Type

openstack-*

Legena ©
Daia  Options ® cinder
5 ®nova
metrics ® neuron
Y-Axis Count ® keystone
+ Add metrics 200 ® glance
buckets

B x-axis @tmestamp per minute (SRR

Split Lines. [~ = x]

Sub Aggregation

Terms v
Field A

type M
Order Size

Top +|| 5
Order By

metric: Count b2

« Agvanced

¥ Add sub-buckets

1120 125 1130 135 11’ 1
@iimestamp per minute

[Z1 22] 7]¥lut Visualize

Dashboard -Kibana x

' (Count-Level-slash-Type)-slash-Host' row:3

@ Last1hour
=] @ [+]
Show warming + error s x (Warning+Error)/Time s x
N bY 5 Legend ©
b October 27th 2015,11:30:19.338  controller  Aarflog/cindericinde. WARNING  cinder Deprecated: Default quota for resource: backup_gigabytes is set by thi @ waming
r-apilog s, it is now deprecated. Please s the efault quota class for defaultc e
»  October 27th 2015, 11:3008.184 controller  Avarfloglkeystone/mai  WARNING  keystone  Authorization failed. The request you have made requires authenticatic !
n.log
1 1135 11:48
@timestamp per minute
<1 ul » ~
Count/Time&Host 4 x (Count-LevelType)/Ho: $ x
Legend © - Legend ©
® conwoller 5 L0 @ info
®compuer © 7 - e @ waming
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