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Chapter 1.

Introduction

Biometric Sensors-chip Identification systems denote the structural design and
systematically building the platform of pattern infrastructure for information data man-
agement structure for a person via a functional investigation with bio-measuring meth-
ods. Biometric pattern recognition infrastructure (BPRI) refers to the advanced capa-
bility of verification by a pre-installed program on software’s system. This infrastruc-
ture system is linking to authentication one’s personal identity with smart-cards and
its credential information for security, business and safety reasons.

Biometrics Identification (BI) provides identification of the person by both ac-
quiring an internal body image, who must cooperate in a way that would be difficult
to counterfeit and external elements which are un-fake-able information infrastructure
pattern glory. The installed base is a testament to the confidence in its accuracy and
invulnerability. The aim of this research is to design a system of the infrastructure
within software and hardware for both bio-traits and physical traits such as retina iden-
tification system using neural sensors framework and DNA authentication. The theory
of such pattern design for such systems will allow automating the personal identifica-
tion using biometric sensors-chip, smart card. Biometrics sensors-chip identification
on smart-card methods on pattern recognition for verifying, authentication and track-
ing someone’s identity are increasingly crucial part of security management system
that essential to advance. The monograph describes biometric pattern recognition in-

frastructure that allows creating efficient individual’s characteristics of a person by



using sensors measuring different physical properties and information. The process of
authentication a person’s trait, verifying identity, plays an essential part in several ar-
eas of the task to perform by securing a person in a claimed identity with biometrics
trait for society and national. Any situation, by advancing to capture a person’s infor-
mation with a smart-card, with the user’s interaction when authentication is required,
so as to confirm the claimed personal information, which is logical access control with
computer pattern recognition systems via sensors network.

The process of pattern infrastructure frameworks for biometrics smart-card de-
tection system, its unique features or behavioral elements evaluation by data configu-
ration, is capable of establishing a much closer relationship between the user’s real
information identity and a particular counterfeit information physique detection. While,
the growth of global counterfeit technological issues, fake information or data being
uneasy to eliminate, and from the future to come to these issues will be managed and
verified by the use of the biometric sensor-chip smart card. Therefore, this thesis aims
to develop a pattern recognition infrastructure for biometrics system within the smart-
card which is a novel type of comfortable to manage and implement to security admin-

istration control zones.

1.1 Research Background and Objectives

1.1.1 Background

The existing models and systems for smart card and convenient e-card and 1D
had been introduced decade ago. The limitation sufficient uses and implement are be-

ing developed and still in an impossible situation. It is proposed that the design of an



efficient and secure authentication structure can deliver individuals with trusted iden-
tifications for the bio-traits management of applications, such as qualifying contact to
services and its secure networks, proving a privacy’s rights to amenities and directing
by the use of Biometric sensor chip technology. Biometric based smart card technolo-
gies are employed with a well-designed authentication frameworks and management
system that can allow for the means to guarantee an individual presenting a protected
identification credential. On other hands, biometric sensor-chip card has the exclusive
capability to store huge amounts of data, capable of high data and volume to carry out
functions, and interact logically with a biometric data’s reader within its purposes’
realm. Secure authentication systems have the challenging task to achieve a maximum
degree of information security and therefore increasingly implementing both smart
card and biometric technology. The need for reliable authentication systems, the use
of biometric identity verification systems and its pattern recognition is because of bi-
ometric-chip has become increasingly important for today global society. Biometric
products are currently used in some several areas such as airports, in log-on devices
for networked via PCs, in e-commerce, e-banking and health monitoring. Face recog-
nition and fingerprint systems are among the top choices because these recognitions
are friendly, non-invasive and fairly accurate. However, there are a number of practical
issues that still need to be developed and integrated such systems. Once designing face
confirmation systems one has to compact with unsolved problems that arise from each
component of the overall system such as data collection, transmission, data storage in
which signal processing via sensor or network and a final decision making correctly.

The problem becomes more complicated when the target platform and matching, in



which a suitable algorithm has to be ported, imposes severe engineering constraints.
Therefore, in dealing with the restrictions of both aspects and verifications via bio-
metric-based smart card technologies are a very challenging task with many key fac-

tors to consider in the biometric-based authentication system.

1.1.2 Objectives

The objectives of this research are to develop how the system on a smart-card
pattern recognition implementing biometric sensors-chip into the ID card which will ad-
dress identified security issues, the component, installation, and elements for its soft-
ware and hardware’s models. This research puts concern toward the question in which
need to be solved by the use of biometric sensors-chip card. How does the pattern of
biometrics card play a role in security within the security zone to help protect not just
the travelers and workers but also public security and international security manage-
ment? This research aims to discuss the issue and privacy of a person, community, and
public:

e User’sendorsement

e Confidentiality of travelers’ privacy

e System security for Public Key Infrastructure (PKI) management
e Internet confirmation services

o Data mining, storage, and recovery management

e Fishing, fraud, leak, and attacks

Despite its usefulness, the implementation of biometric sensors-chip card
(BSCC) raises several political and social concerns. These emerge both from the ex-

ceptionally large scale of deployment and from the need to protect collected data from
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abuse. One of the major concerns in the existing conventional biometric systems is
the security-privacy dilemma. However, sensor chip based smart card authentication is
the ideal tool to overcome this problem. A (BSCC) can offer the necessary technology
to keep both citizen’s rights and foreigners satisfied providing with a very attractive
security application as well. Identity solutions will deter and reduce fraud by Biometric
sensors-chip card authentication in security and convenient for the users and adminis-
trators: It will also reduce identity fraud, improves security management and protects
citizens and foreigners’ privacy:

e Preventing card or information sharing and others’ identity theft by authenticating
the anonymous by fishing to the provider’s fake information.

o Verifying pre-installed data and stored database “‘encounter data” services from card
holders so that administration can rely on this accurate data transmission and au-
thentication within biometric sensors-chip card’s information.

e Creating the “audit trail” at a check in & check out for comparisons fake and genuine
information as an indicator for the possible scam, called “up coding”.

Bio-traits pattern recognition system correspondingly generates functioning
competences design for smart cards procedure, also provides the developments to risk
management programs by ensuring the accurate verifications that require a unique key
for criminal management and to be matched to biometric data for each individual per-
sonal smart ID card. It also offers for what most needed a card and the idea of a
common documentation number that delivers confident identification of a person’s

identity by using a biometric-based sensors-chip card secured to information uniquely.



And lastly, the overall quality of infrastructure system is improved through a precise

research on the frameworks of advanced identity authentication and infrastructure pattern system.

1.2 Problem Formulation and Scope

This research describes a biometric sensor-chip ID card verification system
which is smart-card-based authentication of a person genuine or fake identity. The
scope is set to identify or authenticate a person from the key bio-traits parameters. Such
an effect for the design of the system, to study the universal optimization complications
and tests’ heftiness when each of every keys parameter is optimized. Some of these
parameters are indelicately investigated in the works in the framework of the overall
recognition problems. However, this study only partly fulfilled the requests of smart-
card-based frameworks, in which the unembellished production constrictions and con-
fines imposed by biometric cards that have to be taken into the overall design frame-
works and requirements.

To address the problems on the projected effusively contained architecture of
the smart card verification systems of BSCC, the study aims to start with the col-
lection of the client detailed rectilinear criminated analysis procedure, seemly to be
ported to the boarding podium inwhich the biometric sensors process can be run. The
focal efficient parts of the frameworks are obtainable: biometrics duplicate symmet-
rical alignment, photometric normalization and extraction, and confirmation. Each
part involves sequences of rudimentary steps, where each part of the phase is fixed.
Conversely, the procedure is methodically wide-ranging in some steps to explore the

consequence and results on system performance, and a system intricacy in terms of



speed, memory and its capability of volumes’ management. Therefore, algorithm proves
will not be discussed, though, which is one of the most crucial parts for BSCC.

Two major problems have been considered. The first problems are the limita-
tions of both BSCC’s corroboration and biometrics technology execute and the second
is the extreme convolution of the structure in which the number of processing plat-
forms and structural designing constraints. In the simplified search procedure adopted,
a number of parameters have been designated to that of the comprehensive structure
set elaborate in general BSCC. This set was recommended, this research avoids, by
previous mainframe-based studies, and deemed to provide acceptable performance.

System optimization in the context of smart card implementation has been
conducted starting from those parameters involved in the pre-processing phase pattern,
then those involved in the remaining stages. A combined optimization frameworks
conclusive key parameters are also implemented, presumptuous that the result is au-
tonomous. Experimental results obtained on a number of publicly available face data-
bases (used to evaluate the system performance) show the significant benefits of this
design both in terms of performance and system speed. The different results achieved
on different databases indicate that optimum parameters of the system are, to a certain

extent, training database dependent.

1.3 Contributions and Frameworks

In this research it is proposed a biometric remote authentication system, which
only requires the biometric data of the user in the authentication process, discarding
the need for the use of passwords. This solution overcomes all the issues regarding the

security of the fake and false information within that data template of the user, and the



confidence in a remote biometric information data matches accordingly. Then, two
kinds of biometrics: public and non-public while experts proposed biometric is public.

One of the goals of the proposed solution is to use existing technologies, thereby
ensuring low development costs and a high compatibility with existing remote au-
thentication systems. This solution is therefore designed to be considered as a reliable
possibility, small, flexible, secure and convenient to integrate the future authentication
mechanisms in already existent remote scenarios. The proposed solution is based on the
use of biometric sensors-chip cards, in which the private key and biometric template of
the user are stored. The smart card of the user is afterward deployed in a Public Key
Infrastructure (PKI).

There are similar solutions in which the smart card is deployed limitedly without
a biometric system in a PKI, being able to perform the remote authentication, authenti-
cating the user with his PIN. The smart card possesses the private key of the user, as
well as a public digital certificate signed by a trusted Certification Authority (CA).
The remote authentication process is based on a challenge response, in which the
response corresponds to the digital signature of the challenge, retained with the remote
key of the user performed by the smart card. Not even the user has access to this private
key, ensuring that only the biometric sensors-chip smart card knows it. The user authen-
tication is performed ubiquitously in the smart card via sensors-chip.

One of the real applications using this remote authentication approach are the
Electronic Identity cards. These cards are responsible for the cryptographic computa-

tions required for the identification and authentication of a person. An example of



this solution is the Portuguese citizen card, where a Java Card stores the user infor-
mation, fingerprint templates, PIN, private keys and public certificates signed by a
CA. However, this research is more reliable, secure and convenient for the user
and administrator. Meanwhile, the applet installed to perform remote authentica-
tions follows the Identification-Authentication Signature - European Citizen Card.
S mart cards also possess the capability to manage biometric templates, and to per-
form Match-On-Card (MOC) operations.

The solution herein offered entails replacing the local PIN authentication, in
systems of information detection via the ID card, with a ubiquitously managed bi-
ometric authentication. This is achieved by only allowing a remote authentication
after a biometric authentication is also performed. In this solution, an applet imple-
menting the Automatic Identification System (IAS) standard is responsible for the re-
mote authentication of the user. The IAS only has the private key released to sign the
challenges from the remote server, after a successful user biometric authentication in
the MOC applet. The obtained results show that it is possible to use biometric au-
thentication in remote scenarios, taking advantages of their potential as a more se-
cure and easy to use authentication mechanism. It also eliminates the need for users
to have different passwords in different systems. The smart card technology is used
in the proposed solution, enabling the secure use of the biometric authentication in
remote scenarios. In the proposed system, smart cards are possible for storing the user
biometric template, and for computing the match-on-card (MOC) operation system.
This section describes the importance of these devices in current days and the main

benefits that make them implement. It is shown how biometric sensors-chip cards are a



very useful instrument in people lives, protecting against attacks on information se-
curity, being at the same time flexible, small, portable, trustworthy, and secure elec-
tronic devices need to be developed and deployed by using biometric sensors-chip card.

In general, biometrics smart cards can be separated into two types of card,
and cards without biometric sensor chips such as the magnetic cards. The Integrated
Circuit Card (ICC) can be considered memory cards or processor cards, depending on
their chip structure and features. The processor cards have the ability to store infor-
mation, and also to process it. This type of biometrics smart cards can be additional sub-
divided into two types of card called “with processor card” or “without coprocessor”.
The coprocessors are responsible for the execution of the asymmetric cryptographic
algorithms. The cards with a chip usually communicate through the use of contact
pads. However, these cards can contain an embedded antenna to perform the com-
munication with the host side, instead of using the contact pads attached to the chip.
The cards with antenna and contact pads can be called by combined or hybrid cards,
depending on the amount of chips that they have. The combined cards contain one chip
that can be read through either exchange pads, or a fixed antenna, while fusion cards
two or more embedded chips, such that some communicate through the antenna and
others through its contact pads.

The improvement and functionality of the biometric cards are sturdily driven
by standards demands. Therefore, the International Organization for Standardization
/ International Electrotechnical Commission (ISO/IEC) is the standard for contact
Smart Cards, defining the physical characteristics of the integrated circuit cards, their

dimensions and the location of the contact pads, as well as specifying the electronic
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signals and transmission protocols used in the communication with the host side. Like-
wise, the ISO/IEC 14443 [1] is the standard for contactless smart cards, specifying
their physical characteristics, the radio-frequency power and signal interface used
for the communication with the host side, as well as defining the initialization require-
ments, the anti-collision mechanisms, and the transmission protocol specifications.
Despite the existence of various types of cards, to be considered sufficient and
convenient smart card, as such Javacard, have to respect some important require-
ments, such as those defined in based on a bio-measuring card system. By definition,
a smart card is an electronic device that can participate in an automated electronic
transaction, with security, and is not easily forged, stolen copied. In this sense, a
smart card must have high memory and a microprocessor, to be able to store and
compute data, and to assure the execution of some security algorithms and protocols.
A smart card has also to be a tamper-resistant system, in order to resist to the physical
attacks made directly to the chip. Smart card must contain many security functions
for users and high capacity for secure storage of information and key generation. This
definition makes impossible for the magnetic stripe cards to be considered smart
cards, once they do not have the processing power, and they can be easily copied or
forged. Even some chip cards cannot be considered smart cards if they are only

memory cards without a microprocessor to ensure the requirements defined.

1.4 Literature Review

Since biometric sensors-chip with smart-card deployments in security have tradi-
tionally been extremely difficult and problematic, which have been under the process of

development, this research will be focusing on the identification frameworks system of
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its hypothesis statement for the security system to develop pattern recognition. Hypoth-
esis: by implementing biometrics it can increase the security for workers, travelers,
administrators, and managers. How does pattern recognition is infrastructure for security
management and controlled by the use a biometrics smart-card system? What kind of
issuesis there with the security by using biometrics? What was done to fix those issues?

The benefits will be gained from using biometric sensors-chip card. After a care-
ful reading of today’s criminal threats, the rise of terrors, security administration field
and having several teething troubles that work in the check-gates; implementing bio-
metrics in check-gates is critical to help reduce the risk and cause of fault results and
criminal clearance. Most predictable schemes nosedive to function dependably in the
punitive atmospheres and circumstances found in several places. Persistent washing
and cleaning, heavy use of the crowded situation, the using of rubber gloves and that of
a wide range of using demographic production make biometric-chip card implementa-
tion, registration and substantiation give problematic and challenging. Although those
systems are a convenient module for access control system, the security they acquire
is usually overvalued, as if they were dreamlike tools whose modest use will inevitably
stop each and every type of violence, attack, error management and identifying fake
information. Biometrics-traits are actually not protected except it is embedded in a
resilient cryptographic protocol, whose enterprise wages extraordinary consideration
to its specificities in all aspects. In specific, cryptographic protocol resilient reveals
that a beneficial and sufficient partner of biometrics for such a protocol. This research

discusses to develop the utmost significant subjects elevated by biometric pattern
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recognition administration with smart-card and introduces a unique authentication
protocol skeleton of its infrastructure system for the smart card.

Biometric technologies are well-defined as computerized approaches for recog-
nizing and authenticating the uniqueness of a live person information based on exclu-
sive behavioral characteristics. Biometric sensors-chip based card provides actual pro-
tected and appropriate proof or identification and authentication of a person’s identity
since biometrics elements cannot be lost, stolen, forgotten and are impossible to forge.
At the same time, four major contraptions are commonly presented in a biometric sys-
tem:

e Mechanisms: to examine and detect an arithmetical copy of a live person’s bi-
ometrics installed characteristics.

e Software: to procedure biometrics data to a design that can be used for pack-
ing and corresponding.

e Matching: to relate a pre-installed warehoused data within biometric pattern
from a live biometric sample.

e The interface in the request process phase is to interconnect with the unique
matching results.

Two dissimilar points are intricate to the biometric data process processing ac-
ceptance and corresponding. During the enroliment stage, the biometric images of the
individual are captured using biometric data reader, a microprocessor for voice recog-

nition, a camera for facial and appearance and iris recognition and so on. The inimitable
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features are extracted from the biometrics sensors-chip data to create the holder’s bio-
metric data template. This biometric data template is securely warehoused into the
database on a legible element composed card for the use of a matching process periods.

During the Matching stage the installed and updated biometrics data sample is
over again captured, these sole sorts are mined from the sample of a biometric taster
to manage alive biometric data template of users again to renew information. This rein-
stalled template is matched with the template pre-stored and the result of a matching
score is created according to a resolve of the collective element within the two tem-
plates. System designer determines the threshold values for authentication score based
on its safety and suitability necessities of the systems. The assortment of the suitable
biometric technology depends on number applications in detailed features, plus the
settings in terms of the identification or confirmation progression is being carried out
requirements for matching correctness and amount, the general scheme and
competencies, and so some concerns that might touch user’s recognition. High, me-
dium, and low are denoted. Standards dispensed for how biometric sensors identifiers
meet the numerous potentials are particular conclusions according to the proficient out-
come.

After implementing, the efficiency of smart cards is mostly determined by the
microcontroller and the performance of the system. The microcontroller’s chips are
particularly modified for each smart card, in terms of somatic constraints in which the
all-out up-to-date ingesting, the variety of permissible chronometer regularities, and the

permissible temperature assortment. Smart card microcontrollers are specially hard-
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ened against attacks, including the detection of under voltage and over voltage condi-
tions, and the detection of chronometer rates external the stated choice. Therefore, the
microcontroller usually incorporates with temperature sensors, in order to identify the
attack, and respond accordingly. That microcontroller device pattern recognition infra-
structure system is to be adapted, however, different models in term of devices and its

development is proposed herein.

1.5 Thesis Outline

The first chapter of this study is the introduction, covering the important of the
field to the intersection on this dissertation. | represent the basic traditional card and the
state of the element for a different tool, yet concentrating to detail in the interior scopes
of the biometric-based smart card as global demands. The first proposal presents bio-
metrics: the different techniques, the system building, evaluation criteria, and design
and management system and request instructions.

The second chapter highlights the smart cards frameworks and its related technolo-
gies, System architectures, operating systems, and fraud management and duplications
authentication. Then, this chapter devoted to so-called multicomponent smart cards and
effort on this development and modeling. The section presents how the communication
of card and biometrics will work on a smart card.

The third chapter presents components: general concepts, purposes, primitives,
smart card architecture system (SCAS) and symmetric. The study briefly introduces
the interface in cryptography and an installation and framework labeled biometrics tech-
nology, smart cards, and biometrics. This second part is fanatical to comparisons of two

methods with biometric presentations and the uses for the authentication system.
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The fourth chapter describes overall authentication and identification issues in
frameworks and structural design, which defines different uses of biometrics data in
smart cards, comparing biometric-chip card’s factor concepts.

The fifth chapter presents monitoring and administration management; dimen-
sioning, characteristic and certification issues, classification, discriminant data, and
representative templates. Thus, it involves theories and models as well.

The sixth chapter presents the infrastructure equipment: flexible modeling
tool and technologies, a different form of recognition framework and its factor and
acquisition in the management.

The seventh chapter aims to strategies and methodologies and also requirements
on sensors: copy techniques, materials, evaluation of sensors network and security
framework. This is the infrastructure strategies of identification.

The eight chapter generally presents the artificial generation of pattern and im-
age, recovering original-duplicate information from biometrics template. I highlight
biometrics sensor chip based smart modulation implementation on tests and result.

In the last chapter, I sum up with the previous work of the eight chapters, and
how it is evaluated on consistency and correctness in real-time and to real world ap-
plications with challenges, scope, and a research limitation. So, for a person infor-
mation authentication and global terror management with a target of cost effectiveness
system and “low-end smart card chips” based identification development.

This research in briefly to state that the Private Key Identity (PKI1) and Per-
sonal Identity Verification (PIV) smart card used by travelers for domestic or inter-

national for authentication for the security of the government and civilians within the
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secure Biometric models called Match-on-Card (MOC), (SOC) and (TOC) initiative.
These methodologies are a testing program by the existing theories, thus, | remodel by
combining models and modified theories, to the achievability of convenient smart cards
with the biometric smart cards, and its robust cryptography in compromising convenient

and security.

1.6 Results Overview

This research presented regarding biometrics sensors — chip, its component on
pattern recognition for smart cards system and its technology tendencies in information
communication, Micro-Electro-Mechanical System (MEMS) integration available
based on a journal published “From smart cards to smart objects: the road to new
smart technologies [2].” This research on security issues with pattern recognition
framework systems presented has distributed technical reports.

In this methodology, Match-on-Card (MOC) systems, labeled in the brief search
of this dissertation, as a basis system infrastructure at the annual challenge conducted
expert option. In this delivery, in a significant of the assessment on frameworks, for a
match-on-card (MOC) and the result obtained with proposed are considered expert in-
teragency reports. Thus, there is still more for progress to be concerned. This study
reflects the attitude to building security authentication system with biometric

sensor chip-embedded smart cards.
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Chapter 2.

Informatics Recognition Design and Requirements

The concepts of the informatics recognition and requirements are where the
physical characteristic being used for identification that presented to the system within
informatics recognition pattern. It is to state that the concept of this design and require-
ments compose of a complex theory. Multiple models of the informatics recognition
design are taken in which requirements will be made from in the adapted models of
existing standard. The calculated average of these requirements and design are as-
signed informatics recognition score for authentication. Each requirement may have
different necessities for this measurement informatics system. Therefore, this score is
calculated by dividing the number of unsuccessful enrollments by the number of de-

signs and requirement attempting to develop informatics.

2.1 Sensors-chip Specification Design

In a specification in designing a system are classical petroglyphs found in pre-
historic caves which cannot trace adequately for sources because the limitation of tools
and a long period of time ago trace, while being used to investigate? Moreover, these
petroglyphs are found in various regions: then, prints and traces were used on objects
tablets such as clay and mud in the ancient Babylonia Empire, traces and prints (e.qg,
fingerprint, foot trace..etc,)) were used as seals and authorized documentations in
around 14th century BC during the king of Persia in ancient time, according to the Bible.

In modern history, anthropometry of this discovery began in 1882 that re-
searcher like Alphonse Bertillon of police in Paris excavated traces and measured of
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parts of the prints [3]. Alphonse Bertillon’s discoveries methodology includes histori-
cal facts and a research in archaeological evidence which measurements such as a
period of times, head’s length, head’s width, finger’s length, feet’s length, and
length of the trace’s prints. Which portrays a naked male figure in overlaid spot [4].
These are identified the characteristics in which fingerprints can be identified based
on prints and measurements. The same features framework that discovered are ba-
sically still a usage method until then, and these are commonly referred as “the theory
of Galton’s Details”. Expanding to Galton’s cataloging model, an anthropometric
developed the ‘Henry Classification System’ (HCS) later. The H C S was to find out
worldwide rejection theory a few years later. Some experts on forensic science devised
the “12 points” of rules; the rules” to confidently recognize or confirm a criminal [5].
Recently, the need for authentication of persons’ distinctiveness identification in
Information Technology world are an increasingly crucial task as the limitation to
implement and its tools lack performance.

Beyond modern footprinting and fingerprinting in forensic science, recent
technology based prints can be found media, and also fiction movie and even
in cinema that enlarges the idea of biometrics in the civilian application at atmosphere.
Hereafter the extensive use of footprint and fingerprinting in written tales and
novels, fiction movies and the series performed by James Bond, “ Impossible
Mission”, “Star Trek” widely used biometrics verification and authentication. James
Bond of “Diamonds are forever” displays biometric pattern recognition on fake data
print techniques are deployed. The uses of alive DNA authentication for blood sample

test, body hair sample tests are compiled to identify someone, such as “Big Brother”
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misusing joint dread about the use of biometric in real life its offensive exploitation.
“Minority Report” uses a high level of authentication is appreciation at detachment, a
more glorified and futurist technology [6]. I mention this research to readers for remark-
ably famous movies with details in related to biometrics uses in each one mention the
above lists.

To evidence the management of one’s identity authentication, there can be sev-
eral methods:
® Something we possess (cards. etc,...)
® Something we use ( PINs, Codes, Passwords)
® Something we are (Biometrics, Smart etc.,).
® Something we have (Sensors, network..etc..)
® Something we implant (Chip, RIFD, SIM, etc...)
® Something we need (Sensors-chip smart card, )
® Something we try (Biometric Sensors-chip smart card (BSCSC))

We generally give something to whom we confidence, but passwords can be
transferred or predicted to individual personal devices which can be stolen, lost and bor-
rowed. So three factors endorsement by the calculation of advancing to biometrics tech-
nique that will bring high assurance in our authenticated panelist and provides a non-
repudiation for everyday life [7]. A general definition of biometrics it has: biometrics
substantiation has the improvement of examination of the card’s holder characteristic.
These characteristics are the physical based footprint, fingerprint, facial, iris and
the behavioral based on voice, handwritten signatures, and keyboard patterns. How-

ever depending on the relationship of the two samples are determined by the algorithm
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if the user is accepted or rejected. This arithmetical procedure will clue to a False
Acceptance Rate (FAR) and a False Rejection Rate (FRR) [8].

Biometric recognition is based on the copy the imaging of bio-traits and its
elements. The structure of valleys is recorded and stored in the database as the
image of numerical template condensable complex data format, yet most requested
supplementary related to other images’ templates for the authentication process. Images
of biometrics pattern designs are captured via sensors-chip. Which means the holder
of the card and gateways embedded information data storage are meant to be matched
uniquely without false and interact in the speed of light! Among these the biometric
techniques that existed recently, fingerprint authentication based technique is the
most use method that has been successfully applied to several applications, becom-
ing automated archaic due to the advancement of technology the civilization of hu-
man race. In biometric sensor-chip identification via patterns, it is ubiquitous manage-
ment system used by administrators for security and for the users safety, convenient
and efficient inherent ease in the acquisition, and available.

This is and additional and optional biometrics sensors-chip card framework
to be used as smart-card proposed might be costly, however, mandatory in all over the
world as the risk levels of criminal and terror rise [9]. At the same time, we intend to
develop a more reliable and secure pattern and IT development as today is a technolog-
ical smart working world. So as to design a biometric smart card, it is needed to adequate
frameworks infrastructure and reliable system pattern for biometric sensors-chip card as

below:
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Figure 1. Biometric Pattern Design and Requirements

Such as face, iris, voice and finger recognitions are based on the imaging of itself.
Structure verified as the image of the digital template, but non-mature, of a basic data
format, for a further comparison with existing technology and the technology to come.
Early iris, finger and face recognition algorithms used simple geometric models, but the
recognition process for biometric sensors-chip has stimulated in the science of sophisti-
cated scientific demonstrations the corresponding process. “ Major advancements and
initiatives in the past ten years have propelled this technology into the spotlight” [10].
This is most spontaneous biometric then, it is to distinguish human beings, and cast-off

for security and convenient documentations.

2.1.1 Hand Geometry

The hand geometry recognition framework is a lengthiest applied biometric
used, debuting in the late decades. That was most deficiencies of the palm geometry
characteristics are not very unique, restraining the requests to authentication errands.
The biometrics devices complied an unpretentious perception of computing and foot-
age length, width, thickness, and surface area of the skin while directed on a plate.

These model usages are based on a camera to capture and supply a copy of a shape image
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of parameters. The data is warehoused in a tiny reference template, which is an

enormously low number that paralleled as the desire for biometric systems [11].

2.1.2 Iris and Retina Recognitions

In this method, user’s authentication is often constructed with the eyes differ-
ences from the two relatives: (one). The iris recognition is based on mining the arche-
typal statistics from the superficially evident, colored inside the pupils’ sphere, while
(two). The Retina recognition is done by the complete inspection of blood vessels pat-
terns which placed a letter slice of the eyes. The computerized system of iris recogni-
tion frameworks is comparatively undeveloped and much reliable for authentication,
existing. The iris authentication tracks are muscles within the eyes that normalize
the dimensions of the pupils’ pattern, monitoring the quantity of light that goes into
the eyes. The color of the eyes ball is determined in terms of the “melatonin pigment’
in the muscles. Therefore, iris imaging entails the use of high pixels called “excel-
lence digital camera” [12]. Today’s commercial camera for iris microscope is characteris-
tically used near ultraviolet light to irradiate the pupil vein patterns without cause or
harm to these elements for the eyes themselves. The “third and optional biometrics”

which is Iris recognition mostly implement in e-Passports [13].

2.1.3 Vein Patterns Recognition

The reputation of biometrics sensors technologies for vein pattern recognition
is beyond as fingerprints, retina, face recognition, in which harmonies much demand
modalities to develop for biometric sensor chip based authentication system. However,

the emerging vein pattern recognition and its unique structures and advantages, it has
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been sustaining its standard defeat others. The vein pattern recognition is advancing
impetus, though a complex and advanced technology, the fast growing technology. It
is a progression to develop the cutting-edge candidate system to majority applied
biometric technologies to a commercial deployment in industries. Technology tasks by
ascertaining the intravenous influence such underneath the skin of vein patterns in a per-
sonage’s hands, wrists and fingers. After a user’s hand is positioned on a scanner
which is the veins pattern reader, a electromagnetic light the location of the vein and
copy of its pattern sample and store as it is, vein pattern recognition is, however, an
unindustrialized exploration programs that interested and studied widely and recently
for biometric technology authentication to both mammals and animals and which is
proving promises to give an accurate and acceptable results within parameters. In vein
pattern recognition non-public biometric is possible to implement, nonparticipation of
public biometric, in which traceable information are kept in an encrypted database.
Based on quantized theory, PPMF model, two patterns matching technique is an inim-
itable displaying of desired matching process for faultless authentication. It guarantees
correcting matching and eliminates counterfeit biometrics information presentation.
Every mammal and human are unique in their own ways. Thus, the numbers of
possible of physical characteristics of their traits of uniqueness are limited by our
thoughts and capability to amount their characteristics. In biometric techniques, some
distinctive can be noticed in classically because such odor aroma, vocal sound recogni-
tion, keystroke dynamics, handwritten signature, while several may seem esoteric be-
cause face thermos-grams, gait, and ear’s shape in the biometric recognition system.

The recent techniques covered bio-dynamic signatures, opt acoustic emission, and
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brainwaves pattern [14]. The elements composed of physical patterns and behavioral

patterns for recognition and authentication for identity.

Table 1. Physical Patterns and Behavioural Recognition Patterns

Physical patterns Behavioral recognition patterns
Fingerprint Hand-written signature

Face Keystroke dynamics

Iris Gait

Retina Hand-grip dynamics

\oice \oice

Vein pattern Lips dynamics

Palm-print Mouse dynamics

Hand geometry

DNA

Face thermos-grams

Body odor

Fingernail

Brainwaves pattern

Bio-dynamic signature

Optic emissions

Ear shape

Skin spectrographic

2.2 Biometric Sensors-chip Smart Card Design

This design generally composes of both hardware and software requirements

as depicted in table 2. Biometric sensors-chip designing systems take contribution to
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multiple requirements that apprehension more different modalities of hardware char-
acteristics. For instance, systems of the element that combined face, voice, and iris
data for biometric sensors-chip frameworks could be considered a “multimodal system”
regardless of its different imaging devices or the same device. By the use of biometric
sensors-chip in smart cards, the above difficulties can be solved for smart cards contain
large memory capacity and secure storage for data and information and keys. The tam-
per resistant property of smart cards allows privacy protections, in which data are en-
crypted and stored in the cards from damage, loss, and theft [15]. Here, we need to
architect a digital component for sensors so that it is capable of accessing sensors
network and penetrating bio-information and hybrid actuator so as to applicable for soft-
ware to be install within a system to rule was to be functional, tolerating users to be

certified by means of either of the modalities.

2.3 Biometric Sensor-chip Pattern Requirements

With a biometric sensors-chip system-on-card (SOC), personal ID verification
is accomplished independently with centralized existing sensors-chip technology and
utilities existing infrastructure. Therefore, solve virtually all privacy and security issue
related to SOC card-based biometric-chip smart card system component. | believe the
following inset, Bio-chip and COS standards for software will meet the requirements

for the biometric traits sensors-chip pattern smart card.
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Table 2. Technological Installation System in a Biometric

Sensors-chip Card

Technologies Installation System

Layer COS Bio-chip Inset
® Physical, chemical and mechanical characteristics and
Reliability components manageable by ISO/ICAO

Security to amount enactment, robustness, and reliability

Anti-fishing & durability and excellence guarantee

Capability ang

Support overall best standard between biometric and sen-

Interoperabil- [ i
ity sor and process in operating system
® Meet international standard, fast, safe and convenient
® |SO/ICAO standard and multi-standard based suitability
Sta_nda_rq ® Java-based stands, and MultOS operable codes.
Suitability
® |dentity suitability with international tech and infrastruc-
ture quality software
® Certification for COS used in card shall be
: ISO15408CCEALA4+ or higher which meet two Protection
Security
Profile/Information
@ Support smart card security its mechanism and supply se-
curity for protecting personal information for public uses
@® Support additional security element

Table 2 focuses on system description and administration such as networking man-

agement for the sake of both the users and administrators for a better work manage-

ment. Accordingly, the system description for software model is drawn and designed

to meet as:
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Table 3. System Description for Installation

Part System Description

® DB Server, Server Backup-Be located in  gateways
® Biometrics system-Be able to share with system of

Center identification -Digitization system center

Personalization system

Issue center Be located in all cities, necessities place.

DB backup system
Be able to share with system of NID center, Immigra-

Backup Center tion offices, police stations and under government
control
® Working Smart Workstation
® Operate and install in all cities offices throughout or
Districts

® The country with selection of principal cities

® \Working Workstation-Operate and install in the embas-
Consular office sies and Consulates in overall provinces/states

It focuses on software components and its functional description for offices in
which the system is capable of handling multi-tasking management. The expectation
of upgrading biometric sensors-chip based identification card is to ease to manage in-
ternational criminal in a border pass check gates, port security system and immigration
management system to make a better and smart work for security. It is also intended
to hand local criminal and a better information management. It is to construct inte-
grated Infrastructure for the best information management system for public security,
by use of smart card which requires rapid and accurate immigration service to compare
with existing border control system. Adopt and install infrastructure (H/W, N/W, and
S/W) which requires the service of information management system for gateways in a
timely. Also, it supplies stable service through perfect integration test with application
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systems. Apply new and certified information technology, to the service of information
management system for immigration of border pass check gates. Then it provides en-
hanced national competitiveness, by improving administration quality for immigration
check, besides it offers administrative efficiency for immigration check to prepare for
increasing works.

Table 4 emphasis on the aspects of international competitiveness, administra-
tion sector operation, generating information by sharing data among regions or agen-

cies, which meaning all the work of administration by enhancing security.

Table 4. Expectation Effects and Evaluation Results for Security

International ® Enhance National Security
Aspect ® Increase National Competitiveness

® Increase Global Credit Rating

® Increase efficiency of administration operations
Administration ® Reduce cost & process of illegal immigrant manage-
Sector ment

Increase nation protection from international terror
Reduce cost of generating information by sharing data
among regions or agencies

@® Save cost by reducing the time required for fingerprint
identification, background checks, etc.

® Improve public administration

Table 4, three sectors’ graph, is the estimation and expectations of the devel-
opment benefit of this security technology. While table 5 highlights the requirements
for the development of the card and the design levels and its components. This contri-

bution to technologies requirements, biometrics based smart card, and the frameworks
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of card is in which combines both public biometrics and non-public biometric infra-
structure. This theoretical analysis and approach generate the possibility of enhancing
biometrics card for administration and management in the coming a ubiquitous world.

The final sector contributes to technology business and education work for bio-
metrics for a smart world and smart management frameworks. The benefits of its se-
curity and convenience are to promote crime functional backbone to enhancing admin-
istration. And, so as to level step by step for smart card apparatuses and its require-
ments.

In this case, in building the card chemical high tech for security adequate ele-
ments are installed and implement ultraviolet and microwave signal capable sensible
network. As shown in the table explaining each factor by point to point for the require-
ments of biometric pattern capable smart card. As explained in figure 2, two request
channels are interacted, sending back and forth, matching information to make a deci-
sion without fault, which is possible by handling with the above described in levels
and in table 5. For security as the first priority, the biometric smart card and sensor
chip must have a compatible in overall system and performance in order to conserve

system failures, inadequate tasks achievement as well.

Table 5. Designing by Levels its Requirements

® Visually distinguishable security,

Level 1 ® \WVith Sfeatures with the biometric system: Micro text,
Rainbow, etc.

@ Features, incorporating more features will increase the

complexity of the overall design

30



® Devices and tools used to e.g. Ultra Violet, etc.

Level 2 ® Distinguish security features

® [ aboratory and precise select after considering Inspection

Level 3 .
for security

® Security features

2.4 Smart Card Specification Design

A specification of the smart card specification of biometrics design is shown in
Figure 2. The rudimentary component of its frameworks is data achievement detention
data sensors, a communication channel for signal dispensation in data storage to the
server database and the biometric sensors-chip based data querying step by step to
reference templates in order to make a final decision.

In this design the matching is evaluated twice, original biometrics data and on-
card data (preinstalled data and present data), sending back and forth into template via
sensors so that authentication should dependable and a more security for the users and
administrators. The concept is that, using two channels biometrics channels and smart
card channel, combining two data in comparing the authentic information in two pat-
terns. The complex design below is multi-two channels and patterns feature extraction

in @ matcher via query template image.
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Figure 2. Architecture of Biometric Systems

In Figure 2, the data template stores a reference data of the user which was
installed during the stage of a generated at enrollment so that it can be compared to
the newly taken data for verification and authentication the user’s identification for
matching via the sending aftermath by the original template. Conditionally final decision-
making procedures, match and fail or threshold of the given scores, (to generate one-
time dynamic password) a real-time password is necessary. In this design, the real-
time password is generated based on a ‘random number generation technique’, then
the user’s data will be accessed to the system, the information of a person be identified

in detail as the preinstalled information.

2.5 Object Tracking and Recognition Requirements

In the requirements of ‘extraction process developments’ the original biomet-
rics input signals for excerpt durable repeatable feature for building data templates.

The determination of complying this method aims excepting data storing spaces for
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object tracking with via bandwidth, yet effectual and compactness. In this tracking to
the image of reference matching is about 105 Kb [16] and it may be represented within

a particulars template of around 260 bytes.

2.6 Structural Pattern Recognition Requirements

Structural Pattern Recognition Requirement (SPRR) routines for feature ex-
traction, density estimation, transformations, and evaluation for processing
simultaneously to integrating of its classifiers. Computer datasets are detecting and
using patterns characteristic within artificial intelligence in supervised learning, which
is clustering data in a set of general rule to expression profiling microarray pattern in
line with bio trait data. The so-called reinforcement of a systematic process is sponta-
neous in which mechanism criteria on the application automated the analysis of
microscopy data. In a matching process, it relates to position templates to regulate
whether the flow and form of the same biometrics data sources are linked or not. In
this case, mathematical computation and alterations are pragmatic in which candidate
data templates to estimate the aloofness from a position pattern [17]. In digital mi-
croscopy data is to identify regions of interest so-called object. This object refers to
such intensity, size, position shape the number of distribution. Structural Pattern
Recognition Requirements (SPRR) is to process and identify the interest of the object,

it is imaging experiment entirely under image processing biological experiment.

2.6.1 Specifying Requirements

Specifying requirements (SR) is the registration of the users and administrators

or manager tracking task as authorized. One of the main core in SR is writing a
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specification. Specification includes a description of work and all the process, which
is a demand to meet its reliability, security, performance, features, and efficiency for
tasks. This is called a one-shot testing, usually considered as checking critical meas-
urements, reducing cost, which is a part of the systems, tools modeling and management.
The value of the create reference prototype at specification requirements can determine
the effectiveness of a classification while in using its ‘development life cycle’ installation.
In security-oriented, criminal management applications, and the registration prerequi-
sites the incidence of the user in an expert witness enthusiastic compartment desires pe-
riod to attain users’ bio traits to capture with a respectable detention images for
biometric data interconnections via marker dispensation to authorize the excellence
model successively verify non-duplication in a database [18]. Which depicts the enroll-
ment to a determination to produce and a supply prototype pattern for the systems. As |
mention in the above, the figure sample explains the flow of information to database

temple.

2.6.2 Authentication and Verification System

Authentication and Verification (AV) is developed tools that can intrigue the
matching comparison to biometric data in personal data reference to identify. It is
the individual perfunctory to confirm distinctiveness of applicants by the use of sen-
sors-chip through biometric data. This is one step at a time process, and is generally
castoff for character documentation in communal devices, “National 1D Cards (NIC)’
and Passports etc.., for evidence of the holders as a legitimate holders of the iden-

tity [19]. It represents the confirmation design will strongly insisted on confirmation
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process while the endorsement planning is expanding bimodal methodology. In con-
firmation process, biometrics systems attempt to response the inquiry “Is this X?”* and

verified and extract information according.

2.7 ldentifications

Identification is the procedure of relating the unidentified a single biometrics
sample to multiple data templates to catch out the uniqueness structures the user from
the unidentified template. Both positive and negative authentication results may be
obtained. Positive identification refers to verifying the connection “whitelist, e.g. VIP
access to a secure area, whereas negative authentication refers to proving the non-
membership of a group blacklist, e.g. pathological gamblers shortlist used in casi-
nos”. “Who is X?” [20].

In Biometrics language, identification is conducted on by on step process,
whereas identification referred to one to multi processes “i.e. the system has to find out
who is the owner of the biometric candidate sample by comparison with a large data-
base of biometric reference samples” [21]. Then, it marks differences while processing
to the WHO ‘e.g identification and verification while information is tracking, the iden-
tification continuously precedes the authentication, it goes “we first claim who we are
and then we prove our statement. Multi-two based identifications systems, by using
two channels and two data comparison to avoid false and illuminate counterfeit data

presentation.
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2.7.1 Biometric System Evaluations

Biometric system has limitation for authentication and metrication in real life
because evaluation cannot be cicatrized in a single sector. For instance, Biometric must
compose of data quality, usability and security at all time since it is implemented for
24 hours to be accurate and false detect. The standards are occupied, a given factors by
the uses of pillar systems, in the interpretation of criteria while checking biometrics
systems as shown in table 6, portraying which of information and how is it provided and

any sort of biometric attributes.

Table 6. Seven Pillars of Biometrics Systems

1. Universalities Who can provide a fake biometrics data?

" , How can we find two persons with the same b
2. Uniqueness’s -

traits?

3. Durability Durability is more than a generation
4. Collectability How convenient is to detention the biometrics?
5. Performances What can provide better systems?
6. Accept abilities How unique is the ability of systems performanct
7. Circumventions How difficult is authentication of bio trait?

1. Universality: users will not be able to offer bio data as wanted.
2. Uniqueness: while facial recognition suffers from twins or looks alike, while bio-
data must prove their unigueness.

3. Permanence: Biodata will have to prove the information as good stability.
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4. Collectability: fingerprint and facial recognition etc.., are set aside and place with
DNA analysis and authentication, collectability by the biochemical process verifica-
tion.

5. Performance: High sensors network and illuminate old fashion such
as the use of FAR/FRR levels [22].

6. Acceptability: Dependent upon social taboos, most bio-traits are touching public
devices might not be healthy “SAR disease in some country and Ebola in some part
of Africa transmitted by physical contact” therefore, biometric sensors-chip card is
to implement for local and international health management and its security are re-
quired. It can also detect diseases and drugs in a biodata examination.

7. Circumvention: while the system will be easier to attack at matching levels, present-
ing fake bio data, biometric sensors-chip card any false and fake information cannot be

presented. The challenges of old fashion can be illuminated.

2.7.2 Biometric Systems Management

In Biometric Systems Management (BSM), which is in reference to its tem-
plate because a better chance of matching appropriately against a live sample via sens-
ing data. A biometric system, it required to update the reference to points to the
biometric data, update the reference data capture multiple and use statistics to gener-
ate the reference pattern to correctly capture the fake less information, should be im-
plemented. Automated Identification Systems (AFIS) sample is multifaceted systems.
But mounting is a more complex because accomplished orientations must be fully

anticipated.
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The system process will also handle:

e Emergency actions in acase of frequent rejection caused by miscarriage to register
information correctly triggered by rejecting the bio-data by fake data installation.

e Safety measures to avoid infection, diseases spread by touch-based biometric sta-
tions or check gates (e.g. Ebola or SARS (Severe Acute Respiratory Syndrome).

e Manager or Administrator are eventually assumed to educate and train the users
on card or information for safety.

e Software, hardware, firmware and data upgrades and must be regularly updated

e Security trials to avoid threats against attacks and private information leakage to
public [23].

Itisusually assumed that biometric database information is opened to highpoint
the fact that encrypted data in a database are secret. As said, biometrics or prints eve-
rywhere, yet biometric sensors-chip on the smart card goes to complementary pro-
cess. It means that privacy-concerned organizations are somehow sensible to “bio-
metrics with no trace”. For instance, a vein pattern is a “no biological trace”, invisible
through eyes, it can only be possible by the biological dash exists after digital
capture data in the biometric station. Actually, we ought to contemplate biometric
sensor-chip data as it is private and confidentiality and completely different from
secrecy on a security stance for such as it is needed by the user himself or government
demands [24]. The evidence management can be either taken in public or unseen in-
formation management administrator during the biometric sensing while extracting at

last phase of the captured data scan. In biometric system management, data protection
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schemes and databases management are the core administrators and for which appro-
priate to use with the biometric sensors-chip card.

There are authentication’s methodologies which are deployed in a timestamp
or a token to create a random password in every few seconds. The leak of cause enrol-
lees’ information management should be disturbed by the biometric system manager to
avoid the misapplication one’s personal biometrics: by means of surveillance initially
dedicated to public claim. This privacy subject that is similar biometrics to compare

with some different applicants. This management is based upon PPK system.

2.8 System Installation methodology

With a biometric sensors-chip system-on-card (ASSOC), personal ID verifica-
tion is accomplished independently with centralized existing sensors-chip technology
and utilities existing infrastructure. Therefore, it is solved virtually all privacy and se-
curity issue related to ASSOC smart card system. The installation methodology and
system requirement may be considered depending on use demands or public demands.
We modeled the low-cost biometric sensors-chip component, which can efficiently
handle information management for software model and system. The following Table

7 is presented to be installed within the smart device.
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Table 7. Technologies Installation System Management in a Biometric Card

Technologies Installation System

Cover Sheet Inlay

Sensors-chip COS

Credibility

® Guarantee to supply performance, durability, and stability

® Anti-forgery & durability guarantee and quality guaran-

SatisfylSO14443&1S010373-6’s electrical, physical,

chemical and mechanical characteristics

tee

Interoperability
Interoperability

Supply excellent interoperability between passport man-
ufacturer and issuance process

Interoperable with ICAO standard as international 1D

Standard
Suitability

Support ICAO standard, DOC9303, etc.

Support ISO standard, 1ISO7816, 1SO14443 etc.
Support Java-card 2.1.1 or Multos4.2.1or higher in case
of open COS

Security

Certification for COS used in card shall be
ISO15408CCEALA4+ or higher which meet two Protec-
tion Profile

Support smart card security its mechanism and supply
security for protecting personal information

Support additional security element

v" Credibility: satisfied 1SO

to durability and stability

(medium software model) performance and guarantee

v Interoperability and Interoperability: enable to supply excellent operability for

ICAO standard and international standard ID

v/ Standard Suitability: Support ICAO standard, ISO standard, Javae card

standard or MultOs or higher.
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System Installation within smart devices: In pattern recognition system infra-
structure for a smart card, processes, and its validation are based on software quality
and its reliability performance. While installing software into a smart device, it re-
quires standard meet quality software. At the same time, we need to consider center,
issuance center, backup center and office to management and implement biometric
sensors-chip card for use with faultless. The system can be installing in all possible

border check and immigration management or any major check gates.

Table 8. System Installation within Smart Devices

Part System Description

® DB Server, Server Backup-Be located in  cities
Center ® Biometrics system-Be able to share with system of NID

® Digitization system center

®Personalization system

Issue Center . .
® Be located in all cities

Backup ® DB backup system
Center

® Be able to share with system of NID center

Districts ® \Working Smart Workstation

® Operate and install in all cities offices throughout or

® The country with selection of principal cities

Overseas Consular| e Working Workstation-Operate and install in the embassies
Office

and Consulates in over countries and main offices

v Center: for easier system management, centers are to locate in order that shares

biometric data management with NID (National Identification)

41



v Backup Center: database backup system and share with NID for ubiquitous com-
puting

v Overseas Consular Office (OCO): This is to install for working stations to man-
age information and operate security tasks

v" Government office manager installed data and database and able to trace users

for security purposes and emergency demands.

2.9 Applications

Basically, old fashion based biometrics systems are used for either security
or convenience within the limited place and settings from decade onwards. However,
biometric applications are implemented always for a balanced achievement between
two desirable but incompatible features that flanked by suitability, flexible and safety.
Biometrics are used for both physical and logical control verification, there is a nonentity
to misplace and forget, small and secure, but adequately sufficient uses since it is invis-

ible data system that is encrypted.

Therefore, concerning protection, increased need for durable verification sur-
faces [25]. The owner proves a real identity by manipulative a reaction to that experi-
ment on a preinstalled data and a response token. Managing criminal and convenience
lives biometric sensors-chip card is proposed. In combination with pattern recogni-
tion and sensors-chip code, this proves the “physical link” accordingly.

A science report affectionate of microchip technology patented first perception of
the memory card the innovative prototype issue for reimbursement in, which invented

the first microprocessor smart card. The sample card for biometric-based smart card,

42



physical layer, is designed by the users of chemical sensitive ink, rainbow printing,
fluorescent ink, and microcontroller line with ink. While biometrics information will
be installed within the IC-chip and PC’s database, the security of the card itself, sensible
and observable elements components are embedded for the card’s safety. So to say,
these physically embedded elements will carry public biometrics and the IC-chip tem-
plate will carry non-public biometric the combination of both biometrics system is im-

plemented in the design of the smart card.

Chemical
Data Page
Line Printing
Front Page
Rainbow
Smart Card Fluresent Ink
/
4 0O/l, RST, CLK, RFU\ Micropellar
N IC - Chi
SPECIMEN j P
Glue Printed Circuit

000000A
- J

Figure 3. Biometric Smart Card Design

The idea of consumption a high memory volume of data in the biometric
card in framework appears in several developed countries but with no misuse of
these rights. This biometric card has 8 connectors: (IC-Chip) — C1 Vcc/C2 RST/C3
CLK/C4 RFU/C5 GND/C6 Vpp (old EEPROM)/ C7 O/1/ and C8 RFU (reserved for

future use). For instance, “e.g, first mass use of the microprocessor memory chip-cards
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was for payment telephone SIM card use”. “The second mass use of smart cards,
however, the first use of microprocessor cards, was with the combination of micro-
chips into the use of debit cards”. However, biometric seasons-chip cards are to
deploy for being obtainable for personal documentation and verification entitlement
schemes at local, national, and even to international levels use. Passport, NID (Na-
tional Identification), drivers’ licenses, credit card and health card schemes are more
prevalent as | proposed as biometrics frameworks become most reliable form of cards
[26]. This design is a bi-directional, in half-duplex mode, based on plastic support model.
Needless to note that biometric implementation for criminal investigation, management
and patient’s dynodes’ identification comply under the justice arrangement of govern-

ment — it limits public uses till today.
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Chapter 3.
Biometric Sensors-chip Card Architecture and Cryptographic

Documentation Prototype

Public key cryptographic (PKC), also known as asymmetric cryptography, is a
form of cryptography that users do not need be kept secret but the secret is kept already
in documentation prototype. The private key (pk) is basically imitative from the public
key (PK). This public key (PK) is not inhibited to the system’s confidentiality as its
information is encrypted with the public key (PK) only with the conforming PK. The
PK is encrypted and stored secret, though the PK could be extensively distributed.
Thus, mathematically speaking the public and private keys are related to the point of
pattern recognition concept in data regularities mining while considering a person au-
thentication and its architecture by the use of knowledge discovery in the database

based on biometric sensors-chip pattern recognition system.

However, secret key cryptography (PKC), also identified as symmetric cryp-
tography that practices a single secret key for both encryption and decryption instead
of multi-secret keys. It is literally named as one-key and private-key (pk) encryption.
Conversely, the requirement and information are shared secret by both parties in order

that two side parties can have a copy of the encrypted information.

3.1 Biometric History

The earliest method of biometric authentication methods was by the use of

handwriting (sign) and fingerprint. But, recently it expands widely. The so-called a
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new password, biometric based card, is proposed late decade and it had/ has been ap-
plied in the hospital. Thus, it was usually appeared in scientific movies and in the novel
which started with a scientific expedition discovering. In that telling story and movies, it
portrays a very advanced civilization years ago. A futurist world we come closer using
with the Multi-Pass based, a mixture of multiplication biometric cards handle confir-
mation two prints, one is users’ information and the second is an actuality in which
identical elements in another color.

In the story of biometric novels and movies, it is portrayed that uniqueness,
measurability, circumvention, universality, acceptability and efficient performance.
However, it has never been applied in real life. It was just a story that tells us about

biometric.

3.2 Authentication

Biometric authentication is a physical characteristic for identification of a per-
son by the use of eye, voice or fingerprint. etc., A biometric sensors-chip card be-
comes an authentication token for security. The definitive descendant of plastic cards
into chip-card based and magnetic stripe cards into biometric sensors-chip card.
These cards are to originally use for a unique identity number in the form of imprinted
typescripts. Then, it can became a magnetic bar card that able to store digitally and
response the information that matches to intended target That card used some
kilobytes (kb) in a memory and secure information into encrypted for the user’s
name, validation date, birthdate, and account number. Biometric identification (BI)

focuses on analyzing information and analyses to recognize its characteristics.
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3.3 Smart Card Architecture

The smart card (biometric sensors-chip based) architecture of the composite
product integrate provided by platform describes it functional performance and prop-
erties of protection to the card with bypass ability. This architecture is integrated to the
application for trace and track a person’s information which was installed and updated
on the chip. So track and identify, the sensor-chip card will dispatch information and
match the person in which verify bio-features and traits, without fraud and false. We
architect biometric sensors-chip based smart card that tranquil a piece of silicon in a
chip. The figure depicts the module of engineering which composes of silicon sensor —
chip which is linked to a communication component, the whole being reported onto a
chip describes a smart card module in sensitive data that contains the protection of the
integrity of the chip. It replaces the rigged system of the traditional smart card.

Basically, old fashion based biometrics systems are used for either security
or convenience within the limited place and settings from decade onwards. However,
biometric applications are implemented always for a balanced achievement between
two desirable but incompatible features that flanked by suitability, flexible and safety.
Biometrics are used for both physical and logical control verification, there is a nonentity
to misplace and forget, small and secure, but adequately sufficient uses since it is invis-
ible data system that is encrypted. Therefore, concerning protection, increased need for
durable verification surfaces [25]. The owner proves a real identity by manipulative a
reaction to that experiment on a preinstalled data and a response token. Managing crim-

inal and convenience lives biometric sensors-chip card is proposed. In combination with
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pattern recognition and sensors-chip code, this proves the “physical link” accord-
ingly.

A science report affectionate of microchip technology patented first perception
of the memory card the innovative prototype issue for reimbursement in, which in-
vented the first microprocessor smart card. The sample card for biometric-based smart
card, physical layer, is designed by the users of chemical sensitive ink, rainbow printing,
fluorescent ink, and microcontroller line with ink. While biometrics information will
be installed within the IC-chip and PC’s database, the security of the card itself, sensible
and observable elements components are embedded for the card’s safety. So to say,
these physically embedded elements will carry public biometrics and the IC-chip tem-
plate will carry non-public biometric — the combination of both biometrics system is

implemented in the design of the smart card.

Application

I

Login Context |1 JAAS
Configuration

Login Module

T

Kerberos Smart Card Biometrics

Figure 4 Smart Card Module Architecture
However, the card complete modular arithmetic is 14445, C++ is used for lan-

guage to code the software to meet its module [27]. These features are well-defined by
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ISO for electrical crossing point and transmission protocol in which sensors currents

flow through the electrical network to transmission for character oriented.

3.3.1 Memory on Smart Cards (MSC)

The very first cards used many applications were a simple design with SIM cards
for cell phone. These cards are both post and prepaid, and prices are deposited auto-
matically in the phone SIM, which itis cut by the amount of the calls and charge
when the chip-card data is used. The prepaid amount of charge which required by the
users are stored in the memory card. Accessing to the memory card and its data are
controlled by the administrator for the security reason. That methodology for the card
was the simplest situation and that consists of only write protection and erase again
for the data and its data chip. Thus, these types of cards only can be used not only for
telephone calls, and amenities are retailed for preceding payment. [28].

This Microchip card is for memory card and it will be used in the form of trans-
action for information data. It will be securely stored private keys (pk) and execute up-
to-date cryptographic that will make it possible to implement highly secure for infor-
mation management systems. Conceivable, applications for microchip cards for bio-
metric sensors-chip includes credential data identification, access control systems, se-
cure data storage, verified electronic signature, and it is a multifunctional card inte-
grating applications memory card. The biometric card is an operating system that allow
applications to be encumbered with memory card hereafter information is installed for
the user. This new flexibility biometric card is completely new application areas for

security. The important benefits of microchip cards designed with biometric are large
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“packing capacity”, the capability to safely supply in confidential data and the capa-
bility to accomplish cryptographic information.

A microchip card is a CPU and tautly a “Numeric Processing Unit” “NPU, aka
crypto processor”’, these are generally enclosed by supplementary well-designed
blocks: screened ROM, EEPROM, Random Access Memory (RAM), Central Pro-
cessing Unit (CPU) and the 1/0 ports [29].

Then, a biometric sensors-chip card differs from contactless smart card stand-
ard interaction supplied by its communications’ interface. A smart card on microchip
card could procedure ina crossing point, time and again identifiable by the nonappear-
ance of interaction on card template. However, contactless cards, data are transmitted
without corporeal interaction with the sensors chip and the final terminal, then it has
attained the standing letting very appropriate requests wherever the identity will not
essentially be detained in the owner’s hand while using. Moreover, this type of con-
tactless card also can erase manufacturing failure while electrical contact flows to
the terminal. For instance, we architected contactless smart card and terminal contact.

Concerning in the core architecture, the different part of 1/0 from described ar-
chitectures for a datamemory and microchip. However, in some chip’s applications,
the assessment and the impermeable check of the demands of the contract. After the
source power flow on via sensor is impending may come along with the “Radio
Frequency Interface (RFI)”, it can be recognized the fact that the dispensation com-
mand of a microchip will be depended on upon the distance of terminals and the reader
interfaces, which is a complex computation. Contactless biometric sensor-chip smart

cards are well-defined, based on card and terminal interaction via sensors or network.
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3.3.2 Complex Architectures System (CAS)

A Complex Architecture System (CAS), biometric sensors-chip infrastruc-
ture, generally refers to the architecture inserting different two elements, but it is sep-

arated, microelectronic and applications, one card contacts and another one is con-

S . . D
E > Matching two data (s) into
N < channels E
S
—O—» Feature extraction —> C
R
Query template |
! Secure channel
Matcher Refust [/\\ Biometric template S
e Send back (Original) |
Host-side o O
ORI equest
Applicgiay ~ \/ "| On-Card Application N
Send back Secure channel
Biometric terminal and

Smartcard reader Smartcard

Figure 5. Architecture of Smart Card Communication
tactless. This is two separate cards, which have the same function, only differ in per-
formance. The interface cards are deployed to a single chip and are accessible by
both contact and contactless to reach the terminal. The concept is that two request
channels, database biometric template (original) and biometric information on the card
(present data) are matching information, to correctly verify and illuminate fake bio-
metric. In the biometric matching process, original data template and matched directly
interacted while on card data are hosted by the host-side application before it is sent to

the biometric card reader and matches.
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Therefore, these two cards are ideal for security, although the contactless
edge is ideal for expediency. The representative application is a communal device by
physical interference to contact controller and exchange massage in a biometric sen-
sors-chip in a multiplication level. After the matcher inspected the information, query
template in extracted to the matcher, the decision processes: reject or accept. Figure 5,
details the two joint components, two databases comparison and matching process, pass-
ing two channel via sensors to correctly extract image and authenticate by multiple link-

ing database and channels. Moreover, it maintains feasible and comfortable to use.

3.4 Smart Card vs. RFID

Inappropriately, it is sometimes referred to contactless smart cards as a Radio
Frequency Identification chip. For example, ‘biometric chip card is usually referred to
as a RFID device. A RFID “Radio Frequency Identification” merely grants the identity
of user devices by means of linking through radio frequency network, as a microe-
lectronic code [30]. The RFID policies are less interfere resilient, but closable. How-
ever, a smart card is high cost and it is a physical safekeeping expedient, by calculation
competencies and protected information storage. So, the modest application of a
memory card can be called a RFID. By the operating system, generally named SCOS
(Smart Card Operating System), which consents requests to be warehoused, recycled
and managed autonomously in smart cards. Nonetheless, biometric sensors — chip card
has yet developed. While RFID as a radio frequency based tech, smart card is sensors

based authentication in this case.
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3.5 Symmetric and Asymmetric Cryptographic

A virtual machine (VM) offers hardware abstraction layers, permitting appli-
cations, to run on VM acquiescent biometric sensors-chip card, hence achieving
the ultimate flexibility and it is computed in a microprocessor. The data are supplied
to seed in which it is used to create a real-time password generator by promoting to
the random numbers’ generator [31]. It brings the essential interoperability for smart
card constructers.

In the development of a biometric-based electronic method, “MultOS Multi-ap-
plications OS”, the functioning classification for the sensors-chip card was for a high-
quality of the manufacturing. A decade ago, Java card is the most used solution on the
market. Java-card built with Java programming language. In fact, Java card is a sub-
section of Java, developers should learn constrictions of java card, and the use apparat-
uses for compilation. A Java code is not friendly with the Java card code [32]. So, we
implicitly discuss the current Java-card requirement from Microsystems.

Security Access Module (SAM) modules are found in electronic equipment’s
demanding robust authentication is primitive. For example, “c.g, security modules are
found in Digital Video Broadcasting (DVB) devices and combined in communal for
application”. “Trusted Platform Modules (TPM)” tends to substitute Security Access
Module (SAM) card where transportability is not an attar, yet TPM are fused with a
mainboard, and these are no movable. As it is an application in telephony, protracted
microprocessor assists a secure element for a portable application for protected mi-

croprocessor chip.
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3.6 Identity Documentation Prototypes

Biometric cards are now issued without sensors-chip based administration
management. Recently, these applications are characterized as the most advanced
technology and it is convenient cardinal safety use. The significance of the digital utility
is overriding and the features of the complete identification document are imperative,
these forms serve as graphic documentation. Beyond protecting threats to a defensive,
besides digital threads and counterfeit, which produces offer progressive physical coun-
termeasures identity security for Optically Variable Inks (OV1) [33], called laser design.

Not silicon in a plastic card, but biometric sensors-chip based smart card
technology has a tendency to multiple mechanisms. The core restraints are consistent
card flexibility requirement demands. The impression of such card perception is to the
improvement of the superficial of a unadventurous sensors-chip card. Components
opposite to smart biometric sensors-chip card is to be flexible displays, microprocessor,
silicon-based sensors and Micro Electromechanical System (MEMS). Sensors-chip
card may be implemented interesting energetic safety structures for tamper-resistance
for the light sensor, and it can give the opportunity to save Random Access Memory and

the prospect for large assortment contactless frameworks’ infrastructures.

54



A Biometric sensors-chip enabled smart card could provide prove that the phys-
ical link with the manager, administered and to the user via sensor network. This
component infrastructure and deployment by the use of smart device within a bio-
metric sensors-chip card will illuminate the existing technology in term of the card and

it usage for safety.
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Figure 6. Concept on Card

Figure 6 shows that it is initially developed, all data in a card is of sorts of smart
card components, for biometric sensors-chip smart cards with different display tech-
nologies. The concept of this study is to prove that it is a possibility and deployable artifact
in authentication frameworks [34]. Another concept of the prototype is to encompass

memory abilities of sensors smart cards the classical sufficient of kilobytes (kB) by
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means of multiple biometric sensors-chips technology and the conductive glue inter-
connections each to others. These technologies are to be in the future world, for exam-
ple, within the Microcontroller SIM chips, serial link is plugged in Smartphones and

perform the activities with joint sensors-chip and smart devices.

Table 9. Smart Card Architecture and Module Prototype by Level

Visually distinguishable security
Level 1 e Choose from features: Microtext, Rainbow etc., features

e Incorporating more features will increase the complexity of the over
all design

Level 2 e Devices and tools used to e.g Ultra Violet, etc.,

e Distinguish security features

Level 3 e Laboratory and precise select after considering costs

¢ Inspection for distinguishing security features

ID card requires more than 5parts of security elements on the surface to prevent
damages. The appearance of biometric sensors-chip and frameworks inquiry in silicon
chip addition, the awareness came logically that biometric-based smart cards could re-
place user’s verification without passwords. This automated machine challenges in
the combination and confrontation are of flexion, however, the issues could still
remain concerning the microelectronic issues. The idea is that catching the image, data

consumption of such sensors-chips and particularly image processing desirable for

56



biometric data and its image comparisons are out of the competencies of traditional

smart cards to the sensors-chip card.

3.7 Confidentiality

The innovative application was suitability for Logical Access Control (LAC),
sensors-chip capture image is changing password request. However, security is in
mind that the orientation pattern is steadily the user’s smart card instead of the patrons.
In fact, it is satisfactorily protected. Yonder packing the orientation pattern, a probable
feature for challenging technology, a CPU smart card can take benefit of its dispensation
abilities to exceed the antagonism. Then it is originated to the idea that the study of the
difficulty of biometric software primitives for extraction and tomatching, and discover
appropriate ways to advance tools into the incomplete stand.

The desire of “Match-on-Card (MOC)” features: then silicon based are stored the
orientation pattern, and also is trustworthy during the calculation contrast. These fea-
tures drive with numerous disputes such as a performance on the contactless card and
contact card. Rather than receiving biometric data information from the uncertain ex-
ternal risk levels, therefore, a biometric sensors-chip card could embed the bio-
metric sensor.

In the non-governmental applications, rules from the privacy-concerned organi-
zation cannot permit the invention of personalized databanks as a secret use. These prin-
ciples also center the fact that an obligatory used of private use to the database of the
users’ biometric information tic data. The advice the procedure of “Match-on-Card
(MOC)” alongside biometric sensors-card so as to clearly assurance the owner and the

secure personal privacy and information management system. However, MOC, SOC
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and TOC incomplete for biometric management and maintain for security related issue,
as the high risks of fake and forge. So, in combining to models and an addition approach
called PPMF point pattern matching framework for confidentiality. These modeling’s
combination to a single model, which develop card standard instead, not public bio-

metric security in this case, for PPK access and private biometrics access.

3.7.1 Integrity

Integrity is defined by a virtual level of risk-reduction by a secure function of
performance. The measurement of performance is based on functional safety standard
and dependable standard. In essence, each risk reduction requirements levels, it is
based on a probabilistic analysis and analyzing the maximum risk and failure fraction.
The fundamental objective of integrity is to enable both hardware and software under-
standing requirements. Integrity is historically used in software development life cycle
and diplomatic performances, itapplies to the application requirements verified system
and device verification. Which means the smart device and it software performance
must requirements for categories to achieve systematic safety in redundancy develop-

ment and protecting a dangerous failure in the systems.

3.7.2 Cryptology

Cryptology is the discipline of obfuscating. Obfuscating can also be called
cryptanalysis. It is the knowledge based offensive systems and estimating the stage

of confrontation a secret data outflow to improve keys development a rigorous concept
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and suitable framework, thus it is evolving specification analysis. Cryptanalysis is com-
monly stated to as code breaking concept [35], and so the idea is to prevent the enemy
from interrogation and disassemble, as to prevent to reveal the secrets information.
However, It is usually referred to “Secret Key Cryptography or Symmetric
Cryptography” (SKC/SC), which is the solution to cryptography problems of public
key encryption, sharing protocol, whereas fundamentally different. The second, re-
cently, is presented in “New directions in Cryptography”, trailed by the first imple-
mentations with a complicated solution to the problem which is called “a method for
procurement digital signatures and public-key cryptosystems”. The system here provides
balancing keys that a certain newfangled problem about lattices, the assumption attack
the scheme resisted several attempt to “private key” (PK), “public key” (PK), and “the
public key” (PK) are desirable and confident operations. For example, “e.g, private key
(PK)” is required an additional operation and decryption occurrence. This cryptosys-
tem is usually denoted to as “Public Key Cryptography or Asymmetric Cryptography”

(PKC/AC).

3.7.3 Application for Identification

IT identification applications are cryptography comprehensively, both unorig-
inal and current. Applications include a protection for mobile banking, mobile telephony
management system, multimedia broadcasting, e-Government and identity documenta-
tion, access control, and network security, this is one of the best illustrations of the
public and insecure communication network protection. In general such applications

are related to a security element able to calculate “cryptographic algorithms and supply
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large cryptographic keys”, within that sensors-chip based a card microelectronic chip is

utmost repeatedly used.

3.8 Primitives Cryptography

The first and spontaneous goal of cryptography are the security of privacy and
secrecy, intercepting an encrypted information of communication can be incapable of
recovering the innovative, without accessing into secret information. This secrecy infor-
mation is only attained by the encryptions and with decryptions systems so as to pre-
serve its development cycle of cryptography. And also in another word, a primi-
tive cryptography, which exists within that primitive confidentiality.

This idea is close to straight to authentication message that a person is normally
verified by a secrecy information that possesses itself. This identity management is
known as a “Challenge-Response Protocol (CRP)”. There is no comprehensive exist
lists: obscurity commitment, non-repudiation, randomness, zero-knowledge authentica-
tion, and accessibility for services to the end users. This biometric is secret to the admin-
istration of information to the user in a check gate and is not to allow to detailed rather

than it is demanded in a specific point, to automatically update as the card is used.

3.9 Encryption and Decryption Functions

Encryption and decryption functions are the methods of converting pure
information to an unreadable information Cryptogram, except for who is having the
special key. Although it illustrates an unequal encryption and decryption systems are
wherever senders use the receiver’s PK, whereas the receivers use the own private

key to decrypt. Itis noticed that the presence of classifications enthusiastic to encode
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data denoted to cryptography and systems committed to encryption referred to as tor-
rent encryptions or it is also recognized as symmetric cryptography.

Hashing functions are transforming the process and plummeting the invisible
data of data representative of the message, also as bash biometric role of biometric
functions. Hashing is a one-way function and it is preferably collision-free. Basically,
the problem that is cluster together keys as distribution, chopping is lost and density occupa-
tion on high-order bits performance. Familiar solutions, and very much used in in-
formation technology record keys and value for actual keys, collections and is extensively

used in large data management systems.

3.10 Message Authentication Codes

Actually, MAC is fundamentally a key to a hashing function. It is a palpable
method to physique an MAC authentication codes to the confusion a encode phase
during massaging biometrics data and switch with clandestine significant. Sometimes,
it is known as wrongly “digital signature in symmetric mode” that demonstrates a
binding hash function. Rather a “Digital Signature” it is a calculated system to sig-
nifying a unique validity of arithmetical documents. This arithmetical signature
stretches the receiver and objectives notion so that data document is formed within
an identified correspondent, and that it is not transformed. Fundamentally, the digital
signature is contrary to encryption system in asymmetric approach, one uses own PKs
to encryption, though verifier routines the sender’s public key to decode [36]. The most
significantly essential feature for the digital signature is a nonrepudiation of the author

because it cannot be accomplished with an MAC, labeled in an MAC verifier which
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possesses the similar key as the MAC and thus it can possibly counterfeit the message
and generate its MAC.

A challenge-response mutual authentications are a family of protocols that one
party helps and another party and carry an effective reaction, the response to the
inquiry, to be authentic. The simplest sample of a challenge-response protocol is a
PIN code’s authentication when the requesting passwords to reply are the PIN codes.
Currently, this protocol demonstrates the challenging party known as a secret but with-
out interactive. Mostly, challengers direct a random value to a challenge party intend-
ing to encode the random value and comparison to the secret key, then calculate
and conducts communication back to the challenger’s result. Challenger responses
mutual authentication is a ‘two-way challenge response’, by irregular cryptography and

this also can be completed by validating the challenge key via a private key.

3.11 Keys for Protocols of Cryptography

The Key for Protocols of Cryptography (KPC) cohort in symmetric and
asymmetric systems, it should depend on a random feature, the evading obviousness of
the present key. In the particular asymmetric protocols cryptography, the random
protocols manner creates the matching key is mathematically calculated from the first
process. KPC for accessing information is based on PPK. On the other hand, it is gen-
erally insufficient, but conditions for the encryption systems to be protected is the
key interplanetary to prevent comprehensive examination. The key contract is a device
in which a collective secret should be derivative within two parties, as a utility of data
connected to each of the other that no party can encode the consequential assessment.

The objective key of a PIN code or a“One-Time Password” is, for authentication, to mark
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itan extra complex process to advance unlicensed accessto control assets. Convention-
ally, motionless passwords can simply be retrieved by an unauthorized impostor spec-
ified time. Through a repetitively varying password, as it ended with a “‘one-time pass-

word”, risks can be significantly condensed.

Authentication
A 4 1
Transmis- |, JKey sifting | | Error Parameter
Privacy impli-
Yes No
ecret Key or Code [ Reject ]

Figure 7. Keys for Protocols of Cryptography

3.12 Interaction with Smart Card

The anthropological simple eyes cannot remember a complex and large num-
bers, so it is required for locked cryptographic keys and cannot straightforwardly
deploy the number to process a report to a trial. Firstly, biometric sensors-chip card is a
seamlessly protected ampule, and such keys and computer of such as a verification
processes. A sensors-chip smart card is able, within few seconds, the information
will attract and spawn a key for the cryptosystems. Secondly, the interaction is to dis-
tribute information and agree with a key on the secure digital system. In fact, the smart
card completely plays a part of a private perfunctory for the system verifies the entity
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instead of the actual users. Nonetheless, a secret only distributed to the card that can
activate to route via online confirmation. So, cards cryptography will attain a faultless
two-factor validation within something you have and something you know about.
Much more than a human guarantee, shared digital devices confirmation comprehen-
sively procedures Secure Access Modules (SAM) cards, plugged into communicating
systems of transparent and detachable and upgradeable security structures development.

Interaction of biometrics and cryptography is somewhat paradoxical in term of
their interaction and authentication under security methodology. Cryptography requests
identically reproducible and consistently distributed data, although biometric-chip
data are basically not able to identically reproducible and it is non-uniformly dis-
tributed data. Additionally, ID and Passport, cryptography supports to preserve bio-
metric data, are secured and perform admirably. Thus, these collective applications
sophisticated the progressive interaction may lead to idealistic solutions as the use
our biometric authentication as a cryptographic key with reproducibility tasks for the
use of cryptograms repossess stored.

In the same realistic case, biometric sensors data could be never identically
reproducible, negotiate a tag function of biometrics [37]. The interaction of card and
bio database to the authentication process, card’s reader connects to the card holder
and original bio template of a person via sensors wirelessly and identify the users

based on the interaction of card and previously installed data.
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Chapter 4.

Identification and Authentication System

Biometric identification and authentication system becomes the modest and

most attempt to deploy in biometric technique, in public administration and criminal

management, because of its maturity and cost and performance effectiveness in deten-

tion and processing. The specific curiosity for biometric sensors-chip based card for

the criminal investigation area is primitive to extract because latent limitations that re-

main in the objects are touched and handled. These are left scum made up of a

mixture of secretion, silicon-based solid card as an amino acids element composed

that other susceptible factual the data might have touched. Generally, the feature of sen-

sor susceptibilities in the biometric system as portrayed as the below lists.

A fake biometrics: it signifies the use of faked biometrics attribute regarding not -
biometric sensors-chip based card systems.

Replaying longstanding data: it signifies replaying a captured of previous matching
data and contact to the system.

An overriding extraction: it signifies spares of the malevolent package that can be
a production for the preferred aggressor.

Synthesized features: it signifies procedures theatrically manufactured template
that prejudice for authentication progression.

Override matches: it denotes an additional match with malicious packages, which

will amount produced falsely high score.
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e Modify template: it denotes the operation of orientation databases to add antici-
pated patterns.

e Intercept channel: this denotes the apprehension and additional reference data to
be desired.

e Override decision: it denotes the auxiliary for the last result to vigor the access to
the systems.

It should note that the major problem of a biometric system is user security.
These methodologies are to hide reference biometric data for safety public use so that
confident matching reaction to the contest but the candidate is a right, it is thinkable to
the candidate that it pursues masterpiece of procedures related safely.

These susceptibilities are connected to identity threads, while the aggressor
may emulate an authorized user. An additional issue of such structures is the oppor-
tunity of the duplication to characteristics in multi-enroliment. Based on the security
requirements of the claim, the development scheme processes a contrast in its data-
base encrypted data. Traditionally, attacks tackled by using cryptographic apparatuses
for data reliability and verification, it is most demand in requirement process in a
software system for the smart card. At the same time, these attacks cannot be tackled

by traditional security tools of information management systems.

4.1 ldentity Management and Continuum

In a “Storage-on-Card (SOC) ”: refers to biometrics sensors-chip frameworks
in sensors patter reciting for systems at verification demand. The uses of the non-
volatile memory, later permitting cost-effective biometric card utility. Nevertheless,

a reference template is unprotected to dissimilar attacks when interconnected. In a
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Match-on-Card (MOC): biometric reference templates will not be interconnected within
the smart card database after it is written on the process of the enroliment procedure.
The applicant template is referred to a biometric silicon-based smart card evaluation
administered. It defends the biometrics pattern desires the authoritative power in
terms of mainframe and reminiscence properties. This is predominantly stimulating
once that effects on the validation of recycled locally, and the stimulation access
is badge private key for arithmetical moniker performance. A malicious incurable
apprehending an applicant templates will not partake while matching or not matching.
“Partial Match-on-Card (PMOC)”: it results in the benefits for preceding
solution, authorizing effective sensors performance and defensive to biometric infor-
mation flow. Biometric data extraction is divided into two categories in the
management system, first for a public part read in the terminal, which will be

inaccessible on the screen of card’s reader within a task implementation.

4.2 Authentication and Decision Making

First of all, a refuge of a PINs-based confirmation apparatus, ones in modest
and outmoded smart card system is based on local storing of the cryptographic hash
of the password. This is possible middle because itis a deterministic environment of con-
firmation, uncertainty the entered applicant password is the right one then its mess rate
generations to the stored a jumble cost and the substantiation thrives, as the applicant
entered aspirant as batch significance confirmation miscarries. In biometric system
most concerned and risks are counterfeit information. Therefore, the simplest and fea-
sible method is having to secure data’s to be marched, pre and pro, before the decision-

making process. In this case, both physical and behavioral characteristic should be
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corresponding and biometric information are to comparable. When presenting fake
information to the card reader, pre-installed on the database will enable mismatching

the process and prevent from counterfeit information acceptance.

Fake biometrics Matching with L, |Data extraction N F_inal Deci-
Previous §|on mak-

[/ T

Reject/ignore

Previous

Installed

Figure 8. Flaws in Biometrics Systems

This method on safekeeping is dreadful to biometric data security. A new deten-
tion of a biometric candidates’ results in fairly different data in which pointers of
numerical nature of biometrics constructed for verification detachment to assessment
models. The allusion biometric pattern is completely altered within mishmash pro-
cessing matching on the applicant. The means the outcome is biometrics reference
should be stored locally in the clear scheme.

The unfathomable physiognomies examination of password and biometric
show a pure obstruction:

o Secret: PINs or codes are secret, but it has to be to make sure a difference between
biometrics leaving traces
o Delegation: conditional countermeasure to the application, the designation capa-

bility is mandatory in data communications
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Changeability: in an incident of concession, PIN is denied and another one is dis-
tributed. It is not tranquil with biometric traits

Personalization: a code is delivered, while biometrics requests user enrollment to
security area of the process ability and information management

Comparison process: comparison between two PIN codes or passwords as an in-
consequential charge for biometric sensors card, though comparing data requires
need to extract far more than calculation properties

User convenience: password and PIN code should be memorized and it can be
managed via several PIN codes, although biometric needs no effort

Vulnerability to eavesdropping: a detached checking off activities may expose
where biometrics recognition cannot comply in that way

Vulnerability breakouts: to brute force, while a biometric pattern is insufficient
hundreds of bytes

Countermeasure: attacks against passwords are qualified, but countermeasures are
developed. Attacks against biometric system is an innovative part with no mature
countermeasure

“Physical” operator verification: user confirmation is permissible with PIN code
artificial, “this PIN code is personal, do not communicate it”. Biometric is a
rougher connection

Capture: incoming a PIN code is the modest and inexpensive, but apprehending a

biometric peculiarity is an expensive charge
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In spite of the above-mentioned susceptibilities of biometrics traits, we need
to counterbalance with circumstances where biometric is a case protected than pass-
words. This antagonism endorses the decent complementarily of passwords and bio-
metrics sensors-chip based data. The replacement of one with the additional element
ought to be prudently deliberate contingent to the embattled request.

“Information System Administrators (ISA)” complaints around manipulators
marks the PIN to their PC’ screen to unlock their phone and neutralize the safekeeping
feature measured as counter convenient use. A complex password to be memorized is
obvious henceforth and it could be effortlessly predicted in a modest vocabulary
occurrence and additional sophisticated occurrences. Therefore, in most gears con-
necting none security awareness operatives of the atmosphere demanding a minutes
of safekeeping, the expenditure in biometrics will deliver a weak, but tranquil safety

apparatus.

4.3. Authentication Factor Concepts

A pattern for authentication is fixed of a skin line, locally equivalent, called
points and vacant interplanetary between the two uninterrupted crests termed sales.
The three shapes of the patterns, separated by semicircles hoops and spirals, are the
level of information it might scrutinize to classify patterns. Then, a typical charge of a
point to point incidence is about a partial millimeter and the normal value ridge stature.
This information is impractical to advance with pattern corroboration. Pattern
cataloging is obligatory for an effectual investigation for matching contenders inside

huge folders such as AFIS and schemes in overall.
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The second level of authentication concept is the called minutiae in particular.
This is specific points of the pattern where a point is conclusive to forking. Thousands
of such points may be extracted from a pattern, it is enough to keep with consistent
pattern authentication. This technique is a criminal science that have used to conduct
pattern identification. The other, level information are cored in a delta location. The
shape of points and gorges, in its minutiae, cores and outlets are exclusive to each
other’s and allow to recognize constantly throughout the generation. Generally, an
accurate corresponding the respondent’s data extractions are about eight to twelve,

which is minutiae that enough to achieve with a confident print recognition.

4.4 Biometrics Sensors Authentication Attestation

The levels of biometric sensors authentication on information is openings loca-
tion along the ridges techniques described in line biometrics capabilities, it can be able
to replicate initially and instant equal data examination. Biometrics data management
on a fake information is a trial since the creation of fake tools and counterfeit materials
are easy to mount as technology so advanced to catch up in general.

As mark duplicate solidity procedure is the typical for the altercation of 6-bit,
500ppi print pattern smiles inside the Criminal Justice Community (CJC) [38]. The
ordinary pattern scope in this layout is of about 12 kB. This is the design deposited
in the biometric sensors-chip identification card. The allusion principles are based on
the models of ISO/IEC and ANSI INCITS [39]. For example, recently, IEC design to
store “best National ID (BID)” card, “embedded electronics systems (EES)”. Common
prototype sized that compressed biometrics setup desires at least 250 bytes, double

as to design in pattern recognition in restructuring, on sensors authentication attestation.
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To state that these morals are somewhat not operational and variable since it
is not actually accepted by a majority of the biometric sensors examiners and expert
communities in obstruction to minutiae descriptions average and documentation and

verification for a person information.

4.5 Pattern Recognition Spectral Data

The reference standard for spectral data pattern recognition is standard-
ized as at least ISO/IEC 19794-3 model [40]. This spectral data average defines
a system where a pattern image is segregated in minor covering some ranges, cells
are implicit with values for such elements and parameters. This is approaching from
pattern recognition occurrence on spectral analysis such as “Discrete Fourier Trans-
form (DFT)”, addition manifold utilities. The normal prototype choice in this design
is at least 400 bytes. This standard of recognition spectral data is as stored, which in-
stinct into a level of reference data.

Again, the reference standard model for skeletal data defines a methodology
in which ridge appearances are characterized by pixel segments, all line are coded
after a preliminary opinion to its conclusive statistic with uninterrupted fragments,
the fragment existence comparative the preceding to one by a variation in direction.
The mediocre pattern infrastructure scope in this design and system is of approxi-
mately 500 bytes [41]. Actually, to higher the model can make the system better,
this standard required initially lacking at standardization because of its compacted
magnitude in appraisal through compacted identical and capability systemson“pattern

spectral techniques (PST)” for interoperability.
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Chapter 5.

System Monitoring and Administration

A comprehensive summary of biometric sensors-chip technologies can be
found in automated information data manipulation system. Different images are the
captures of the same sample patterns for biometric, thus, it will not give unerringly
the identical copy. The primarily outstanding technologies are the poles apart technol-
ogies obtainable with automatically detention pattern recognition system via biometric
sensors-chip with the particular identical sensor, images might not be the matching,
but inside elements such as DNA and Vein are unavoidable that biometric will trace to
extract the accurate information.

In this case, the sensor is going to automatic devices are too cleanly capture
biometric information under a developed system that enables to replace the elements of
object layer-based technique authentication. One of the most significant technolo-
gies available in this case is constructed with various assets and endorsement [42].
These slopes are non-exhaustive. Nevertheless, the contemporary principal skills are
of arcade and silicon-based, and these are of a capacitive and thermal measurement
framework. To consider a complex system computer-based information administration,
basically, it is necessary to ensure that the right set up procedures personnel data
needed for task tracking equipment must be chosen. As many contemporary systems

are more elaborate that corporate-wide function.
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Figure 9. Infrared Biometric and Captive Biometric Transmission

5.1 Backups Technologies

In backups technology, some of the ophthalmic sensors established on the light

reproduction to the whorl, if the exemplary and systems are constructed on biometric

technology. To believe that the user just puts his digit or information on a smart

device pattern recognition substrate because of the reflection of the light, suc-

cessful penetrating to the layer’s module as it is adjusted and recognized as true

evidence. Therefore, supplementary compacted, such expertise usages light transmis-

sion to a surface portion of which adjacent interaction through the imaging microe-

lectronic device over a thin optic fiber layer.

Biochip are connected to sensor and imprint via contactless smart login system

into memory and store in original image while BARCODE and imprint are keep in

high divination image such as 3D or 4D. This backup system is for two database

matching processes and forge and lost protection safeguard.
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Alternative marginal optical technology, and utmost immense is based on
smart device sensors-chip through a vein, iris, finger, voice, and eyes, the light source
is employed above those components, and the imaging element is placed under by
using the biometric sensors-chip information management system as a backup’s tech-
nology.

A most current technique is conventional to multispectral illumination of the
palm and fingerprint, which is known as an unaffected and distinctive print examining
replication of skin properties by which an extensive variety colors wavelength an-
alytical proof.

The capacitive dimension of the pattern recognition is the most recycled tech-
nique in embedded microchip technology. These outcomes are compacted and capable
of producing such a systematical sensor in semiconductor developments in which bio-

metric and sensors-chip commerce.

5.2 Sensors Monitoring

Sensors monitoring is conducted ubiquitously by automated smart device.
Field effect sensors are in fact an irregular of capacitive sensors, sometimes termed
dynamic sensors capacitive. It is categorized by the circle from of electrically con-
ductive place to place to the sensors cathode plate. Once capturing the information,
a current will be functional to the circle, therefore engendering digit data. Starting
from a standard electrical that monitors procedures of the neighboring planes, dis-
playing the sensors engaged to the dielectric which can ubiquitously measure the
character of the conducting exteriors. To invert the preceding sphere standard, each

of micro-antenna can visibly be electrified produced from flowing the electric through

75



its final destiny. That circle is in progress and that can be enthusiastically diverse by
real-time controls panel to adjust recognition of different kinds of extremity- print
features. Additionally, it is claimed the benefit is the capability to capture accurate im-
ages with damaged data or its patterns, the sensing principle interpretation to the

ridges found unprejudiced underneath for sensors monitoring.

5.3 Visualization In Real-Time

Alternative uses that extensively recycled sensors based technology expendi-
tures of a combination of pyroelectric signal and relative material generating an
electrical to the heat, whereas it is enduring these typical semiconductors engineering
methods. Designed for mechanical reasons due to the assets of pyroelectric substantial
element, the prerequisite of uniform reheating of the physical swiftly once insertion
the slither verdures amount modifications. Hereafter, to put down the technique is ex-
tremity transversely the small silicon portion, resistance gives temperature to the
pyroelectric cathode quantifiable, while valleys will have no effect on the pyroelectric
factual. Nonetheless, it may annotation that Atmel finally motionless the developed of
such an expedient afterward more than years of development efforts.

A silicon-based pattern infrastructure biometric sensors-chip derive, such as
the touch sensor and the swipe sensors, in two different form-factors. There are some
disadvantages, as actually easier to routine, yet agonizes from the touch sensor, which
is a silicon area length that makes expensive because its surface can possibly trickle a
comprehensive hidden photocopy with heavy usage of the surface that could become

dirty, later complications to assimilate in trivial implanted computerized smart devices.
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In critical perilous sensors, which might measure as user’s inexpedient, it ac-
quires appropriately critical remark data transversely to complete the perfect the sensor
photocopy. Yet the correct signal comes in an infinitesimal event of training. The criti-
cal remark system routines a debauched share the pilfering images throughout, as it
devoted procedure at this time for renovating the accurate spitting image since the
some portions are reclusive. This seemed a little bit irrational when and after it is
designed based on the notion of biometric-based silicon-based sensor manufacturer
originates the merchandise choice. Still, persistently dropping silicon based area be-
cause of sensors communication and signal propagation, thus reducing evidence data
from a biometric sensors-chip card, which can reach an achievability perimeter concern-
ing the slightest satisfactory scope for a biometric sensor.

The flexible sensors is a high performance built-in and the comprehensive of
critical to an artificial intelligence. It is the emergence of polymer microchip technol-
ogy permits the progress of flexible sensors with a low control ingesting, with two
physiognomies model compliance within embedded microelectronic procedures.
Though, since the start-up dedicated erections for major microelectronic that have in-

creased and collapsed in advance of such flexible sensors.
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5.4 Change Management Administration

The Chaos Computer Club (CCC), the advanced group in Information Technol-
ogy (IT), published the pattern recognition infrastructure for Change Management Ad-
miration (CMA). The design for administration encompassed in more than reproductions
of the flick elastic encloses moderately in desiccated glue. However, latter standard can
be secretly attached to information management system and used to leave a person’s
prints in public, in the use biometric reader’s plate.

In explanation of the attack trails, these are obtainable with either with digit
owner or without any cooperation that displays diagrams slices manufactured either
silicone or neoprene. Counterfeit informatics data might similarly be built in aspic, like
material latex. Itis built fake informatics data counterfeit with all these resources which
had attractive respectable consequences in different sensor technologies, apart from
gelatin, thus it is added some dilemmas to attain simply reproducible occurrences in
silicon-based sensors. In that instance, it is ordinarily essential to catch out a blowing

on the biometric sensor before capturing to improve the mugginess connection between
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the counterfeit digit and the biometric sensor. These recognized artifices are also valu-
able to improve the eminence of the duplicate optical biometric sensors-chip pattern
recognition.

The purpose of this effort is sponsored and being the capability to physique up
simply reproducible attacks through long-life impression with reproductions on the
projection to address international certification needs for pattern recognition systems
for management administration at medium term, as at this time it is security criteria. Here,
at first, the targets patterns recognition administration squint that it is supremacy and spe-
cific capacity to consent hints. The same exploration courses pointing additional in-
stalled biometric technologies are in the conduit.

The dramatis personae has the benefit of being tranquil flexible and unaf-
fected afterward acclimatization, superlative for eliminating the optimistic. So, itcan
be obtained to mold with identical details of the information pattern. The mold is
refillable manifold epochs, nevertheless, the recycled factual is never eco-friendly to
mold additional pattern.

Another one is plasticized. Plasticizer is an oil-based soil generally recycled in
animation. That is enough tranquil to deploy, then it is rapidly acquired a mold within
elevation details of the biometric data. Still, the concern after expending it is of the
material can be recycled multiple times to mold another existing digit to take care of
the mold.

This substantial is not so appropriate to manipulate stretches virtuous outcomes

in pattern’s minutiae. This designed is mold manifold used substantial evidence for
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this case. So to speak, Alginate is the utmost convenient recycled material for decora-
tion in leisure activities, permissible remedy, and dental parodies [43]. These substan-
tial material are inconvenient, gritty consistency, digits surface.

Next one is “plastic model” so called UtilePlast [44]. This is a modeling plastic,
it can be delivered in tiny insignificant spheres by putting the desired magnitude In
hobby craft, We can obtain details of desire for the requirement for administration
management system. The stipulations may generate fundamentals improvement of
biometric card prototype [45]. These specifications archetype created and verified
over additional garages. In that result, the pattern frameworks are built and modernize
recognition system for a fast and accurate authentication via bio trait.

The outcome in pattern minutiae is positive in permissible remedy rather than
security concern towards the card and its user. For that reason, biometrics pattern
recognition frameworks as the first prior, not security pattern in this research, to seek
specific requirements and design for frameworks in which biometric is usable and

handleable in real-time under PPK by anyone, anywhere and anytime.

5.5 Synchronized Cryptographically Monitoring

Generally, it is used in a local-based accessible in adhesives projection, so
Synchronized Cryptographically Monitoring (SCM) materials have a consistency de-
signed desiccated. Subsequently, we can achieve the enthusiast substantial of mold
patterns. Thus, it much is inconvenient to manipulate to attain a satisfactory source that
excerpts and accurate information or thumbprint’s minutiae. This detail formed mildew
is recyclable numerous epochs, whereas recycled quantifiable cannot be recycled for

synchronized cryptography in term of the component monitoring system.
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It is tested materials with no acceptable results as expert lettered. It is sup-
posed that cited among them poles apart rubber adhesives mostly used in the
structure and fusing metals. These element apparatuses materials the most appropriate
constituents projected [46]. The table under shows the value obtained results with
selected materials, although table bounces a comprehensive synopsis verified cornice

supplies.

5.6 Dimensioning Identification Management

To structure a mold from of dimensioning identification management as a latent
print with digitally taken shadow as if it is the subject when not having the pattern’s
framework collaboration. A hidden photocopy could be repossessed on anink withapaper
and revealed by the use of dimensioning identification management, depending on per-
meable to anon-porous substrate, through enthusiastic powder so-called cyanoacrylate
fuming. As this exploration, we flinch by means of a displayed biometric print copy to
mature the performance of generating a mold using Printed Circuit Board techniques
(PCBt). Then again, characteristically employ photolithography and chemical imprint
technique to attain a true image of the result.

Within the smart device, which is of the whorl on a translucent expanse. So,
this translucent as a disguise on a copper panel covered with Ultra Violet serviceable (UV)
polish and it divulges injection to constructive spitting duplicate in the lacquer with
standard photo-biochemical. Yonder this outdated model, it obligated an accidental
attempts contact to modern Printed Circuit Board prototyping paraphernalia, which
refers to a manufactured with drudgery the preferred microelectronic path. To decide

to examine the expenditure of this marque apparatus to shape the pattern molds. It
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forces rapidly subjectively that apparatus which enthusiastic automated sketch formats
to vector patterns of minimum transfer rate is a less counterfeit data format.

It is positive to the counterfeit digit in it. But yet reproducing a meticulous im-
age of an embattled pattern for identical measure within two scores dimension. This
dimension, repetition the stature of the ridge may be adjustable and non-compulsory
conditional to the targeted pattern sensors-chip. Covertly, the data dispense some
melted corporeal in a delay and postponement for sometimes to the liquefied dry in the
chip implanted to the chip. Liable on the torrential quantifiable accurate scheme, thus
the area hot temperature. A n anticipated print photocopy of viscosity may differ from
millimeters complete to the measurement copy of the sensitive elements based on the
targeted sensor technology. As for patterns, it generally catches the essential overall
municipal and low cost substantial in do-it-yourself, leisure enthusiastic as an exhaus-
tive incline of diverse tools recycled.

One of the primary methods termed in any related to wood glue to trace
identification literature. Uncommon familiarities to wood glue are impartial by
implementing an inverted mark copy on fixed paper with a laser as a mold and the
wood glue impression photocopy directly permit to old optical sensors authentication.
We can simply pour liquefied latex in a cast list and wait for hours, provisional lig-
uefied latex layer. Gutta-percha aeration might be very short, depending on how much
the liquefied latex is poured and the thickness of the cast list. Anideal technique stim-
ulates exposure to air for a minute with a hair dryer and lets it in a short time. Manip-
ulating a thin layer of latex is very challenging, it is advised to eliminate a reproduc-

tion with packing. The finest technique is to continue with several layers, when dried
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then lay down another should be repeated as many times it is needed. A thin dupli-
cate is in colors, while dimensioning identification management both are applicable,
whereas it depends on the materials (thin or thick latex) which it is used. The result is
related to specify without identification without differentiation initially dedicated to
the textile.

The new adhesive high flexible is an element which enthusiastic bendable sub-
stances thatscrew vibration with connection automobiles concept and models. A com-
prehensive study on gelatin-made fingerprints, it is so-called gummy fingerprints’ data
image, can be discovered in it. Gelatin-made glue benefit gain from extracted skin’s
hence this has biochemical chattels adjacent to animal poles apart supplies twisted sig-
nificant clear fake or accurate image under sweet and grease. This flexible glue is an
antagonism rubber directive, silicon, and supplementary quantifiable materials.

The glue materials for element detective to the layer is principally competent
with traits perimeter pattern recognition sensors application gelatin. Yet, writes dis-
advantage because a very day manufactured, once that suspension aspic converts com-
pletely parched and perverse. The Gelatin — made glue element is plagiaristic from
the fractional hydrolysis of collagen. These elements are designed to be able to be embed-
ded with plastic on card and sensors-chip for sensing and data extraction. Rather it is not to

protect physical features but data management and administration.

5.7 Samples Characterization and Certification Issues

All labeled and proposed materials have their own benefits and disad-
vantages. It attained outcomes with designated supplies, while table elasticities the

global synopsis detail resources. The artifact can achieve some thin-layer fake image,
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a set time is specifically drawn for a tiny pattern. Actually, molds and fakes materials
are incompatible in any way. Resources with the identical origin incline to modifica-
tion collected, sticky materials in absorbent molds. The table below springs most ac-
ceptable, imprudent, desirable connotations and unclarified outcome.

The result here is in connection amid chemical thing and the image’s substrates
in the translucent pane is ideal outcomes. Throughout the experimentations, the
chemical elements have successes the unprejudiced employing a tiny flat translu-
cent coating flanked by desirable data pattern carbon copy on regular paper. It has the
coincidental to have contact with a brand new developed sample, which is enthusi-
astic with “Polymer Electronics or Organic Electronics or Printed” Electronics (PE/EPE)
[47]. This apparatus for specific imprinter that forms intelligent to credit a toner
stimulating to an accessible volume that Nanoparticles on altered categories of the
substrate to achieve anticipated. Based on it might be shaped simple microelectronic
elements such as diodes and transistors.

It is anticipated that the implementation tackle design with optimistic phantas-
magorias patterns in an attempt examples that is dissimilar pattern recognition detect-
ing machinery. | previously clarified these extracted mechanism components for
conductivity and colored environment that flexible substrates, russet, silvery, dense,
transparent, translucent original multiple potentials, later expenditure much experi-
ment examples. Designed a twinkling it is focused on significances of the labeled

scarce slices.
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5.8 Results of Positives Grinding

As previously labeled, results of prototyping are used to build a dimen-
sioning mold since any dimension fingerprint hidden duplicate and could triumph in
straight reproduction to the fingerprint copy. Then it is obvious to attempt to scratch
and grind the direct pattern copy in copper by the use of epoxy boards and flexible
Kapton [48]. The examiner had tried on samples that any other conductive mainte-
nance. The notion benefits a conductivity derivative points achieve vigorous models

to a critical remark recognizing to result in a positive grinding.

5.9 Samples Certification on Sensors Issues

This samples certification on sensors characterization is a big issue for war-
ranty determinations since the demand of needs comprehensive full-bodied funda-
mentals that selected after pattern certification structure originates assessment de-
prived of losing replicate necessity. For example, for an apparatus to a fake profile to
guarantee the quality of minutiae and estimate the possible damage of these particu-
lars once each procedure of the sample.

The requirements to evaluate the finest protection conditions of samples, the
elements of light, high temperature, dampness, pressure affections, etc... This man-
agement atmosphere will be principally practical on counterfeit simulations ended of
aspic, ink during conductive trials that are accumulation. The hygienic meticulous zone
setting committed to silicon manufacturing. The choice of sensors insurances visual,
capacitive and thermal swipe sensors for certification issues. Sometimes, recently, fin-

gerprint recognition sample and simple free software available for download on
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websites, the agendas that of incapable to associate documentations and it is an ex-
tensive series of maintained biometrics sensors tests. Frequent sensors originate from
their domain yet repeatedly swapping monitor, without all real-world methods to
this technique is tests. Though, in a consistent assessment, the sensor will be verified
with its pattern recognition infrastructure.

This contributes confident occurrences in ophthalmic feelers, unfluctuating in
countermeasures. This bypass capacitive sensors by humidifying the contact biometric
information via sensors. Nevertheless, sometimes, an occasional achievement is the
cause by humidifying the contact surface to affluence the pilfering movement. Now
white silicone can be used for convenient. A thrived through photosensitive instru-
ments then unsuccessful by a photosensitive thread, it can thrive the proficient in-
struments with same artifices. If it can be flourished with the capacitive sensor by
smearing silver lacquer ridges on the samples, the artifices of thermal swipe sensors
are flexible and dependable to implement on the basis of software function and its
recognition preformation. Interestedly it is succeeded with countermeasure optical sen-
sor based certification, thus not actual consistent sensors while using silver ink on the
translucent substrate. Obviously, it succeeds subsequently, the resistance of mutilation
on the silver, but useless with wipe sensors ink on the capacitive sensors.

Designed for an evaluation of any elements and its outcome results, the se-
lected elements of the counterfeit substantial are depending on the embattled with
biometric sensor-chip recorded information. In the genuine information manage-
ment system and certification issues with biometric sensors-chip, a superior environ-

ment of protecting the attack against from false and fake. Beyond the fake material
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itself, several artifice behaviors are to be concerned and be successful certification is-
sues, gray varnish to improve electrical conductivity. The table below gives an over-
view of obtained results with the countermeasure of the uses of elements and technolo-
gies for the biometric chip. Achieved results evidently corroborate that the lack of
security of current biometric sensors development and management. These issues, as
it is discussed and listed on the table, it is the one and only not operated depots that the
end user demand outcomes. This only way that thinkable threats is likely the ultimate
faultless data captured, for together with counterfeit materials.

These requests, fake or counterfeit and real data presentations, are decided by
FAR and FRR to discern fake and real biometric data by matching previously stored
data and present data by the use of the software. This method provided the utmost

security protection and management and convenient work progression.
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Chapter 6.

Biometric Software Infrastructure

A stimulating study on biometric software infrastructure can be found in
Aliveness Detection called “ Vitality Check”, which is distinctively capability for
reference pattern to sense any information providing model that comes from fabri-
cated materials. It much stimulating, a seamless system ought to be intelligent to sense,
at corroboration phase, unless not the providing alive specimen is actually friendly to
the enrolled person, but not to another active human. This outcome can be achieved with
both the acquisition phase biometrics sensors imaging arena, motionless facial

imageries, and stationary iris similes may dupe systems in this figure 11.
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Figure 11. Biometric Software Infrastructure for Smart card

6.1 Biometrics-ldentification Equipment Design

The most candid equipment design is to pattern the applicable assets of a
living person, body temperature, cardiac beat, plasma transmission, breathe and
movements. However, such a recognition system will demand to be repetitively sim-
plified with the origin of a known measurable “e.g. latex may come in the form of pure
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liquid latex used for objects molding, the latex-based glue used for textile or paste used
for face and body make-up special effects in cinema”. The materials and the limitation
of time for authentication by those measurements problematic in contrivance, the fact
reason is that maximum recognition structures always bash for checkered assets. This
discussion is usually less satisfactory for the users. Note that the reaction inconven-
ience, “e.g. skin contraction under smooth electrical stress or muscle reaction just
like in electromyogram”, to retina refutation before a vicious flashy, eyelid closing

response as its pounding [49].

6.2 Impedance Measurement Authentication Coagulation

The nature of physical characteristics could be of a different origin, optical
vein pattern which is blood preoccupation, peel heat in warm air presentation con-
ductivity and condition “e.g. resistance/conductivity, complex impedance”, automatic
“e.g. skindistortionunder pressure”, biochemical “e.g. biochip analyzing latent fluids
of the finger, detecting the presence of sweat, grease, proteins, and collagen” [50].

The crucial part of this unique area mechanized imprisonment classifications
which efficiently substitute the toner measure techniques. The primary ophthalmic
beams are premeditated and numerically incarceration to satisfactory doppelganger
thumbprint. This doppelganger exposure remained absolutely pattern frameworks mak-
ers. Furthermore, impression seizure stayed the only well thought-out inside the joined
milieu. Therefore, the motive mediate tinkle “Matsumoto’s attacks” expressed the pre-
posterous on authorities in the area [51].

The most employed method in biometric pattern frameworks for reference.

This expertise procedure now that the variance onto the enormousness stored of
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electric charges in micro capacitors. Henceforth the technique compliment to the
microchemical in plates “ridges: coating of the sensor, valleys: coating of the sensor
plus air”. It contributes specimens a stationary for “Relative Dielectric Permittivity
(RDP)” approximate charge at the random number to designated provisions [52].
Most effective structure based on ultrasound sensing is viewed as an “echogra-
phy”. This echography equipment is accomplished amount vicissitudes in auditory in
the connection for both skin and hair, skin and dermis and its layer groundwork of
the elements [53]. This fundamental is to protect against fake data which is misled

bio-data by a superimposition of dissimilar provisions as portrayed.

6.3 Real-time Accessible System Infrastructure

Thisclass of areal — time detection technigue is normally measured as exorbitant,
but somewhat effectual. This class is further improvement of the image capturing tech-
nique to a better check liveliness with obtainable tools. The typical malaise of alive
accessible system is in which temperature usually based on the condition of its temper-
ature. This method is to amount the temperature and offered materials at the inter-
action seeming to the sensor to perceive sap and other fakes temperature, thus it
impartial desires in a heat up to counterfeit ones anticipated infection to measure

accurately.

90



Present Data

Structured Methodolo-

Microcompute

Micro to mainframe

Matching/

Previous Data

P
<«

N\

Nonprocedural

User Involvement

Figure 12. Fake Microchip card Applications to Minutiae

Figure 12 is a sensors-chip design traditionally which is insecure when attacks
confront because a single data recognition can be easily fake. Mostly, moistening the
counterfeit to the elements to adequate in avoid such a measure for calculating the
electrical confrontation multifaceted “impedance alternative current” in alternative up-
front inkling. Thus, subjective to the atmosphere situation of humanoid parameters

and changes the quantity and dimension should be pretty tolerant.

6.4 Electromagnetic Signals and Transmission Protocols Infrastructure

Optical possessions preoccupation, communication, replication of human body

could have been tested underneath diverse precipitous environments “e.g. UV, blue,

green, red, infrared”. Similarly, with “multispectral imaging technique.” it is under-

stood that it can be tricked by liquid and aspic. Some others ocular created discovery

demanded that “LFD” was simply circumvented.
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6.4.1 Pre and Post Acquisitions

This method is defined practices, and that acquisition technique is much
complex at what time if examining a protected and developed software because it re-
quires dimension at two different places in a body, it should apply one expedient on
several features. But it is inconvenient and detoured by previously explained the
technique. In this case, it is to amount ophthalmic characteristic of its components
deeply private the component functions, occurrence examination of essentially de-

ployed, assembled, advanced, prototype, and its infrastructure frameworks.

6.4.2 Aliveness Detection within Software

In identity matching process, the software recognizes which to ignore and ac-
cept because it is a feature to perform in such a way that evolves a successful effort to
improve end-product. The uniqueness of this technique, aliveness detection soft-
ware, usually because measured as low-cost capacity and yet efficient and fast detec-
tions as it is incomplete competence. This category denotes aliveness detection inves-
tigating evidence images, although active grouping states to active capacities during

the imaging process detection.

6.5 Biometric Pattern Recognition Framework

The recognition frameworks inherent printing patterns to enter to the non-liv-
ing properties category and decide without implying a premature commitment to a
specific physical component. Straightforward, it is a very limited scope then because
most image’s copy come from handcraft. Biometric detection comes from the aware-

ness that conventional detail techniques which are not able to copy in detail.
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Biometric pattern recognition frameworks as the “the wavelet analysis” clatter
scheme displays promising new result [54]. This is an inconvenient process too, yet
some obvious images suggest to flippant temperature the interaction of the sensing
environment to quicken the secretion procedure. The true power lies the extensive user
involvement to a comprehensive extraction of data from stored and matches with real-
time end users’ engagement. User’s information is enrolled and stored, the user’s in-
formation is extracted and compared to verification of the pattern recognition frame-

works.
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Chapter 7.

Infrastructural Strategies and Identification Methodologies

This chapter will highlight the infrastructure strategies and identification meth-
odologies for biometric sensors-chip recognition systems, which is related to authentica-
tion methodologies, as it is proposed to be able to lengthily approximation each chore
presentation and compliments. It is projected that a permission numerous false occur-

rences.

7.1 Smart Biometric Sensors-chip Card

In the framework strategies, biometric sensors-chip card authentication meth-
ods encompass acommuniqué for relocating data to interchange each statistics regulator ma-
terial as a peripheral environment ubiquitously. This decisive ampoule for crypto card
assurances is identified by “symmetric secret keys” (SSK) or “asymmetric private keys
(APK)”. These procedures from biometric sensors-chip, infrastructure methodologies, been es-
sential in numerous travel documents and national identification (NID) prospectuses.

In these biometric sensor-chip methodologies, a password is unquestionably
the primogenial method and unrivaled renowned key to access user confirmation. Even
though this reverberation diffident to intake, it has to take care on how the password
is interconnected and the information being corroborated, a protected network between
the system monitoring the authorization and the applicant should be reachable. In this
case, if negligible safety measure is taken, actually diffident attacks against such as
snooping to meddlers are hypothetically probable. It is also known as “shoulder-surfing”

[55].
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The biometric infrastructure and identification methodologies have the benefit of
checking the user’s personal characteristics in a authenticate decision making to the

solution for requirement documents functioning reader.

Table 10. Sample Prototype of Smart Card

Smart passport Sys- National ID System Border Control
tem System
e Smart replace all ¢ Resident Management e Immigration
existing passport e (birth registration, gen- process
systems and man- eration of ID numbers, * Auto-gate by
agement marriage, divorce, no- biometric
. . recognition sys
e The usage of bio- tice of death and report gnition sy
tems.
metrics sensor of removal.
) [ e IC-chip infor-
identification e Voter list management .
mation identifi-
e PKD (public key e (personal verification cation in real
distribution) service) time

o Enhanced confidence
of 1D card by adopting
of IC-chip

The use of biometric sensors-chip card required the user does not have to carry
a device every time and all the time in order to remember passwords, biometric card,
and its authentication is convenient for the user and administrator in control to verify
one’s information. Therefore, the following lists are some specimens of biometric ap-
plications within the government and public use programs:
e Social Services (SS) — to protect citizens from criminal control and information

authentication for public safety
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e Trusted Traveler Credentials (TTC)- for the security screening of travelers within
local and abroad in aviation and information tracking

e National Identity (NID) — to identify the citizens of a country and to categorize
citizens requirements management

e Access Control (AC) — Any check gates, ports and immigration office, information
management: and/or such as allowing certain people to use a secure system or net-
work

e |talso can cover other support tools for several military programs.

Tag — and — track approaches for time lapse can be written on clear tools that
simplify traceable light to insinuate methodology, if virtually luminous to the human
eyes. Thistag —and — trace is visible the eyes to the “Surface Vision System (SVS)”
through image retention (IR) contrast. Correspondingly, smart cards that are warped,
the tag unswervingly against the screen when placed horizontal to be confirmed. This
can infrequently source malfunctions when posturing attempts to read the tag.

The Microsoft Surface software also checks whether any tag is registered for
object routing. If a tag is registered for object routing, the ‘Microsoft Surface software’
displays a menu that includes all of the applications that are registered for object rout-
ing with that tag [80]. During the stage of comprehension time lapse, the previously
identified, rating criteria tag will depend on the management system.

While requiring a positive glassy the competence is to calculate with a defense-
lessness in utterly advance the occurrence performance, daubing method is in which
circumstances have been consciousness criteria. These measures rely on the capability

to achieve technical information, the use for public or not for the public system. This
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essential knowledge is to catch out an acquaintance and define and the comprehend

outbreak significance.

e Publicity: broadcast in public and accessible via network and etc.,

¢ Restriction: Data is accessible only with Non-Disclosure Agreement

¢ Sensibility: Information is accessible only under communal advance subdivision

e Confidentially: It appointed and government employed persons in the country know
the information and able to manage and control the information for safety manage-

ment under a given task.

7.2 Requirements Model for Anonymous Motion-sensors

The native scanning model resolution requires motion sensors of the device rate
approximately per 200 pixels “centimeter classical 500 pixels per inch”. Then the
coordination resolve sooner by the use of ANSI minutiae template and prepare from
images of the primary and secondary at a time [56].
To cite requirements model: we need to engage with and meet the following
standard
e Limitation: riskless for users from the aggressor, distinguished and motionless,
threads are detected and protected all time

e Easy: risks and threats come after, but aggressors must be spotted and motionless
a moment and control under safeguard management

e Moderate: Risks and venerable are verified immediately and the attacker will be
detected and stopped before the information is stolen or destroyed

o Difficult: Compromise any attack by the use of a specific element that relates to
the user authentication, and then in minutes while presenting fake materials.
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These requirements highlight the precondition of devices, for hardware and
software to positively install and carry as a protected card from susceptibility, then articulate
and recognize the assaults.

e None: Not a single tool is required for it

e Standard: Publicly available for use materials and tools

e Specialized: convenient instruments and tools for administration

e Dedicated: Require to advance an out-and-out that evade the maltreated know-how

e Multiple: Require for advance more than two out-and-out apparatuses for circum-
venting an embattled equipment.

To improve expediency, the future generations should use smart card deployed
with biometric sensors-chip based ubiquitous contactless smart cards. Match-On-Card
(MOC, SOC, and TOC) are similarly projected to enhance privacy, while RSA2048
software model is targeted to develop security [57]. Layer an extensive variety of
refuge problems with biometric statistics as operator identifier, this dissertation
demonstrates the comparative security equal as of the prospect for developments in
the adjacent upcoming. This study is the connection of multiple chastisements im-
planted microchip technology based on hardware and software and safekeeping in
wide-ranging. The communication with active person expands the possibility of biol-
ogy stimulating research such as “Brain-Computer Interfaces (BCI)” with Biometric

Sensors-Chip.

7.3 Final Security Levels Modeling

This modeling is a number of totals acquired alongside credential level at cate-

gories will give the final security levels modeling for an overall score of the evaluation,
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and a significant obtained in security level. Ending security level is that the credential
categories are resulted to the level of obtained in matching with the amount of stored in

final state.

7.4 Generation Distribution of Key Infrastructure

Generation distribution of key infrastructure conserves the undisclosed charge
pay for the key, which is provided in an appropriate means to maintenance authentica-
tion processes. A significant administration schematic system is solitary operative as
biometric sensor document is secret. So, challenge management and generating a key
that a key may be an extensive inhalation of procedure to the appropriate constructed
that uses and leads to defining an effective dissemination frequency network for dis-
tribution infrastructure.

e Limit the information related to a specific key available for cryptanalysis;
e Limit the use of a particular technology to its estimated effective lifetime; and

e Limit the time available for computationally intensive cryptanalytic attacks [58].

7.4.1 Triangulation in Identification Infrastructure

Infrastructure framework decreases, triangulation identification involvedness,
a straightforward notion at a choice detailed infrastructure in a particulars triangu-
lation as “Delaunay Triangulation (DT)” that fallouts in triangles. Cryptography
protocols and biometrics. An electronic card comprises significant private evi-
dence of pouch such as height, nationality, and place and so on. This goalmouth
implementation to the microelectronic e - passport is to accelerate distributing to
boundary checkpoints and dealing out for up surging safety measures and privacy

[59].
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It is to retain that when the verified idea is adjacent to the pattern, it supports a
match under small distortions of the pattern set, as define the policy of “Fuzzy De-
launay Triangulation” (FDT). As results, familiarity for a verified fact can be definite
and advanced inevitable, empirically distinct this concrete tests on pattern infrastruc-
ture for databases. T his triangulation application is beneficial for interoperability
to grip the discrepancy of patterns advancement for authentication, in different extrac-

tion procedures point, particularly for the setting of niceties.

7.4.2 Circumcircle Computation

This examination gives the expanse for the complex method in identification.
This data is a valuable calculation for employment quotient of a threesome. The data
will present a stimulating access to a directory then lead to alterations. This advanced
of revolution invariance, the best normal method to characterize a point for compar-

atively with an orientation bar-centric synchronization.

7.5 Key Management Life Cycle

Understanding key management life cycle requires an awareness of the method
of the life cycle for the infrastructure frameworks that are parts of a key administration
explicit. Basically, a key is a portion of the supplementary evidence that fluctuations
the comprehensive process of an encryption procedure within its software. A key is
designated already expanding an encryption system to encode a text for information.
It ought to be tough to decrypt the subsequent cryptograph typescript into a machine-

legible plaintext.
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A life cycle begins with a crypto epoch of the user registration for the key
which defines the key stages from formation cancellation and discarding. For this pur-
pose, exceptional consideration needs to be specified to the necessities for the
opportune temperament of keys labeled by the scheme generates. Each of management

to others’ mechanisms are linked and acted upon KMLC.

Biomet- Stored Key Operation
rics Data Protocol Management
Enrolling » Encryp- [—»| Management >

Manage- tion

KMLC

Figure 13. Key Management Life Cycle

Therefore, key management life cycle for biometrics key management is pro-
posed as the below figure 13 as graphed below.

This obviously displays the significance of biometric sensors-chip key manage-
ment life cycle for cards to figure the pattern comparison. This input was based on the
proposal of the MOC code of behavior to its execution in a card chip. Designed for
mechanical explanations it is indebted to use ANSI trivia format instead of ISO intri-
cacies layout in this obtainable smart cards to defend the in card that requirement to
decrypt double-sized statistics. This is mainly serviceable with sensors and java cards,
though it is entered to timing stipulations in a different protocol justifies variances in
timing consequences.

This method recommends smearing a non-reversible renovation to biometric
data in such diverse imprisonments of the identical biometrics data under the matching
changes which matched in the distorted sphere, as portrayed. This consents changed
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applications to comply the similar biometric sensors-chip data with diverse renova-
tion structures, with withdrawal capability and renewability. These alterations applied
at signal propagation level. Impending since a biometrician suggests, this stimulating
system though deficiencies cryptographically demonstrated irreversibility and univer-

sal safekeeping.

7.6 Duplication Checking Approaches

Real-world applications have been presented in this approach. This actually
syndicates ambiguous abstraction and salting systems to alleviate the biometric data
and originate an exclusive identifier that might be annulled and transformed. The
primary stage will be complying the called helper data to repossess and installed in-
formation, this helper data is built on registration as the parameter of the protected
outline in ambiguous duplication checking.

This stimulating method, predominantly dedicated to point-pattern data, de-
rives from Geometric Hashing (GH), characteristically recycled for object recogni-
tion application and effective examination and in large information catalogs.
Unique concrete execution dedicated to manipulating two minutiae-based pattern
representations is described for, it can be a primary step to excerpt and characterize
a steady data within biometric input database. In this case, public biometric is applied
for biometric information extraction.

This biometric template and undisclosed of mixed assumption in the same
template for intricate biometrics extraction. This universal perception has unavoida-

ble chattels, (i) it will salvage no surreptitious to intricate prototype and (ii) protected
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atmosphere is the intricate pattern biometric capture data is able to confirm identifying
the excerpt surreptitious lacking an outflow of the last extracted decipher key.

Though this sample can be accomplished with perceptions portrayed on
deciphering key management modeling method. Approaching the indication from
cryptography familiarize traditional holomorphic structures in sensors-chip parameter
scope where this is directly matched in the sphere. Holomorphic encryption has the stim-
ulating possessions that a process with vibrant copies has a matching procedure with
ciphertexts is correspondent to the encryption of the outcome from clear messages.
Statically approaching from cryptographer’s technique, the idea is to comply in whack-
ing techniques in a complex statistics informational haphazard racket with the proto-
type.

A modern technique functional, particularly to minutiae-based pattern, are added to
the set of particulars mined from the identifying, and an undisclosed access to detach
false intricacies. So, the goal of this technique offers a different to compromise respec-
tively request christened “pseudo-identities” as listed below.

e Non - inevitability: it cannot recover the original biometric data
e Collision resistance: it cannot uniformly regain the original biometric data
¢ Revocation: a conceded may be discharged
e Renewable: some Pls can be produced without compromising at improvement in
the sphere of defensive personal biometric information,

It is the results of aforementioned requests in municipal ID systems. And it is
possible to botch into biometrics documents, a direct impression practice is well
known * Look-Up Tables techniques”, approaching since fat catalogs controlling, on

behalf of effectual exploration and assessment in biometric references. Which means
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that two references templates into two secure channels in which two both parties are

compared and matched so as to make a final decision for authentication process.
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Chapter 8.

Authentication Methodologies Models

The methodology we proposed for authentication models is to present the dis-
similar characterize to insusceptible transformation, revolution, and mounting conclu-
sion. The concept of “Match-on-Card (MOC)” involves receiving the candidate’s
prototype from equated pattern in doling out with comprehensive corresponding
manner while information validation demand and request. This core squabble on
MOC enabled smart card it unlocks the way of smart card infrastructure and frameworks.
The menace concerning Biometrics is not only, but also sensors-chip card as MOC,

SOC and TOC are proposed for.

Stored
Template
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Prepro- . Feature Match ,| Matche
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Figure 14. Authentication Methodologies Model
Confidentiality matters interconnected to the public aspect of patterns and other
biometric modalities in reciprocated obviously display the required prerequisite to
defending pattern. The significance of the continuous improvement of pattern recog-
nition has been proved by the creating of determined monitoring courses such as MOC,

SOC, and TOC as described. Biometric hardware’s, procedures and protocols may be

105



measured developed enoughtoextensive infrequent requests. Nevertheless, under con-
fident surroundings, the compassion of information safety of tranquil dubious argu-

ment interpretation.

8.1 Biometrics Sensors-chip Authentication Methodologies

Assessment of the appealed crypto-biometric solutions methodology is not obvi-
ous or a single authentication system. Requested resolutions derived in this method for
an estimation and IP problems a consequence of methodological statistics. An assessor
would requirement this comprehensive evidence to comprehend the tactic, estimate
conceivable subjects and scope an initially glass of buoyancy in the system. There exist
three distinct approaches to developing biometrics sensors-chip authentication meth-
odologies and its technologies development: 1. Template-on-card (TOC), 2. Match —
on the - card (MOC) and 3. System — on — card (SOC) and Point Pattern Matching

Framework (PPMF).

8.1.1 Template-on-Card (TOC)

The biometrics sensors information can be kept in the hands of the respective
holders of the biometric data information into a secure portable storage on the sensors
chip memory card with embedded microprocessor. Together, the combination of sen-
sors-chip and smart card offers the advantages of mobility, secure and strong authen-
tication capability of the holders in a high degree of control over the accuracy infor-
mation data of a person by the use of remote sensing information system. The entire
process of biometric data acquisition, feature extraction and matching is done at the

reader side. To show the authentication process of a TOC’s system for identifying

106



personal data information in a case of gateways control operation for information ac-
cessing automatically. While processing a matching, the reader will request for the
original template to be unrestricted from the smart card which is then matched with
the query template. Which means the holder of the card and its biometric data and

gateways embedded information data storage are meant to be matched [60].

8.1.2 Match-on-Card (MOC)

The process of biometric data attainment and the feature is completed at the
reader while the matching is done inside the smart card. While the primary
enrollment state, the original template created at the reader is warehoused inside the
smart card. In the final matching of a person identification date, the reader will con-
struct and computer itself, but it will not be released the personal information data to

public decision [61].

8.1.3 System-on-Card (SOC)

The identification card incorporates the all-inclusive biometric sensors and
smart card and processor and algorithm. Therefore, the original template, data acqui-
sition, feature and the query template are computed in the card. From the point of view
of security, template-on-card (TOC) offers the least secure environment while system-
on-card (SOC) offers the highest security environment. So, it means, that of the iden-
tification card contains a sensor and power processor will to meet at the computational
demand on the biometric processing accurate and secure for a most solution in infor-

mation decision making.
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8.2 Pattern Point Matching Frameworks (PPMF)

PPMF offers cancellable biometric in the case of the user’s privacy or circum-
stance. The points to patterns and matching process are based on two channels and
database extraction results that bring a unique authentication of a person for decision
making. This means that presenting counterfeit information is protected or secured.

Decision making is never perform based on a single data authentication or verification,

Extract
Feature . . “Match

Associate

. Image Quantized Model 3D model
Description Descriptors

Figure 15. PPMF Matching Model
thus with two matching process system. The matching itself is set as a mathematical
calculation of PPMF model to conquer fake and false information. This method uses
clustering, data mining methodology to calculate, a distance algorithms method, is also
known as arrays techniques. To gain a unique result, after passing two secure channels
decision making processes, pattern points are captured distinctively for final matching.

Quantized Model descriptor for PPMF solution framework as exposed below;

108



The above PPMF figure proposed query Image extraction to two pattern chan-
nels, Image description and quantized model descriptors, by matching the two

descriptors and point to 3D image pointing its unique associated matching.

8.2.1 PPMF Authentication and Decision Making

Biometric reader commands card to identify and card sends random encrypt
number to read the reader. So, after calculating the random numbers card verifies the
random number, then generates it. After biometric patterns and information are evalu-
ate accordingly and if the match is detected, reader requests validated information au-
thentication and update database automatically.

The processes are evaluated by interacting two patterns and database, present
data and pre-installed data, card reader sends authentication to command biometric
data to compare data with known biometric template. If matched, it processed with
authentication and card reader sends the decrypted data back to the card and verified

PPK.

CR Card

Pres. )
Bio
Random

Pre-in NO.
Data

Figure 16. PPMF Authentication Methodology
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8.2.2 Challenges

The highest challenges are to incredulously overcoming the potential problematic,
but complex, “Man-in-the-middle” verification and documentation characteristic to
contactless communication, although the existing cohort of biometrics cards bases for
safe keeping onto the intimidations on an exertion to inconspicuously investigation to
card’s interactions via sensors links. It condenses the exchange of visual authenti-
cation only, the instructions between users and cards ubiquitously contact. It also
defines system the expertise exchanges of in and out and the key safety information
concomitant. Under the following table, it explains the challenge for user accepting to
enter the PIN, which described the inside reader procedures throughout the verification
protocol. The card inner procedure is defined in the accurate authentication.

This recapitulates the examination of the verification protocol in biometric
information authentication only as for smart cards authentication frameworks for pro-
tocol it is “on-board key pair generation” for the command,

e Read*X905 Certificates

Command is run to read X905 Certificates from cards

e Get Challenges

- Command is run to receive a random number “8-Byte Rc1, 16-Byte Rc2” and gen-
erated cards

o Verify* Biometrics Data

- Command is run to confirm biometrics data, “i.e. to compare the reference tem-
plate VS the deciphered candidate fingerprint template and send MACed decision”

[62].
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It is rummage-sale the traditional PIV microelectronic with the conventional

submission of firmware the concentrated of cards functioning systems as enhanced

its topographies, MOC processes an executable program of ROM as the initiation of

the ubiquitous interface. These differences in two segments: initialization, and testing.

The following listed terminal management is the biometrics card initialization de-

velopment:

Terminals- select MOC applets

Cards- request PIN code’s verifications

Cards- RSA keys generation

Terminals- delivers RSA PK and generates certification

Terminals- write X905 certificates within the card.

Terminals- capture references and writes the reference templates in cards.
Thus during card lifecycle normally authentication process:

Terminals: capture candidates and send to template

Cards: decrypt a candidate templates, compare, send decisions
Terminals: verifies decision and MAC [63].

At the same time, PPMF manage tasks with two pattern frameworks and 3D

model, which is a very complex and high tech to develop.

8.3 Result

In a distance this structure matching, to subtract the transformation and re-

placement restrictions access. Now it can be checked on the determined digit match-

ing in a triangle, identically its constraint transformation is to authenticate a compre-

hensive configuration consistency, particularly between distant triangles. This low-
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cost unconventional matching technique, in particularly, is to approach the bar-centric
for pattern recognition.

Theretofore, two detached quadruplets of triangles on one matching triangle
with its three matching sensors extraction to its neighbor’s data with the same transfor-
mation factors so as to corresponding to match details, hereafter adequate to assert a
confident match. Computationally, this matching is unprejudiced a lot of byte apprais-
als hereafter perfectly appropriate to the mainframe. While intricacy process evalua-
tion interval impact intricacy data extraction procedure, the process is negligible. To
notice that the recordkeeping development is evaluation one sensors model multi-
plication, while the corresponding procedure is estimated one applicant template total-

ing and one identical.

Hereafter, it is to note that the complications of employment and matching
are a correspondent. The comprehensive cross-comparison counter between all intrica-
cies originators and particulars matches, which is incomplete in this research. The ac-
curacy of MOC, SOC, and TOC with double information implementation for authen-
tication and Point Pattern Matching frameworks (PPMF) is proposed for the
recognition process. Solid appearances are corresponding to results obtained when us-

ing significant initiator at acceptance and exclusive at equivalent.

8.4 Limitation

Verification and confirmation of a person’s identity is an essential module of
physical and logical access control methods in authentication frameworks. In doing

so if a person efforts entree safekeeping delicate structures, processor system, control
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conclusion should remain performed in action for protection. The accurate determina-
tion of an individual identity is requested to be made via “access control decision”.
The employment of theses mechanisms is active to verify a person’s identity, employ-
ing programs of credential identity. In a physical access, approval to mainframes
and data was conventionally authentic through selected users’ password. Thus,
cryptographic apparatuses in biometrics performances compiled both enhancing the
outmoded authorizations and authentication.

The standard designates the smart card fundamentals, classification interfaces,
and safety panels prerequisite to strongly accumulation, development, and regain
identity identifications from the sensors network. The somatic card characteristics,
storage da and media element that makes up credential identities are a standard’s spec-
ified. The periphery smart card interfaces architecture for packing and repossessing
uniqueness authorizations from a smart card are quantified by Personal Identity Veri-
fication (PIV). The “Personal Identity Verification (PI1V)” is currently an exchange in
data the following required element in microelectronic based card as below:

e Low Confidence - it reads only “what-you-have plus what-you-know”

e Higher Assurance - two prints substantiation in attended atmosphere

e A Very High Confidence - Biometrics data authentication for environment plus
PKI verification [64].

The effectiveness metrics acquired from the MOC, SOC and TOC are fragility
study that displayed the potential to securely achieve based on the model described
above the table. This research also would like to highlight defines the amount of time

required to comprehensive develop an MOC process as of cryptographic apparatuses
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rummage-sale, the allusion and applicant pattern prototypes, and the layout of the
whorl template.

The practicability revision contestants evaluate that some of the smart cards
such as Yes Cards were built by the accumulation firmware and data to PIV card
standard which has previously approved biometric certifications. These explanations
are supplementary indication that MOC is theoretically achievable concluded firm-
ware extension lead to prevailing smart cards

Three-factor SOC, MOC, and TOC verification provide the maximum secu-
rity level in information management and pattern recognition system. Without being
paranoid, circa requests requirement to matching a feature in the confirmation
scheme, occasionally it is desirable to show such as identity card and smart Passport,
the necessity to existing expression and patterns. For example, the use of the ordinary
cards, password or PIN codes, whorls and mudpack indebtedness vestiges factors in
press releases distraught promotion communications. The desire that the combination
of PPMF and Brain Computer Interference Framework (BCIF) as a choice, but which
is limited to the next generation to come.

In today’s digital era, the utmost of communication networks is apprehensive
subsequently the initial area to afford manipulator suitability. Once distributing a
key of a biometric information, a specific consideration should be remunerated to
this communication network to circumvent in a modest method to bypass substantia-
tion in the structure [65]. The PKI existence is unbreakable and inflated to advance,
accomplish and preserve, additional modest clarifications to provide secure commu-

nications the veracity of information should be well thought-out. To be confirmed and
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instinctive application against different publicly available pattern databases of sensors

contests obtainable too.
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Chapter 9.

Biometric Privacy, Implementation, and Legislation

The significantly rise of terrors and criminals spontaneous everywhere recently.
A rigged system for public uses and criminal clearance for safety, to and fro like bees
for task accomplishment, demand biometric as a public implementation. While some
fear exists due to the use of traceable biometric in public as risks for personal privacy
concerned. Thus, biometric is safe and secure because it is possible to use only by the
rightful owner of the information.

The advancement of technology also rises up as if it is in the blink of an eye.
The combat identity criminal management by the use of advanced biometric smart card
against attacks and risks. This smart task management will be able to carry responsi-
bilities assault, robbery, thieves, drugs traffickers and any laws’ breakers — fast, con-
venient and smart. It is to caution that the uses of fraudulent intensity facilitate crime
to that offense justice and right of one’s security. Therefore, it is purposed as listed

below:

Protect a person or country safer from victims, criminals, terrorists and hazard,
laws’ violator’s management and administrative tasks.

e Prevent identity theft, lost, forgotten and false information documentation

e Advance smart work, convenient management, fast and secure authentication

e Make correct identity decision and manage people activities record

e Safe, time, resources and effort at work and management
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To create a better future by advancing technological task handling system, in
which robotic supports and artificial intelligence system that enable virtual information

real — time management.

9.1 Privacy: Personal Information Handling Policy

Based on laws, right and privacy policy, biometric management should be in
line with legal procedure that protects the use of personal information for business,
advantage and discrimination. Laws and protection of information need to constitute
according to legal laws administration information service. Though criminal and ter-
rors are managed according to the laws and crime they commit, but never publicize
personal secret information — except government mandate towards civilians or major-
ity safety. Meaning privacy is completely keep as it is, information is managed as it is
necessary for the use of criminal and terrors identification — no more than that which

means both the security of government and personal.

9.1.1 Implementation

The biometric sensor-chip smart card system is projected to be and for all ci-
vilians. Handling people information ubiquitously no matter where, who, when and
what circumstances and condition. The records of bio — data are encrypted and stored
in a portable database. In its information database; name, date of birth, family members,
tribe and clan, blood type, finger print, palm, iris, vein, signature, gait, education, crim-
inal record, medical records, and health record. It technically designs to the record
book for personal information, but a secret book that exists in public but accessible by
the rightful owner. Needless to say that if a personal pass away, there should be bio-

metric burial form database, which means biometric data is cancellable if necessary.
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Though there are factors that should be considered, as there are types of bio-
metrics systems which are suitable to comply for human authentication while some are
inappropriate in some contexts. In the case of personal preference or the majority pref-
erence, it requires continually controlling to the point of safety, personal privacy and
protection of maintenance of fabricated constructive competition between the black
hats and white hats. Under policy requirements, the implementation of ultimate secu-
rity biometrics for authentication to be considered in which to protect important roles
for all users. Biometric implementation in which where are most important to:

e Border controls and Immigration protection
e Department of Foreign Affairs

e Ports and terminals check gates

e Police Stations and Security Agencies

e Other important places as requests

9.1.2 Administrative Enforcement Service

The government or in charge organizations will be responsible for collecting
information about personal for biometric installation under rules and regulations,
which meet the demands of both parties — government and personal so as to the point
of trust. This information covered the history of the users that available to health con-
cern (hospital), criminal concern (jail or court), and taxes and tour history. As the ad-
ministrative functions as a position of trust, the appoint party will process information
management task and functioning and carry responsibility.

The system of its service will provide contributing agencies and government

services. This means that data and information belong to Government and control
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purely by the government even if participating agencies manage and administer the

task.

9.2 Legislation

Biometrics data collectively enacts to law enforcement in which leaks, attacks
and the uses for personal benefits are prohibited under government law. While agen-
cies or company that partake business will have to be under the biometric constituted
legislation. This legislation provides the safety of personal information, the security
and benefits of users and the advantage of government for administering and managing

its people better.

9.3 Use and Disclosure

The term “biometric is public” is not something authentic because there is non-
public biometric such as DNA, Vein Patterns, and Blood pattern. However, biometric
information is broadcast in public it is impossible to access without the rightful owner.
PPMF must be matched in order to access and authentication process. The sectors and
setting for the use are completely depended on where and how and why. The require-
ment sectors are drawn based on government requests — not partaking agencies de-
mands. This is operational based on the law and legislation that constituted under gov-

ernment enforcement laws.

9.4 Reimbursements and Results

With the perspective of business points, the benefits are for cooperators with

government agencies and related organization. Find can be conducted based on the
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laws of biometrics and its user’s privacy which violate policies — while reimburse-
ments will go to the government instead of users. Thus, a fair treatment of breaking
the laws must be handle as one’s deserved.

According to the recent research “twenty-seven countries are deploying bio-
metric” for security, convenient, fast and smart task performances which will enable
users and movement interacted in a better ways and cooperate inimitably. It also
creates jobs and advancing technology and living and working standard. Our news-
generation biometric results expertise where it is needed drastically automation of
communication and authentication providing a safer and security from crossed — bor-
der travelers, terrors, and crime. When balancing on both positive and negative results,
better outcomes of the use of biometrics discoveries, based on third-parties policy and

personal privacy demands.
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Chapter 10.

Conclusions and Further Study

10.1 Conclusions

Onwards, authenticating the identity of an individual’s information for health
cards, student’s ID card, national ID cards, alien card, and passport are no big deal.
Similarly, administrative documents should be held via a biometric sensors-chip iden-
tification card (Smart Card) to the security of one’s, publics’ security and an individual
security. This should be managed reliably, rapidly, non-intrusively and at a reasonable
cost.

As two types of biometric will be applied in the card, public biometric and not-
public biometric which is more secure and reliable? So to say, a model that presented
are a combination of old versions of card modeling system and the new version of the
smart based biometric theory. Nevertheless, the cost will be reasonable and the card
will be easier to us.

Biometric based smart card will cease the issues of incontinence management
and help improve performance quality. To improve expediency, the upcoming genera-
tion of smart cards should be used biometric sensors-chip based ubiquitous contactless
smart cards. Match-On-Card (MOC, SOC, and TOC) are similarly projected to en-
hance privacy, while RSA2048 software model is targeted to develop security. Layer
an extensive variety of refuge problems with biometric statistics as operator identifier,
this dissertation demonstrates the comparative security equal as of the prospect for

developments in the adjacent upcoming. This dissertation is the connection of manifold
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disciplines in which cards are implanted with biometric chip-based technology for hard-
ware and software. While cryptography and security in wide-ranging for a smart card is
the focal point of art in this study. The communication with a live person expands the
possibility of biology and stimulating for future spaces of research such as “Brain-
Computer Interfaces (BCI) and Biometric Sensors-Chip”.

There are different approaches that available the proposition a geometric
charting functional examination to autonomous from isometrics like interpretation
and gyration. The “Point Pattern Matching Frameworks (PPMF)” is a renowned ca-
pacity for duplicate treating and pattern recognition framework, which is also compa-
rable apparatuses to profoundly use in astronomy to assemblage for matching and in-
voluntary superintendent mapping machinery.

Each assemblage is unresponsive for gyrations and translations in the matching
procedure, yet which aims at repossessing similar patterns between references for can-
didate templates. However, this method conveys structural comparisons but not glob-
ally structural comparisons. To keep in mind that this method is accumulative to inter-
planetary intricacy by a feature that the command it holds evidence bytes to each adja-
cent minutia so-called radial coordinates and angular coordinates. A comprehensive
construction assessment.

Biometric smart card based on cloud-based ID will be cancellable based on
user’s privacy, which is called systematically repeatable distortion. Thus, the record
of biometric of a person will be impossible to illuminate in term of the data that keep
in secret to management means will exist in the database even the user’s cancel or it is
erased by the administrator. Which means that the damage of the card, stolen, lost or

forgotten may not mean when tracking biometric data of its authentic users. Finally,
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by using SOC, MOC and TOC maodels, | developed PPMF modelling for recognition
framework based on quantized theory image. This model present data clustering as a

core to point specific information to distinguish from.

10.2 Future Study

The future study on “Biometric based Brain Computer Interfaces Frameworks
(BCIF)” is typically advanced for publics with incapacities improving the switch of
the prosthesis on computers. The definitive merging of “what-you-know and what-
you-are”, are carrying a clandestineness feature of biometric. Biometrics sensors-chips
are further and more recycled in medication for quick and cost-effective diagnostic of
glycemic, gravidity in premature phase, chemical and biological constituent occurrence
recognition in an alive model. This technology, at the connection of natural science
and integrated circuit technology, could be supplementary to sensors-chip based pat-
tern device to sense for a digit plaid aliveness.

I, in the near future, would like to improve the biometrics recognition and
authentication interfaces for this dissertation and durably be certain of this will be
the identical delicate substance to accomplish an immense phase advancing in safe
keeping and clutch meticulous user’s opportunities in terms of confidentiality fortifi-
cation for security. In the future research, hallucination that impression corresponding
of a collaboration with nifty municipal in this meantime for biometric pattern frame-
works is desired [66]. Providentially, biometricians lastly unspoken requirements to
amplify the possibility create globally or international while they are actually familiar-
ized contemplate to the competence to which their duplicate frameworks and pattern

recognition sphere.
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Lastly, notwithstanding assertive to a respectable safekeeping component of
amalgamation with supplementary safety apparatuses which is related to biometrics
pattern recognition privacy as protective to appropriately be controlled and biometric sys-
tem for the use of smart card and its related uses.

On the subject of all the comprehended drudgery and achieved consequences
in biometric sensors-chip security correlated topics throughout aforementioned, I may
advise minutest necessities for a biometric even if the capacity presently absences of
maturity, the structure had better at slightest device detection feature. Some experts
concern the attacks supposing the information of the pattern recognition, it is frequently
an incident for robust requirements of biometrics method. A clandestine proprietary
prototype design would be threatened by these attacks, nevertheless safe keeping by in-
significance also habitually evidenced actuality a debauched clarification. Concerning
duplicate reconstruction around real intricacies, the organization ought to also instru-
ment more or less pattern examination methodology.

Nonetheless, confident methods are fundamentally endangered the existing
modeling states of the art renovation, the duplicate rebuilding portrayed in has the
defaulting to produce some incorrect intricacies sentiments, this finally modification a
native corresponding methodology the developed, which designated the succeeding of
this dissertation proposal using “Delaunay Triangulation (DT)” [67]. Critical remark
instruments are diminutive perceptibly secures, no dormant images, approximately
filching hitches with several fakes’ information. This assessment methodology con-
firms confirming for a positive safety level of the beleaguered machinery, somewhat
autonomously from the framework of procedure in the ubiquitous technology world

request, achieved consequences for the comprehension segment are devoted to the
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targeted violence development, and the identical classification in another atmosphere

have a duty to not prerogative the matching safekeeping close.
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