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Chapter 1.

Introduction

1.1 Purpose and Structure of the Thesis

In this thesis, a secure biometric authentication is developed and implemented.
This system uses biometric cryptosystem based on fuzzy vault non-random chaff
point generator scheme. The main concern of biometric authentication system is to
secure biometric templates of the user. In this study, we only consider how to secure
the fingerprint information that is used for crucial systems such as financial
application or mobile payment system based on user accounts such as PayPal or
Google Payment. This system also fast and convenient because it only uses one
fingerprint information of the user.

Similarly, with the research to be conducted, it can conclude that this thesis has
a focus and objective to develop a reliable, secure and fast mobile payment

authentication system that comprises the following aspects such as:

(a). Design product is built to make a secure fingerprint authentication system.

(b). Provide a high privacy of the user biometric information using biometric
cryptosystem method.

(c). Provide an easy user interface for enrollment and authentication.

(d). Provide a fast and accurate fingerprint enrollment and authentication

process.



Not only contain with focus and objective, there are also several scopes to make
the problem is not too extensive, thus some limitations problem to be solved by the

application include:

(@). The cryptographic key generation and key distribution are not discussed
and implemented in this system. We presume that the key is already given
using the common procedure.

(b). Because of the hardware constraint, the input is a fingerprint binary image
as a prototype of the fingerprint information of the user.

(c). The input is only one fingerprint image for one person with maximum size
512x512 pixels.

(d). We only make the mobile application for Android and Windows mobile.

The structure of this thesis is divided into six chapters as follows:

(a).Chapter 1 introducing the discussion of the global picture on the
background including purpose and structure of the thesis which concluded
the thesis objective, scope, and thesis outlines.

(b).Chapter 2 introduces a basic concept of the method and algorithm used
with theoretical outlines that support this thesis topic discussion.

(c). Chapter 3 discusses the system requirements and design to discover the
analysis of the need to establish a biometric authentication system, system
design, system specification, functional requirements and actors involved
in the system.

(d).Chapter 4 introduces a system implementation for the application

development using MATLAB and C# programming language.



(e). Finally, Chapter 5 concludes this study as the purpose of this thesis
including an additional feature that might be required but not yet

implement and developed in the thesis.

1.2 Background

Since mobile devices are no longer only used for simple voice or short message
communication but are developed with more powerful capacity, memory, and
performance, nowadays, most of the people in the world, from teenagers to elders,
equip themselves minimal with one mobile device. In 2015, smartphone ownership
rates in emerging and developing nations were rising at an extraordinary rate,
climbing from a median of 21% in 2013 to 37% in 2015 [1]. Based on the global
forecast in Figure 1 (Source: HIS Inc.), an increasing number of smartphones are
adopting fingerprint verification as a method to authenticate their users.

600.0 ———— S S ——
500.0
400.0
300.0
200.0

100.0

J

2011 2012 2013 2014 2015 2016 2017

Figure 1. Global Forecast of Cellphones Shipments with Integrated Fingerprint
Scanners (Millions of Units), Source: HIS Inc.



Based on a survey by PayPal [2], 53% of smartphones owners would use
fingerprints instead of passwords and 46% would be comfortable with retina scans.
The biometric authentication is not only used to unlock these smartphones but also
used in financial applications such as online payment or mobile payment based on
user account. In 2016, FIDO [3] and Google [4] already integrate the fingerprint
authentication on their mobile payment system. Both of them have similar mobile
payment scenario illustrated in Figure 1. In this scenario, the biometric
authentication is made between online payment provider and client’s mobile phone.
The application uses user ID and user’s fingerprint for authentication to the specific
account maintained by the Online Payment Provider [5]. If the authentication
process is successful, then the next step can be done. There is a countermeasure in
the new integration of biometric authentication in the crucial system such as mobile
payment system.

Most of the concern in the biometric authentication system is how to secure
biometric template of the user. In early 2016, Jo [6] proved that biometric
authentication in mobile phones can be compromised. The authors breached the
VEGA Secret Note that uses fingerprint for biometric authentication. The authors
showed that fingerprint templates of the user can be accessed from the mobile phone
system. Because the biometric features are limited, when it is compromised, then
the user will not have any substitute for it. To prevent that, a robust security scheme
is needed to protect the biometric template in client-server system environments
such as financial application and account-based mobile payment application.

For a client-server system that uses biometric authentication, if the matching
process only uses the biometric templates itself, then it is better to store the
biometric data in the server side since attacking the server is more difficult than
attacking the client (i.e. mobile phone). However, there are some disadvantages if
the biometric templates are stored in the server side. First, if an attack occurs, then

the possibility of data loss is high. Second, there is no privacy about client’s
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biometric data in the server side. To protect the user’s privacy, it iS more convenient
to store the biometric data in the client’s mobile phone. To prevent data leakage,
the biometric templates must be stored in a secure manner. There are several
methods for securing biometric templates [7], one of them is biometric
cryptosystems (BCs). BCs require a storage of biometric information to retrieve or
generate cryptographic keys, referred as helper data. These helper data are stored
as an encrypted form and do not reveal significant information about the biometric

templates and the cryptographic keys.



Chapter 2.

Literature Review

2.1 Biometric Authentication

There are three types of authentication method: knowledge-based
authentication, possession based authentication and bio-based authentication [8].
The knowledge based and possession based is a traditional authentication method.
In knowledge-based, the authenticator relies on their memory such as a password.
This type of authentication has weaknesses. It is hard to be managed, especially if
we want a strong level security, we have to make a long password. As a result, it is
hard to recall. Another problem if we have more than one accounts, we have to
remember more than one password for a strong level of security. In possession
based, there are cryptographic things such as a token that are owned by the
authenticator. This type of authentication also has weaknesses: the token can be lost
or stolen. Another authentication method is using biometric information of the
authenticator. This kind of authentication uses unique biometrical as physiological
or behavioral characteristics for automatic identification in a more trustworthy
manner such as fingerprints, retina, iris, palm, keystroke, finger vein, voice, face,
ear shape, handwriting, head resonance, etc. Because biometric authentication uses
a broad range of characteristics, the requirement for imaging technology in each
biometric differ widely. There are five requirements that must be fulfilled for ideal

biometric [9]:

(). Robustness: the individual information remains unchanged over time.



(b). Distinctiveness: the biometric information varies greatly for each
individual.

(c). Availability: the biometric information ideally can be measured in multiples
for the entire population

(d). Accessibility: the biometric information is easy to collect using electronic
Sensors.

(e). Acceptability: the measurement process to get the biometric information is

accepted widely.

Biometric authentication requires two stage: enrollment stage and
authentication stage. In the enrollment stage, the feature data with high quality is
extracted and stored in the database as reference data. In the authentication stage,
another feature data is extracted as a query data and compared it with the reference
data. If the reference data and query data is overlaps one to another, the
authentication process is successful.

The personal privacy of the user is another issue in biometric authentication.
In general, biometric system, biometric information can be accessed by the
government or the authorized group. The main problem in the biometric system is
the linkage between a person and their personal data that allow movement tracking.
Database of biometric information (i.e. biometric image) is often encrypted to

hamper the process of bulk compromise [9].

2.2 Biometric Cryptosystems

Biometric cryptosystem (BCS) are designed to securely bind a digital key to a
biometric or generate a digital key from a biometric [10]. This method tries to

integrate biometrics with cryptography to protect both the biometric template and



cryptographic key stored in the system. This is the solution for biometric dependent
key release. Biometric Cryptosystem requires the storage of biometric information,
applied to retrieve or generate keys, referred as helper data. This helper data stored
as encrypted data and not reveal significant information about the cryptographic key
and biometric template. The biometric comparison is performed indirectly by
verifying key validities, and the output of the authentication is key release or failure
message. Based on how to derive the helper data, Biometric Cryptosystem classified
into two types. If the helper data obtained by binding the chosen key with the
biometric template, then it called key binding schemes. If the helper data obtained
only from the biometric template, then it called key generation schemes. In key
binding schemes the cryptographic keys are independent with the biometric
template, while in the key generation schemes, the key is dependent from the

biometric template because it directly generated from the biometric sample.

2.3 Fuzzy Vault

Fuzzy vault is one of the biometric cryptosystems based on key binding
schemes that is introduced by Juels and Sudan in 2002 [11]. Since then, various
developments of fuzzy vault have been proposed. The original scheme uses Reed-
Solomon code for error-correcting code that can handle noisy data and is designed
for an unordered set of data. In recent years, the implementation of Cyclic
Redundant Check (CRC) and Lagrange interpolation are introduced to replace
Reed-Solomon code. However, CRC-based fuzzy vault scheme still needs some
improvements. Recent researches on CRC-based fuzzy vault method focus on
preventing attacks such as brute force attack, statistical analysis attack, collusion
attack, and blend substitution attack [12].



Enroliment

1
Feature Feature set A :
extraction ‘
Genuine points Lagrange
""""""""""""""""""""""""" $ e el i Interg olagtion
: p

O T A—
Polynomial Chaff : 1 ¢
construction _”tﬁé?fgmt’lc ‘ Feature set B 2. K'||CRC(K)
$ oint | ‘ Feature [EEEEEEE I
;P | : extraction » Chaff

”””””””” »  point » k

Authentication

v
I . Authentication result

Figure 2. CRC-Based Fuzzy Vault Using Non-Random Chaff Point Generator

Benhammadi [13] proposed a new method using password hardened fuzzy
vault based on an improvement of fingerprint feature representation. Khalil-Hani
[14] changes the whole scheme by considering non-random chaff point generator
which is computationally fast. These two methods only prevent statistical analysis
attack. Nguyen [15] proposed a new fuzzy vault method using ridge features. This
method resists against advanced brute force attack. Dang [16] proposed a
cancellable fuzzy vault. The proposed method performs a periodic transformation
on the biometric template. This method is robust against brute force attack.
However, this method is possible to be cracked by statistical analysis attack.

Another scheme was proposed by Nguyen [17] in early 2016. This method
focuses on preventing the aforementioned attacks, especially blend substitution
attack. This scheme introduces a modified chaff point generator and verifier. This
non-random chaff point generator and verifier substitute CRC algorithm for error
correcting check. The schematic of this method can be seen in Figure 2. Continuous

hashing and linear projection are used to generate chaff from the cryptographic key
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and biometric template in enrollment phase. As a consequence, the same chaff point
will be regenerated as a verifier in the authentication phase. In this scheme, chaff
point is not a random point but a point that is treated as the signature for the
combination of biometric template and a cryptographic key. If there are any
modifications in the vault, then this system can detect the modification and the
authentication will lead to failure result.

2.4 Fingerprint

Minutiae extraction is one of the feature extraction methods for the fingerprints
extraction. Minutiae extraction is widely used and is also one of the old methods in
feature extraction field. In the fuzzy vault, feature extraction is a preprocessing step
for getting genuine points from the biometric sample. The input for this step is a
biometric image from the sensor, and the output is a set of genuine points as the
unique identity of the biometric sample. To get a high performance of fuzzy vault
system, we have to select an accurate feature extraction. Accurate feature extraction
will help in decreasing False Acceptance Rate (FAR) and False Rejection Rate
(FRR). An accurate extracting method must have the capability of extracting salient
features from the fingerprint in a robust way. The False Negative (FN) rate and False
Positive (FP) rate of the extracted genuine points should be the smallest one.

There are many minutiae extraction methods that are introduced by the
researchers to get a high-performance fingerprint feature extraction [18]. Distortion
issue is a major concern in developing feature extraction method. Distortion in
fingerprint comes from variations in skin and impression condition when the user
inserts their fingerprint from the sensor.

Minutiae extraction can be done in binarized fingerprint image or grayscale

fingerprint image. Binarized fingerprint image can be divided into two types,
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unthinned binarized images, and thinned binarized images. One of the example
methods that uses unthinned binarized images is ridge flow and local pixel analysis.
In [19] a method based on ridge flow was used. This proposed method methodically
scans the binary images of a fingerprint, identifying localized pixel patterns that
indicate the ending or splitting of a ridge. There is pixel pattern as reference. The
pattern may represent the end of a black ridge protruding into the pattern. Another
example method that uses thinned binarized images is based on Crossing Number.
In [20] Wu Zhili uses modified crossing number method to extract minutia point

from the fingerprint.

2.5 Circle Packing Algorithm

The Euclidian distance calculation is a common way to calculate a distance

between two points. The common calculation is shown in expression 1.

VO = %)% + (0, = y1)? > 8 1)

There is another method that has a similar purpose, that is circles packing,
proposed in [21], a geometrical mathematic to calculate the distance between
points. The main idea of this circle packing algorithm is making some circle pack
in a defined surface based on a specific condition. Circle with identical radius, non-
imbrication circles, square or triangle area as a circle pack, and density pack are the
example of a possible condition in circle packing algorithm. The Khalil-Hani
algorithm [14] is based on the circle packing solution. The circle problem that is
used in Khalil-Hani algorithm is finding the optimal dense packing of the similar
square pack which should not overlap with each other in a square surface. This

method uses a square boundary surrounded each point in the vault to ensure that the
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distance between these points is not too close. The boundary that is created by using
the method is illustrated in Figure 3. The square boundary is chosen by defining
left, right, upper and lower line around each point. The distance between the point

and each of these lines is 6.

it i

\
A Chaff point @ Genuine point

Figure 3. lllustration of Circle Packing Algorithm
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Chapter 3.

System Requirements and Design

3.1 Overview of the Application Design System

The design of the system application is intended to identify the problems that
will appear later on related aspects such as the availability of reliable and accuracy
of performance of applications and data estimates generated within the system. The
analysis will be conducted on the topic of discussion as in some of the features such
as the Genuine Acceptance Rate (GAR) for the whole system. Time execution also
become the measurement metrics, user interface (Ul) design is not the subject that
included in any analysis features, but it can be seen that the design has been
designed properly and adjusted to the features that are built. It is a kind of
breakthrough in the field of fingerprint authentication technology that prepared to
introduce the system with its both simplicity and security and being a pilot project
which was initiated as a solution in the middle of the security problem in the client-

server authentication system such as mobile payment.
3.1.1Analysis of User Needs

Overall, the design and implementation of the application are intended to make
a secure authentication mechanism for account based mobile payment system using
user’s fingerprint information. Also, the privacy of the user’s biometric information

must be retained.

-13-



3.1.2Analysis System Requirements

The system design must be able to answer the needs of the user. The following

are the list of the system requirements that is designed and constructed:

(a). Authenticity: The system can read the fingerprint as the representative of
the biometric information of the user. The system must be able to distinguish
fingerprint input from the different user. The system also must be able to
authenticate different fingerprint input from the same user.

(b).Privacy: The system must not provide any information of the user’s
biometric information. Any information related to user’s fingerprint must
be stored as encrypted data.

(c). Non-repudiation: the system should have a mechanism to prove that the
authentication request is sent by the corresponding sender.

(d). Ease of use: The user interface for enrollment and authentication process is

easy to use, and these process must be fast enough for the user convenience.

3.2 System Architecture

The system contains two main parts. First, the enrollment process for user’s
fingerprint registration and correlate it with the generated cryptographic key.
Second, the authentication process after the registration process is conducted. These
authentication and enrollment process uses fuzzy vault biometric cryptosystems
[11]. The flow diagram in Figure 4 represents the overall system for the enrollment
process. Figure 5 represent the overall system for the authentication process.

-14 -
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3.3 System Specification

We use some software for the system development. Some of these are defined
in Table 1.

Table 1. Analysis of Software Requirements

No. Requirements Specification
1 | Operating System Windows 10 Professional 64-bit
2 | Visual Studio IDE Visual Studio 2015
3 | Xamarin: Mobile Android and Windows
Application Development
4 | MATLAB R2016b

3.4 System Design

To implement the enrollment and authentication for the mobile payment

system, there are parameters and several key steps that must be done as below.

3.4.1 Fingerprint Minutiae Detection System

Fingerprint minutiae detection system is an important process for both
enrollment (encoding) and authentication (decoding). The block diagram of this
system can be seen in Figure 6, and the specification can be seen in Table 2. This
process produces minutiae points as a feature set. This feature set becomes an input
for encoding and decoding process. The input is a grayscale fingerprint image. The
example of fingerprint image input is shown in Figure 7. The process includes pre-

processing step and feature extraction step as follows and illustrated in Figure 8.
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(@).

(b).

The input image is sent to the pre-alignment module to align the fingerprint
image so that the matching process in the authentication process can
produce a low false rejection rate. In fingerprint authentication, the query
fingerprint image sometimes is a translation, rotation, nonlinear distortion,
and noise version of the reference fingerprint. These problems make a
large interclass variation in the input. Alignment usually uses the original
information of the minutiae template from reference fingerprint and query
fingerprint. Because the matching process in the fuzzy vault uses
transformed version of minutiae template, it can use another data
information extracted from the fingerprint image. This helper data for the
pre-alignment process should not give a significant information about the
biometric itself. Another alignment method can be used by aligning the
feature extraction based on reference points both in reference and query
fingerprints.

Feature extraction is a preprocessing step for getting minutiae points from
the fingerprint sample. The input for this step is a fingerprint image, and
the output is a set of minutiae points as the unique identity of the biometric
sample. Minutiae extraction is done by using ridge flow and local pixel
analysis with unthinned binarized image [19]. This method methodically
scans the binary images of a fingerprint, identifying localized pixel
patterns that indicate the ending or splitting of a ridge. There are pixel
patterns as a reference, the pattern may represent the end of a black ridge
protruding into the pattern. The minutiae points are detected as an x and y
coordinate points. The output of this module is illustrated in Figure 9. The
blue pattern indicates the minutiae points. The output data of this module
is illustrated in Figure 10. The data contain all the decent detected minutiae

points.

-17 -



Fingerprint
minutiae — Feature set
detection system

Fingerprint
Image

Figure 6. Block Diagram of Fingerprint Minutiae Detection System

Table 2. Specification of Fingerprint Minutiae Detection System

Module Fingerprint minutiae detection system

Input Fingerprint image

Output Feature set

Functionality Extract minutiae points information from fingerprint
image.

(b)

Figure 7. Examples: (a) Fingerprint Image of the User; (b) Translation

Fingerprint Image of the Same User; (c) Fingerprint Image from Different

User
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cation”

Figure 10. Minutiae Point Partial Data for Figure 8(a)

3.4.2 Fuzzy Vault Enrollment (Encoding) System

Enrollment is an important step that must be done before authentication
process. The block diagram of this system can be shown in Figure 11, and the
specification can be seen in Table 3. This process includes several procedures for
the user and main enrollment process that produces vault as encrypted data. This
process is illustrated in Figure 12. We divide into several processes as follows.

(@). A random pair of the cryptographic key is selected by the system.

(b). The next step is the main enrollment process. The input is aligned minutiae
points as feature set M = [Mo My ... my_4] "as mj = [Xpmj Ymjl, NS
the maximum detected minutiae points and private key as secret
cryptographic key S’ = [Sf-1  S(f-2) - s¢].

(c). Axis(x-coordinate) of genuine points is obtained by bitwise concatenation
for each minutia coordinate. Ordinate(y-coordinate) of genuine points is
obtained by plotting the x-coordinate to the polynomial p(x) =

SpoaxT ™+ sp_ox77% 4+ 4+5, . This process is called polynomial
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(d).

(e).

().

Feature set A

reconstruction and done in Galois field (GF = 2¢). The output is V =
[Vo Vi .. Viyj-1] ‘ with v; is a tuple of [x,; y,]

Chaff points N =["o N1 ... nye 4] “are generated using Chaff Points
Generator in [17] illustrated in Figure 13. It uses non-random chaff point
generator with feature set and cryptographic key as input. Continuous
hashing and linear projection are used to generate chaff points. We
modified the Euclidian distance calculation with circle packing algorithm.
Genuine points and chaff points are combined and becoming vault points
V' =1[v N]f =[Vo Vi = Vp-1 Mg Ny - Mg

These vaults points are stored in the user’s mobile phone, for future usage

in the authentication phase. The vault data is shown in Figure 14.

Fuzzy vault
encoding system

Cryptographic
keys K

Vault

Figure 11. Block Diagram of Fuzzy Vault Encoding System

Table 3. Specification of Fuzzy Vault Encoding System

Module Fuzzy vault encoding system
Input e [eature set A

e Cryptographic keys K
Output Vault

Functionality

Generate vault from the feature set and cryptographic keys

using fuzzy vault mechanism.
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End

Figure 12. Flow Diagram of Encoding System
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Figure 13. Flow Diagram of Chaff Point Generator
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3.4.3 Fuzzy Vault Authentication (Decoding) System

Authentication (decoding) process is done between query fingerprint image

and vault that is stored as an encrypted representative of reference fingerprint

image. The block diagram of this system can be seen in Figure 15, and the

specification can be seen in Table 4. This process is a matching process based on

fuzzy vault biometric cryptosystems scheme. During this phase, the vault is

unlocked using the query fingerprint template to get the cryptographic key as the

authentication result. The whole process is illustrated in Figure 16. We divide the

system into several processes as follows.

@).

(b).

©).

A fingerprint image is inserted as a query input and extracted using
fingerprint minutiae detection system. The vault template that is stored in

the mobile phone also become the input of the system. The query feature
set u=[Ho M1 .. -] isobtained.

A matching process is conducted by finding the nearest matching member
of the member of the query feature set. We initialize the constant § as the
maximum allowable distance between the two points for positive
matching. A new dataset as selected genuine points n =
[Mo ™1 ... N}y—1] is Obtained. With n,,  is the x-coordinate of matching
vault and My is the y-coordinate of the corresponding matching vault.

A polynomial reconstruction is done to the selected genuine points using
Lagrange Interpolation with the degrees of the polynomial is already

known. At least f sets of the polynomial are constructed. The candidate

coefficient becomes the candidate cryptographic key.
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(d). Some genuine points are filtered from the vault that is corresponded with
the reconstructed polynomial. These genuine candidate points become an
input for Chaff Point Verifier.

(e). A verification function is done using Chaff Point Verifier that utilizes chaff
point generator module. This verification function is performed to each of
polynomial candidate. If the generated vault from Chaff Point Verifier is
same with the stored vault, then the cryptographic key is obtained, and the

authentication is successful.

Feature set A’
Fuzzy vault Cryptographic

Vault decoding system keys K’

Figure 15. Block Diagram of Fuzzy Vault Decoding System

Table 4. Specification of Fuzzy Vault Decoding System

Module Fuzzy vault decoding system
Input e [eature set A’

e Vault
Output Cryptographic keys K’

Functionality | Reconstruct the cryptographic keys K’ from feature set A’

and vault.
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3.5 System Functional Requirement

The functional requirements described in this thesis to determine the possible
effect of the system or what the system must accomplish. Based on several studies
in the literature review, the functionalities that are needed for the application can be

determined as follows.

e Generate and view the result of fingerprint authentication.

e  Generate and view the result of fingerprint enrollment.
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Chapter 4.

System Implementation, Testing, and Analysis

4.1 System Implementation

After determining the design and conduct the system requirement, the next
stage is doing the implementation. The components that have been addressed in the
design will be implemented in the form of prototype software products into a system
of mutually integrated. The implementation is applied to the mobile phone as
explain in the first chapter. There is a specification and limitation of the input while
doing the implementation. One of the main limitation is fingerprint image that
already registered because of hardware constraint.

For method review, we divide into several parts. Before authentication, first,
the reference image of the user fingerprint is inserted into the system, and a
cryptographic key is selected. After enrollment, if the user wants to authenticate,
they insert the query fingerprint image to the system. After that, the application will
perform local biometric authentication and produce the corresponding

cryptographic key.
4.2 Experimental Design

In this part, an experiment design is created to get the data for analyzing. The
input data that is used for testing the system is fingerprint NIST Special Database
04 (SDO04). The original SD04 data is an ANSI/NIST format (AN2) file. This
database contains 8-bit grayscale images of randomly selected fingerprints. This

file contains 4000 (2000 pairs) fingerprint stored in PNG (image) files format and
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TXT (data) files with information extracted from the AN2 file. Each printis 512 X
512 pixels with 32 rows of white space at the bottom of the print. The fingerprint
are classified into one of five categories (L = left loop, W = whirl, R = right loop,
T = tented arch, and A = arch). For this implementation, the database from figs_0
is used. The record file holds the image for the subject and some information about
the image in a text file. The experiment is conducted in MATLAB and Visual

Studio with Xamarin.

4.3 Results
4.3.1 Accuracy Test

In this section, a statistical method is used to analyze the accuracy performance
of the matching process in the authentication system. The analysis of the results
based on Genuine Acceptance Rate (GAR). GAR describes the number of
successful authentication of non-authorized users. For this calculation, we only
inspect 50 fingerprint images. The experiment is conducted using program
prototype in MATLAB. The accuracy calculation is done using expression 2.

Number of successful authentication
Accuracy = Number of use x 100% (2)

For the experiment, we use several data analyses. We change a number of
genuine points and chaff points that is used in the fuzzy vault to see their influence
on accuracy. From the Table 5 and Figure 17 we can see that the higher the number
of Genuine Points used in the fuzzy vault, the better the value of accuracy. This

because the number of possibilities that is used for the matching process will be

-30-



higher for a higher amount of genuine points. But, after we increase the number of

genuine points, the accuracy tends to be constant.

Table 5. Accuracy Results

Values GAR

Genuine Points Chaff Points (%)
14 140 66%
16 160 68%
18 180 74%
20 200 76%
25 250 84%
30 300 92%
40 400 92%

Accuracy
100% 92% 92%

903 . 84%
74% 6

80% o i

70%

o) 60%
O
5 50%
3 o
2 40%

30%

20%

10%

0%
14 16 18 20 25 30 40

—@—Accuracy  66% 68% 74% 76% 84% 92% 92%

Number of Genuine Points

Figure 17. Graphic of Accuracy
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4.3.2 Execution Time Test

In this section, we analyze the execution time of the system. We compare the
previous system that uses Euclidian distance in the non-random chaff point
generator with the modified system that uses circle packing algorithm. We can see
that the execution time of the modified version is lower than the original version
for enrollment (Figure 18) and authentication (Figure 19). The execution time of
the original version become longer if we make the number of genuine points higher.
In the modified version, the execution time is independent of the number of genuine

points.
Enrollment Time
1.4
- 1.3
=3 1.25 .__.’.—*_._‘___’_-—N__.__.
1.2
1.15

5 10 15 20 25 30 35 40 45 50 55
=@ Original version 1.29581.33391.33541.33871.34581.34691.35751.36941.37161.37321.3813
=@= Modified version 1.23911.23891.24881.24571.24651.24131.2441 1.254 1.24551.24451.2477

Number of Genuine Points

Figure 18. Graphic of Enrollment Execution Time
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Authentication Time

5 10 15 20 25 30 35 40 45 50 55
==@=Original version 3.45773.55683.61293.65463.75373.80313.83534.03114.40094.82215.3932
Modified version 2.57332.54782.59462.60022.56782.57322.57452.57162.58132.64122.6581

(s
O r N W b U1 O

Number of Genuine Points

Figure 19. Graphic of Authentication Execution Time

4.4 Functionality and Objective Analysis

Testing of system functionality based on the functions was performed by the
system. From the Table 6, it can conclude that the functionality of the main goal of
the application was successfully implemented. There are several points that being
an approach as the main goal which is explained in below table.

Table 6. Functionality Assessment of the Applications

In Term of Connection with the User
No Functionality Testing Colfliftljjgi(on
1 | Perform biometric enrollment process to create the Succeed
vault with the corresponding ID
2 | Perform biometric authentication process using query Succeed
fingerprint image
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Chapter 5.

Conclusions and Future Studies

In this thesis, a method is proposed and implemented to enhance the security of
biometric authentication. This system uses fuzzy vault biometric cryptography.
Biometric cryptography (BCs) is a good solution to secure biometric template that
is stored locally. By using BCs, the biometric template is stored as encrypted data.
Fuzzy vault BCs key binding techniques is a right solution for a system that has an
independent relation between biometric template and cryptographic key such as
mobile payment with the account based remotely scenario. In this thesis, fuzzy vault
BCs non-random chaff point generator fuzzy vault is an improved method of the
original fuzzy vault. This method is based on non-random chaff point generator. We
modified it using circle packing algorithm. This method tries to solve the previous
flaw on preventing attacks especially original attack or blend substitution attack
which is harmful to the user if the vault is stolen from the mobile phone.

This system consists of three main parts. First, the fingerprint minutiae detection
system. Second, the enrollment process for user’s fingerprint registration and
correlate it with the generated cryptographic key. Last, the authentication process
after the registration process is conducted. These authentication and enrollment
process uses fuzzy vault biometric cryptosystems. Fingerprint minutiae detection
system is an important process for both enrollment (encoding) and authentication
(decoding). This process produces minutiae points as a feature set. This feature set
becomes an input for encoding and decoding process. The input is a grayscale
fingerprint image. This process includes pre-processing step and feature extraction
step. Enrollment is an important step that must be done before authentication
process. This process includes several procedures for the user and main enrollment

process that produces vault as encrypted data. Authentication (decoding) process is
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done between query fingerprint image and vault that is stored as an encrypted
representative of reference fingerprint image.This process is a matching process
based on fuzzy vault biometric cryptosystems scheme. During this phase, the vault
is unlocked using the query fingerprint template to get the cryptographic key as the
authentication result.

There are several limitations that we define in this thesis. The cryptographic
key generation and key distribution are not discussed and implemented in this
system. We presume that the key is already given using the common procedure.
Because of the hardware constraint, the input is a fingerprint binary image as a
prototype of the fingerprint information of the user. The input is only one fingerprint
image for one person with maximum size 512x512 pixels.

From the experimental results, we got two main results. First, the execution time
of the modified version is lower than the original version both in enrollment and
authentication. The execution time of the original version become longer if we make
the number of genuine points higher. In the modified version, the execution time is
independent with the number of genuine points. Second, the higher the number of
genuine points used in the fuzzy vault, the better the value of accuracy. This because
the number of possibilities that is used for the matching process will be higher for a
higher amount of genuine points. But, after we increase the number of genuine
points, the accuracy tend to be constant. For the final result, this method has 92%
accuracy.

In the future studies, hopefully, it can be developed by using another biometric
information such as finger vein, 2D face, or iris based on the sensor that already
integrated in the future mobile phone. We can use another biometric information
using this scheme by changing the fingerprint minutiae detection process with

another feature extraction process based on the selected biometric information.
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