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A Study on the Design of Military Security Audit based on the

M—-ISMS Model

Dae Gyu Kim

Interdisciplinary Program of Information System, The Graduate School,

Pukyong National University

Abstract

In recent, the levels of military information protection has been
currently remained through very powerful legal systems. such as
Military Secret Protection” Act and Military security operational
defense minister /instructions and regular and non—scheduled security
inspection by considering the specialization of military.

However, | the changes of information speed of military are
required because of a relative lower level compared to the developing
speed of the private_based = ICT (Information = Communication
Technology). Therefore, the military also needs to adopt manhagement
systems of information security® based on KISA ISMS(Korea Internet
& Security Agency Information Security Management System)
following Korean standards for Information Security.

We propose an improved M-—ISMS (Military—ISMS) model for
the characteristics of the military and management systems of
information security based on the existing ISMS model. Our improved

model focuses on 'Internal security audit' and 'management of



external activity' by considering military characteristics that have not
been conducted in ISMS.

Therefore, we added the six control items regarding
confidentiality to internal security audits because the confidentiality is
more I1mportant in militaries than fusibility which 1s importantly
handled in private sectors.

We also recommend some control items regarding standards
establishment and level maintain for security management in the
external activity management parts because its value for secrecy is
disappeared in case militaries reveal Iinformation or their external
activities such as national defense white papers.

The proposed M—ISMS model in this thesis has an effect on
preventing a rapid and future—oriented security intrusion incident in
advance by considering a variety of its advantages and case studies
of private intrusion incident collected from existing ISMS. However,
specific guidelines and technologies of multiple. control items in, our

proposed model will be studied in detail.
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ISO surveyell 9oJ&td <3 3>¢} o] ISO/IEC 27001 A5 #st
132705, 19,57770°1t}[6].

(9 7))

T % 2010 2011 2012
Total 15,626 17,355 19,577
Africa 46 40 64
Central/South America 117 150 203
North America 329 435 552
Europe 4,800 5,289 6,384
East Asia and Pacific 8,788 9,665 10,373
Central and South Asia 1,328 1,497 1,657
Middle East 218 279 344

(4. http://www.iso.org)

ISO/IEC 270012 AAACE de el BHHEFAE Fokd
A BFolH, QMY E A&EHoR AMFHIT THEol 249
BERES ol &3 A olvh. webd HE B wEA|A =
12k s 719 A3 BAE 3Hsty E8AQ ARET 5
o FX W AHRS Fopoall tfe]FRl RIAEE FHIHY
ISO/IEC 270017 & %FS E9lste] Abgsts 3] axaql 4

HET A giel | ZlonH[9].

_13_



2.2.4 KISA ISMS
7F. ) &

KISA ISMS+ AHH 35O HAol Fraprte] ujdA, F44, 7}
|4 AEs] 98 daet BHFS AAZoR Y W EAM3 s

&M o7 By W £Yats A A"t ZF 2o A3E HET

¥ AA diste] A3AFS ATV FH(KISA) o] AfAo|a HIAOo R
Brretel 7)ol et A3 o s BFA T Aol
SEgEts A a5 ARTA JAZGgE Vo AL -
A kel AX AE U] o] & E AMEE §FIANATL F53] A
7] A& i) 2009d 7.7 DDoS+ 4
Bt E §EAML 5 158k Atold] HAkal =3k wF Al FH 3
U wHekE ITA R[S 9 Afold] e skdd sz o
= @8 ARES HA A7 S ARG A= it 8
o] g3 = AAA AREITAA T & dsto] . AAS
AuSATH T RFAY ol g%7 d FJHR S _Sof ek HE, A
A7, 2012.2.17 F3F). =T 7199 B AAAN AERS S5s
Eata #F 5 Arelm el tisk Abde =X 5
3 T JEES B ARES A - RSl
o

HEEAND = BAAL 2H, £2WE 5 FARETAMuA A

[ RS

[>

o

FAZ A% gRUIAE AP

al
ARHES AYAA dF S &3 1A (2013.1.17 #3F) A CH1].



X
KN

=K

i

NJo

0

—_

o

KISA ISMS

oF, 927§ TAILH) el F

A (137) &

s

)3 gun

THA = o] T[],

fg-

A, 1271 Z|

22!

—_—

HHAA 2

<

4> KISA ISMS gH K

<3t

i
io°
—

%55H38H969NH%%5NWWA7%
-
=
i
=50 <t
S
_ﬂ223236433459w2M%73w
o

1%0

x|

T

NI

i | | %

,aum_x Jl ‘mvrw_ w
Clal |7 R [ R e I
_X_!OU e} 0L OLHE
R |7 | | RO B R T ||l A (|
o | ol Wml_iwmlii}um_iob lﬂmioiﬂrw%ﬁ.
HIH.#ﬂLlLEiLEHXXiiﬁﬁauio%‘wow%ﬂv_ﬂuio
2 ||| || o) | 2ok |2l | L i B |
" | T | TF | RO| < | RO | RO |BY | RO RO | o [m = foR ] T T
I I R R R R R I e i R e e = A R R RN s
AN A O] =N | 0| O |~ [ OO | = | | |

" T o]

O ™ ®

™ N ™ T

I %

= 3
T =

AR

=
s A

bl

A Al

e

FEowA 594, 127] FAFFoE

PN
T

g o] 24 ) - 9% 9d 249

i
te]
o)

N
5
i

_15_



HE@ao
o EETN

[23 3] KISA ISMS AH XS #8374 557

<3 5> KISA ISMS ARE 3% #8344 557

\ REEE: \ !zcn—r#awg

1. ARRZ AASY 2 W9 A 4
2. 497 Ag 2 =334 \
3. 99 ae 7
4. ARRSYH 78 5
5. AF2) .

= A 39

AERESOHE RS ALAA AdF5 AAM a5 A

_16_

U
ot



<IE 6> KISA ISMS EA3=

No | SAEe} AL =T
1.1 A 5 L FE
1.1.1 A <
1.1.2 Ao T
1.2 Ao AA

1  ARRZ AR | 191 A9 AT AN
1.2.2 AANY EATHY
1.3 A A&
1.3.1 A AE
1.3.2 AAEA #=
2.1 Z3 AA
24 A ARRE 3 A XA

. 28l .2 T34 74

2 | ARHS =3 503 FERRAL L
2.2 EEEEE
2.2.1 o5 2 F9

3.1 Bk A A9

3.1.1 | )RR AFA Bk AN}

3 | AFA B |32 B3} B o]

3.2.1 9H 3 WOk o] #
3.2.2 9B A wE Al B
£1 ABAL AE 2 A9
4.1.1 QB A 2

4 | ARAA B | 4.1.2 AR AP sty
42 AEAXY BF L AT
4.2.1 | RS A
5.1 & T2a¥ 59
5.1.1 2S AEY

. 5.1.2 ng oA

5 AREE RS 5 EES R
5.2 2% A3 2 B}

5.2.1 | 2& A 2 7}

_17_




No FAEoF EA g Y
6.1 ARRT AY
611 FRA%A AY 9 @5
6.1.2 AT Ey
6 | <4 EF 613 ]2l g4 A oA 5
6.2 JAAHTA
6.2.1 254 2 AFR7 A
6.2.2 AETA
7.1 B84 RETY
7.1.1 RETFAXA
7.1.2 B34
7.1.3 Hes 79 U F4g
7.1.4 2954
Za1W o} 7.1.5 2uld 7)7] urE9g) .
7 Ea] =1 X 79 /\]?_‘.Eél HE
7.2.1 Ao} & Bt
7.2.2 A 2HEH ax 2 #A7
7,3 AR Rl
7.3.1 MAFF B4 Ht
) T AT & w3l
8.1 4 5 A4 Hl#g
8.1.1 Hob QA3 Ao
8.1.2 d5 g 4538 7%
8.1.3 BRI 7S
8.1.4 AoAT I
A 2H 8.2 78 Fyol# H<E
. 7)ok 8.2.1 783 2 AF 10
R ¥ AL £394 24
8.2:3 =337 olH
8.2.4 A@eele B
8.2.5 AT F T3 Bl
8.3 FA LR
8.3.1 | F AR
9.1 ¢35 A
9.1.1 4z A 54
[e) j 21 . 2
? L 9.2 4%7) #=
9.2.1 ‘ 57 AA L o]

_18_




A S5 SASE GES
10.1 254 B4
1011 | A2EA B 4
10.2 A4S #A=
1021 AHEAL 55 9 AR
10.2.2 #2x 2 55 A #3
10.2.3 AZA3 AE
10.3 AFER Q1% 2 A4E
1031 AHEAL Q1T
P 10.3.2 AREAL A 14

10 e 10.3.3 N REECEET
10.34 o] &4} Y= A7
10.4 254 99
10.4.1 YEYT Ao
10.4.2 AW A
10.4.3 28 T2 IW A
10.4.4 dlolElHlol A H
10.4:5 A 2170 AE
10.4.6 A&
11.1 94z € 973 #Ag
11.1.1 94z ¥
11.1.2 GRS
11.2 A" & AMH]x 9Btk
11.2.1 AR 2H Q1S
11.2.2 HIA|AH £
11.2.3 s 2 83 A
11.2.4 Zol &z
11.2.5 LA 9#
11.2.6 2UIES] T HL
11 %% FAYET Bt

11 Suol 11.2.8 oA Gl i ) 22
11.2.9 LRSS
11.2.10 FAFA BA
11.3 AAAN £ ArAF Het
11.3.1 ARAY Bt
11.3.2 | AxA%F A3 ¢ € d A2
11.4 WA B3t
11.4.1 ARA2E A B
11.4.2 Fog AguA B
11.5 A z= A
11.5.1 Ol FE EA
11.5.2 ¥ X &2

_19_




FAZE SAGE FgEF

11.6 232 € 2YHFY
11.6.1 A 25 7] 3k

11 SRS 11.6.2 2715 9 BE
11.6.3 A 2 AR BYHFY
11.6.4 AP = ZUEF
12.1 Zx 2 AA
12.1.1 A5 A ¢
12.1.2 A gSAA 5
122 9§ € B -

N 2.1 YA FH

12 | AsAta 29 13.2.2 i‘f‘fg*{i B !
12.2.3 AsAlz Ay € 5F
12.3 A15#g
12.3.1 HAlz £49 42 FH
12.3.2 A =]
13.1 AA 75
13.1.1 | IT ARET ANA +5

13 | IT AsiE7 13293 74 3
13.2.1 | FIFEA E}% 2794 549
13.2.2 A8 2 f-X g

GARZ rojHth 15 28713k )
4 o]ido] Ae¥Y 3 AT AHES JEIA = ISMS & & HA

209 o)} £ dok ek

KISA ISMS / elsd A= 1| gk
o

_20_



A=A T
ISMS +% 1~371¢
L 24 | ISMS £9 AL @)
AERE 52
A% 2 302
AZAA 52
2. AAL | Bz 304
Z 2321 5¢
IS ErEnEY 52
SECFEREES 302
3 9% Tazawes ud 2 azd v 22

_21_




N

9okl th(2013d 10€ 31 71+) [13].

-

¥ 8> KISA ISMS o= 2 33}

(9 7
Ela=pi =kl
A 170
2013 19
2012 25
2011 P |
2010 22
2009 19
2008 12
2007 8
2006 4
2005 9
2004 18
2003 6
2002 1

KISA ISMS 15 75 9 *9Atd 2+ ¥4d 5 QAHY Au]A
ol ZFof] (F)F2AFYA)ALID & KISA ISMSE &&3F 7)<

10) TEAFYA ol A (www.daum.net)S 19954 2o A@w Qo 3,800% o] &AE Rl
AT k=] diE4Ql AEYl EEAjo]EolT},

_22_



(?_%H-ﬂ_ﬂli— Daum ?_]E1le /\1121]_/: ?_]EE]' T’C_J__Oé]_q_i}\i 200615_ 2%

o dFs HASsNon, AU JA HxE ARES AAA AT

o

NNARE Aok 71gelA /el va 87 wEe

N

=

ox
k)
2
of

MAGRE ATk 719l 7HE & ARES olve H8%
D, AQERRS &4 - A B2 T (TEEA 9193
U

Al A12009-21%, 2009:8.7) ¢ wist tfg-of2tal a2 #Hlo

[
-

7t 1A ZgHE KISA ISMS EA8ES E3 <3 = 9lo
o, X&EH 07 AT OZN AulA Qxe wist FHoFAdI Hed
S T3t HekS st 7 Sy Eo A 1Y Heke st
AA-g A B QI CFRAESH 0 ZBMEESESR | ]| X 5 =] H 2
Ato]l &S AXHEA g/ g Ads AR A4St olE F& 3
Ab= ol gte] AEd g e EUE wEo] 24 aglvh14]

11) AREANT o]427 2 AHHT So| A3 HEWE A116905, 2013.3.23, EFA/A). o]
o] BAe AREAR] o] &S Eak AREANMHAE o] &3l 29| RIARE BET
7 obed] AREANDGS ARG A o] 83 5 Y= AL At IS galel
FFEE e 276 olupx|ai= Alolt) s AREAWY, AEDW gy Sog Zo] yE
7% &,



ISMS #4]

s

k)
A

= A [e]
EFAE 11F

T

3.
3.1 ISMS 7|4ke] (&) R

o

=

-
F

EHH

| =

O

v BRPAA -] HEstrt o]
471 AR 138]) 9} EA] HebgAtR

o

]

rF
N

sk
=

-

R

-
R

o

°©

Sl 5

S

B3

=

=

R A%
2012 Heb3Rof| w2/, 2012d vH7| HMgHAL A

= 7FQEE.
eIy

oA Qlth. i HFERAL
o

A BRPAH(A 13])

H

=]

TR

‘A W
‘HE 971 B [15].

=

jant
T
P -

~
ﬁo

2871 F-do,

CO 2
T

OH(ZE 3370 Fo Tl

G

ol
Gl

N
ﬁo

ol A

S|
&

2Jo)et

s
a-

Fod

L —

R

S

B

ol A vt A & Qlvk 1A HokAbarl HAY

S

€]

]_

°©

A

_24_

]

A
&

|

o
Qb o] FHshrhr] By B vt stopa A

R



CNCI zﬁ nhy % o T < H mw N Eﬁc
CoH 7 X oo o N I
L@ PR~ R v uy ok _ B mw W
L7 mw & _ T M oa e b e
O —_—
SN e =Ty . N F o
X omr R —om T R =
oo . "o o of [ oo W - o
g o o N Moo N\ ~ L = T
™ K" oy A= T oy WP PR =
N S I MOX = - T
LA i s ol LT o o
1 IS T C I -y S <
~ =N X = = N 281 | oo B o
N RCTI  l Jp s b M 2e
™ o < N o] © BR[| T o 0
T Mo X = = B o N o H = |
N T T - R B P R s
R oL — ¢ 07lig) & KX
%i nm o E_:u_ ™ o ~NoF W X o A h.L S
%%ﬁuﬂiaﬂ%ﬂﬂw%ﬁﬂwaf
o R - =y o
GO - B G N
Oﬁc fint N Et ,;b ny o ~ HA_I Et JlL o CHlCN
A M = o NI = o A o
__ﬁ 3 ‘mﬂ .ﬁ o N N NS 751l _r]wn 0
o T %fr}ﬂﬂﬂﬂe}ﬁ%ﬁ
s 2B 3 W o 2N o TR B R
5= R - N Moy I
I+ H_T Oﬁ o) HL 17_% . Ht o “w N X c.LO
N ot - N o N DT T Rw 2o
—_ — =H _=— ui
T G I - W S S| N
T W ANT o0 - RTx o T <) = R
1Y ™ . 9 N = N o W =
Lo WY R K ~ & wooH
T M T T W W ~ oM R R e

i

)
pal

SHA| F Al ¥ ofok

<

=

] A
<]

B

a,

of el

_25_

u]
=

b= 5717

°©

3.2.1 AWIA Ade ISMS AE

oh wEh AR R

7 Base,

Exoies AH
3.2 IT7|4¥ke] ISMS$ R 7A



W5 gl e 98 % RS o muck e 47
Qs B3om, ool da Aue dRwe HEol BadA B
o} olE Y3l FZ oA ARAAE RHIFE T FAAAHL 73]

=
st o E AHRT AYAA MNALFY stz Al dHEE
%
2ido] ofE R Adste] =dd ¢ Qlth o Al B IT A
2

IT AMAE 7 FA7k 43 332 ol FHA 449 Hopo] B917

2 4 5 s BHAAL FESE Hgol BAG Zolth

ofe g IT AW ae] 29 d2le Y&= <3 9>l Feshith

_26_



12

[e)
F
fay

9> IT AW~ Fx9}

<3t

ol ny .o P wmH =
C._O ,OI_I ﬂ 1 ‘_ﬂwn ,m MH i
o x ) ~
Z N xEz ok
. | T T o 68
B eaw E = >
— CE O N
= il T o= X 0 N Wl
s = — X . my N ™ i o
o FRE YR T Ay
. = o
CBw rER gy g
R fo & ONH RNI e R -
% %%ﬂ Hﬁooﬁammﬂ% @Wﬂ.ﬂ
= IS =] [l x
S N - I S Lol
SRy = N T w T %o
o) W BT = s B O
PSS SRR SN &
Mo ® e =T " ow e (B
N R o
oy ° ul - = wﬁ U =R ol ) Wi o}
Yraztazlisime g
B By X x| mrm o
wo 2 - m W = 22 ~ N
R T o) K- " o o X T _ZT AT !
oF of oF B |B° gL T W | 9 o <%
HoH R |RE N < M g -/
o) j—
W 3 70
M ! o - T
o I >
i X Al
= X

A,

A% ¢ 5 A

-
L.

AN IT AHIARE Fx9 2F

S|
=

o

g2

| —
R

7 oAl H

]
24

3

A R P L I

s

o= A

Z

_;L

S
=

o BEakeolE, 719 AulAe AEHA A

HH

_27_



— Dm0l =
'@ ~ S
| Z22x0]ugy |
712l MHIA9] | s
e J == =X} 5o
-

[19 5] IT AHd~9 53

<3 10> IT AWdAe 539 Y&

IT Ao &5} W&

-4z 1T gt ol =7t S ks
ARl Al | IT FA4e] Ao Qo] Algo =gl HAsle] oA}

Fabare] ITol o4 A8 &

- ZEAAE QI8 BAel= W8-S =90
A= AAEE Sl sS 1T A=
dstEz 7] el FAk 7R 7F wohRth

ITY 1 HAZZA e giE A Fgow
71948 o] AET
-] E oiltes GRS iR SR 3 A

7 FAEIT SAE | Lo Qe AlF Ao

7194 H =9

A& Aa

A g Tk
ez | AR ARG FYLo) A et
ST AR oA g sl AR Al
SR gl A SAbgAe] Sk Jlela.

_28_



A M=y A% gewnt ofyel 20094 7.7 DDoS ¥

o ARNT @A BEv o) ANsta FRRE dAA -5l
ado] axH I gk B of7l AfolW Aol Fg Aol Al

2 Oesta Aol disl AHRA e galA e 4
&

12) Distributed Denial of Service. &7 HW2o] shpzA] ofy tje] FZAXS EAF vjx|&le] 5
Aol ‘Au)22 AR-FZA(Denial of Service attack; DoS)'& oz AlxElo] 1] o]} HAHA
Mu|2E AT F JEE TEE S Wi

_29_



3.3 4% d7 AEZAY

IT7] k]
2] A Al

¢

o () B]bA &

‘ISMS  7]4F9]
ISMS9} Hektd’ o tf

<

A o+ FEH

ol
1

Ed=z Ag7]-5A] Bt

S
=

7

c{.l,

oM TR B

171

S

2] A A (KISA ISMS) =

<

toh wEbd = AR

o] a5

H}-ol}

o

= HQFAL 71H
of ofsi
Al FA

fol 7]

S

71Hro 7
7}

L RAHE

3

‘Eg-

=
=

H e A

F o AR RS A A A (M=ISMS)

i

_30_



4, T EFAL 183 M-ISMS 22 Agt
4.1 M—-ISMS 249 =A<t

4.1.1 M—-ISMS 713

2 ATelAE o EFAe 18 L) JERES AR
(M—-ISMS: Military—Information Security Management System)
ros ;(—ﬂoll—?:sl—]:]-_ o]l: ;L(ﬁ)LH z%EA]/\Eal_Q ;jsj 3 ARKS _‘?_o]:
Hele] B AR NNFES AFeha, JrA wUY, FAY, 188
A B B} AYL AANOT FPT, ALH O wshs
A2EE ujsit AP -M-ISMS= Hats} Hoj7ka Jle & FRA~E
gel gk grE e FHAAS st AFA] wFel ks sESE

sho] ANkAlQl & MMM RS ek EAl S T gk

O_u

4.1.2 M—ISMS AR R3S B FA GBEA)

ARHE S #AgdgLe ISMSQ 71E a5o]7] wiEo KISA ISMS
ArRs ALY A S do] glor M-ISMSeA= [1¥
ATy Ao A RS AR oF AL 7] 71X

€ <
TR HoUA BgAR AlIAE TR el THE SAde] He
27HA = kR 29A(H 38 A 9 22 A 9 5 A (AR o]

_31_



| 5EHH | 1o
1= - 1S
N | "I HYQT Mo

T EHA=3

/\_ M-ISMS 3‘

Hoos SSme L2541 |

X151 2 o

R F @ Ex A
- _3EH |

HE g

(29 6] M—ISMS AR RE% g4 547

<E 11> M-ISMS drH 35 #Ag)74 5574

A e B Al 5233
1. 3RR3s A5y 2 39 244 5
2. AR% A 2 27 74 5
3. gy 11
4, ARRFQNY 73 3
5. AH-ae 8
3 A 32

AR FoE BAL Zd Funz wpedde A%5Hel $do] sbs
SGr= ANRS £4¢ TAGL BRH AU Susof A}



HE 2ol TAHES o} @ oo g3t AuE YRHET 2
TAdel Og A [ 713 2

EE Ry
BN
HREoAHY
I T 1
L2 ZAL plnlhot D NI EE S U T} NeE
HEAS oIAIES HESTHET
I | —_—
Hesot el R s et SR . ua=
senigEn R ZEzE | | ZaEa
| T
Al&/oIgEot HEH
HOIEl azEu
T 1
HESMH0 2+H
HESMEEE ZFEn
T
 damo
HAEOIET

— b f)‘H
v il e Aol g AusE FHs,

Trdlofd JRES
FEET AYAA M HoAlM sk shs s = T A sso] &
5 = ﬂ@1?i2ﬂ(%ﬂ 1

4.1.3 M—ISMS" &A1& &

¥ Aol = KISA ISMS FAREers 7[Wo 2 &t 9] S5
de 1HF M-ISMS SAlZol 4 SAld 5 ta <E 12>9F 29
ddd F8S AAST. AA Ao RE KISA ISMSES 7|Hlo 7 &)
BE U EoEEARSL di9]EE Fto] FrhE o] glth delAm A et
= 7o EFAdow JdAdo] BAgE ook stEE
E9 A A F7HAQ BATE R EFeqith g #



woFE thejAkR ¥

TN FAZES FUrEITh

<E 12> M-ISMS EA =

No Aok SAEE FET
1.1 A =2 R IE
1.1.1 A 49
1.1.2 AAo ZH
N 1.2 AF 9 AA
1| BREE A4 51 49 A7) AA% 6
1.2.2 AAN Y BEASFY
1.3 A2 wA#e
1.3.1 A AE
1.3.2 AHEA #e
2.1 z3 AA
211 AERS H3 A=A AA
= 2.1.2 AR ZZA ZA
2 | AXRRS Z=7F s e aud 4
42 g9 2 A
2.2.1 da gAY
3.1 BHoF 8713 A9
3.0.1 ] 9EA A BRTA}
3.2 9J&Ez HQL o]
1=}
S SATA B 3.2.1 9Bz HQF o]F T 4
3.2.2 A At B A Ht
3.2.3 =2 18 2 ASAY
4.1 BRI 2 8 FS)
4.1.1 AEAL A
4 | ARAL B | 412 AR HdT 3
4.2 AR AL BE - A
42.1 | RASEY HF
5.1 & T F
5.1.1 FES-E
_ o | 5.l2 RPN
5 ARRS WS 513 SEqe @ 9 4
5.2 wg N & Hr}
5.2.1 | 2% A% 2 9%

_34_




No S A E ok SAYE FES
6.1l ARHZT AY
6.1.1 F8 AFA AY 2 75
6.1.2 AR 2
6.1.3 H R4 9FA]
6.2 QAHTA

6 o Bt 6.2.1 H4 9 A5A7 Ay 8
6.2.2 AR
6.3 HIEFF &=
6.3.1 HH T ke
6.3.2 A QZAL A2
6.3.3 A= HEA B
7.1 294 B3 79
7.1.1 TARS 79 A4
7.1.2 TARE TS AN
7.1.3 TARS 7 Y 24
7.1.4 EYEA

2upd7) 7] k&9

. 2a4 net ;21%&3 — }717]) Rt 9
2% AolE Het
72.2 A2E ] 2 A
7.3 AFFA Bt
7.3.1 MAFF #4d Her
7.3.2 TEHT &4 Hel
8.1 &4 g A7 Ht#
8.1.1 Bt 8 FANEE A9
8.1.2 A5 2 433 7
8.1.3 Ht2 T 7%
8.1.4 A2A% 75
8.2 74 & o]# Hel

8 | Al&® JRERk | 8.2.1 74 2 A¥ 10
8.2.2 ALy $934 &3
8.2.3 T8 oj&
8.2.4 Al g o] & Bt
8.2.5 A T2 Bl
8.3 YF/LHL
8.3.1 | 9 F R
9.1 ¢35 AA
9.1.1 | 4z AA 9

N 9.2 ¢357] &g

O | #=®A 907 F57] A4 2 ol% 3
9.3 45214 Fg
9.3.1 | AT B AT

_35_




No S A Eof EATE Pig=ta
10.1 A2EA A4
10.1.1 | A28A R 4
10.2 AAS A=
102.1 AHEA 55 € HeRd
10.2.2 #IA 2 &4 A #
102.3 AZAT AE
10.3 AFEA Q1% 2 Ad
10.3.1 AR F
10.3.2 AHEAE A

10 H2EA 1033 AEA HAAE B 14
10.34 o] & H2H= #
10.4 254 99
10.4.1 D ERE
10.4.2 AW A
10.4.3 sg Tz oA HE
10.4.4 dolEHjo]x A
10.4.5 2rkd 717 A
10.4.6 A H&
11.1 £92x 2 ¥3 3
Tlal.1 94z ¥
\ g HAAY
11.2 AN&® g AME|A S Hot
11.2.1 ARA2H Q1S
11.2.2 HOMAAH £
11.2.3 A 2 83 A
11.2.4 o &z
11.2.5 A7 L9 A=
11.2.6 FAYELT Bt
11.2.7 FIAAH Bt

. 11.2.8 PR

11 = PHek 11.2.9 Hopd 27 19
11.3 " A 29k
11.3.1 ARAAE A A #a
11.3.2 Fog AguA 23
11.4 A 3= AY
11.4.1 G IE BA
11.4.2 ) X &3
115 21298 2 2UHY
11.5.1 NzZH57)3
11.5.2 2715 9 BE
11.5.3 A 2 AE BYEH
11.5.4 FHAN=E ZUEF

_36_




No SA|Zof SAGE FgEF
12.1 23 € AA
12.1.1 AsAL1 Y-S AR 9
12.1.2 A gSAA 5
122 95 € B N

_ 12.2.1 APz A

12| Asixte 2@ 12.2.2 z;suﬂ B3 7
12.2.3 AAta A 2 5F
12.3 A3
12.3.1 AAln B4 2 FH
12.3.2 A dHak=]
13.1 AA T5
13.1.1 | IT AET AA 75

13 IT A=+ | 13.2 A 73 3
13.2.1 | FFEA e EF94
13.2.2 AE 2 fA3F
14.1 P4 #F3E
14.1.1 | AN WY F5E
14.2 33
14.2.1 AR AA

712 A

14 | Ul BEQHgAr }j;g = ‘3]5\?%;_%\51 = 6
14.3 QAL A4
14.3.1 | Bl AL AE R o]
14.4 HSIHA} T8
14.4.1 | A AT 2 AFAE
15.1 9¥ A= 370
15.1.1 Ant FARRLE 370

15 | de&s &8 | 15.1.2 HoMd HAE 4
15.1.3 o] RAE AZ 2L HjE
15.1.4 Hotzx i 2 A7)

_37_




4.1.4 KISA ISMS$} M—ISMS H| I 4]

M—-ISMS TF= 9% A&k ¥ SAdH=2 s [19 8]
9} 7+o] KISA ISMS$} Hlwale] 27 o, 157 EA&Eo] 7}y
Rz, TG 2 AA (B H AT

53], & 5F54E RbYste] R HobAbel dields #e FA

KISAISMS M-ISMS
(130 20k 0201 21 2= (1674 201, 10404 SHl B=)

s R0 15 BHZE 51
2328938 || | oheNRE sy

agenze ||| oisuEs 4

|
|
|
|

. bmepeee | | E"‘EE‘M‘EE\
= . : 5HEE0NE |
LT S sl |
s|°|aso& | mmen

1. 282

13 THH=EF

[Z2% 8] KISA ISMS9 M—-ISMS &#1&%5 Hlw

M-ISMS +%2 9

E
>
=y
ot
2L
%
1

S5 KISA ISMSe] k%3t



7]

o] vheQITh w e

N
=% ¥ 2

A3ke] KISA ISMS A #oks 7|52
71% KISA ISMS
A= 3E7)8ke] <3 13>

A

z
=
-1

3} 3

&
=z
K

4 F7t2 FEs)
M—ISMS T-ZA]

o] YER AT

<3 13> KISA ISMS% M—-ISMS EA48%5 vl
%)

No SAIEoF F 7} i 2+ A
1 ARRS AF - - -
2 Z2 ] AA - - -
3 QJE = Bt 3.2.3 - -
4 AR R - - -
5 ARRS WS - - -
6.3.1
6 Q12 1 ¢t 6.3.2 - -
6.3.3
7.1.1
7 E93 Het = A3 -
7L
8 A8 g B - - 5
9 AT EA 9.3.1 - -
10 HAZEA F 5
18238
11 i RN, - - s 1
11.9.3
12 A3 AL Fe - - B
13 IT AsE+ m - =
W 1
14.24
14 W BokzkAL ﬁgg - =
<3
421
15.1.1
G o 15.1.2
15 g5 &g 1513 - -
15.1.4
WA F7be FAYEL] H4S AyEd, '3.23 g=d A5 4
1E&#HY = FU ARV e E FEE A A=Y FAMFEC A

_39_



o
ol
o

IR
ot

o
30

~

=2
o
>
=
N

=)
oL
D)
Oft
il
N

=
=
o
o~ o
w
>
>
dr
ofrt
Y
o%
1

o
zj

e LA ﬂ ol o e
B
o HJ
3 >
ol
k= J
&Y
r
M
40,
o 2
N =2
Fﬁ x
jui
-

APy
4

off
-
)

-
=
M
=
§2
flo
[-‘O
o,

ok =2

2
o
)
[
-

o X
N|
e
ol
ol
) r
o e
ro,

)
)
N
N

ofN
=

4% % B

i)
i
=2,
o
Hl

7 F 3k 2714
Ay’ EAFolE= <3 14>0)4 &
5 A ool T}

<3 14> M-ISMS R a2 Ex&of

A

&
ofo
ol
Y
W
X
b
sk
=
>,

‘6.3

e

2o)
i

No S A&k SAY =
141 ¥4 F5HE
14.1.1 | A HE ETHE
14.2 33
14.2.1 A A7
14.2.2 Ned A
14 W7 BB 103 A ;;EAf%;ﬁ]a%l
14.3 HHZHAL A A
14.3.1 | B A A 2o
144 BRI} B8
14.4.1 | A A D A3
15.1 A A& A
15.1.1 At FARE T
15 | doggs &8 | 15.1.2 HoERAE A 2 WE
15.1.3 HOAG AE
15.1.4 HObZX A & A7)

Wi eAbe JHRE BEAAE A%eA s 84

_40_

A



¢

B WQHIALE sk A9 vl
A ARNE BHEES BUEY & 5 YES E5E Fh A ne
A2soleh, 19 1 = e ¢

st AR7HAsH
GG FAeh A FARokl tE AFUES <E 1559 Fels
ok,

rEi
1o
1
)
)
il
o
B
>,
N
N
1o

<X 15> A FA|Fof AlFUE

EALE | AR &
141 B8 #54E

P} A A, WEA B ARNE B

1411 | HA ¥ ETHE | 2 was geolsot

14.2 A4
A AHEEF AT FFEA A3
14.2.1 Rk NA AAe A
ZAEAS AASZISS FHE A
14.2.2 7leAd A4 T e FHA MEFE E&59 Y
FAARE F3AFT.
Aoz 7l AA 15 A YEAZ BAY
14.2.3 OSRHE FQ A2E A JJS KT
AERIED | wa oy ne Ba e

14.3 B7AE AA

WOk A AE @ 4 235|(77] 13) diF HE2AF AgS 9
14.3.1 § skl A|FPo=RE FRIe AFgR 7+
°1% AATE SR,

144 B FTE

A AT @ AAAT = XA A Bk 2AF At

14.4.1 PEEEY Aef A B 5 YE= AT AN

15.1 d¢] 25 FH
501 2 @i | SEIET A8 AN 2T 9E 3

WOl AE RE TAEEE ARES A m

1512 7} Bopaz Ade] HoMY HES wolof ik
1513 qeErAE HeMY AEE w2 250 disjAqt A
" Az 2D 2 wjZ7} 7}ssitt
E?l.}_;‘(] 'E.L ‘71:]_'%]_ }‘]'-63"% %&l&]lp—i ]‘HQ,] %E%HO]:
15.1.4 g o HARES AP WE HIARXE
03 2 A7 2ok st




ololA] #4E BAFH A va w71 EeH »
| ohe TARLE

e A
st A7 Jestrg AEdS s

o7
>,
[
T,
=
o
o,

Felow MY BE FAAA
Asto] Sgsront.

vox AAE TAFgEQD 11.2.6 AnfELA HY |, ‘11.3.1
AACHAY B, 1132 AnAE 4 59 9 A AD &
T AEA 2R GBI BATHAN At

_42_



4.2 M—ISMS &34

L

A o1}

i ol ==

9]

Hb Al gl 9

Fopiz +9¥ met A o

)

ol A A}k

H >
LU T

= el

sh=

2|7 o

9%

W

)
%

__Oﬂ
B

J)J

—~
file)

—

-
ke

=

M-ISMS7} =d=9 [ 912t

(7™ 9] M-ISMS ¢ &3

A, ARKRST AHAA 73

B3 50| 7}

] BaAe] W= A 20094

=

boh. ol AT

- =
& ©°

24 3631 delA Hl 544

2~ 2] .0

Mo

_43_



T e
r )
M EMEEQE
LOI,OIJ,.NO o#‘_u_..zrn
= W lauo
LlﬂﬂA_IMmmﬂJI ~
%Wﬁmmﬁc,ﬂﬁﬂn Wguq
Q%E%%M _gﬂ%
Afﬂm7w§a% Moa% w3
i~ —_ 0 — )
oa__7mAW_m|Urm ﬁowwzo ﬂuilv
iiv 7&
o B0 =T R L maﬂm;w
ﬂiﬁﬁ_#lg R oﬂé =
Zg@wﬂmoﬂ éﬂ% P ao% = <
ﬁ@xmmwﬁﬂr.mﬁ Mﬁoﬂ MWHOEWW%EHE
_Jn_(.\ ,mo _r,._n‘l ﬂfﬂ;o —_
mﬁ%ME%M M@%ﬁ Huow]ﬂ_oﬁ%mwloﬁ
o I _55@_5 o Eﬂ§¢l}}@éAa@%
qﬁﬁiqﬂoﬁﬂboﬂrﬂoyr 4 Ex77L]SLLﬂ;¢
i ﬂo]1r 1_|1_IL. U._ i ]]HOQ]ﬂLOﬁ =
= o OMéoTAo77uﬂw_o anok,wwloou..ﬁﬁ }E
qﬂumxﬁoaﬂazlqyw_ioﬁ ﬂztmmwhbu%u%@%&wawjvﬂ‘_
.H%Twﬁﬂrlooi 1* 1%¢v2A7o 7mooxﬂuma
]sxo HHM o_adﬂ _61,.1_ oul_._,_lwl Ljvﬁﬁ =
9ﬂ_,Tﬁao]ZvUrmq1_.dﬂ L.Mo} NI Ll_]/,ww_aa\ﬂoH_/
= MoﬂlﬂiPdﬂzﬁL AEZ%E;@'MHOMI}MO =
ﬂr%ﬂéao = _éﬁ%% 31@ Lmuﬁm_/qc*EoVﬂv
221 H&zéLA] moqmgdéfzmaa = ¢
= ) Ed%ﬂmm ﬁﬁm_oﬁww]L A%vgaﬁq
5 o _ u.xaa nﬂoq K
EMﬂﬂuEﬂu7Ee]1rWo- ﬂ;ﬂgﬂ%ﬂ7 AT@I,%AW;;E,Wm
ﬂ_pulﬁzmwﬁoﬂt_mmowz ﬁoxo7ﬁoEaM_,chaxu7oLo_uEwa
T Lo 4oﬁ 91%}1%% L#__Hoar.c ot
%oiﬁrk%ﬁﬂ%?ﬂ aozvo%qa;L | Bl A
Moﬁoi QPJ@E_ZT & ﬂ_WALXE- xﬂﬂﬂdﬂeamMﬁoT
ﬁmiwoi@}&wmn ﬂ;ofowaifﬁﬁ _ng_ﬁmom@
ﬁ.éﬁ.%:H;uuwrzwri%a.TA_zq.wH%%z%
OLAZZO T o = O ¢ }mg} @}1ﬁ
ga;éw@afioifmmwA wgooﬂ,mm
uioqcrcaiqﬂor;oﬁodr‘_ d;ﬁ%oqa]AoHﬂ
o wwzg,@_ iﬂﬁﬂ%oazwﬁo_}omx
OMEowuoLurmoHoma-ﬂrEMﬁuoa_/oa
ommﬁiwﬁﬁgﬁ7LAE|oL7qwmﬂuoaq
_x fiiwiwmqﬁioﬁ
ﬁwaxumwﬁoil;gows:j:f
zvjluTwA oﬁq ™ B S n
=T Qﬁmﬁmoﬁﬁﬁvaf
MHmLTLuE.ﬂ_n_vH)AAJW
J U\_L _ZT.cO
,ﬂ]ﬂ Om RO i
ﬂw%% T@uvo_u_s
3,0: Me_amv
ﬁﬁiwniﬁo
E_/,._uoo_a
EOWA_IH
A_xﬁ
oﬁo

- 44 -



OAA, A ARRS B0 A div AHETF FEE
o @ 548 AAA) AEAE TR Qe Hrle 2Ry Az
H Hekds Fo|E Yely] ofd -y, BEs ® JRHS @A
AE Z=Qdsha FFFoEA Bk A i HgAQl QAR

>,
o,
=
By
o
>,
O
r&
o,
A\
_,d
—°~
A u
L
o
°
N
"
O_u
[
H
folr
Y
=
rw
>.
%e,
ol
S

Aot Ak A FARE B AAE =T Hefaba 2
AAel HSHERHE AR B & 5 SRR W A o
Sol 7hsg gidol Stk

T3, M-ISMSOIA e-sl= AT ES AldsHA =™ Jr e
of thgt AUFHAo] Zstse] T HlZtAle] A7 Al Lol H A
oltt.

W .y

| MFISMS £TSH || NESo HHEA @ AEI0IAA%0 AH |

M-ISMS £XI
= ! TR Fa0 FYN o

M-ISMS =7|= 1t I m% ; L |

O AasBrE 0 m-ZeaAmE
M-ISMS =&

omx e || 2 e s gt
M-ISMS o] S XH S | | j
. Lcmuegsas || A e |

_45_



514 &
2 EioAe wdle] JRES #AAd g o]E4 WA

I A AFE EdE T AREE dAAE ARk,
KISA ISMSE A 83 M—-ISMS7} &+ HHAL 7ol =& &zl
ol A+sk3ic.

AA o HARE el skl AAF fFE sk, A
7he] F3A ydto] Wol JidE AA7F worw Rnu A@Ao|a A
A el BHES ool tiFE A vk EEh- s AR

AT =t FRe A ok sk T el @Al o9

o)

slo] 7] KISA ISMSE Hlg o R o] HAste SA35 (1657 5
Aok 10470 TAZEH) & Mdete] A2 JHES AAA B
(M—ISMS) <& AlA] 3}t

2 =FolA Akt M=ISMS+ Ul FRA|ARS 2z shel Ay
N Htel #s AAH} AFg AFota, B EARES] WAy, FA4,
7VeAs A s dAapst S AAR R et ASKH e
2 #E F e ArHeEN FARES ANEA S mEeR
A A = o] LT,

ARES AWdAis HAEEAT ARRS TS T35
o] oftel BE AFFdo| AFREHE fFE&3 = JHAIAHS

3 AubA el JHHS Hols AHHNS AYAAES Fdto] FH

o)

=

ok

rir

Bl o>

Rt
A



= 9ot ole rEs] A YA (Accountablility), 9% AAA
(Mission Alignment), =74 (Compliance) 37}# WAz 3T

<
T
glom, o] WAIES K] Y3t A wHol & AHHT AH
al

He olol v ARET AAY AASA G T
FHste] F18 # qlth

FOoZ M-ISMS ESlel &g & 8% = A3 T3 F8
Be FHAAZ TR RIFAL FEO] ALH o FAE = A
£ 7ML HEE dA F EIPEAL e B =Rl d Holgt 7
of € ot

_47_



3

s AAY =3 &

Hhel ol FJEKEZ

i

AlZ1aL A &A] AA

o BQERAE 7%

3]

&

o|J
o

N

7= ICT

w3

FEED

ol
B

a3

A4

=<l

AR

=

hyA
e i

H]ZE3 [TAB A

il
_T

P2l = 3

o] o] 7o} Ak
AAE ATwe sjue] A

£
[e)

AZSHAE-Z

ol X
=

Tl A A]

1o}

S|

-
-l

EEAAA YWt

o

_48_



[1] =7 R v gz et- s 93] -cbd g5, "2013 =7}
A

AER A" SHRIE IS, pp.5, 96, 97, 275, 283, 286, 2013.

[2] =R AA7)83a 7124 A0 20121 Ay SHRR 5n 140 2013,
[3] = AHEAT]EH 3] (JHEALALA), http://word.tta.or.kr
[4] P&, "R RS #AAA FAZE7IN XD 212 FAAA A",

Ageaetn A UATE, "YU BAAAASMS) A%
s

[6] ISO Survey 2012, Retrieved on 10th November 2013 from
http://www.iso.org/iso/home/standards/certification/iso—survey.htm

[7] Smile:it's BS7799, Retrieved on 2nd November 2013 from
http://archive.bcs.org/bulletin/may01/article4:htm

[8] A, FERS AAA 8o dRES Ao nA= I
w3 AF A9, Al JRES §5 38 BAE pp.6, 2011,

= AEES 2 A3 GEA AT BETAL W of] st AT
A ARG g e A4k pp.17, 21-23, 2010.

[10] A3k, ARBEFRAAISMS) =ARE: 2.0 AlH «la% pp.3—4, 2013

[11] Introducing the 2013 revision of ISO/IEC 27001,

N
-
[-‘O
oL

Retrieved on 15th November 2013 from http://www.bsigroup.ae
[12] gAYz &9, http://isms.kisa.or.kr/kor/intro/introO1.jsp
[13] ISMS %4 QIFA W33} Retrieved on 31th October 2013 from
http://isms.kisa.or.kr/kor/issue/issue01.jsp?cert Type=ISMS
[14] 5FA19L3)/S=RIEfulx3-g, "ISMS 15 FHARIIE", pp.20—25, 2010.

_49_



ol

BR8], o el o) Al A B, A sk, pp.45, 2013
QRIS = A, AHES AHAA o] FEEE Aute] A=
9%, pp.2, 2013.

Z31E T A Zejl9)a s8] — COBIT 4.18 SO, pp.41—46, 2010.
KISA, "R ¥ s #2]AAZ ISMS, pp.18, 2007.

AT Aol g o) A A AAE FFEAH - Hes
Atolw] Elef el Jelle} vi2 —"  pp.2, 2009.

_50_



	1. 서론
	1.1 연구배경 및 필요성
	1.2 연구방법 및 구성

	2. 이론적 배경
	2.1 국내 정보통신기반 보호법
	2.2 국내외 정보보호관리 인증제도
	2.2.1 ISMS(정보보호 관리체계)
	2.2.2 BS7799
	2.2.3 ISO/IEC 27001
	2.2.4 KISA ISMS


	3. 군 특수성을 고려한 ISMS 분석
	3.1 ISMS 기반의 군(軍)보안적용 문제점 분석
	3.1.1 보안감사의 현실적인 문제

	3.2 IT기반의 ISMS와 보안규정
	3.2.1 거버넌스 개념의 ISMS 검토
	3.2.2 효율적인 ISMS의 성과 및 영향

	3.3 선행 연구 검토결과

	4. 군 특수성을 고려한 M-ISMS 모델 제안
	4.1 M-ISMS 모델 제안
	4.1.1 M-ISMS 개념
	4.1.2 M-ISMS 정보보호 관리과정(5단계)
	4.1.3 M-ISMS 통제항목
	4.1.4 KISA ISMS와 M-ISMS 비교 분석

	4.2 M-ISMS 효과성

	5. 결론 및 향후 연구 방향
	5.1 결론
	5.2 향후 연구방향

	참고문헌


