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A Study of the Impact Analysis of Security Capability Diagnosis on

Security Performance Through Technical Protection Response

Jong-Won Kim

Major in Information Management
Graduate School of Business Administration

Pukyong National University

Abstract

As Korea's technological competitiveness has recently raised to enter a global level,
there is a trend that the number of cases where cutting-edge technologies own by
companies leak is increasing, and costs of damage caused by the leak are also
increasing rapidly. Prior to 2010, large enterprises were targets for a leak of a targeted
technology. Meanwhile, from 2010 onwards, small and medium enterprises have been
main targets such that leaks of their technologies have mainly occurred. So, in 2013,
the technology protection capability of small and medium enterprises was in the low
level at 43.3 points. It was investigated that the (small and medium) enterprises
experiencing leaks of their technologies occupied 10.2 % during the last three years,
and costs of damage per case were 1.69 billion won. As such, the small and medium
enterprises are in a situation with a difficulty in improving their security level due to
problems such as human resource management, security investment costs or the like.
Although the small and medium business administration and the related organizations
have supported the small and medium enterprises, and investigations and researches
were conducted to obtain a resolution method and improve a related system in order
to prevent their technologies from leaking, there was no remarkable improvement. In
this paper, diagnosis items of a small and medium enterprise-security capability
diagnosis table are sorted out to conduct surveys to the employees of small and
medium enterprises, and factors influencing the security performance of the small and

medium enterprises are analyzed by proving an effect on security countermeasures by



the security capability diagnosis items and an effect on the security performance by
the security countermeasures, thereby providing useful suggestions to the small and
medium enterprises and the related personnel of them and contributing to the security

performance of them.

Key words : security performance, security capability diagnosis, technical protection

response
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