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Chapter 1. Introduction
1.1 Motivation

In the past, medical records were kept in the form of a paper document by hospitals.
Hence, many patients received medical care service from their family doctor and a lot of
medical records are kept by their family doctor. However, paper documents required
space for storing it. Also, to retrieve a record from document storages is difficult. These
days, with the development of the technology, patients receive healthcare service from
specialists in each field (e.g. dentist, orthopedist, neurologist, etc.). To efficiently share
these medical records among specialists, an electronic medical record (EMR) was
proposed [1]. Traditional paper documents are converted to electronic format with the
associated information as a collection of records. These records are stored in the database
and provided it only if an access request of this data is valid.

When the patient receives medical service at hospitals, he/she needs a several
examinations to receive medical treatment (e.g. magnetic resonance imaging, X-ray
images, CT scans, etc.). Even though the patient had an examination just recently from
the other hospital, it might lead to additional costs for the patient and the hospital. Sharing
of medical records between specialists belonging to the same hospital is relatively easy
to achieve. However, cross-institutional sharing of a medical record is complex. To
protect privacy of patients from unauthorized accesses, a lot of researchers studied about
cloud storage server based data sharing system [2][4][9][13].

In order to share his/her medical record with other institutions, the patient uploads
his/her medical records to the cloud server. Cloud computing service enables patients to
provide their medical record for multiple users with lower cost. However, the stored
record contains the patient’s critical and sensitive information. An exposure of this

information will cause damage to the finance, social status of patients, etc. Also, these



medical records are stored on a semi-trusted third-party server. That means the service

provider can access these records on the server without a record owner’s permission.

1.2 Overview and Contributions

In this thesis, we propose a blockchain-based medical records management system
for secure medical data sharing. We focus on the access log auditing without the
participation of a fully trusted third party. The patient grants access to his’her medical
records on the cloud server for the reqeuster by creating token transactions. The patient
can revoke these privileges just by consuming the corresponding token trasaction’s output.
Also, if the patient wants to update the stored medical data and its access, he/she can
updates the data and its access without the support of the third party via blockchain.

In order to achieve our goal, we present a system design for user-centric data
sharing without the participation of fully trusted third party. The outline of the rest of this
paper is as follows. The next chapter briefly introduce the blockchain technology and
related work. In chapter 3, we give a system design with our security goals, and then
describe our protocol. We analyze the proposed system in Chapter 1V, and finally,
conclude this paper in Chapter V.



Chapter 2. Preliminary

2.1 Blockchain

The blockchain is consist of consecutive blocks. Each block contains a hash value
of the previous block, a timestamp and transactions. A transaction that is created by users
is popagated to a Peer-to-Peer(P2P) network. Nodes in the P2P network propagate the
received transaction after perform a transaction validation process. If the transaction is
invalid, it cannot be propagated to the P2P network. Also, users store a copy of the
blockchain onto the local storage. If someone wants to modifiy data on the blockchain, a
nonce value in the block hearder must be modified together. However, it is not possible
without the alteration of all subsequent block headers for all users in the network. In
Figure 1, we give a basic structure of the Bitcoin blockchain and a structure of the block
header is given in Figure 2.

The first distributed blockchain was conceptualised by Satoshi Nakamoto[14] and
it was implemented the following yesr as a Bitcoin cryptocurrency’s basic compoent. In
Bitcoin, a user creates a transfer transaction with his/her digital signature that use Ellpitic
Curve Digital Signature Algorithm (ECDSA) and then it is broadcasted to the bitcoin
network. These transactions are verified by network members, usually based on the digital
signatrue verifying the ownership of the previous transaction output. Only if the
transaction has a valid digital signature and the previous transaction output is unconsumed,

it can be disseminated by network members.



Block n Blockn + 1 Block n +2
| | |
Version | Previous block pointer Version | Previous block pointer Version | Previous block pointer
Merkle root Merkle root Merkle root
Timestamp Timestamp Timestamp
Target Target Target
Nonce Nonce Nonce

Transaction

Transaction

Transaction

Figure 1. Bitcoin Block Structure. Each block contain a hash pointer as a link to a
previous block. When the attacker want to modify a transaction in the block n, he/she
must modify all the following blocks in the blockchain.

Bitcoin protocol
Packet magic: ©@xf9beb4dd9
Command name: headers
Payload Length: 82
Payload checksum: ©x3alblc43
v Headers message
Count: 1
v Header
Block version: 536870914
Previous block: 7af522d32ffba975be8bf84d84bf5f3e8c78d58c504c4400. ..
Merkle root: f@f718e73f44b95129ee55f18a57b06dbca3c382082bbcb4. . .
Block timestamp: Aug 17, 2017 21:26:16.000000000 CHEI2IZ HEZ Al
Bits: 0x180130e0
Nonce: ©x58525f74
Count: ©

Figure 2. Bitcoin Block Structure, as seen in Wireshark



2.2 Related Work

In this thesis, we consider the following situation: patients want to provide their
medical record for a doctor, pharmacist and much more. They store medical records to
the cloud server. In this situation, patients grant an access right to the medical record for
the doctor and he/she can access the patient’s medical record on the cloud server until
his/her access right is revoked by the patient. If patients want to audit record access logs,
these logs must be kept by someone. In the cloud computing environment, the cloud
service provider plays the role of an access control administrator and an auditor. However,
if the cloud service provider is compromised, the patient obtains an incorrect information
in process of auditing. Also, these logs contain patient’s sensitive information like
medical records. To prevent an unauthorized access to these logs, only the record owner

can obtain the access logs.

2.2.1 Medical Data Sharing

In the previous chapter, we describe a necessity of the medical data sharing to
reduce the cost of unnecessary examination. An electronic health information
exchage(HIE) allows doctors, nurses, pharmacists, healthcare service providers and
patients to access and share a patient’s medical data electronically. In the data sharing
system to exchange the patient’s medical data electronically, all datas are governed by
storing the patient’s medical data to the service provider’s server. In [18], Li et al.
proposed a secure health records sharing scheme in the cloud computing environment. To
protect the patient’s medical data from unauthorized access, medical datas are encrypted
under a set of attributes. If the user has proper keys for access, he/she can decrypt stored
medical data in the cloud server. In [19], Zhang et al. proposed a consent-based access

control to achieve user-centric access control for secure medical data sharing. A consent



is an authrization initiated by the patient for the data requester via an agreement between

them. This consent is used to access the patient’s medical data stored in a data center.
However, if the patient want to know an access log to audit all access attempt, it

can be achieved only via a semi-trusted entity (e.g. service provider). Even if the patient

generates the access token, he/she does not know whether it is used or not.

2.2.2 Proxy Re-encryption

To overcome the untrustworthy service provider problem, patients encrypt their
medical records under a secret key before storing it to the cloud server. The easiest way
to sharing encrypted records between different users is to share the secret key with users.
However, it could allow a malicious user to access unauthorized data. In [17], Blaze et al.
introduced proxy re-encryption (PRE) scheme. With the PRE scheme, a data is encrypted
under patient’s public key before storing it. The patient generates proxy re-encryption key
and sends it to the cloud server. Using proxy re-encryption key, the cloud server
transforms the encrypted medical record under patient’s public key into an encrypted
medical record under requester’s public key on the same record. In [8], Sur et al. proposed
a certificateless proxy re-encryption scheme based on bilinear pairing. The scheme
prevents the proxy from colluding attack and achieve chosen ciphertext attack security.
Even if the requester colludes with the cloud server, they cannot reveal patient’s secret

key.

2.2.3 Blockchain-based Access Control

To achieve an auditable access control, blockchain-based access control techniques
are proposed [10][11][12]. In [11], Maesa et al. proposed blockchain-based access control

system. Each transaction expresses an access right and policies, all transactions are
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publicly visible on the blockchain. In their proposed system, all users can efficiently
exchange their right with other users and their idea motivated our work. However, most
studies are focused on access control; they do not consider privacy and secure data sharing.

Unlike the non-cloud computing environment, all file in the cloud comuputing
environment is stored on the cloud stroage and is governed by the cloud service provider
(i.e., users no longer physically posses the storage of their file). As previously mentioned,
if the cloud service provider is compromised, he/she can modify the stored file. To
overcome this problem, a notion of the third party auditor (TPA) was proposed. The TPA
can efficiently audit the data of users on behalf of data owners without the added costs of

auditing the data. In Figure 3, we give a basic archtecture of the TPA service.

Third Party Auditor
(TPA)
o T
Audit Delegation/' \ Audit
Prove \
N > >
User Outsourced Data

Cloud Server

Figure 3. The architecture of the TPA service. The user delegates access to his/her data
in the cloud server. The TPA audits on the data in the cloud server with low-cost.

The TPA is performed by an audit organization independent of the user-service

provider relationship. However, the user privacy problem associated with a still remains.



To avoid this situation, we use the blockchain as a public ledger to which events are
posted. This feature of blockchain — as a public ledger in which events are transparent —
enables an user-centric auditing without participation of the third party.

However, the transparency is both it’s strength and also weakness. In the blockchain
every transaction is recorded to the public database, a public ledger that is shared with
every participant in the blockchain network. To solve this problem, a CoinJoin technique
is proposed by Gregory Maxwell as an anonymous method for Bitcoin transactions. When
a user wants to make a transaction without exposing the link between his/her address and
the money movement in the blockchain, he/she find someone else who also want to make
transaction anonymously and then make a joint transaction with them. Even though a
malicious user see this trasaction, he/she could not track a specific output of the

transaction. An example of the CoinJoin transaction is given in Figure 4.

Without CoinJoin With CoinJoin
Transaction A Transaction C

n Alice's Bob's o Alice's Bob's
address address address address
Charlie’s Daniel's
address address
- Evan’s Daniel's
Transaction B address address

o8

i

Charlie’s Daniel's
address address -

Figure 4. An Example of the CoinJoin Transaction. When making a joint payment,
there is no way to relate input and ouputs in one transaction and thus the exact direction
of money movement remains unknown to third parities.



Chapter 3. Blockchain-Based Record Management

In this chapter, we describe the proposed secure medical record management
system. The proposed system consists of setup, enrollment, grant access, get access,

update and revocation phases.

3.1 Proposed System Model

We consider a system model shown in Figure 6 which consists of a certification

authority, cloud service provider, requesters, and patients.

* Patient: A patient stores encrypted Personal Health Records(PHRs) onto the cloud
server. When granting an access right to PHRs for requesters, the patient creates a
token transaction and broadcasts it to the blockchain. At the same time, the patient
generates a proxy re-encryption key to delegate decryption right to the grantor and
sends it to the cloud service provider. In our system, all participants must be
enrolled by the CA. In the enrollment phase, the patient needs e-mail authentication
[7] without exposing his/her real-world identity. The patient’s e-mail address is

bounded to an address in the system.

* Requester: Requesters want to access patients medical record for research or
medical treatment purposes. Unlike the patient, the requester must prove that he/she
is qualified for the work to access medical records of patients (e.g. national provider
identifier). If the requester wants to access medical records that are stored on the
cloud storage, he/she creates a request transaction. If the requester’s qualifications
suit the work, the patient creates a token transaction. It used to access records of the

patient on the cloud storage.



* Cloud Service Provider (CSP): The CSP is responsible for storing medical records
of patients and transforms the encrypted medical record under patient’s public key
into a new ciphertext under requester’s public key on the same record. The CSP

stores re-encryption key for re-encryption to his/her local storage.

* Certification Authority (CA): In our system, we are using a permissioned
blockchain. That means, users need CA’s permission to join the system. Only users
authorized by CA can write on the blockchain by creating transactions. To access
medical records of different patients, the access requester must prove that the
linkage between the address in the system and his identity in the real world. After
that, the requester generates a certified address with the support of the CA. In our
system, we consider the CA is a functionally trusted entity, i.e. the CA is assumed

to be honest and fair, but it does not have access to the private keys of users[6].

CA 1. Generate a Certified Address

P w

// \ T o Cloud Server

T~ e @
. 3.Access Request @ 2. Upload Record T m
x »

(¢ 4 Y
5. Send Re-encryption key

RequAeste‘r 4. Token Record Owner Provider 6. Store Re-encryption key
A

CSP's

2 Local Database

Cloud Service

8. Perform Re-encryption

7. Access Request

9. Send Re-encrypted record

Figure 5. Proposed System Model
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We also make the following assumptions to clarify the proposed system.

* Public system parameters generated by the CA are already known to all the users.
* Efficient search methods that can allow users to search transactions on the

blockchain are known to users.

3.2 Security Requirements

To design a medical record management for the data sharing in cloud storages, we

consider the following security requirements as our design goals.

* Integrity and confidentiality of the content of records: Unauthorized users who
do not have the access right should not be able to access the record of different users
in the cloud storage. Even if the cloud service provider is compromised, medical
records of the patient must be hidden from him/her. Additionally, authorized users

should be able to verify the integrity of received records.

* Auditability: All actions of'users in the system must be recorded on the blockchain.
If patients want to audit all actions of users toward his/her medical record, he/she

must be able to audit event records of the system without falsification.
* Anonymity of patient identifiers on the blockchain: Even though the medical

record information of the patient is recorded on the public blockchain, no one can

be related to the real-world identity of the patient.

-11 -



* Unlinkability of requests : All requests and results are stored in the blockchain, in
which the requester’s address is publicly linked with his/her access request. It
means that a third party can trace the requeste’s transaction and watch his/her
activity in the system. To avoid this situation, the link between the requester’s

address and the request transaction should be hidden on the blockchain.

3.3 Proposed System

3.3.1 Preliminaries

Before describing the proposed system, we provide a brief description of the
properties of a bilinear pairing and proxy re-encryption. G is an additive group of prime
oreder q. Also, G and G, be two multiplicative cyclic groups of prime order q. A bilinear

map is a map e: G; X G; = G, with the following properties:

* Bilinear. e(g%, g?) = e(g,g)?, foralla,b € Z; and g € G,.
* Non-degenerate. If g is a generator of G, then e(g, g) is a generator of Gs.

* Computable. e(g, h) is efficiently computable for and g, h € G;.

3.3.2 Setup

CA chooses a random generator g € G and function p: G — Z, and then CA picks
arandom acy € Z, as his/her master key and compute corresponding public key PK¢, =
g“cA. CA publishes the system parameters paramsc, = (G, q, g, PKca, p)-

CSP chooses bilinear map groups (Gq, G,) of order g and random generator
g1, h € Gq. CSP picks a random a¢gp € Zg as his/her master key and compute a public
key PKcsp = g% € G;. Also, CSP chooses hash functions H:{0,1}" — Zg, H;:{0,1}" -

-12 -



Zy, Hy: G5 = {0,1}", H5: {0,1}" - Zj, H,: {0,1}* - Z;, H5:{0,1}* - G; and computes
the group elements g, = e(g,g),g; = e(g,h) € G, then publishes the system
parameters paTamSCSp = (Gl, Gl, e, gl' h, gz, g3, H, Hl' Hz, H3, H4_, Hs).

3.3.3 Enrollment

In this phase, users who want to join the system generate a certified address with
the support of CA [6] and he/she can attest to the involvement of the CA using the address.
After that, the user generates a private key for a proxy re-encryption using the certified
address as an identity.

User (e.g., patient, doctor, insurer, etc.) who want to enroll in the system send a

request message Myqq , to the CA with the enrollment information as follows:

(1) Select k « Z4 uniformly at random and computes h = g%
(2) Send a request message Myeqpr; =

{emailpr,, Apr,, PKpr,, Ry Oskpr, (APTI, emailpr,, h)} to the CA.

After receiving above message, the CA verifies signature and then sends HTML
link to verify ownership of an email address. After verifying it, the CA performs as

follows:

(1) Select k" « Zg uniformly at random and computes a self-certified public key ¢ =
h- gk

(2) Computee =p(c)andXx =k’ + e acy.

(3) Send a response message Myeqca = {Apr,, PKpr)s €, X, Oskpr, (APTI, e,f)} to the

patient.

The user computes his/her private key x = X + k and a certified address cA, =

H(c). To verify this address, the verifier needs a signature signed by private key x. So

-13-



the user creates a certification transaction tX ...+ by sending transaction to himself. A
structure of the certification transaction is given in Figure 7. The input field in the
certification transaction contains the user’s public key and the corresponding ECDSA

signature. Anyone

After generating the address, the patient generates key pairs for a re-encryption

process with the support of the CSP as follows:

(1) The patient sends a message to the CSP with his/her certification transaction ID.

(2) After verifying the patient’s address, the CSP computes hpr, = H; (CA PTi) € Zyg
and extract patient’s partial private key dpr, = gl/ (@cspthery) e @, .

(3) The CSP sends a hash value of the partial private key H(dpr,) and the patient’s
partial private key dpr, to the patient.

(4) The patient selects a,,a, € Z; uniformly at random and sets xpr, =
(xPTi,lixPTi,Z) € Z:;Z-

(5) The patient computes a private key for encryption rSKpr, = (dei, xpTi) € G, X
ZC*I2 and a public key rPKpr, = (g ,gxPTirZ) € Gy, X Gy

XPT;1
3

Also, requesters perform same processes (compute a certified address and key pair

for re-encryption).

-14 -



Flag : certification

Input Field

Public Key : PK¢4
Signature : ok,

Output Field

Address : cApr, OF cAca

Data Field

Timestamp

Figure 6. A Structure of the Certtification Transaction. Anyone can check the validty
of the certification transaction by verifying the signature in the input field using the CA’s
address and public key. The ouput field contains a multisignature address. It is used to
divide up responsibilty for possession of transaction. This transaction is similr to a publc
key certificate in the public key infrastructure(PKI). The CA can revoke this transaction
any time by using the transaction’s output before it is used for access.

3.3.4 Grant Access

After enrollment phase, the patient uploads his’her PHRs onto the cloud server with
a record identifiable information and creates a record transaction. To protect the privacy
ofthe patient, PHRs are encrypted by his/her public key. In this phase, the requester sends
an access request message with a request transaction. If the patient wants to allow this
request, he/she creates a token transaction and generates re-encryption key for the

requester. The process is illustrated in Figure 8.

Components of the stored record of the patient PT; on the cloud server are as

follows:

-15 -



Recrodpr,j = {EncerPTi (data]-), H(data]-), cApr;, txidrechSKPTi (H(data]-), cApr)}

The ciphertext C = EncerPTi(dataj) is computed by the patient as follows:
(1) Compute hpr, = Hl(cApTi).
(2) Choose arandom o € {0,1}" and compute r = Hy(data; |l o || cApr, | rPKpr).
(3) Compute the ciphertext C = (Cy, Cy, C3, C,):
¢ = ((g"""t - PKesp), 7, (data; 11 6) @ Hy (g5 1 (957" ) um)
(where u = Hg(cApr, Il "PKpr, Il C; Il C; Il C3))

If a doctor wants to access the patient’s PHRs in the cloud server, the patient should
inform his/her record transaction ID to the doctor. After acquiring it, the doctor creates a
request transaction using the CoinJoin technique. After a moment, when the request
transaction appears on the patient’s blockchain, the patient creates a token transaction
only if the requester’s certification transaction is valid. In this phase, we consider two
types of relationships between transactions.

The first is like an Unspent Transaction Output (UTXO) in Bitcoin [14]. In the
Bitcoin payment system, only unspent outputs can be used as inputs to a new transaction.
When the user in the Bitcoin payment network received new blocks from his/her neighbor
node, he/she verifies the validity of transactions in the received block and stored their
outputs to his/her local memory pool (UTXO pool). When a transaction is confirmed by
consensus nodes, inputs are deleted from a UTXO pool and outputs are added to the pool
as a new UTXO. In our system, similarly, the token transaction is created by the record
owner (i.e. patient). It can be consumed as a token for the access record on the cloud
server. That is, the token can only be spent once. The used-token cannot be reused to
access the data like in the case of Bitcoin.

Second relationship is similar to the first one. The difference between the two

relationship is the second relationship allowing the reuse of the used output (i.e. the single
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input is spent more than once). In our thesis, we call this relationship as a ‘reference
relationship’. In our system, the record transaction’s output is one of the inputs of the
token transaction. If token transactions are created by the same patient, at the same time,
their token transaction uses the same transaction output as a transaction input. To do so,
if the transaction input ‘refers’ the previous transaction’s output, the output does not
remove from the UTXO pool until it is used to create a record update transaction.

When the record owner creates a token transaction, he/she uses the unspent output
of the requester’s request transaction and refers to the record transaction of the record
owner. If the token transaction is broadcast on the blockchain network, consensus nodes
check that the signature in the input field is valid or not using the address in the output
filed of the previous transaction (both record transaction and request transaction).
However, if the output of the record transaction is consumed by the record owner to
update his/her record, this token transaction is invalid (If the requester wants to access
the updated record, he/she needs to request the record again).

Before creating a token transaction, the record owner generates re-encryption key
for the requester. The token transaction including a hash value is based on the re-
encryption key generated by the record owner and the address of the requester. The record
owner sends the re-encryption key to the CSP with the transaction ID of the token
transaction (This token transaction contains a hash value of the corresponding proxy re-

encryption key). The CSP stores it in a local storage with the transaction ID. The record

owner computes the re-encryption key rkpr, ¢4 the following steps:

(1) Choose a random s € Zg and compute p = Hz(g3 Il cApr, | TPKpr, Il CAreq |l
TPKyeq).

(2) Compute hpy, = Hi(cApr,) and hy.oq = Hi(CAyeq).

(3) Set the proxy re-encryption key as following:

_ (1) (2 (3)
rkPTi—n"eq - (rkPTi—n"eq' rkPTi—ﬂ"eq' rkPTi—”"eq

= (g(aCSP+hPTi)) , (ghreq . gl)’ (gxreq,z)xPTirl _

-17 -
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3.3.5 Get Access

After gaining a token to the medical record on the cloud server, the requester creates
a get access transaction txg, to get the re-encrypted medical record. When it is added to
the CSP’s blockchain, the CSP verifies requester’s token transaction. Only if the token
transaction is valid and the comparison of a hash value of the re-encryption key stored in
local storage with the hash value in the token transaction is the same, the CSP performs
re-encryption process as a proxy and sends a re-encrypted medical record to the requester.
After sending it, the CSP creates a receipt transaction that contains a hash of the re-

encrypted record for the integrity of the data. The process is illustrated in Figure 9.

(1) Check the validation of the request.

(2) Compute u = Hs(cApr, | TPKpr, Il C1 | G, Il C3) and hpy, = Hy(cApr,)
(3) Check that e(C;,u) = e((g"Ti - PKcsp), Cy) and e(Cy, u) = e(h, Cy).
(4) Compute C{ = 3(61'Tk1(21T)i_>req) and set C{' = rkf,zT)i_)req.
(5) Compute €5 = e(Cy, kS req)
(6) Set the new ciphertext C' = (Cl’, €', C3,Cs,cApr,, rPKPTi).
(7) Send the re-encrypted record C' to the requester.

(8) Create a receipt transaction tX,eceipt-

The requester decrypts the re-encrypted record C' as follows.
(1) Check the hash value in the receipt transaction and its validation.
(2) Compute k = e(C;',dreq) and u = Hy(k Il cApr, | TPKpr, | CAreq | TPKreq).
(3) Compute w = C[** || ¢}*/*rea2 and then (data; | 0) = C3®H, (w).
XPT;1

(4) If C{=g5" and C; = (g, ")*eaz” , where r = H,(data; |l o |l cApr, |

rPKpr,), return data; as the plaintext of the medical record.

-19-



[£
_ o _

pidl4 eyeg

_ "Ldy) : ssauppy _
plal4 Indino

42450 : aimyeubis
459y : Aoy 21and
#26p1xy 1 @) X3 ASId

plel4 Indu

jdieoay : bej4

uonoesuel] 1dieosy 8jeal) G

xeuaydio peydAious-al puss

uondAious-a1 wiopad ‘¢

Asp g

459y : ssalppy

plel4 Indino

T, -
Disp : aunjeubis

'y : Aoy 21qnd -

fuarorpixy : @) x3 ASId

pald indu

b : bej4

1senbay |

ssalppy
s JaumQ
plooay

ssalppy
$.dSO

[ )

pield eyeg

ssalppy

ays o 'dyo : ssauppy

_ s Jo)sanbay

piai4 Indino

ALELO)

T N
14350 - ameubis

"dyd : ko) 211gnd

fauprxy: g1 xa yoy

Tabaipixy . Q| X3 ASId

plald ynduj

uayjo} : bel4

Figure 8. Transaction Relationship in the Get Access Phase

-20-



3.3.6 Revocation

The output filed of the token transaction contains the requester’s address and the
record owner’s address in the system. That is, the record owner can consume the token
transaction as well as the requester. The record owner could revoke the token transaction
at any time by consuming its output. It can be implemented using Multisignature (multisig)
in the Bitcoin payment system. It requires the signature of multiple user before the output
of the transaction can be consumed. In our system, we use 1-of-2 multisig to achieve our
requirement. After spending the token transaction by the record owner, it cannot be used

for record access.

3.3.7 Update

The patient’s PHRs are frequently updated. However, the record transaction
contains a hash value of PHRs at some point in the past. In our system, the record owner
can update his/her record transaction on the blockchain using an update record transaction.
The record owner just consumes the output of the previous record transaction and creates
a new record transaction with the hash value of the updated record. After creating the
updated record transaction, unused token transactions are no longer available. In Figure

10, we give a example of the update record and access.
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Chapter 4. Security Analysis

4.1 Integrity and Confidentiality of the Content of Records

In our system, patients store their medical records to the cloud storage. Records in
the cloud server are encrypted by their own secret key to protect their privacy from
malicious cloud service provider. When patients upload their medical records to the cloud
server, they create a record transaction that contains a hash value of records. It is like a
timestamp of the record; the requester can verify the validity of the record when the
requester gets it. If malicious cloud service provider wants to change some record in the
cloud server for malicious, he/she must change a corresponding record transaction and
the block header that containing the record transaction. However, it will be hard, because
of an immutability of the blockchain. Also, a confidentiality of the content of records is

can be guaranteed by a proof of the scheme in [8].

4.2 Auditability

After the requester using the token transaction (i.e. create get access transaction),
the cloud service provider creates a receipt transaction for the record owner. The record
owner can trace the access log back through connected transactions. All transactions in
the blockchain include a timestamp of the user and an address in the system. It can be
possible that the record owner obtains a timeline for auditing. Also, the record owner can

obtain these logs without a communication with the cloud service provider.
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4.3 Unlinkability of Requests

In the grant access phase, the requester creates the CoinJoin transaction with other
requesters. As shown in Figure 11 (left), when the requester does not use the CoinJoin
technique to create a request transaction, anyone can link the requester’s identity and a
request transaction. Even though the patient’s anonymity is guaranteed, the linkage
between the requester and his/her patients is a potential threat to the requester or patients,
even our system. If requesters create the request transaction with them using the CoinJoin
technique, nobody can link the requester’s identity and his/her request transaction. It is
the same for the patient also. However, the patient does not need the requester’s real
identity to determine the granting of access. The patient just needs the requester’s
qualifications for the work. If one of them does not satisfied it, that transaction is cannot
be broadcast to the network. An example of the CoinJoin transaction is given in Figure
11 (right).

Without CoinJoin With CoinJoin

Flag : request

Flag : request

Time Stamp Time Stamp

Ref Transaction ID: txid,,,.

Ref Transaction ID: txid

Prev Owner Public key : PKp,

certp,

Prev Owner Signature : Iskp,

Prev Owner Public key : PKp,

New Owner Address : cApr,

Prev Owner Signature : Oskp,

Data : txid

recj

Ref Transaction ID: txidcerep,

Prev Owner Public key : PKp,

Flag : request

Prev Owner Signature : Oskp,

Time Stamp

Ref Transaction ID: txid e,

New Owner Address : cApr,

Prev Owner Public key : PKp,,

Data : txid

recpry

Prev Owner Signature : Oskp,,

New Owner Address : cApr,

Data : txid,»ecj

New Owner Address : cApr,

Data : txid

recpr;

Figure 10. A Structure of the CoinJoin Transaction




4.4 Anonymity of Patient Identifiers on the Blockchain

In the enrollment phase, patients provide their email address to the CA. In our
system, the CA does not need real-world identities of patients to register. Even if someone
provides a hacked email-address to the CA in the enrollment phase, it does not affect our
system. In the case of the Bitcoin, real-world identities are revealed in the buying process.
However, in our system, real-world identities of users are not revealed across all phases
of system without exposing the relationship between the identity and the address

themselves.
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Chapter 5. Conclusion

In cloud based data sharing system, cloud service providers can know all accesses
to stored records. However, if the record owner wants to know access logs to the stored
record, he/she asks them for an auditing. If the cloud service provider is compromised,
the record owner obtains incorrect result. In this thesis, we proposed a blockchain-based
secure data sharing system in the cloud storage. Due to the features of a blockchain
technology, we can make record owners control who can access to their medical record

in the cloud server without participant of the fully trusted third party.
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