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Hierarchical Convolution Neural Network Structure for Classifying Multiple

Steganographic Algorithms

Sanghoon Kang

Department of Electronic Engineering, The Graduate School,

Pukyong National University

Abstract

Steganography is a technique that embeds data into multimedia such as
photography, text, video. Among them, the method of embedding data into
images is called Image Steganography. Image Steganography embeds data
by manipulating pixel‘s value of image. Early stage of image steganography
concentrated on not being founded in human's eye and capacity of data,
but that kind of methods leaved statistical traces, which can easily be
detected. Later, steganographic technique has been progressed much
elaborately and deftly, the steganographic images become more hard to
detect.

The main purpose of steganography is to deliver data without detection to
third parties. By embedding secret data into innocent image which called
‘cover image’, steganographer makes images which called ‘stego image’
that looks innocent.

Since Steganography can be exploited for secret information transmission,
detection of Steganography is a very important problem. So Steganography
and the method for detecting Steganography has been studied steadily.

The method for detecting Steganography is called Steganalysis. Along the
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growth of digital communication technology, Steganography and
Steganalysis has been growed in competition. Steganalysis detects stego
images by using differences between cover image and stego 1mage.
because of the tininess of steganographic traces, it's relatively hard to
detect stego image. In the early stages of steganalysis, stego image could
be dectect by statistical differences. but along the progresses of digital
technology, steganographic method became more sophisticated and had
lesser traces. For detecting such sophisticate steganography, steganalysis
methods use variety tools, like high pass filter, channel knowledge,
machine learning and deep learning.

These days, convolution neural network(CNN) based deep learning
technique show tremendous results in many computer vision's area.
Steganalysis method also adopt CNN structure for classifying cover image
and stego image. In CNN based method, steganalysis shows high accuracy
nearly 95%, and it's almost saturated. Despite of the high accuracy,
today’s steganalysis can only detect images with steganography. We can
find images, but we can't find data.

In this paper, as a first step toward extracting and restoring concealed
data with steganography, we aim to detect the stego image and at the
same time, classify which steganography algorithm is used. For this we
propose CNN-based hierarchical Steganalysis structure, which has multiple
networks for classifying N-stego algorithm. In general, noise in image by
Steagnography is very tiny and the difference between Steganography has
high similarity. The high similarity makes classification of Steganography
algorithms harder. To improve the limits of a single CNN structure in
classification of multiple Steganography algorithms problem, the proposed
method classifies six classes of COVER, LSB, PVD, WOW, UNIWARD and

MIPOD by combining existing CNN structures into hierarchical structures.



In this paper, multiple steganography algorithm classification results are
shown through optimalizing CNN structure and hierarchical structure for
steganalysis. The results of the experiment show the classification results
for six classes through the data in Bossbase 1.01 of the hierarchical CNN
structure and Our result shows the improvement of classifying accuracy

through hierarchical CNN structure.
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dole o] Ay &F7 G4 AZtA FAPSNR) dlol8 49 F<tA
S TRV wEel Ao o delee] HEe] 4% Helth oF §F
WOW<e} S-UNIWARD, MIPOD¥ -2 EGDE7|®F 2H7be1)y &
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PVD 0.9975 | 0.9995 | 0.0033 0.0026 0.0026 | 0.0026
LSB 0.9826 | 0.9978 | 0.9486 0.0361 0.0342 | 0.0265

UNIWARD | 09352 | 0.2067 | 0.0809 0.9212 0.0617 | 0.06790
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SPAM2 2], 3, tzte] 839 A5 HA g Ao]5 o] &3 do]
Bl AES 918 SPAM 545 AT SPAM 549 A4 A 4
Ao Aol <1y A (2-6)Fe] AolE Tk 2 (2-7) mpEIEE ¥
A& ol gd FATA FFS FAY FA A PP RYS o7 9
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(1xX1x512x512)> ConvlelA 54 W] 71 /M2 F7Fsta, 1 99
ConvAlZol e 282 713t HF A s
S 128x1x19] 128719 54 Wo] Ju fAAd AZFS A F
(Cover, Stego)ell W3t 272 & e =3}

Xuél 542 3 WA ConvASA AHZ(ABS)AIS Tanh 2793}
stE ARS8t Xuts UNIWARDe| thsl] 80.24%¢ A== 7]E9]
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a2 29 XuNete| T+Z&=2F XuNetoll M A28 D3 E 1 ZHE (a)XuNet

= m

CNNTZ, (b)XuNetoll M AtE 3t DS EHE

_22_
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=
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=
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2.12-(a)Sigmoid, 2.12-(b)Tanh, 2.12-(c)ReLU 5] 2lt}.

Sigmoid Tanh RelU

10 100 0
075

08 8
050
025

000

o 02 4
050

=075

00 -1.00 0
-100 =75 50 -25 00 25 50 75 100 -100 <75 50 -25 00 25 50 75 100 -100 -75 50 -25 00 25 50 75 100

1 e"—e ”

‘1+67./1; f(m):m

f@) f(z)=max(0,z)

(a) (b) (c)

O 212 iEAel gMst &4 (a)Sigmoid, (b)Tanh, (c)RelLU

2.3.2 CNNTx9 Zo|st HF9 ZaaA

AlexNet2 20131 100078 ©]Fe] 7heazegle] dial 1008-ge] F4& &
3k ImageNet W3]olA CNN7|HFe] Hejyd Fx2E5 ol &3] = Ay
E ATt AlexNet o] § B2 HiFgu] A9 LofoA CNN
&l =AE A AlexNet2 571¢] CNNAIZ I 370 dHdAAASTS

o] &a] UWENIE TAITH AlexNet2 224x224x32] A IHS ddo

BN
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o
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NetWork T+
A A-LRN B C D E
11= 115 135 165 165 195
Input(224x 224, RGB Images)

conv3-64 | conv3-64 | conv3-64 | conv3-64 | conv3-64 | conv3-64
LRN conv3-64 | conv3-64 | conv3-64 | conv3-64

maxpool
conv3-128 | conv3-128 | conv3-128 | conv3-128 | conv3-128 | conv3-128
conv3-128 | conv3-128 | conv3-128 | conv3-128

maxpool
conv3-256 | conv3-256 | conv3-256 | conv3-256 | conv3-256 | conv3-256
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convl-256 | conv3-256 | conv3-256
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conv3-512
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FC-1000
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X l—
Weight Layer
F(x) i relu ideftity
Weight Layer

F(x)+x +
relu

a2 2.13 Residual ++=.

ResNet2 VGGY UVEYAE wEo=w I% 2149 PlainT%9
Residual 725 T4 S&e A3 & 1819 AFS 7k 7329 A%

o w s},
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N=12, d=256 N=6, d=512

(b)
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Ade] Aol 2" 214-9a)v= 34719l CNNAZS 7 ARk
Degradation® & & 7]E9] 187] ASe ASS 7IAE +x29 AsEy
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(a) (b)
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1000 neurons
X255 IXE56:255
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Conv Res. Dimersian e 153030 D 128

MacPcoln: Flock ; easing i Fully Connected
Input mage T} Fitereg Image ! —> e iazzsing g Foung e [cover, steg0)]

2 ReslBlock 2 RectBleck  néd ReslBlock

1 ReslBlock

g 216 [20]1°] HIERIE +=.

1 9] CNN7IHEe] g ot Al WHES Xuo] FxoA 19E
289 4= 3/ME F7FA% Multi-Channel[33], do]d5S o] &a] A=

t}& 3714 Sub-NetworkS 8554171 Rest-Net[34], 324 8 & o] &3
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ResNet®] 94 7ol AolA & AF o]F B2 ResNet 7|WHe] ¥
Eo] A5 At} Preact-ResNet[36]2- Resnet 55 +4S WA 71+
A3t 71€9 Resnet &% =9 217¥% #o] Conv, BN,
ReLU, Conv, BN ¥ =% #<S 4= ReLUE # &3 Identifying
Mapping S st&= 725 7AW [36]4 = 7152 Residual +x2E 33
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3x3 Conv

1 relu

3x3 Conv

3x3 Conv 3x3 Conv

3x3 Conwv

relu

(a) (b) (c)

X
3x3 Conv ’\ 3x3 Conv ’\ 3x3 Conv

l relu 1x1 Conv l relu dropout l relu

b

1x1 Conv

— I{sigmuid 3x3 Conv 3x3 Conv 3x3 Conv

+
relu relu

(d) (e) (f)

a3 217 Y18 Residual T Z. (a)original, (b)Constant Scaling, (c)Exclusive

gating, (d)shorcut-only gating, (e)conv shortcut, (f)dropout shortcut

[36]ol M= 28 2173 #9o] ResnetE22 WHASHA A5 HEE &
Zatg oyt 71E9 FxA 29 217-(a)dlA 1Y =& 272 Byt
[Prelo A& o]e]dt Auto] €02 Resnet 29 WH3lE Fxo 73

Aot ol e F Hejrel FUt

fru
[40
r
oX,
ofr
o
_0|L
1B

[36]91 4 += Resnet =2 W J&Eo] Resnet EFolA &A3} &

9 $xo wWE S BT 18 2-188 7t Residual 7% ¢ %0
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—— \
RelLU BN
3x3 Cony s
3x3 Col 3x3 Con 2 3x3 Conv RelU
¥ BN 4
B{“ B::‘l D B#q 3x3 Conv
RelU RelU + 2 12
1 T | aecon RelU BN
3x3Conv. | 3x3conv 13 ¥ 13
I +l—" BN 3x3 Conv RelU
BN BN RetU 4 +
lmlu BN 3x3 Conv
|
(a) (b) (c) (d) (e)
Error : Error : Error : Error : Error :
6.61% 8.17% 7.84% 6.71% 6.37%

a% 218 [36]2l H1E Residual +=. (a)original, (b)BN after addition,

(c)ReLU before addition, (d)ReLU-only pre-activation, (e)full pre—activation

a7 2189 Ao 7]E 19 218-(a)TFd Hl&] wix Hirstet
2838 17w 218-(e)9 full

24 3}

pre—activationo| A 7} =
stel 4= o] Conv Asol AEs7] &

Wide-ResNet[37]> ResNet2]
Z mel F)ef mE A

Yek 729 Hol(s

+
relu

=]. *~
dFE

3x3 Conv

3x3 Conwv

Conv AlsxRt WA
BT 19 218-(e)9 A= AT

=0 =0
= }‘éoe

relu

T
S

+
relu

(c)

(a)

(b)

1 8 s

3x3 Conv

[

DROPOUT

lrem

3x3 Conv

(d)

a2 219 [37]2 Residual 7+ Z=. (a)Original, (b)BottleNeck, (c)Original-Wide,

(d)wide—dropout
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gtk N4, N5l A Bt A== Z47f 81.52%, 79.29%9 AL=E HQ
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th. N4oll 4 H sl A=l Resnet preact X3S AFE3S u Hir AT x9
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H5e Bt WAZAA B2 AZY 5 FAL @ AS &
N4 ot AFE stee] Past: A& B 5 AU FAR 9 AZ

o4 LSB, PVD, UNIWARDE &+F3tal &9 AselA COVER, WOW

MIPOD< &7 & 45 7IE9 SAZREG ¥ W2 Hdeos EAH

4

Net | COVER 1LSB PVD WOW | UNIWARD | MIPOD | Average
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(a)
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Type Net#l Net#2 Net#3 Net#4
N1 Pelee Pelee Pelee Pelee_pre
N2 Pelee Resnet Pelee Pelee_pre
N3 Pelee Resnet Pelee_pre Pelee_pre
N4 Pelee Resnet Resnet_pre
N5 Pelee Resnet Pelee_pre
(b)
HE 47 ABA CNNe| Ay A1 (aF d=tx d|1, b)AST=xL
HESZ 74
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