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Design and Implementation of a Blockchain—based PGP

Dae Han Kim

Department of Computer Engineering, Graduate School

Pukyong National University

Abstract

Now society is entering into an untact society. One of the most
important factors in the untact society is trust. However, the biggest
feature of the online environment is anonymity, maKing it difficult to
trust the other person. Email, which is now commercialized, uses PGP as
the standard for security to enhance security. PGP can identify users,
but it is subjective to judge users’ reliability. The more signatures
other users have on the public Key, the more reliable they are, so the
structure is can fabrication. Blockchain is a highly reliable platform
because it has fundamental integrity and transparency. So in this paper,
we design and implement PKI structure, one of the certification
structures, by utilizing the block chain, to verify reliability in the

certification system and to design and implement the PGP structure which

- vii -



complements the centralization, the disadvantage of PKI structure.
then, we propose an email system that increases reliability by
incorporating PGP structure using block chain into the email system that

is being commercialized.
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T FEstgh A eE AAe] g2 A wWARNE AEE st v
ANAZE ALure AFow AF&A AROA o=x doly &|A
A FE 7R e ALSAEY] FAZIE AW FE 558 @tk 1
23 55t g A3 g hash §S vwsfA 2-e isValid 44l

true #%< o} 283 isCertificateValid 2 54 #7171 <A

rr

A WEAME 2SI A=A FEA ALE A FERSH L AdEA
isCertValid &4l true #< Tt} isValid #t¥ isCertValid # =7
true grol™ AlFWEe AAoletn AT & Yt Host g A3 g
Al e Waeks dudlEe a9 10 o2 fueA xdd 5 Sl
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localhost:3000 L

[data]: {"userinfo™{"_id":"5d8c704cd0059b3f3c5db834","name":" ZI C{
ot "email":"test
@test.com”,"hash":"0xCCd94A56147691FbeB1799c402B73b4707288
3d5","publickey":"----

-BEGIN PUBLIC KEY-----
WnMPwwDQYJKoZlhveNAQEBBQADSWAWSAJBALKoUCFdgm3h77pE
ocpXK9Zt
kolo3F0ittnhH7yysdmOrbHFRUEhlyglg)MpOg5pWsBNub65AbekINKL

FraWial il Waler™ A BA AT — — e

20l

=

I 11 E5AJY 5% A X alert®d
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PGP¢} Web of trustell gk 7id AES AAle7| = skeith 1eja PKISt
PGP T&& ol A|¥t [15]9] dAFelA e AFeAdA dL=EE wAA U§
o N FGRE 3 EFAIS ol &8l HIAAY A Adets FHA
2HS Aoksr| = ahal [16]9] Aol A+ BSN(Body Sensor Network)¥}
EE5A%E et BSNO nlo| AlM =F ARgete] S5A4%1¢ B&4¢
7] Bl FEE Ajkste]l o8 HA 9 HolHE st A AAE oA
S o Arl= B2 A A T sl @ HdodlA dHoleE At
735 dolE7F SAEE A A9 o5 dolyrt Wxd T
dE FAAY FAE RY|E Atk olE% thrdely 97 Hof

5 e RoplAE @A) BEANS 089 1ok W AFAuZ] BE

_23_



42 PGP 7% A7

7vo 71 B9 £

= [e) [e) & =] =
et Aol B AxRe TS 99 7] pel FaE o
H 12 & 2o
AP At(Client)
- Name
- Email
- User hash
- Etc
37| g fel7| g
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- Timbgmop el
- Keyid - Public key
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PR i B o glolEfeol~
( A8 \ - ' - ( AR \
- Ez;?‘il <« userAppend [ Zalo|0ie J —_—— - f‘;r;?‘\'\
——o— ~—
747 2 ! Loais| etz &
- timeStamp : : _ - I:(i;nledstamp
D elikey | «|keRingApend | qasE " publickey
- ownerTrust AES = - ;:;;yétf:y
- hash _ hash
71 Ryt A e S
A& AHE= dolHHol =9t BERAQd HskAl o] F3 Emall,
hash #kel 553t 7HQl7] & AH= HolHH oo 747 & Fx
© =250 S5 EFARl =57 HiM s SvtE A ]
A g]ojol & userAppend AE F3 FA7 B AL QAES &
A FxRAd A A= AHEA ARt gl Jhs ok st
7] el dlelgHe] el AES dadEs ol&d dEdtE A #
gltth. 22lal keyld A= dlolEHo] Lol AFor X Fshs id
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_id: ObjectId("5e562e80aef7o2291808bbfa2")
name: "Kim Daehan"
email: "kjs58458281@gmail. com”
hash: "8x12a78770e246F1fCA22FFb1A595276F82E1bc 588"
reg_date: 2828-82-26T87:36:32.558+80:08
v: 8

(a)

e562080aef76229180bbf33")
: - -BEGIN PUBLIC KEY-----
publickey: o _ - - . "
MFwWDQYJKoZ IhvcNAQEBBQADSWAWSAJBANDMhZUYOUW. . .
encrypted_prkey: "@9ENF¥—283¥! | 7yCImO0x&" J4™ «dAbpt T0%2 |UpadTAL 0x35t0D0207 01y ula Ty dkp®C. .. "
user_hash: "8x12a78776e246F1FCA22FFb1A505276T82E1bC5868"
time_stamp: 2828-62-26T87:36:32.878+080:88
v:@

_id: ObjectId("

(b)
19 15. Databased] A&E AR (a) A2 AKX (b) 7/MA7] & AR

(a)E AH&Ak A1, (b A7) & ARl Objectld7l HlolE ¥ o]
zollA AFor AFdE id2 MAI] HellHE Key ide] 948

KeN
2=

ro

th B =Fofa AFE3F dlo]EH|o] 2= MongoDBe]™ NoSQL]

F ol

ro
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FIZSPAS A&
A&7 hash s A&7 hash )
1 ! 1
M ¥ ¢ M
4 HIOIE Ol AMsg) )
Cf| O| Ef B O] =
From(2 A X} hash)
(waiminen |- A2z |- w2 To 413} hash)
Content
Signature
-
%E;"OIJ ] msgAppend
Message N
Objectld
Content
Signature
S

¥ 16. HAAAE TE

WAZ7E FRARANA AR E HEe7] AAsiAe Al FEIF
TE5E A H2EdA A
& Adstal AE HES 98 HWAIA AFdT Adse 7=
A el A= FEolAES oy 3l
dolgue] 22 ARE dgste J8S gty AeA 241 2¢] hash
e ol&3l delgulolx AT Gl JHQI7IE o3t MW @<=
TrEh agla ol o] 2ol Msg Ho]Eo] ¥WAlzFe] hashE from
i
&2 Content Aol A74at™ A" & Signature A7l #7Fghe},

a9 172 AAZ Msg Hol & Axdw gke] dejo]r},

Ao A&t FAAY] hashs to A A&t wAx

M
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_id: ObjectId("5e57677d7a@3ab3b18c4%8dc")
from: "e@xdB836986cE2662aEA955634764A324BEEab4EL6S"
to: "ex12a7 A6F1fCA22FFb1A595276f82E1bc 588"
content: "Test Message"
sign: ""BSxG-<b¥av}eZiyil (A" 00/ T]ohF*6Mplla—HaT gV IMOA[0d1¥e0S 011 LetN-08"
date: 2629-82-27T86:53:40.385+80: 00
v:é

ra

" 17, dlelE o] 2o A wiAA] HE

a8l BEA¢19] Message T2 Ao WAIA AHE msgAppend 2=
vtE AlekS o] & A stk wWAlA] diE &2 Contentst AW #k
Signature®} Msg Hlo]E oA AF o2 AA sl Objectld #S =29
A id Mol AgEth gal id WM4E Message TERA A A WA}

98 W}

(i)

g Bel stk FAA4 ZelA BN AE e A

_31_



Oxd@836986cE2662aFA955634764A324BEEabAE165 index. js:208
publickey : ----- BEGIN PUBLIC KEY-----

MFwwDQY JKoZ ThvcNAQEBBQADSwAWSATBAL g+AXXDhgoBubTod /CBTQM
S/rzuke+k
JFFZYUFPNNiFj+7mopl W8/ aGoEPFz7X546++4yxkwib8tL §/0htb7nU
CAWEAAQ==

----- END PUBLIC KEY-----

sign
“@5SxB-<bYav}eZlyii (oA O0/T ]oAF*sMpR4-yHaTgVIMOA[@d1%e0s
0il1lEti-0&

isValid : true

FAA & FEoldE HEYS W FYst= AEE consold =49
g aoelrh A WA Jrs BAAe hash gholal F WA= AR
Holth, 8 signe WAAA dEd AR Fholvh #A
hash #t& ol&3lA 7HQ17] FolA TARe] F7IE 7HA2 vha A
W s H3seA WAIA hash #% BHluE sirh vlas|A] ZrH
isValid #toll true 72 A#sta tt=2ohd false 7S AAZ ST 28w
isValid gt =2 A58 mAXJAA] JAFHA 2 WAAE FEgTh
PGP 15 Alz=wlo A= SEolAEA] alertdS F3 HAIAe] 4l
T OUTH HAA] 2B FAIH = BAIAEY] o] F, WAIA
o1

shel A9l Felo] sbsd Fol

1 = pd

o

£ o
oo o
mlo _l U
e re
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do
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localhost:3000 Li2:

[name]: Kim Jinsang, A
[hash]: Oxd0B836986cE2662aEA955634764A324BEEabadE165,

[email]: wistkd7 @naver.com,

[publicKey]: ----- BEGIN PUBLIC KEY-----
MFwwDQYJKoZlhveNAQEBBQADSWAWSAJBALg +4XXDhgoBubTod/
CBTOMS/rzuK0+k

JHZYUFPNNIFj+ 7moplLW8/aGoEPfz7X546 + + dyxkwib8tLj/
Ohtb7TnUCAWEAAQ==

---—-END PUBLIC KEY----- r

TownerTrustl: 100 i

ol
(a)
localhost:3000 Li2:
[content]: Test Message,
[sign]: "05x6-<P¥avi-Z=-yN(6A" @ U/TIoAFF6MPNA-jHaIgV}
M @A[0dIv204 S@il-EtN-6 &
ol

(b)

9 19, Al 89l 7hEet alert F (a) HAIR AR (b) WAIA] HH

(@Fe o]8e 2P W ma W] o F, hash, email, F7)
7, AHES 32 T 4 A MTL WAAE FAAS W == P
o WA W& WA gAY ge dA & F ek 2
JMES} AT o BEAel FrAdA Bad JuEe ¥el e

.
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ol
2
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A 2k code©]

ks

function userppend(string memory name, string memory email, string memory hash) public {
users[hash] = User(name, email, hash); //user &AM H2E MAESILD sA HI0IS° mapping H== userst| hashE id g!2F 50 User
/IFEAIE 2to= HIEL
}

function keyRingAppend(string memory time_stamp, string memory publicKey, uint ownerTrust, string memory hash) public {
nkeyRing++; //3 9l id gf 92
keyring[hash] = PukeyRing(time_stamp, nKeyRing, publicKey, ownerTrust, hash); //F|° =%t 22 HA2Z 3| 2 HEE MARIC

}

function trustAdd(string memory hash, uint increTrust) public {
PuKeyRing storage updateTrust = keyring[hash]; //JIE 3| & H=2UHM MRTE EJt AZICH
updateTrust.ownerTrust += increTrust;

}

function trustSub(string memory hash, uint subTrust) public {
PukeyRing storage updateTrust = keyring[hash]; //JIE 3| & H2HM MEZE 24 AZICH
updateTrust.ownerTrust -= subTrust;

13 23, 2~utE A9k code

userAppend®} keyRingAppend: AF&27F Efol]AEd] A8 HZ3)
S w A8 ARE T2 o AFESTE trustAdde}l trustSubs AL
27 WML S FAE AU AA S o AFE-SkTE trustAdde MY S T4l

T ou A AEE FAol uhe Frbshs WA AHE £

ANz27F WAL Ak A S o Z=71ed x99 1
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kjs50458281@gmail.co
(M2l 4 glE) AFgX
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kjs50458281@pukyong... (e50458281 @amailco
Gmail 2 178 v ALSRHYLIE
kjs50458281@gmail.com
kjs50458281@gmail.co
HIAE DAIX|YL|CE ¢

kjs50458281@gmail.co
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dhkim50458281@gm:
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HIAE HAIXIYLICE ¢
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2F 1:39

°% 134
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27 8:00

E - e

YL EN

AF8XHYLICE
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2% 1:39

Q

HAE HAIXLILC
Click 2HH]

(a)

A o

w2 A
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MalE 4+ gle) Ar8x
E|AE OA[RILICE ¢

Ad
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> ARERR LI
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S
A& Xh Lict
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HERIE S A 18 index.js:235 HZZE ZIt ab o 12 index.qs:235
A HZIE 0 100 index.js:236 &AN HRIE ¢ 120 index.js:236
LHME 0 ME R index.is:237 2R OIS AE AR index.js:237
A OIE - AERR2 index.js:238 =&A 0IF AL A3 index.js:238
HMES S a0 13 index.§s5:235 ¢IZ(E St A : 16 index.js:235
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SHEE HE=Z A7 0 12
Za-F MEE 4R 0 22
Sy MEE =R 2 18
4B MEE 57 2 28
Z2EY MEE =R 16
4B MEE g7 0 26

eva.js:83
eva.js:84
eva.js:83
eva.js:84
eva.js:83

eva.js:84

NeElE

a

FalaL AT W AR 3L lethE

& Ganache

ACCOUNTS TRANSACTIONS

WoRKiD

CORRENTBLOCK  GAS PRICE cAsLMT  HARDRORK wen
76 20000000000 672197 PETERSBURG 5777

0x08717a90d50236d177123b0dc981c787e06cabd32333e5d76feb5e5ec7352952

O CONTRACT ADDRESS

FROM ADDRESS
0x12a70770e246F1f CA22FFb1A595276f82E1bc580

0x0E8206deEB323d10DF3247598D68D734982286aD

TXHASH

fdd375444f32f86e0e09

O CONTRACT ADDRESS.
0x966408BD4C7310d4e0378AAAAT74eD693FECOBF4

fcib412f567e4bed.

166cd

FROM ADDRESS
0x12a70770e246F1CA22FFb1A59527682E1bc580

TXHASH
0xb135bb44bfcb77e10ef08e49541a39eaca9c2a59a93826b096edabl53e01a8ef

TOCONTRACT ADDRESS.

FROM ADDRESS
0x0E8a06deEB323d10DF3247598D68D7349822862D

0x12a70770e246F1FCA22FFb1A595276F82E1bC580

TXHASH
0x7d4d8f6b8eadc38aa9544bad5cacfc4259857a3285befadeac311fed629df2a2

O CONTRACT ADDRESS

FROM ADDRESS
0x966408BD4C7310d420378AAAAT74eb693FEC6BF4

0x12a70770e246F1CA22FFb1A595276f82E1bc580

TXHASH

0x5f7e80084dc5f5322c7a001d6de543e9fbof316dedf1fe67e96f21fb91856e0d

O CONTRACT ADDRESS

FROM ADDRESS
0x0E8aB6deEB323d1DDF3247598D6BD734982286aD

0x12a707706246F1fCA22FFb1A595276f82E1bc580

A]

FAT=T

GAS useD

21000

GAS usD
31244

©AS USED
21000

Gas useD
31114

GAS USED
21000

AAE w Al 7He] eth Al o)t

VALUE
1990000000000900000

VALUE
e

!

VALUE
1009000000000000000

§
;

VALUE

!

VALUE
1009000000000008000

719 28. eth A WY

- 44 -



Tk
0
it

PKI %% PGP +%&

13k

of 7]¥

3|
~

¥ Email Al2=gl9]

ted 383t

)

B

ol

AFolth. 1A [9]9] Aol A]

g olue}

H

2

=4

3

i

A

R

FATE LA Aol d-el

)

-
1

R4

sk PKI 2[10]°] A

= T8

T #9074

N

8l

il

tho Rt EHoR Q1FAe A

%

it

o
T

el
o
—
o
fvze)

%

—
fite)

CA A qF A g

KN
T

= A

=13
=

o

CAE FA AT

A=

Faok (1219

b s
8 7t

of H

49 CATE =4

3

|

=3
o

3|
pud

b,

gl

A A

= O
2=

=EollAE 49 CA

=

2ot}

b %7} PGP F-xo|th

3l of 3}

FA 9 PGP %

S

Itk PGP %% Web of trust 7oA 7] &

3|
pud

4ol &4

It} Web of trust S0 A AFEALE

3|
pud

B,

_45_



o]t} Web of trustol Al AFg2Le] AFEE T2 AlEA 50| A7 715
sttpal wekd wf ARgARe] FAfTICl MW TomM A E7E Se3t
o AFERFO] FAAA ) Aol W E AMEAIY] A E T EE
Zolth. metA AF RS FEs AT

2% 718 AAIS W 719 AHEE EolV] f% SdAE 2] oY

o

& Aol EAGT A 13, UlATAME E5AL 84S o] &3t
ol Web of trustell thgt 7§ ApekE Ak} [13]d 4+ HIEIZAS
Zfre ' PGP AsAE T e ASAHE 26
o H]go] ATk EE FHT7I E AHE EA T

3291 UXTO dleleulo]=E Abgate] st o] el FHE Folrh
[14]9 ol = E24<2 #8 doJHE PGP ATA 9 5

EEOA At PGP FxE 7] gL dHolE o] xd A walsta
FA7] G2 ol g FolA BEste] AREAAA FAH Ok & R
E5AQ, HEFelol & R do]Huo]lxdA HsteE sl
g Q1SAe Fe= Aol daste T4 el §lo PP rEe
| mEol Awate A Aol g AREARIA dEEjopdth 1
A EZAQ PGP XX ASAHE AAS ] d73 A =&

g% WA @A sel s ARHAn TAY Y A9 BE %

rle

3

N

HE AAste]l Az 7)o AHEE o7l s A4S R oy

TE AASAT U ARSIl A Adde] A9e st @
@ ¢ s FAsd. 2dA AV BAsAE FF Al o
g Aoy BsAx etk zEa [13, 1419 = HEZY 9

_46_



o] 5701 A skt

o oJHAY AlF

A&

o Z5-E Email®]

AJr
M

PGP
bl o,

S

= T4

€l
=

232 Email A~

X
=

CERE

to] Emailell

%8s

=
=

L2349 Email Al

A= F7}

217pe]

1E13
=

wr
4
o

A

7}

W

A E]

AR

] A] 2] 2} a1
Al A 2} oL

s
"

1

i

R

=
w

1

;OE

271 Al g

)

fite)

)

N5
I

fite)

B

|
Bl

olo

I
5

s

ZA A

AH&A7E 45%,

ALgA7E 3392 78%9] AL Ba gl

3

71H o' A

™

—_—

0
r
il

o

=3

o] o

b= A3 skl

Email A28 s A8

Al

Ak
Al

FiL AbA

o
Mo

Uz

| A ]

s

Al

= A}
=

3|
pud

Aol Al Q4 opaey,
RERRSE

9]

il

A

eth&

o
N

2 7

=
=

3 of

X7

TAA7E eths

-
1

M

R

B

—

O

I
5

o

o
0

el
°

- 47 -



Azt WAe AYseA 2D 447108 J1FeE gu 47

71Zb Rk e ARAlskA 2 A mde Aeshs Aol ofd WA e

_48_



)

el

)

N
NJo

o

-

)
—
fite)

Njo

s

W
7

N
NJo
°

—
fite)

ol

o7 Fstd Fxoltd. 1A PKI

A

T
P

FA 9k PKI

)

At

bl o,

)

R R R |

TEolth. 1A

3ol

3

A3

PGP A ~8l& Web of trustolA 7] @8 &

o}
o}

SRR e

o

B

.
fite)

o] MHEAe NHEE FA
AEAEE AHgAE A8

875

=
R

2

—(:5-1,

=
[€)

=
R

Al
A

o)
1717} o 9A ]

- 71E

ALEATL A2

G2

171 "o

)

s Az oz A

71l A

o
RN

W M=

gt

A

=
T

il

il

Aol =}t 2giA 7]E PGP Al&EHlETE E

il

%

=3

PGP T-x7} Aol =t

2 et

SN 71 AeE

2

el

o] FxE FEdo] 2vtE A

o
o
o
il
M
i)

p—

<

o}
N

O
HH

ol
M

AT

= T3

€l
=

Z 3¢ Email A2

bl 2
Email-> AF-&-=}

fite)

olo

718 A A

=
=

KN
T

_49_



177} ¥ A

A

ok 1]

PGPZ A3

lacly

of 711

ol

A

=
=

il

KeX
=

2)
=i

E

Ea

]

A

g AT T

=

=

A A=A

-
s

[e3]
2R

o~
b

sk
=

A A 7F A1 E

-
1

1 5]

A
fie

ko)

o
el
ar

ol

et
N
Nlo
K
™

—_—

<

ol
B

al

o

dr

uy

W

_50_



Za

d

r4n

[1] S.Nakamoto, "Bitcoin: A peer—to-Peer Electronic Cash System”
Technical report, bitcoin.ort,2008.

[2] I1Zikratov, A.Kuzmin, V.Akimenko, V Niculichev, L.Yalansky,
"Ensuring Data Integrity Using Blockchain Technology.” Proceeding
of Conference of Open Innovations Association IEEE, pp. 534-539,
2017.

[3] A53h AAS, "AHE (Untact) 2+ &te] o224 wj A d%.”
Ak g Ad 381, pp. 96-116, 2020.

[4] S.Garfinkel, PGP: Pretty Good Privacy, CA: O'Reilly Media, 1995.

[5] The History of Electronic Mail(2001),
http://www.multicians.org/thvv/mail-history.html(accessed October
23,2008).

[6] G.Caronni, "Walking the Web of Trust.” Proceedings of IEEE 9th
International Workshops on Enabling Technologies: Infrastructure for
Collaborative Enterprises, pp. 153-158, 2000.

[7] V.Buterin, A Next Generation Smart Contract & Decentralized
Application Platform, Ethereum White Paper, 2014.

[8] ¥rd 3, &8, oldd, “AALET 71wk 7id AEes gt
ASA 2=l AA” HErHo] s3] =% 14.8, pp. 1029-1040, 2011.
9] e, #5%, 2483, olAFE, o, AL FIAANA EFA
N 7Ike] wWAlA] Q1S IR S ERl=ehs] Feedd] =iF,
pp. 405-406, 2019.

[10] M.A.Bassam, "SCPKI: A Smart Contract-Based PKI and

_51_



Identity System.” Proceedings of the ACM Workshop on
Blockchain,Cryptocurrencies and Contracts, pp. 35-40, 2017.

[11] L.Axon, M.Goldsmith, "PB-PKI: A Privacy—-aware
Blockchain-based PKI.” Proceedings of the International Joint
Conference on  e-Business and  Telecommunications-Volume
4:SECRYPT, pp. 311-318, 2017.

[12] A.Yakubov, W.Shbair, A.Wlbom, D.Sandra, R.State, "A
Blockchain-based PKI Management Framework.” Proceeding of The
First IEEE/IFIP International Workshop on Managing and Managed
by Blockchain Colocated with IEEE/IFIP Network Operations and
Management Symposium, pp. 1-6, 2018.

[13] D.Wilson, G.Ateniese, "From Pretty Good to Great: Enhancing
PGP Using Bitcoin and the Blockchain.” Proceedings of International
Conference on Network and System Security, pp. 368-375, 2015.

[14] A.Yakubov, W.Shbair, R.State, "BlockPGP: A Blockchain—based
Framework for PGP Key Servers.” Proceeding of International
Symposium on Computing and Networking Workshops, pp. 316-322,
2018.

[15] o] &, o]4dd, “VANET 7oA el =4 i« dds 93
E5AQ 7wk @ A&="” "HEE| Yo E =wA 2112, pp.
1448-1458, 2018.

[16] H.Zhao, P.Bai, Y.Peng, R.Xu, "Efficient Key Management
Scheme for Health Blockchain.” Chinese Association for Artificial
Intelligence Transactions on Intelligence Technology 3.2, pp. 114-118,
2018.

_52_



[17] S.Garriss, M.Kaminsky, M.]J.Freedman, B.Karp, D.Mazieres,
H.Yu, "RE: Reliable Email.” In USENIX Conference on Networked
Systems Design & Implementation (NSDI), 2006.

[18] A%, AAA, “FAAG JAEdl o] &4kl 24vd vS-d el

ek A ARG A N AT 4.2, pp. 49-72, 2004.

[e:

_53_



e 299 Mg e v}

=<

X]E [e23

a
H

al

ol

j
-

]

=5 HAAsHo A

A

)

a2

Ho

)

obg gl ol

Joz 7Abe A =@YTh A

A
¢

%

l

7
g ol BojFA 1

PN
T

al
Y, 28w A A

H

%
=

=

A7
Zjl-/\]_s

]

=
T2
ul
p="

o]

H S ARE A

A

g A A A LR AFAA A
1744 A

Ay

Al
~
2 o]
o
i=]

I

1o

]
o)
70
ol
Mo

—

XV

A=Y,

Tor
Mo
iy
e

o
NR

"o

o 7

—
=

714

o Al =

i

)

U

N~
el
o
olo

ojn

oK

Gy
N

™
N

"o

el
ey
N

™
N

i

o

A

oh A

R FAke] A

s o 2 A

2021 01€¥ 04¢

A

=
=

TH
%

—_

~H

_54_



	Ⅰ. 서론
	1.1 연구의 개요
	1.2 연구의 필요성 및 목적
	1.3 연구의 환경 및 방법

	Ⅱ. 관련 연구
	2.1 PKI
	2.2 PGP
	2.3 블록체인
	2.4 이더리움

	Ⅲ. PKI 구조 설계 및 구현
	3.1 PKI 구조에 블록체인 적용 연구 사례
	3.2 PKI 구조 설계
	가. 스마트 계약 기능
	나. 시스템 구조

	3.3 PKI 구조를 이용한 인증 시스템 구현

	Ⅳ. PGP 구조 설계 및 구현
	4.1 PGP 구조에 블록체인 적용 연구 사례
	4.2 PGP 구조 설계
	가. 키 관리 구조
	나. 시스템 구조

	4.3 PGP 구조 구현 및 주요 기능
	가. 블록체인 이점
	나. 정보 등록
	다. 메시지 전송
	라. 신뢰도 판단


	Ⅴ. 블록체인에 기반한 PGP 활용
	5.1 블록체인 Email
	5.2 시스템 구조
	5.3 신뢰도 측정
	5.4 주요 기능
	가. 스마트 계약
	나. 정보 등록
	다. 메일 전송

	5.4 구현

	Ⅵ. 분석 및 평가
	Ⅶ. 결론 및 향후연구
	참고문헌


<startpage>13
Ⅰ. 서론 1
 1.1 연구의 개요 1
 1.2 연구의 필요성 및 목적 2
 1.3 연구의 환경 및 방법 4
Ⅱ. 관련 연구 6
 2.1 PKI 6
 2.2 PGP 8
 2.3 블록체인 11
 2.4 이더리움 13
Ⅲ. PKI 구조 설계 및 구현 14
 3.1 PKI 구조에 블록체인 적용 연구 사례 14
 3.2 PKI 구조 설계 15
  가. 스마트 계약 기능 15
  나. 시스템 구조 16
 3.3 PKI 구조를 이용한 인증 시스템 구현 17
Ⅳ. PGP 구조 설계 및 구현 23
 4.1 PGP 구조에 블록체인 적용 연구 사례 23
 4.2 PGP 구조 설계 24
  가. 키 관리 구조 24
  나. 시스템 구조 25
 4.3 PGP 구조 구현 및 주요 기능 27
  가. 블록체인 이점 27
  나. 정보 등록 27
  다. 메시지 전송 29
  라. 신뢰도 판단 31
Ⅴ. 블록체인에 기반한 PGP 활용 34
 5.1 블록체인 Email 34
 5.2 시스템 구조 34
 5.3 신뢰도 측정 36
 5.4 주요 기능 38
  가. 스마트 계약 38
  나. 정보 등록 40
  다. 메일 전송 40
 5.4 구현 42
Ⅵ. 분석 및 평가 45
Ⅶ. 결론 및 향후연구 49
참고문헌 51
</body>

