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Implementation and Performance Improvement of Binary —based

Automatic Vulnerability Analysis Tool

Jong—Seop Park

Interdisciplinary Program of Information Security, The Graduate School,

Pukyong National University

Abstract

An automatic vulnerability analysis tool enables efficient analysis of
binary code to automatically detect various types of security
vulnerabilities. The dynamic binary analysis techniques used to implement
these tools are more accurate than the static binary analysis techniques,
but they are very resource Iintensive to execute and cause severe
performance degradation. In particular, this performance degradation is
due to the fact that all instructions affected by the input value must be
traced during the analysis. In this paper, we present an automatic
vulnerability analysis tool that alleviates previously introduced problems.
The proposed tool 1implements two optimization techniques. First, it
removes unnecessary operation by first identifying repeatedly executed
instructions as blocks and safely removing them from analysis. Second, it
implements Concolic Execution method in which only traced objects are
set as symbols and included to the analysis. The proposed binary—based
Concolic Execution, we claim, has another significance 1in providing
user—friendly environment in that existing tools mandate users to
understand and analyze binary code in order to efficiently use the

analysis tools.
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Conccolic Execution A #| 53] (Concrete Execution) #} 7] &
(Symbolic Execution) 8 #Adojoltt, 2 49 wAHS: &4
A2z "Mt £ o] Zhsstthe Aol Concolic Executions-
Ao vs Ar7F AY Jhest A9 @= B VIHoln &
TE ] AAAZE 7] HEo Adwirk 27048 o)Al Hof
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. A& A4 24 =7 HA3

(29 112 wlolu e 718t A5 FHopy #4 m7e T4 2k0lr)
AgAbe Aok w4 oA axEsols Y gt A9EE 45O

2 BAo| o|Fojxith Hxel4Ed, DBL & o9 %4,
SMT (Satisfiability Modulo Theories) solver, Concolic
Execution® AFE3lo] Ay= FHokAS A& 3o},

Dynamic Taint
Analysis

Input Disassembler
Data

Concolic
Execution
A

CID SMT solver

Vulnerability

\hh"""—-—[-)—a-ta_t)a.i-e—-—""/

-

Vulnerability

[Z9 1] "holE] 7t AF FHekd 24 =7 7AL.4

Target i
Program Instrumentation

- » Dynamic Binary

using z3

2 14 71e3 oAEeE meg wEsit AHgyE ojMEe F
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CAFEA A9F gel 9¥e = FFo % Concolic

Execution 43

Concolic Executions F33st7] fsix= AE, A=
AEE AlE AAsok $t}. Concolic Execution® Al A2 7|8
Aol A W, B, 9 YT Westy] wiwel A=Y AA
o] sttt AN mpolH el YwtelM AEs A fsiAE
AR Aol desttt AEY AR Ay Fort WeshA] god
BAo] BVl & AxzE TS 4 Eo] AAFETT

HeE AAWOE AILEH AF Hopd BH £F TAL 919

Concolic Execution 8 A] AFE-A7F Aot g 4wt AE=Z 4
Aty 18 ar vlolye] 71WF Concolic Execution 78-S 9 4

2 vt A% Ask A A g Adne RS GAH 09

F A1 (Explicit Taint Analysis) %HS AF-£3tt}
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7}, BA1A 289 A (Explicit Taint Analysis)

dlol el Zlukel A ALEA Q18 o] Qe wi Welofwt 43
7 BAE7) 8 WAH o BAe ALgRT WAE o9 B4
& [ 317 o] WE 2/t 2AAAY © WE b amREH %e

A w7 wio] bE QAMA| 7} B}

int a, b;
g2
b e ar

[2F 3] BAF 28 B4 ZT2I9 o4
obA A @9 A (Implicit Taint Analysis)< WA A @9 FA3
=24 9AAZEE S vlE2 G wbx] ok=t} [1¥™ 4]9F &
o] oIAlA Q¢ FAL W g LEAMA|V) Ao EF HEAdS v A

8% bel gtol YT vd o W bE e dAAY} Ak

int a, b;
a = Z2;
1if (a == 3)
b = 0;
else
b = 1;

[Z9 4] dAH 29 £4 Z233 94
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SAFE VY] 29 F4 2 W] Fo7F WEkste] WAA 24
AT A H o BA T OAE BFE AT S vk (2§ 5]
of I AREAF Y #te < (test.txt) B G 7y o

FOAREA ¥ ghel & dg v wE

>
rlr
Ry
-
o]
:—h
o
c
l—h
=
@

int main ()
FILE *pf:
char buf[0x20];
int ret;
pft = fopen{"test.txt", "rb"):;

if (pf)

ret = fread(buf, 1, 0x10, pf):

1if (ret)
test (buf) ;
}
}
[Z2¥ 5] 29 ¥4 A TEZI# main TF &4

ME 88T B¢ fread 5 SEst7] A& Al 1A IS AF

3= 1494 o A& FZE= mov dword ptr [esp+8], 10hoA I



o

AAE [esp+8] Fak LAAAZE ) o]ef o] wpolyzg] F&

BAelA QhAH ol AL S8 Hu gie] Walofds

AAAE oAz} Aok waky wale]l Brbs @ YEe] o9l
A7 A E7] wEel vlolyg] ZIHE A A FAlA 0 FA S
AR ket

<maini:

(01) push ebp

(0Z2) mov ebp, esp

(03) and esp, UFFFFFFFOh

(04) sub esp, 40h

(05) call B, WY

(0&) mow dword ptr [esp+4], offset akRb

(07) mow dword ptr [esp], offset aTestTxt

{08) call _fopen

(0%) mowv [esp+3Ch], eax

(10) cmp dword ptr [espt3Ch], O

(11) Jj= short loc 401608

(12) mow ea¥x, [espt+3Ch]

(13) mowv [espt+0Ch], =ax

(14) mow dword ptr [espt8], 10h

(1%) mowv dword ptr [espt+4],; 1

(1) lea eax; [espt40htvar 28]

(17) mowv [esp], eax

(18) call _fread

(19) mowv [esp+3th], eax

(Z20) cmp dword ptr [espt+38h], 0

(21) j=z short loc 401608

(22) lea eax, [espt4Uhtvar 28]

(23) mowv [esp], eax

{24) call __Z4testPc

(25) mowv eax, U

(2&) leave

(27) ret

[2F 6] 29 &4 dA4 ZE2I 3 main 35 AJAEF ZE
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k= Y FE o9 E4 CAZ Hfelye] 7Hke] A
et GAA od B4l disl dokdth eax dAIAEZE L AAA
Q1 A5 3 WA R AR ebx HAAHE LAAAT H
A et eax HAIAHTZE F4E HT7IE ddabatol7] wEel
eaxt| A 2E7F 7H7)AL Q= F49 #o]l LAAAL B ebx
AAATE Fvh. F WA PPole eax dUAAHO g I

ebx B A AE el AEstr] wjitel ebx HAAH = LAAAZE Hit

rlr

f

(1) mov ebx, [eax]
(2) mov ebx, eax

[Z3 7] olAEE 2= 29 &4 ¢A]

_20_



}. Concolic Execution 74 24

Concolic Executions 342l #7| A/ FAujty T 7o A=
7F A HEY. w2k Conclic Executions 7&3H7] Y= £7)
5 vl AE(Symbol), B2 =7 (Path Constraints), T3 A

(Next Statement) = A& AAdof att}, AEL Algxr} A o3k
dH Folth. (29 819 test = [I¥ 519 main &57F &5

aH= test $hrolth whebA] b (test.txt) o Wlgo] AMEAF dE 7k

o7 AEo] "t if (buf[0] == C && FZZoA A HA &
71o]l st FrEAL A WA E7]E0l7] el Folt. v
& A"+ buf[0] == ‘C ¢ buf[0] !'= C F M= Yys F
ATt buf[0). == JC 2 AH o944 E7]EL buf[l] ==
T ZEY F WA 75l AExAS buf[0] == CT 9
Tt AEHE buf[l] == E’ ¢ buf[l] != B F ME Y
= 4 Utk olgk o] Concolic Execution 78S fa|lH+= &

(23 819 test T+ FAFde WES AAF=o|t} bufd] A
2y 2vtolEZE “CE” ©]al buf[2]¢] %ke] Oxffo]™ signed int M
2 MAE strsize®] 2 Oxffffffffo] HT}. str_size + 1 g <
A2 3= malloc 5 3 Al ASF 2 EZ$(Integer

0

Overflow) FHoFd 2Al 0 37|92 sbgdw 3o OxIfffffff A7)

A= memepy & S& A ¥ eHWEE-F(Heap Overflow)

#opo] WwAs)
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void test (char *buf)
{
int str size;
char *p str;

if (buf[0] == '"C' &&
buf[l] == 'E')} {
str _size = (int)bufl[Z];

if (str_size < 0x20) {
p_str = (char *)malloc(str size + 1);
memcpy (p_str, sbuf[3], str size);
p_str[str size+l] = '"\xz00';

printf ("Message : %$s\n", p_str);

[2¥ 8] FHobdoe] UYxd Z278 LA

_22_



t}. vloj g 7|4k Concolic Execution T7&

(238 91 [1™ 8]9 test IFE HALT &Y F=olth
Hlol ] 71RES] Concolic Execution 7-#0]7] Wzl
wANES ARSI (07) o AlEY oA AREAE ) kel 2l
A WA E7)Ee] wAstth HEE [ebptarg_ 012 #k(buf[0])o]ar
A71E 1Mol Ebyte)olth. AR 221 3 WA E7]#0]7] wite]
G ol v AHE 7] 98l ' #kol 0x43%0A #HAFSH
kA o5l [ebptarg_ 0] 2] gko] 0x43°] oty o] X o
test ¥ AP FTRIFAL, Ox430lW £31o] AAo] FHol & &
71Ee] (12) o8& I=s: 4 oA Bv. + 4 &7+ 4
&2 [ebptarg 0+1]18] #olal A7|= 1HlolE

l[ebp+arg 018 ko]  Ox43¢]aL s Agz 7 9a)
[ebp+targ 0+112] %ko] 0x45 AA] HAFstT}

= FHE A& AZstdA Concolic Executions T-83bH 32

o}
MEZSTF WS (23) oMY 2T T S Qe AR Q)
=]

e AFOR 4Y T F Ak
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(01) push ebp

(02) mow ebp, esp

(03) sub esp, Zth

(04) mowv eax, [ebptarg 0]
(0%) movex eax, byte ptr [eax]
(06} cmp al, 43h

(07) Jnz short locret 401580
(08) mowv eax, [ebp+arg 0]
(0%) add eax, 1

(10) movex eax, byte ptr [eax]
(11) cmp al, 45h

(12) Jn=z short locret 401580
(13) mowv eax, [ebp+arg 0]
(14) add eax, =2

(1%) movex eax, byte ptr [eax]
(1&) movsH eax, al

(17) mowv [ebptvar Cl, =ax
(18) cmp [ebpt+wvar C], 1Fh
(1%) Jg short locret 401580
(20) mowv eax, [ebp+var C]
(21) add eax, 1

(22) mowv [espl, eax

(23} call ~malloc

(24) mowv [ebp+var 10], eax
(25) mow geax, [ebptvar C]
(26) mow edx, [ebptarg 0]
(27) add edx, 3

(28) mowv [esp+B8], eax

(29%) mowv [esp+4d], edx

(30) mow eax, [ebpt+wvar 10]
(31) mov [espl, e=eax

(32) call _memcpy

(33) mowv eax, [ebpt+var C]
(34) lea edx, [eaxtl]

(3%) mowv eax, [ebptvar 10]
(36) add eax, edx

(37) mowv byte ptr [eax], 0
(38) mowv eax, [ebp+var 10]
(3%2) mowv [esp+d], eax

(40) mowv dword ptr [espl, offset aMessagesS
(41) call _printf

(42} leawve

(43) ret

[27 9] FHoFdo] Yxd T2 ojEg 3=

_24_
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<ZE 1> [2¥ 1019 23 5 gzip &5 ZE223e tfgt A
Az 10718 48 Ide st A A
1112 gzip 4203 s 2P EFS 283 A%

By A

ggol £ 59 o] HE BH 09 BAY

AAE debdoh A3 o AZEdel: ¥ %S Agstus
OJHIET} WAEA] o= AT Eojo]7] wZo] FAEHE WEo

S B BIT A

LA

—_

°] 9= 1/1000% (milliseconds) ©]™
zbzkel qle 9l HA¥dy w4 o9 4 ARRe FHa

T NS ZAMSHAl vldEsittE A9E 891 & ¢ Q)

<E 1> gzip A8 A3}

Instruction Count Execution Time (msec)
Native Taint Block Native Taint Block

1 10866685 4682817 30423 24797
2 53466731 19509843 151996 121062
3 22396401 8111450 63054 49750
4 22769381 6972463 62979 48021
5 124434582 79116274 341575 307182
6 38492776 23494920 104932 93246
7 69683055 36164486 195820 168137
8 16697978 8832828 46589 40042
9 82491708 52014017 219670 196431
10 60194383 37299266 162054 144338
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<E 2>9F [1¥" 12]= bsdtar 5 TR Oigh 54 @9
BAe Sge A A gl
<E 2> bsdtar 438 27
Instruction Count Execution Time (msec)
Native Taint Block Native Taint Block

1 14280267 4594914 31860 23537
2 72535317 19783986 173704 119552
3 31217552 8098486 73621 51045
4 31702649 6944870 73235 51134
5 135234107 84613494 302658 283618
6 39795501 AN 1 98392 91431
7 78177198 57847122 201592 191153
8 18645880 13312508 44968 42664
9 87869036 55993688 193304 178981
10 65834542 40004863 142760 130115

20%

Improved Execution Time
s
u
8

10%

5%

0%

10%
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Reduced Instruction Count

70%
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<KE 3> [ 1312 bzip2 &5 Z2T7%8 fist 54 29 &
= Tt A Ay gholth
<¥ 3> bzip2 48 A3
Instruction Count Execution Time (msec)
Native Taint Block Native Taint Block
1 32286667 9859509 55017 40301
2 133140351 41703053 260690 194876
3 67638730 19057435 130303 93759
4 47247817 17510619 92581 71693
5) 327375402 | 109118858 618476 477198
6 221675272 2303 b9 318547 213790
7 439667761 67465924 654249 446373
8 111560302 16843305 156033 103598
9 444652444 65796747 658784 447140
10 312766787 47220967 453951 305676

Improved Execution Time

30%

28%

26%

60%

65% 70%

75%

Reduced Instruction Count

80%

85% 90%

[28 13] bzip2949 A% MA
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<X 4>9 [1% 14]+ mdb siA] Z2T3e Ot 54 29 +
Galg A AT groldh. o) =W A% UPXZ H7H o]
2

<¥ 4> md5 A3 A3

Instruction Count Execution Time (msec)
Native Taint Block Native Taint Block

1 2014221 976685 7665 6817
2 5770906 3759352 29626 27228
3 3099602 1780952 13939 12750
4 3224980 1873836 14660 13422
5) 13087157 Ol & . 71968 66839
6 4844928 3074033 24168 22271
7 9090368 6219071 48900 45270
8 2917941 1646288 12934 11790
9 8914504 6089414 47862 44265
10 6645266 4407991 34668 32068
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3. Concolic Execution 73 % A3 743}

= A~
WAy sk 4=

-
ol

0] 1=
A

0x4015ad
(= x0 #x00000000)

\mte File(test.txt) Success

0x4015dc
(= %0 #x00000000)
ile size is not zero

02401508
(distinct (bvand x0 #x000000ff) #x00000043)

offset : 0x0
size 1 0x1
Value : 0x43

0x40151b
(distinct (bvand x0 #x000000ff) #x00000045)

‘reate File(test.txt) Fail

offset : 0x1
size : 0x1
Value : 0x45

[File zize is zero

0x401530
{let ({all {bvadd {bvand (bvand x0 #x000000ff) #x0000007F)
(bvmul (bvlshr (bvand x0 #x000000ff) #x00000007) #xffffff00})))
(bvsgt all #x0000001F))

offset : 0x0
gize : 0x1
[Value : 0x3

offset : 0x1
size : Ox1

Value : 0x1 Value : 0x0

vulnerability

size : 0x1
Valve : 0x40

[2¥ 15] Hlo]Y g 7]¥t Concolic Execution 7-8 ZA %
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