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Blockchain based Integrity and Privacy Protection

for Healthcare Data Sharing and Implementation of a Use Case

Hyunwoo Kim

Interdisciplinary Program of Information Security, The Graduate School,

Pukyong National University

Abstract

In general, the center of the medical institution operates the medical
information system. In most current systems, the medical data are stored
in the provider database, so that the patients do not have full access
rights to manage the data. Moreover, the problem is augmented if the
medical data i1s fragmented into several medical institutions. Whenever a
dispute occurs between the medical institution and patient, the institution
cannot use  patient's medical data as evidence to judge the
appropriateness of medical treatment because the patient has no way to
prove it.

As a solution, we can use the blockchain to determine the integrity of
medical data. However, the nature of blockchain gives the privacy
problems for the patients due to blockchain stores the data publicly in
the network. In this sense, every party in the network allows viewing the
transaction as well as the patient record. Public data is contrary to the
nature of medical data which is sensitive to each party. To address the
problem, we use the stealth address protocol to disguise the identity of
the parties. In this thesis, we implement the smart contract as an escrow
to enable fairness sales of medical data. A payee enables to sell medical
data to the payer safely with a guarantee that the payer will pay
compensation and the payee will send the corresponding medical data. To

do so, the payer needs to deposit the coins (cryptocurrency) to the smart

_iv_



contract. If all procedures are met, the smart contract shows the IPFS
address which is the links to access the data. By leveraging this model,
we solve the privacy issue of the patient's identity. Based on our
evaluation, the smart contract produces a reasonable gas cost for every
transaction. Therefore, this smart contract 1s usable in a practical

environment.
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Transaction Information @ ©

[ This is a Ropsten Testnet Transaction Only ]

TxHash: 0xddb887ba66089676¢122ea1648979a3995051ae1e7e15dedabeba7b7e07b692b
TxReceipt Status: Success
Block Height: 4614375 (2 Block Confirmations)
TimeStamp: 36 secs ago (Dec-12-2018 06:30:44 PM +UTC)
From: 0x2d042f2afd305589e5be0c6f41836def26fadch7
L IQ Contract 0x77407e2df39a5453648cd655ccc08d9echbc4570d q
TRANSFER 1 Ether From 0x77407e2df39a... To — Oxed1ddf103604...
Value:
Gas Limit: 1000000

Gas Used By Transaction:

925872 (92.59%)

Gas Price: 0.000000002 Ether (2 Gwei)

[717 10] o 5doly ] &5 HEHE FAGH

Actual Tx Cost/Fee:
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Smart Contract for Medical Data Sale

I'm a Seller. I'm a Buyer.
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Transaction Information-Q@ ©

[ This is a Ropsten Testnet Transaction Only |

TxHash: 0x41857064c9bfc22a67 e2cfafe426946265fca760811de65bc07063cebc95¢522
TxReceipt Status: Success

Block Height: 4615250 (4 Block Confirmations)

TimeStamp: 41 secs ago (Dec-12-2018 09:52:42 PM +UTC)

From: 0x48c052286c6d01928c920a78b863135ae8e83e8d

do: @ Contract Oxed1ddf103604e9c42ca878fadbf220ec30ea436 @ /‘ =

TRANSFER 0.5 Ether From Oxed1ddf103604... fTo =+ 0x48c052286¢6d. ..

TRANSFER 1.5 Ether From Oxed1ddf103604... | 0— 0x2004212a1d305. ]

/|

(2% 16] osuloly] W] AntE HEHE Fujdhgd$ o X5 W3PS

Download URL

You can download from hitp:/fgateway.ipfs.io/ipfs/QmNnHSHKPINWozzNNnmXn3Q83vE CEApHTadwkxs Trjudud

[ 17] 7 5 $ o=mdolH IPFS A 74
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