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Study on PRNG Corresponding to the Maximum Weight Polynomial

Sung-Won Kang

Department of Applied Mathematics, Graduate School

Fukyong National University

Abstract

In order to design the pseudorandom number generator(PRNG) directly on
the hardware, it should be possible to make it using the logic circuit. A linear
finite state machine(FSM), which can be fabricated based on linear recurrence,
facilitates fabrication using logic circuits. A linear FSM typically includes a
linear feedback shift register(LFSR) and a linear cellular automata(CA).

A linear FSM can represent a state using a state transition matrix, and the
characteristics of a linear FSM can also be analyzed by analyzing this state
transition matrix. What is used to analyze the state transition matrix is the
characteristic polynomial corresponding to the state transition matrix. Since the
characteristics of the linear FSM depend on what the characteristic polynomial
is, it is important to determine the appropriate characteristic polynomial for the
linear FSM suitable for the application.

In this thesis, we analyze the characteristics of the PRNG, especially the CA
corresponding to the maximum weight polynomial which is a polynomial with
all coefficients 1 over GF(2). The results of the algorithm for the synthesis
method for 90/150 CA corresponding to the maximum weight polynomial are

also introduced.
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[1]. 19491 Lehmeroll oJ& A9, A€ A e 7wtz 3 T A4
TE= AARAE st=do] 7 G A7 vt o m A AR E AL
[2].

G4 715 VLSL ULSL 3D-IC 53 2& FAsiz= 744 st=d
ofel 23 AAst7] 918 A3 f-3dEl 7] Al (Finite State Machine; ©] 3}
FSM)2] F+%Z o] &3-u}3].

A FSMY +x& o]&3st st=dol2 AA7Isdd d-Ad871s o
Hkollvt o&ste] FdEs AAstEE oAbt AA 7] (Pseudorandom
Number Generator) %= ZAAEA W BHE A4 7] (Deterministic
random bit generator)#}il HF-ET}H4].

At GF A 7| B ARESH] A @ ¥ FSMOE [ = AZE
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LFSR2 ZFE A AMEH = HEAQ] F22X kol vhAl 3= gk
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At AA 7= 84 A Al 7] (Mathematical generator)2tile: 5
. 74 Rdg gAste] A duges dF =

JApF A A 7] 2= Middle-Square Method, A3 &5 A A 7] (Linear
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24 GF(2) $1¢ HojFATHA

GF2) gleldel nat HuFATGAel g 2" +a" '+ o o+l 1
Bt BE AG7E 19 daelt £ =RelAE f,2 GRQ) 91049

£ ARAL AARE BE3t 2ei13]
<Ad 2.4.1> degf,*=degf,

<AY 242> f, - (@+1)=2"""+1

de 231(a), Al 241, B 2420 webA HFAGEA A g3t

= A% FSME &4 Cycle® 725 o2t AL ¢ 5 gon, =3

ol o3t HulFAGaEAe dgsts A8 FSME e Aolsd S
3 , 2 =AM vF+= LFSR#Y



M. HAFAGEA e dfs3st= LFSR

3.1 LFSR(Linear Feedback Shift Register)

LFSR2 A3 FSMe| s7FA =24 718 2 &3 Fxolr =9 o] A
3.1.1>3 2ol d=EFgS 4
A 2o A|ZESY FE#S AASESE = Fxo|th nA LFSRO

TZE <a¥ 311> Zo] A 2H sS3dH nije vEAI} 2 (3.1.1)
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(linear feedback function) f(so,sl,..., sn,l)oﬂ 9]

3 AataArt 24 He 29 =2 2HoE FAEHILL

L0801, .. 1) = Cys BDEEED - - ©c,, {572y (3.1.1)
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A @G WE 934 cyle)=2"+c¢ 2"+ Fcpe LFSRE A
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& 749 LFSRel 7k & = Aels 2°—17H ) AAY 2ok

3.2 543 E (Companion matrix)

<A 321>  flo)=a"+c,_ 2" e, 2" P ttexte, (0=
<n—1) ° dis} ol 22 nxn FHFES flz)o FHAY

(companion matrix)°]2Fal 3t}
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0 0 U~--S0p™=0 O,,— I/
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y . . . . . 0
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Ch—1Cp—2Cp—3- C1 G
1 0 000
C C
i) = ¢ 1 (:)"(:)0:( ’ )
o o0 O --0
o o0 0 --1
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3.3 FFARIA d33t= LFSR

A EATR £ tlest= LESRe dig Audoldd 7.8 ol
o] ¥ b wyow AT 5 U
111 11 010 00
1 00 001 00
T e I I e B
0 0 00 000 01
00O 10 111 11

3240 AHE Az o] (i)o W-S3t= LFSRS dAAGE 7 =
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V. HFA G4 dis3t= 90/150 CA

of ol N R w=RolA A&k CAel olsh 7R Ad] st 7]

41 A& LEuEl(Cellular Automata)

AE et S EntER(Cellular Automata; CA)x= oAb Azt whep th & A
HZ AAEs 54 A&Ho=ZH Adojgte 7|2 &9 HEZY Hwd=
o] Fo{# QrH8]. 1291 CA(One dimensional CA) TAAE =44 s
Zh-gol Al Jhe] A S A7z I AR F e Ao osjArt o] Fof
A= CAE 3-9]|%¢ A8 CA(3-neighborhood linear CA)#}ar 3t} 3-o] &
¥ CAY A Fxe <29 41.1>% 2t

t
Si—1 S Si+1
s/ 1/ /
| ! |
'—‘C +
g b= Y ¢ gfoabid]

<29 411> 3-°]% A¥ CA +%
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o] FxoA Aol v AEE ofd iRl wep Hainh F, 7 AE
& A7) A3 o] % o] dhszgholl oe v AEl7E AAH ] FAlel
¥ =], 3-o]% CA°l gt Aef o] 3h==(state-transition function)= Tt
S 4 41D 2

gt +1)=f[q(t), g1 (t), g, (t)] (4.1.1)

o1 7)1 q(t)& AZE t oM i WA Ao FejE o] s}

A7IA fe AR =3E 7K F4-0] ol GF(2) oA 3-9]
2 CAdlE Az bg 22 A o)L wWdAdet don 18§ CAdE:
255708 e ol o Al HH, o]& CASl Aol # (transition rule)©]
2o gk

ojg]g Holqta FAE HPRNGE T8 7lsd CAERS 543
PCA(Programmable CA)d#tal F-Et} PCAC A= XORAO]ERES o] &3}
of AA7bsd A A AFFAT ALdFH R Ay 58] At

01

2 60, 90, 102, 150, 240 th&t Ho|sts+= [ 4.1.113% 2t

B omRoA Abgske AdTE 90, 15090tk e dols [¥ 4.1.2]9
ol vrERTH
—o] Ad CAZF n7ie] Aol A8&%H= 45, oleld CAE n-4 CA
gta F2th n-A CAdl og Aeje] WalE LESRY whabrhA] ez o]
g2 vepd ik

AgarE 903 1508k o] &3 CA Co Hejdolgdo] Teta 3
o] wj, deEjdelygd T+ 2 (4129 T HATuddd=z Jehdoh

w
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[£ 4.1.1] 3-91% CAS 48 Ao|7%

Aol Aol g4
60 q(t+1) = q_,(t) D q(t)
90 q(t+1) = ¢, (t) © gy (t)
102 q(t+1) = q(t) ® g (t)
150 qt+1) =q_t) D q®t) D g, (t)
170 q;(t+1) = q_,(t)
204 q;(t+1) = ¢;(t)
240 qt+1) = g1 (@)

[E 4.1.2] "o]7#3 907 1509 dejde] &

.. d

n
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o] 2AFe) | 111 | 110 | 101 | 100 | 011 | 010 | 001 | 000 | Aol 73
OS24 H 0 1 0 1 1 0 1 0 90
oS4 H 1 0 0 1 0 L 1 0 150

d100-- 0 0 0

1d,10-- 0 0 0

¥ d1 .- 020

d
T= 0 0 1 L 0 0 " (4.1.2)

0000-d— 1 0

0000- 14d,,1

0000-- 0 1 d,
2 =ToAe AeEdelgd TE 4 (413)x4H s yepd 7= 3k

t}.
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2] (4.1.4)9F o] HolqtHo] 90 ‘0’e® 15001W T2 Ut

o, iHM A FOIFE =90
d_{l, P A S MO RE =150 (4.1.4)

<AE 4.1.1 [8]> EldolaHo] T2 n-4 90/150 CAlA= 54T
A3} HAariaol 2.

£3] nA 90/150 CA R, =<aja, ...a,>2 EAGIANS A olgtx &

uj, o}l H3}2 (4.1.5)°] A He
AR (@ Tay ) e (4.1.5)

LFSR#} tt2A <ol thalAe] gigst= 90/150 CAE 4 &A%
v BAo] gtk 17 mieo] oo thaAe] &3k 90/150 CA &
A4 wEel B3 A3 AL A 10l

90/150 CA9] ol Adejdelagdde] AdEs o+ 3oz xd
& 4 9l&dl, Choi Soll 98] ol dt o)+ & dhte] B= = dolqf
2 BEo® Wil tE olqrzE 553 ddste] A2 90/150 CAE ¥
F= W ol Al<kE 14l

Cattell Foll o=l <lole] 7]ofrpat2lel] tfgat= 90/150 CA ¥4 &
gl Zo] AetHATHB] o1F, Cho Sol 2sl Aol thdao hmsas &

Q1 90/150 CA FA &arglFo] AFE ATHIL Cattell 5ol <3 #1F

a1

o,
ol

K

[e)
=
¥ P4 dueEe AEZEE On')o)YAN, Cho Sl o& Aletw
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o] Aletet 4 AnEHS T o9 thabde] u$3hE 90/150 CAY
FAE e 3 9] wRe, E =R gFi AgFAgdde g
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GEAFE o] AAsEte oo wet AdE duES e
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Pt el diskel el ATHIs) shAw Hde] A
Feid YA o

obefol Folxl Al A AEATAe] CATHAS Aol
@ Aeloln, o] AelE Eow 242 AoEATEAe thLaE 90/150
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<A 421> 2n+24 90/150 CA <RO1R, >¢ EATIAS [, .8t

g o bE 2152 A #A I

(@ Upyig= f2n+2(x)

() (A, ,A) ={f ()}

© f,(x)

i
g
b

Azt A A a2 el t$ak= 90/150 CAY 73S Ao &=
o= wEAl <ROLR, "o wekol ZASTHE A 4218 Azt Hu
=

oA hE A o] CATkEAolghd #%a 90/150 CAS] ejdo] &

3 Fele] AEATFA
a7 gl [olel A 27)E o
el

S dERe fy, (@) AEA 2melv, FA@e [, (x) dgete

W s
oo
o
rlr
o)
<
—

RO
=

O

>
o=
N
o

1:01.

2n-4 90/150 CA < R _,01R_, ><l <@ Zo|r},

Step 1. 7} Fo] olgfe] 2 421)E TAE 2nx2n3qhE DS AYA:

Pl g2 2 1 <i<n—1
n—2
:L’L+IL',L+l 72' =n
g - Zﬁ( ) (42.1)
2= g2 —1ly il 1) < < 2p—1
222 ,1=2n
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1714 dolld UdetgE /e 38 D i jP] Fho] lojgke
AL ojm e,

Step 2 WA Dv=e, o @ vE FaTh A7A e WA 24T 19
Ssl e ol W 8 v7h EAISA Wow f, (r)E CATHEA
o] o}]t}. STOP.

Step 3 WAl 7 Aol ofdlel A4 (4229 o] TAH (n—1)x
(n—1) B2 K'=(k;)2& AA:

ki =vip, I<i<n—-1,1<j<n-1) (4.2.2)

o714 WE pE Step 20014 T8 Dv=(0, ---,0,1)7e] & wvolt}.
Step 4. Step 394 G Ko 792 AAWE sto] A E

=
AT, "keE 7S~ Ao F dojdl dE U A E

o] olvetdl £, (x)& CATEA o] ofth. STOP.

Smﬂ5&®4ﬂﬁﬁ%}@%lﬁﬂ%ﬂi¥H°HM4ﬂ(MB%rﬂ%ﬂ
Oq Rnfl :< dl dg cce dnfl >% ?_éj_‘:]'

Uy o i =1
di = ui—l,i+ui,i+1 ,2<1<n—2 (4.2.3)
Uj—1, si=n—1
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1 2EAA

ol

[91el Al Aret darg]Fe] Step 1olA= DE L7119
a2 mod flx) (i=1,-2n)& FasoF Sk
A flz)7h AdEATGAe]l  Hie  ASedE,  GF(2)910A
(" +2" Ttz +l) (@+1)=2""+1 ol7] wWEel 4 4o
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