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Blockchain-based Copyright Data Management and Sharing Platform using the
MyData Concept

Hyebin Kim

Interdisciplinary Program of Information Security,
The Graduate School, Pukyong National University

Abstract

An increasing number of copyright holders, consumers, and copyrighted works
services platforms have stimulated the copyright data ecosystem. As a result, rights
relationships related to the sharing, use, and settlement of works have become more
complex. The copyright of the copyright holder’s own work needs to be protected. Until
recently, however, many cases of copyright infringement occurred by consumers or
distribution brokers. This has resulted in copyright owners not being paid properly, or
unauthorized use of copyright by unauthorized users. Therefore, the importance of the
integrity, transparency, and reliability of copyright information registered in the system and
the copyrighted data and the usage records stored on the service platform has emerged in

order to protect the copyright of copyright holders.

Blockchain is a P2P network-based distributed ledger technology, and related works
have been studied as it is expected to be able to compensate for some of the shortcomings
of the existing copyright management model that lacks the features discussed. Blockchain
allows the design of fully decentralized C2C models that theoretically do not require
intermediaries. In practice, however, copyright management involves a variety of actors,
especially for service platforms, which are necessary for areas such as user convenience.

For copyright-oriented copyright management in the Blockchain network formed by a kind



of intermediaries such as a service platform, MyData, a private-centric data integration

management, and control model, can be applied.

This thesis first analyzes the existing copyright management and copyright sharing
model and discusses the limitations. It then proposes a consortium Blockchain-based
copyright management model in which the service platform participates as a node, and
discusses how to combine the My Data concept with Blockchain and smart contracts. Also,
Blockchain-based CP-ABE is introduced and applied to the proposed model as a way for
users to define access policies and store copyright data in encrypted form on the storage of

the online service providers (OSP).

Compared with the existing copyright management model, the proposed model
allows the copyright holder to focus on copyright registration, license content design, and
sharing, as the data subject. And it is expected to be able to transparently manage the usage
records and the basis for the settlement of the copyrighted data that are shared and used on

each platform.
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. CPU : 6 processors cores of CPU on Oracle VM Virtualbox 6.0.12

« =% AA : Ubuntu 18.0.4.LTS

. W 2 2] : 4GB

. SF=t] A~ 1 20GB

« 7)o Go Language

. RE LA
- Package : github.com/hyperledger/fabric/core/chaincode/shim[20]
- Source Code : DRM.go[21]

«  ZF31AF & Hyperledger Docs[22], IBP(IBM Blockchain Platform)[23]
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1) A2ETE
o] [2¥ 11]2 dAFQ S8z F2E YeRyE Zolth
=17 Application Server 9} Hyperledger Fabric Peer & 1} t}.

Hyperledger Fabric Peer
\ State DB (level DB) |

’ Chaincode ‘
-

‘ Application Server(Node.js)
v
Hyperledger Fabric Client SDK (ver.1.4 LTS)

User Application

[Z8 11]S$8Z209 7%

Node.js & ©]&-5Fo] AH ol € Ul & @A 3Fe] 1] SellA sho] o &) A4 s B e
FEPoIAE SDK £ &3t sfo|He A sjEEe] Had 4 vk Adi=s
stol# gl A s B ol 28 W] A E = RS AT Aol o] & o] §-3to] A
DB 9] H|o]¥] B} x2Fo] 7hs sttt

= Beof A AHE-3I= A H] DB = 3 A W (HashMap) 7 742 o 8-5 35}
glo]Elwlo] 2o th, dlol Bl = [T19 12]9} o] 2 214 0 & A -H TH24].

{*License ID”{*LicenselD ”:“0000012x”.“LicenseName”:*“image 01", “userID” :
“ CopyrightHolderID”, “TimeStamp:” : “2019-11-04T05:25:56.1624733363+09:00”,
“metadata” : “xxxxxx”}}
[Z22 1 2] dol8 1%




Z714 07 o] Fol & Ths A wtrH25]. whEkA] AJdTZE A3 F state DB ©ll
A7 HolE El7F W7 H o, &5 A|Rlel 7] 5=o] ¥ o] £ 5-E] SDK = &3
Al ARGAE o Z e Ao d ol sl A HHE HEghE = oI EE FFE 8l ofF S

o

S

2) Hue e £
sto]lHH A FreE B2 YEYIE FASY] YA Fol A RE

AT oF A =3k ZUA | 2} e 3t v o) 7F 3laL, A A} == (Orderer), CA 7}

Blockchain network

Ca.orgl.example.com “ *
iz Peer 1.org2.example.com

' ] .Peer 1 1 /.——/

N e | Committer | Endorser
- Channel:MyChannel
User Client @

ana
W

Orderer : ordererOrg/orderMSP

Organization 3
Org3.example.com

Peer 1.org3.ecxample.com

[22 1 3] AAMEYDT ¢} 221
Organizationl <> A B] 2~ & F AL AFE o)t 4] of| Al = 7+ 4]

5] (peer) 5o] EAWT., FRE S A LA} 20 A47E ZH A ALgAFE) 73]

Atk AREAES SERIEA EdfHdE HAATIY,  doE 2
7] v €] (Committer) L} 75 AH(Endorser) 7} E o] sl ERAMES WA H53 &
FoE 2 AEA w B O GA AU E ERNRAS FdEee Adls

At ol W PAAE B AAL oheh A UEY ] FAL A7)
ez AT+ et

28



3) ~WEE Ak A
stolH A sjrY ZRFolA AREetE ARFE Ak I+ Go Aot
Python © & 2t = 4= Qlth IBM 2 A 7= 7k )8k #}4l & 7] Blockchain
Package & teF& IDE & &
= NEAES hasHA A 5 gl
ANFEE= Fof HHOY H
Aoz A ~ntE Alof 37 23
e Aloke stolHe A EHE| ARE

Fo|al, Aok F=E Fof Ag o]yt

Lol Aoz #satd, 1 ]t

w o] JltH[26]. = T g &s] TebAd,

He 2279 =g (logic)E T
2 @ests e AQla =gt g

o EdoM ARt ARLE Al FEE A 7HA FEOR U] 47

main.go, chaincode.go = & ¥ At}

n o
i

D dm
o2

o 3l vl 4o
main.go = AJFZ =7} A2 Asyst 5t 2 A, main 2] shim.start()E
Aoz M, vojete] FAlE Tt ARLE Ak Y I A o] o] Folzit

main.go &] Wl &2tk 2T

func main(){
err := shim.Start(new(chaincode.CopyrightmgCC))

if err 1= nil{
fmt.printf(“Error in Chaincode process : %s”, err)
}

[ 1 4] main.go 2] shim.start()
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® A}Ak(asset) A <
Chaincode.go °lli= 7 %A FJEE APrto] AL s o] Qo AARS: FRA R
A olxlo] 9l om ZPE A2} User 9 A2 H R License 7} 9t}

type User struct {
userlD  string
platformID string
Name  string
nOfworks int
wallet int

}

type License struct {
Id string
Name string
CopyrightHolderID string
Consentstatus ~ string
metadata [Jbytes
_url string
Timestamp time.Time

[23 1 5] A8 A B A% g1 3 9

User = 2019 ]2 D8} 2% ZHE D oS3 B2 0lo =25 222

=2 83t} 18] 1 License = v}/ Al 2 A2 ID 9 A 220 o] 2 A8-F 1l
o] 8- 2] AHEj Consentstatus = 3 13t} metadata F_url 2 212} A 2H= vl d] o]

20 AHzZE A S Jepdth npx 9o 2 Timestamp a2 License o] #H %

o A BN ANE FH FF H

Y= seo] = dlolgulo] Aoke] AHAQ ¢ - o] FAH 9 o] G F

7} A A Ql 7]%5-S sk AddLicense(), GetLicense(), “22] 3. SharingLicense()]
=
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ok

AddLicense():= #FA19] A &E-S &7 72} 5= 5417} LicenseKey & 5=
4= 9l &<=o] T} Chaincode.go ol 7 ] = o] 91+ struct License U] 2] A& zk =F
A

k=), o] uf Mi/NHS 77 BAebE err & WESkelal A 1SS 7 H 0]

i
o

£
il

Ao r iR E Eokokd, FrEARL ghell tieiA = Y H e e
%4 o] 2 holderPercentage, platformPercentage ©]t}. o] = Z}2} A 2@ 217} 71HA| =
018, rlol Hlo] B ZeEo] 744 &= 40) Boln,

LicenseBytes + $1¥ #Oo= Fo]2 JSON ESIS] A &= HolHE

=

1

ul 2k (marshaling) ko1 #1738k gk © &4 License Key 2} 7 putstate()E ©] -85}
4t AHO|E V=3t EE AL AdIE EINE Fa5d HAF F

B 7]= A},
AddLicense() 2] -2 T3} 2t}

func (this *CopyrightmgCC) AddLicense(stub shim.ChaincodeStubinterface, params
[]string) sc.reponse {

holderPercentage int
platformPercentage int
licenselD string
license *License

err error

holderPercentage, err = strconv.Atoi(string(params[2]))
if err !=nil { return shim.Error(err.Error()) }

platformPercentage, err = strconv.Atoi(string(params[3]))
if err !=nil { return shim.Error(err.Error()) }

licenseBytes, err = json.Marshal(license)

licenselD, err = this.getLicense (stub, params[0])
if err 1= nil {
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return shim.Error(err.Error())

}
err = stub.PutState(licenselD, licenseBytes)
if err I=nil {
return shim.Error(err.Error())
}

fmt.Printf(""Success in %s recorded\n”, params[0])

return shim.Success(nil)

[Z8 1 6] 73 ¥ AddLicense()2] o+

GetLicense()i= 2B AL7F A2t F 2 Fo A AFalo] AFg-shaLa) sh= A2
A
T

8ol tiste] AAeta RS A= ol 7] ko] ¥i= Licnese & ©] 83}
A8k, usetype = =8k, ol Wt get & 5 Sl Getlicense()S] W&
Uha 2 ZeH21].

func (this *CopyrightmgCC) GetLicense(stub shim.ChaincodeStublnterface, params
[Jstring) sc.reponse {

err error
useType string

useType = string(params[Q])
queryString :=
{

"selector": {

. }
}
fmt.Printf("queryString:\n%s\n", queryString)

"useType": *~ + useType + °

/I Invoke query

resultslterator, err := stub.GetQueryResult(queryString)
if err 1=nil {

return shim.Error(err.Error())
}

defer resultslterator.Close()

var buffer bytes.Buffer
buffer WriteString("["")
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/I Iterate through all returned assets
bArrayMemberAlreadyWritten := false
for resultslterator.HasNext() {
gueryResponse, err := resultslterator.Next()
if err 1=nil {
return shim.Error(err.Error())

}

if bArrayMemberAlreadyWritten == true {
buffer. WriteString(",")

}

buffer WriteString("{\"Key\":")

buffer WriteString("\"")
buffer.WriteString(queryResponse.Key)
buffer. WriteString("\"")

buffer.WriteString(*, \"Record\":")

buffer. WriteString(string(queryResponse.Value))
buffer. WriteString("}")
bArrayMemberAlreadyWritten = true

}
buffer.WriteString(*']")
fmt.Printf("%s ", buffer.String())

return shim.Success([]byte(buffer.String()))

[2™ 1 7] 7% ¥ GetLicense()

g Sharing Lincense()+= A &&< ¥ st & 0]

. =

A

SO ZA ThA] A4
#~o] 21T}, SharingLicense()= CheckLicense()3F+= &

g Aurk euhER 74HE Fa @ ol WA s

p A

=

sfol, 319

stub.Putstate() =5 &3l €= AE o] Ed] 7] =3}
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Sharing License()2] W& th= 2 2t

func (this *CopyrightmgCC) SharingLicense(stub shim.ChaincodeStublnterface,
params []string) sc.reponse {

LicenseKey, err = this.getLicenseKey(stub, licensename)
iferr I=nil {  return shim.Error(err.Error()) }

licenseBytes, err = stub.GetState(licenseKey)
if err '=nil { return shim.Error(err.Error()) }

err = json.Unmarshal(licenseBytes, &license)
iferr 'I=nil {  return shim.Error(err.Error()) }
sharingLicense = &SharingLicense{

name,

licenseeUserld,

¥

sharingLicense,, err = json.Marshal(sharingLicense)

sharingLicenseKey, err = this.get sharingLicense (stub, licensename,
licenseeUserld)
if err 1= nil {
return shim.Error(err.Error())
}

err = stub.PutState(sharingLicense, sharingLicenseBytes)
if err 1=nil {

return shim.Error(err.Error())
}

fmt.Printf("Sharing License “From %s to %s is complete” licensename,
licenseeUserld)

return shim.Success(nil)
3

[ZL¥ 1 8] Sharing License()e] &% 7=
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A, NEYAY S 25 vpdo 3tk Y EYT A dug JE)a A4
7 &2 899l 2= crypto-config.yaml 3} & s}tol &k 4= Qi T},

- gorgl
# DefaultOrg defines the organizatien which is used in the sampleconfig
# of the fabric.git development environment
Name: OrgiMsP

# ID to load the MSP definition as
ID: OrgiMsP

MSPDir: crypto-config/peerOrganizations/orgl.example.com/msp

AnchorPeers:
# AnchorPeers def the locati f peers which can be used
# for cros ommunica te, this value is only
# encoded in e is block in e Application section context
- Host: peer®.org mple.com
Port: 7051

[Z2% 1 9]UEY = 74

HEYAE 8 78] ddaF =9k & 719 vo], 9= A o] Q] Couch DB
2 s CcA B gAHEel glvh A9 MSP = crypto-
config/peerOrganizations/orgl.example.com/msp ©f| %= o] ¢l t}.

HWEYA 242 vkl 3, Aok &9 3= lst7] flal 2 =l
Visual Studio Code 2] IBM Blockchain Platform(IBP) Package = A}-&-3tt}. 317 4 =
ol g3t 24 guE YEYAE 55t [1¥ 1919 A} o] st 234
stell shube] wjo] W et 123l 4 A o] (Anchor Peer)7} A2 x| €Tt} [T 9 20]
IBP = o]-&-3to] WIES A 7] 55 vzl AHelt.
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hyebin@hyebin-VirtualBox:~5
IUHTHINEE I[I IMAG COMMAND
'fab "peer node start"
"/bin/l

"tini -- ;dncker-ent-ﬁ
\ ic-orderer:1.4.4 "orderer"”
hyper ledger/fabric-ca:1.4.4 "eh _¢ 'fabric-ca-se-"

[Z28 2 017152 HEY YEYT =A olv]X]
12]3 Elu]del A docker ps WS o]gste] YwH 22 AH Y9

ARAEE 42 5 ek,
2) b Aot A9 A

ATLE Aok H L o] Aol 7= A oY E Orgl 9] Peerl ¥} 14 310 2 3]sk
= 31t} AddUser() 2} AddLicense(), 22| 2 SharingLicense() ©1 = Al & 3 71 <] &=l
st T+d % F 4 A S A E g

AAz=e) x5 voj7k Fojstar 9= A'E myChannel o ™A
AddUser()oll+= A2} A1 78 (ID)E Key 3t 2 2 &} Write Set ] A4 #t}. o] uff g2
{ID = “CCC’{ID = “al0101010”, Name = “Hyebin”, PlatformID = “A01”,
RegData=20201061637317}} o] @A 7| St} [19 21]> 91 2] o2 ERAA S
AZstl YA AT Athe a5 &M 89T Aolth ol M vtg g2 8 xR
A A k=T

0:20:4 z] IHF )] submi tmh trans aLt jon AddlUser with args 20101010, Hyebin,A0L on channel mychannel

(CFSS] Mo value returned fron AddUser

[Z2% 2 1]Add User 23} 34
b5 Add License()oll #3t U-2-o]t}. AddLicense()= #2H= ID & key #=
AR 3 9l o, o] Wl k2 {LicenselD = “Use0101”{LicenselD = “Use0101”,
LicenseName = “image01”, UserID = “al0101010”, RegData="2020106163731"}}
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