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A Study on the Safety Enhancement Model for Package Type Hydrogen
Refueling Station through STPA Application

Seok Hyung Lee

Department of Information System

The Graduate School, Pukyong National University

Abstract

In order to solve the global warming problem, the
development and supply of eco—friendly energy has become an
important issue in worldwide, and among eco-friendly energy,
hydrogen energy 1is gradually expanding as a sustainable
energy source. In addition, hydrogen energy is the most closely
related energy source to life of citizens and is developing as a
future growth engine that can be wused in residential,
transportation, and industrial fields. However, since most people
are not sure about the safety of hydrogen energy, such as
hydrogen explosion, research on the safety of hydrogen energy
is absolutely necessary.

This study studies a safety enhancement model for a off-site
packaged hydrogen refueling station that transports the
produced hydrogen to the hydrogen refueling station. Although
there are various methods for research to enhance the safety
of packaged hydrogen refueling stations, this study proposes a
model to which the STPA (System-Theoretic Process

- vii -



Analysis) technique is applied, which can be applied to various
fields related to recent safety. In order to strengthen the safety
of the hydrogen refueling station, the process flow diagram of
the packaged hydrogen refueling station was analyzed, and
based on this, a risk analysis was derived for the compression
system and priority panel of the hydrogen refueling station
through the STPA implementation step—by-step process.

In this study, a safety reinforcement model applied with the
STPA technique that can consider control issues between the
entire system and components, not specific components, was
proposed to enhance the safety of the packaged hydrogen
refueling station. This thesis suggests the following safety
reinforcement model compared to the basic research for
improving the safety of hydrogen refueling stations.

1) Propose an integrated ESD system that can respond to

ESD failures

2) Proposal of an integrated FGS (flame & gas system) that
can detect hydrogen leakage, density and flame and
operate firefighting equipment

3) Propose a safety-related system (SRS) that can meet
international standards related to gas stations.

4) Propose a forced ventilation system that can interfere
with a fire or explosion environment due to hydrogen
leakage and retention, and an Independent Protection Layer
(IPL) system that the proposed system can respond to
ESD failures.

Although this study proposes a model to which the STPA
technique is applied to enhance safety for off-site packaged
hydrogen refueling stations, safety enhancement studies for
on-site hydrogen refueling stations and various transportation
methods should be added.
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B+ AE TT 156 m, HST 78 m, <+dx w&, w74 8% [11]
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‘Why would Unsafe Control Actions Occur?’
e KUY 5 e UCATH BAsE 99

Action®] ¢ &9 (Unsafe)stAl Al-&% A=A, = Controller’} UCAE A

S EA3t) 1) Control

mm

e/

=3ol= Aotk 2) AF3 Control Action®] H-
A A FAHAAY FEA E S o Hu olzgk 9l
=

Al Alvg e s AT (2™ 22).

@ Uelo] FAUAE =

e

HARA Ao |:> Control Structure |:> UCA A4 |:> P
Modeling A

A2 29 98 |

a49) 9jel
Control Structure UCA

A
=] o

UCAE stz e

/‘-Al

*l b}ﬂl -2

Control Acnon | 244

B
A, B YA g
*MEJR A

a7 22, STPA EXF 4EtA (Rl AL 2 =)

1) Controller’} UCAE A&t AJ(SHASR] & AEEY FHHo=z
= Controller?} ##E¥ A (Z % Controller?] 7Z-$), 243+ Control
18, & ControllerZ2F ¥ <rA3dHA %2 Control §83 HF24d3

EE RN ER s

_65_



H.21 A 3k (inadequate) Control Algorithm%® UCAES F2&d <+ otk
Control Algorithm- Controller®] Process Model, ©]# Control &8 %

& Q9ld 7]u¥ale] o]¥ Control Actiono] A€HHX S ZAA 3

84

o

& Controller®] 4% o]# Control Algorithm< oA} AA ol =
1% e, wS, A3 BAY A e AR oE aad s 4=
T Ao Agstd of (g 23)3 Zt} [L 1] Controller’} UCAE Al

HAEA Ao |:> Control Structure |:>
Modeling ‘

UCA 44 |::> S AL 2
Ay

Control ¢4 I [L1]
i EAAS A

{
0(\&(0\\6 ‘ st ]
ie Controller . NAH e g |

= 39 9
el R Control Structure UCA |
UCAN Jlgorithn Ll U (A‘ﬂ Sulg A}L}glg/xﬂ_,
&4
. Control Action®) %44 v o
Control Actlonl TFeedbaCk A3, = A A ]T; - Al

A} L}a} 9 A

Controlled Process

T8l 23. STPA EXRF 4CtA (el ALtz =E([L1)

_66_



r- S 1) B o ﬂ
e ©E T o W
o K N A= <!
0 = ot ok Mv A_l
o =W =z (- b
TR oy ¥ T T, N ®
W) g TET = o
T 1 g% T
o Ot gy 8= L T
~— f‘ﬂ J i = e I~
- ~ o . T = O._ X
' OL n:MO ‘murL = ; » o ﬂﬁ
= il
wy A il w S = = ] ) ) o
o = o = EEr < =
T e oy B N TEs 5l
1 NE e = — ,m_ﬂ
AT s ®
M i T TR omx ‘m M M M X0
F o = o= = = Ll
i = ,A]M o mm i nm < TK
dﬂ _z S.L ~ \M = = 1 e - - o, —_
5= - K =
Booroo g H 3 £ = moon
R B H ‘ : = . <
oA Ty = M2 5 0 F
m oo o N - 25| 2 g N T
oW T B g| 5 ||~ £ moar
o wyo e =h TAF T I .. = M
;OL \Urﬂ %ﬁ = = f <2 Z.L
A B E(E=]—\ |& o
RET M = L52]) 8 = =
T+ o) H M mrL o = u
ﬂ«ﬂ ~ o m a
N ploom = E 5

BRI

v}
=

_67_

AR FRIE AL A

)
2l



A~

T
L
Ry

Apae] Ay

SRR

03
A=
o

9

5471 9

S

SFA| AL 2
ol dA

stal Aok a2y BA A9l

RN N e A EE

S

oz B
o] frol k.
o}

}

0]
gl

Yol A}
o] A} Bhofo

&4

P

A}
STPA(System-Theoretic Process Analysis) ¢l &4 7]H

2.6.2 STPA 71H ¢

!

o N o o Mmoo Cy
o Yo T oog W oT ol B :
- X or
I Mo X W oF o)
L AR TR T
SR R FowoT A
oo F o e o S . o+
E_ = — m_x w._Aro c ;oe O Tr
oy o N =08 = DT o
B o . g X oIk
PN & F S W P T o
% P o WS TN gy o
iy £ o) - . O]ﬁ — o) —_ e mﬂ
{0 o o— | w & @ T o o
= T om 5 B ® oz
. T TS o "
X o o0 X i =y o —~ ™
ol T e o ko R
) Jo @ oo Mooz W
N g R R o S o -
Ao ® i S Toa 34
TER T o TN L4
oz I MAI_ gl o B B =
) X T ‘WE ,Ul E.E - A Q ~ ,Ol,._ T
O B A B
o : L o o= T X I
H ) My w S - T =
o N = < A= IR
= ToE B OB R § R o))
#M%loﬂ CLN S o %Cmﬂ%m
e 1K - ™
= e T S
T E &g T ®g D DN
s i TR T R T LET
3 B0 5 W s X k< oF
o w9 T oo o g NG + ﬁ
s REEZEHTER o oo o
= B m oF
R < b gl T T o B A
BT T T s MR R O OR A
B om o4 R WK T TR AT

_68_



It &719 wd= <l

0

Hr

B

Al 2~

1

-

°] (Proactive) ¥

shch, = STPA 7] ol A
ol

A==
;ﬂ;@ o]

[e)

=

I UCA(Unsafe Control Action)

L=,

I AIEE AANA S

STPA+=

o
€l
1

ol

mj)

e | g

Wehe vhs

-
T

]_

fite)

7] @ADL 7]

otf A& =

T

ATl A =

e

3

= WA eE STPA S

15|
=

=
.mﬂ
G
o
T

TH

i}

No

_69_



o) %3} Fu), B A ol @

t71el=

S

oA A4

A R

o] Al

A=

oo #s

A Al ko] kA

I 20161 ¥ 20174, 2018

9]

Aetwel ofelg,

W, 20201 o

d71+S AA- N3

E
=

R guel of

Mo

!

_70_



7], WZ+7](chiller), 471 &

el

o 7] %

o] ‘sf71 A’ o

4
L
o
4
A

o]

o 7] A

1l

!
Y

T

ol

XS oz 7]

]

13

)
yal

A

SELR]

=

o

7Hd

4
K
o
4
&

60

VS

E|

2l 25, o 7| X|

Decant Panel(&3332)

}

9
i

7] 9]

1

=]
L=

R A A
]

= =
TS

E

]

L

e

]

]

o

-

l

T

]

1=
FHE

A 70l A]

O
Rs

’

)

=

L

A
LA

o

olo
N
el
s

<

STPA +

[¢]

"3 7] 4]

w

%
o
Iyl

XA
_ZM.O

o)
X

_7‘|_



YEFaE FHHE

S,

"S ekt H71AE FasHAALAE FE OEHYY
(Tube Trailer) ¥ 44 A% e) A (H2 Storage), % %1 7](Dispenser) %o <1723}

of Akgo] Zhsstth. Sdl7IEe HAE FaFdad B AdVEd =

AR 9} FHAAN] Alo] SFEF7FAAMu| 9L FA AN Alolo] M Al WEEe T
12cm oo HIZAYEA Wad T o9 5 ol AEE JHAE FRE
2 & 4 Utk

ot

|

ASA 2 e B,
T .8lem, o7l Hetol ¥
=3 d (Decant Panel)¥ A A8 (A8 ), 4 7](Dispenser), d7+7](Pre
Cooler, Chiller)& 23%st= FA7HA] 38t Hdl FE Y H71 A2 4
& g otk okd (¥ 2602 HA& Feiet Aol 4] H7A FEE e
9 Ao, (¥ 2N 4 EF U@ Mgkt

HANAY Frsdae AL dH H71A
A

wn 453} B A

o

A

X

gozw 74

o

[ Decant Panel ]<H9 Compre%or) (Pnomt\ Panel) [ H2 Storage ]

N9 System

l Dispenser ]

Chiller Pre Cooler

a2 26 HI7lXY sasdae WX F4



{ H2 Storage 1

—_

oo

H2 Compressor )—( Prigrity Panel )

(

b

B
.

2: KGS FP217914 Q2]

=

Sl e

(

o} o 744 TkE 91X

5

H2 Supply

_73_

AFAEFA
A=

I T = B N
J@ M MoK m R
_mo Mo E ma i o
H o = & "o
AT m”% © q W Lmo
L B v 0 !
= R S TS =
o < B eI G iy
2 | /AN N oy b
- = Mo X Koo 5 im !
EEE " m % F N O 0 1=
K0 t: RO S 0
= Y oy N i
= _ T
““““ J o2 || B S, ) ’
= < N % ~ 3
& Al Gl e v
Ko -
5 w MO w s
5 — < B = % N ® o]
) s R D w ™ 3
=3 X + B X o X
= 70 1 AN o) X K0
T AH D@ A i w| |x
2 Na B o o 77 = =%
3 m o
.//.. =5 Jl B Gl o? E]E 1@ K i W
. e}
O ) |2
R = :
= L) e oy el I Koy
o = —_— r— 1o i
& il T T 5 e W > i
T M ur g = —
2 EoR TR OM &)
|| & - o X
E SO R )
= |- ) T oay o~ M 1 || ®°
i =y ~
= | b7 g o N
o o= W ) o
R A N H

2]




3.2 k5A =" i STPA 93

Ho

=y

—_
o

—_
file)

sfol of

7174 A=A

7F e E o

—
file)

ol
od
=0
Mo
ol

—_—

0

iop
i

o)

gt
=0
i
|
e

o

oF

—

e
5

ox

+

H

.

0

o

-

B <

o
v

Teo] g1glo] )

Sealing 9]

-
T

o] HH, 7|AH Ageow

3.21 Ms

A

FaAEHE AL

o

o I 71 A ]

g%

H Ao A STPA ¥A7|H<
A dEA 2=y 459 3D (Priority Panel), <

A

Al

S
=

(Dispenser)

2~ "=l
— A

_74_



Qg ANNAE FaFH L= AFTIAN T HAAAN, FRIS E3

S R R L] A o i o P et

f

3 A oJ A 28 W X1 A )

T TH(E 28).

Tube Trailer ]

y

Sensor —
Soft Ware | N2 System Priority Panel

Ao] A28 >

Fahl H2 Storage (H) o

S8 A7 M) ] e H2 Storage (L)
AR ) i

= B = . ’

S B Eat) > \Water Cooling i L4 Cniller = Pre Cooler

4

v

... > [ Dispenser ]

a2 28 MY sasEase AlLHE 7Y

USA 2" F4 EFS 2t} Water Cooling, N2 System %

i)
dlo
i,‘i

Mg AbES BE BEF RE D dEA, LA, f3A9 BEo)

)

47

(Compresson) el Al 12+ =3 23 4% H485

(Priority  Panel)S &3l G4 A74&7](High Pressure Hz Storage,

2~

ol Ao FEHEHLZ(Tube Trailer)ol A F4iAE Hlo

N
O
Y
2k
o
2R
o
do
i)
%

Medium(Low) Pressure Hz Storage)ol # &%t}

AFE719 A= F42E S 4 7] (Dispenser) & &

mlf'
HF
oM,
N o
s
o
°x
N
o

Aps el S e (™ 29).

_75_



]

Tube Trailer

H2 Compressor

Decant Panel

Priority Panel

5
o)
&
172]
s
%)
o
=

—
| 1|43
o
o
C <
=
(0]
z||= o
[ o) [aB
e] oli]
« o
b A
(o] o
sl e
w2 95}
o [an]
2|2
—
=
=
S |

Dispenser

H
il
__O_

4
<

ol
N

Kir
ol

md

A8 oy Axd

3.2.2

(¢}

o 7] A

4 AFEAA 2

o

S,

>=
o

A}
2]

]_

}HESD) A 2~ Hl

15
H

GHESD) A

]_

A
|=]

S

He %

]

il

B & 4

]

AN

Gl

\eJ
N_.o
|

o
=

N
il

AW, HAHESD)A =" S

S

(29 30).

ks
pul

A

o]

_76_



BN E

]

Tube Trailer

G S N O
........ N — b o W o
2 15 Ceom o KR
; o oh W T
1381 1 T T TN
om L g T By m,ﬂl o o o
e e SI| 16 = Tz X f W wm
& IMC L RGP
.................. 3 H_”_ hwc ML M..ﬂlo n_AIL JvAl‘_
...... . e 0 1;1_ % % o
g M _,.m. AI_ fw ,H_OI ,Ml,._ ;o,._ ﬂ
| NEIN L T Ly
: : O N o =P ,Dl
/% | P m m_ ol % A B
[ E < L = w
Al < i F *lg T o
= ™ ! =
“a\(s)] = il L A R %
21| g %Wx w K0 o) sy T "
Sl E||2® = < e L
a3 ELE £ U N i
= O w ° — e
A ¥ B R = T k
ﬂ oi M.ﬂ K ol &r_ﬁ B = o
5 g ™ ol kel
) 3 . = O =
L > 8 o R g
pi Mo o1 B _
E H 4 8 5 T 0
5 b5 o & X W
: , BT N X
g O] T owm =
& X & o =) .
N oe W "N E
w ™ T T 0

&
&
71
A

o _5.0

o],

i
53y

s

St

°©

=
=

ojuf, =
3 A

LA T

=

=

ESD

)

o

%
badear, duleg AFEl

}o] SIL(Safety Integrity Level, ¢+&

o

+%9 =4 Controller 4% 3
¢}

_77_

)

BA4 FE) wAel w9l



A sde FARAET A5 S AeeY obd (& 38)3 2ok
¥ 38 YEAIAHIS FMHA
T3 u &
EYo 7 E AASE= Controller && 43
A4 FAHESD)AAE, FA2ATH4L IR HE
Computer Tablet PColl 4% Td4 AR A
Anje] wA W 22 AXUE A HF
12 571, 22 AEF71E T3l FARAFEIE o).
Compressor PPE %3] Medium, High Pressure Buffer Storage®
TA&F o)F, A%E F4E Dispenser® o]
4y, 2%, FEFAMNZE JRE T4, FAEATFE(ED)EA
S 4 BZARAN F AM7E SRS R AHed HF
ensor
HE 248 SZEUHE ARG 29 AFEH)O=E
A
Ad2Y AFHZHFH ABje A7 2 AsdHolHE 4
Tablet PC FTAL AL AHl&Y HFEH Aol o U Hol A o
(Mobile Phone) | AH|% FHiFEA Tablet PCE AFH= RE ARE

Mobile Phoneol 3%A]

Push Button/

(Push Button) 273d¢o] @A 23 EY ¥H, 3
Al & Ao

Key Switch (Key Switch) =7¢o] d&olr 23 tirZgol/el~E
AFH HHE S A5 + e B4 ZH
Tablet PColl BAl® HARBE 7|vto g2 #|o] B9 3
Operator B9 AFE A AH Ad, BA A3 2 A
ESDE slAE A5 1744 3siA
H7|AE FaTHALY 4 55 Holy 358 Astd o (¥
313} #Z}

_78_



») R el (——)

%2 (

oo oo o W
N g g oF
g O R c RS
E = = o W o
e E.._ _— = [ze)
e LA
o 1 — K3
5 o N = o
U P o] _ = N o
e - & BX do K AF
=< = s —_ —_—
mu m,w b5 u EW ° ﬂmo :.ﬁ
£ i B i re) 1 N = )
21 g hars 5 T g B
s s £ -t} ] w
i =l a B \ MH Ax_ A,.# o
o = o ol S
= b /| & U RN A
g o <F o dm El
- =l G h
ge : d = — N L. W
o Fm 3 ol W0 o oap g
= Ja 0
= <! \_%: < ;l._nﬂ oF N =
mn HL = - ~ Si 0
e X) Kl — G
b=} 5 T = Ko me = ofp Nlo —~
- 2l gl|lexl||x g el o= W
g AN RN
= AR W m T
= ] o i b i -
E SRR R movT R g
= : o K o N N\lu
) I K AR,
= L | = b mn Mo g wﬁ -
sk E! T T =T
X
o = I
< = o & &
5 e ™ 4 & P ook
2 T i = e
5 & o b || & ma 2 T o ph
= A £ ©
S H®— % = M B A
a 2 8 L
= ) V o o)
~ oW
I 5 4 ® W

T
&
H
dl o]

_79_



3.2.3 STPA =3 19A X 2 A& A9)

STPA 48 2t 27 4744 BA=Z FARHLY 32). B A7
STPA 2§ W 94 58 @] W 407 242 Aganh $4=

S AYsts 19Al= A 3 9182 Aotk

187 2 @7 3 A 4 &4

Unsafe "
, 29 A
Abar g 9138] 49 [Control Structure |:> Control |:> = E]-?;‘j oL

Modeling Action 5%

8 W %
Accident N7 A FaFALTt g
Loss Fk gk I yla, AakEA, dHed S
Hazard FaFEol QAR o] A H A kel Al
Safety Constraints | TaFE0] L7 AL ol A3 2 7F3hA] ¢hotofst

_80_



3.2.4 STPA <3 29 A (Control Structure =2]3})

2 Aot} kA ~Eo A Controllers 49y A|~dog 1}yo] A}
Zysk 4= Qi) B Ao E B HA S 98] Controller’} 494l 74
)
=

213} &kt

W
«»
=
>,
W
T,
ro
o,
o
u
juic)
w
B
fr
=
I
2
k

| B Accident Hazard Safety Constraint Teble [} Compcnent Extiactine Table [ Precondtion Tabie Caontrol Stucture Disgram System

7] Cantrol Structure Diagram System / STAMP Conirol Structure Diagram - \m_\Lé"J_ﬂ
kB = 8 O - TeOr N 2@ * o] LTy 32
Legend:

[] Componentsin Control Structure
—> Commands or Data Flow (B4 o1 1 -
—> Commands or Data Flow (8134 U e

Documentation
Controller J

Operator Sensor Signals

-

Command Sending: Set up Gain Factorg

| Command Sending:
| Set up ESD Reset,
Condition Out

| Actuator
Push Button Key Switch
Sensor
Sensor
New Gain Factors

ESD Reset, ' Tablet PC Compressor
Condition Out >

ESD Reset,

Condition Out

Controlled Process

“H| 2% Computer &tEal 29 Computer

a2 33. Controller7b M &l A <2| Control Structure



Controller7} €711 4% Actuator= Key Switch®} Push Button©] ™,

AXM = rAA 2" 9k=7] UF 44, Controlled Processt™ 799

1 =

Tablet PC % 1] Computer= -4 ¥t}

! TR Accidert Hazand Satety Consuain Tate [ Componen Exvacton Table - B Precondtion Teble B Conhiol Stuciue Diagram System
[l Confot Structure Diagram System | STAMP Control Struche Diagram et )
R] =t o O3 we To[dey 1L ofd # 3] G a2
Legend:

Control Input from
: Operator
I:l Components in Control Structure r

Controller
—> Commands or Data Flow

Trip Computer

Channel Trip
Command 3ignal

|Leak Sensor
| &3
Update Signal . Signal

; | Sensor
Actuator [ Watch Dog - . .

Logic Sub-System I

Amplifier and
Transmitter

Final Trip Leak Sensor
Command Signal Signal |
; l

Pipeline Sensor

Controlled =
Process

5 - | Compressol
Shutdown Action presser

Process Input

Process Quiput

Disturbances

12l 34. Controller7h A|AEIQl A 2] Control Structure

Controller7} A 2=l <l

7% Control Structurex= 4|2 PC(Trip

Computer)®} Watchdog©] Controller, Actuator= Logic Sub System¥}

Pipeline©], Controlled Processi= Compressor® /3 ¥t}

_82_



Al PC(Trip Computer)”} A ZHE thdst A2~ e
HAEE T8 o] HE At hEAIAFe] AA AoE WE =
x= &1

Systemell F7}4 22 Control Structure® =243tg 4 2t} An]E

b
d PC= A=A 2o o3 e7E Adtd 45 ESDE TAAH

= A

[>
jatit)
o

o ] Z=2Aslet Ao=w UdF Component HE+=

>
ey

Ean

3.2.5 STPA 43 3% A (Unsafe Control Action =%&)

F44 gAY ebAsA] 242 Control Actiondll €d<lo]
NS AAR g} 1S AWsts A2 F24 43 Control Actions 2]
Halks HAgolgbal & 5 Ak 19A9F 29 Aol A 283k Control Action
S 7INEo R 4714 f-3 ol w2 Unsafe Control Actions &3t} 71+
kA =" o] Tripyt @ &# 3 Control Action2 AW 24 PColl 93 713

kA A 9F Watchdogoll 9] 3k 2k Al 7} Qlt}.

N

¥ 40. Leak Tripzt 224 $H Control Action

Control Action From To A .4
An]- ip = Al An
.] 3 PC_ ] 9o oK Large Leak Trip =4 ],_ ]
Trip on 9 PC7F ALAA dFAA
PC System =
Large Leak g A5 A A
Watchdog_ Watchdog EFYolx wbAl A A
. Compress o o .
Trip on Watchdog % PC7F oAl ¢4=A]
System -
Large Leak AH JAE A A]

FEAI 28 AFAH(Trip)el PAE 9FS Aestd (i 4000 Hr
An]¢9 PC_on Large Leak, Watchdog_on Large Leak® T+ 7}# A%

Z+7}o]  Not Providing, Providing, Too Soon or Too Late, out of

_83_



Sequence®} Stopped Too Soon or Applied Too Long 5< # 830 =4

UCA((Unsafe Control Action)<

T =3

4 4 ATh

H# 41. Leak Tripz} 2t& St Unsafe Control Action

Not Providi Too soon, Stopped
rovidin
Control Providing . too late, too soon,
causes
Action causes h d Out of applied
azar
hazard sequence too long
AW 90 pC EF A 2~ H o]
g zol ; =% PC_ s ESD Signal&
. H871%e C1C .55 Saletd B
CLIE: sl Large Leak | 387+ el A
PC e e oAl o] tale] i
- 7 $-eld, N | e ERR
Trip on Watchdog_ Avl49 PC .
Computer7} . Aul9 PC_
Large B[y e 14 Trip on 7} Parameter Ry
A5 rip on
Leak = °° "8 Large Leak Trip= ¥ % y
Al 5| . Large Leak
WEAD) HE dE (UCA2) wao] Eg
(Not Hazard) “1 °
(UCA3)
W?tchdog_ o} 2 x] 2Bl o]
Trip on Watchdog©] ESD Sienal
ignal<
Time—out?] Large Leak E}S] o} . s _
Watchdog ) } FAlsHA st
T HkAY S 2] Tk Hy gial kA S1X] Ay of 4]
_ Trip on 9
L ;’ Watchdogll Al | A8l PC_ | ekgtv WD, Trinol
L i Tripd% A9 | Trip on WD_Trip< 3 . W)
ea =
(UCA4) Large Leak A% ";
EEEiES (UCA5) Z CAB)
(Not Hazard)

Control Action® 2 Unsafe Control Action =% ZA34E (%
ShH, HEAER| T Q]S 2R Ee=

(Not Hazard)E A3HA Ht). (X 42)9F (F 43)2 AH]$9

Unsafe Control Action®]

_84_



Large Leak W3t UCA =% Z 3ot}
E 42. Md|2H PC_Trip on Large Leakol tist UCA =& ZA 1}
T Y &
Controller —
AH]$9 PC — Compress System
Controlled Process
Control Action 8]¥9%9 PC_Trip on Large Leak
Not Providing UCAL, FaT%0°| s&7+S 2945t 452,
causes hazard Ar=-9 PC7} Trip B A% A5

Providing

causes hazard

N/A (Not Accident)

Too soon,
too late,

Out of sequence

UCA2, &
cLIE

Zo| &7 o]k,
o PC7} Parameter Trip< %%

Stopped too soon,

applied too long

UCA3, &=A|AElo] ESD Signale oF& FA181A] &
sk ’\LEﬂoﬂ’ﬂ Y5 wg] Hu]24%9 PC_Trip on Large

Leak UﬂE‘:lo] =g

¥ 43. WD_Trip on Large Leakdl st UCA =& Z 1}
T v &

Controller —

Controlled Process

Watchdog — Compress System

Control Action

WD_Trip on Large Leak

Not Providing

causes hazard

UCA4, Time—outo] A PX 1t Watchdogol A
WD_TripH& 4l

Providing

causes hazard

N/A (Not Accident)

Too soon,
too late,

Out of sequence

0} O} = 2
WML

UCAS5, Watchdogo] EFJo}-% Wt
WD_Trip< A%

e

Stopped too soon,

applied too long

UCAG, &A1) ~"o] ESD Signals
el A WD_Tripe]l W& g F4|

R

FABA R

ful

&

_85_



3.2.6 STPA 3 49A (L AL =F)

(18 35)% Unsafe Control Action®] WAsl=d GadS nz ¢ d=

des FxAQ FHAA 4387 93 Control Structure ©]th.

RN

Control Algorithm Aol F & We]7] 913 AAA ZeazmA B
A9 diAel He AL, A4 dd, FH7] 59 oE, =5,
% sensor, indicator, transmitter, alarm ] 33 ¥ t}. Process Model
& Controller’} Aoj®#S Yal=d FAwre] A7 He thotsd An=
olm]gtt}. Feedback® & ¢td, €% 29 setting 3t AR So] Ty
™ Solenoid Valveell ¢]dt ESD 2t-& # (AKX )E Process Modelol 3l
t}.

Control Inputs

— Controller

: < -
: S _ :
: 0{\6 Control | [ Process || :
: ;@Q Algorithn Model [} i
H 2 | =
i \5-{\'5 - T :

e ST — Control Actioﬂi .............. T Feedback

Actuators Sensors

| ]

a2l 35. Controller7t UCAE & st= 42| Control Structure

_86_



(713 36) Actuator’} Control Actions A e@%ol Controlled Process
£ Alolst= 1A (Control Path)oll A5 997 Unsafe Control Action
o] WA= 492 Control Structure o]t} Alost= 4o FAl= =
Control Actione A|&3stA] oA S FEst= 4-5<, Control
Actiong AlF3sh= Aol 98-S Fislhe Aotk & Ao kg
Control Actions Al&stAT UF 4% = UG =4, 23d 4=

A&sk= dF-olth. & Control Action®] YW 23] A&HEAY HF @y

A= AS$E dldE}. Control Action©]Y} Feedbacke S+ A 7kl
TARE AdF ARE v

Control Inputs

l

- Controller

Control \ [ Process
Algorithm Model

............... =
. =

. Control Actionsl T Feedback

Actuators | Sensors

Control Path J' I

-----
---------------------

Gon‘cro]led Process)

a2l 36, Control Path 2% Control Structure

_87_



(19 37)2 Controlled Process <] F#dgk ¢fzolt} thE AHH ]
A=H 5, tE Controller(F1 ¢ #He|7]|#Ho|AY, o #HA7E EA) 8t
= A9 Moy dE et 9 A5l tE Control Structure °|th.
Actuatorell 2]3] Control Action®] Controlled Process®ll &% A4 28
A 5ol &3t Control Actiono] &35 W3]sA] Eal= 4F
= Controlled Process’} WHE-3l#] AU, BAAsA ¥bgale= 499
Control Actiong F2l8HA] X% F2ld AAH H&ste A5%
UTH o2 ARE FAAY FAAS JdEARE, AEUE Foff, ==
Ao SHAA, TEAA
e 7bedel e W

Control Inputs

|

Controller

Control || Process
Algorithm/| Model

Control Actionsl T Feedback

Actuators Sensors

Other Inputs &
Disturbances

Controlled Process

Process Qutputs

12l 37. Controlled Process &+2e| =X Control Structure

_88_



(19

38)<  Controllerel Al F-Adg AHH7F FAdHAAY, C©HE
Controller(%d$1 8] #ej7| ol A, o2 A7t EXst= 4-9)9 oA
ojvf WHe] AEE = Ae, Bx ds & Au7F dEH o] Controller?]
oqr AA Ao NYs= F$, Sensorse] ZF oAU AHHIE A

7d9-2] Control Structure ©]t}. Feedback Controlled Process®ll

HaHS o]3)3t AyE A, Controlled Process® e 7 59

o RHAY ZEAs nd, Zeds nde) g Adom: A
bare s Aus Saee A9e AEges uhe vsy
VAT AE AAHAL FAGE 497 Yok = vy 3

B ADRAL £AA R Aesh BAG AESHY Wy Gn

Control Inputs

l ________
*
s

Controller —.

Control \[ Process || =25
Algorithm/| Model Controller

g

% " 4
Control Action l : | Feedback

Actuators z Sensors

L]

.............................................

a2 38. Controllere] 2lAZA S gbsli sk= Control Structure

_89_



F 44. UCAToll et

S wAe (F 44, 45 ofget Zrh

2l ol(Causal Factor) 241(1)

T8

W &

Controller —

Controlled Process

u]e9 PC — Compress System

Control Action

2u]¢-% PC_Trip on Large Leak

Unsafe

Control Action

UCAL, Fa7E°] d87es 23sts 4-59H,
An)$-9 PC7} ESDYE g Ay

Causal Factor

4T
T e ana
axe gEa | g -
TC 2= -
I’E% l’—_g'- Q—‘l‘l‘ aT T H
B A A 5 == 714 7] 9
S T
i - o (S/W) Algorithm
Control A5 7F S Enl o=
: odule 2.
Aue PC Algorithm &% | &2
i FEA 719
57 gst ;13_;347} (S/W) Algorithm
. ol o =
Logic Model o o Module 2.
Component T/C == A AI/DI Card2. ¥
H/W &2} ) T/C Q132 I0 bus 2%
e SEw A5
wgga ey | S0 Y
dn]e-9 PC Frw HEAD
= v o gl T ul -k = AFale 2=y =
& Sensor '4———1 TS5 )g_/g jOXHE 25
e gy | SW AEUE
A ylood
dr]4 PC ESD ESD Ay o
— Actuator et oA v

_90_



E 45, UCA1O| o &+ & 2l(Causal Factor) £41(2)

M

_'__[L

W &

Controller —

Controlled Process

AH]$9 PC — Compress System

Control Action

AB)$< PC _Trip on Large Leak

Unsafe

Control Action

UCAL, F&YF%0] 387155 293t 4994,
An)$ PC7F ESD ¥ A% A

Causal Factor

Sensor, Amplifier

_—— 1 3}
A/ =57 =
3 B AE dEAE . | AA/EE] oF
[T T *3 /5]

95 4] 28]
Transmitter e ol el 5 Transmitter

[e] 4
AN 5 g Je¥-3

i =

Logic System 4
Logic System

Az .
T LA
Actuator ESD w28
Actuator 1 oio
&4 Pipeline oF= Al A~Hl 219]
ANAEZFOoF Component
ESD A3 A8 o
5 8 AFA 5
A AR AE | UF 3
2= =
Compress System e Aw e AENT AxAY on
< Sensor A
AT
AR J TS
JE] AR A 2ol
Actuator Compressor ESD AEAQY o H
« Adr]¥9 PC Aol x4 A5 A (=<4)

_9"_



3.3 +Ad<«d W tA STPA A&

59 3d (Priority Panel)2 457104 d5d 48 T4

F(Storages)oll wHisl= 7T AFH 4=

[ Tube Trailer ]

7|24
Water CoolingH | N2 System \

gamanan

+ H2 Compressor f \ H2 Storage (M) \}\

Pl i ( Priority

[ Decant Panel

anel

\ / [ H2 Storage (H) ]

AN 28

@d 2% 43 | Chiller | .
AN 2 FE AF) Pre Cgoler
WINLE (RAANAY, BEIANLY, AFARALT) >

[ Dispenser ]

O 39 WY Fasdae MR dE 74

o

_92_



AEE!

H] 3L (FEAFL)

[Al, A3, A4]
[Al, A2, A3]
[A2, A3]

[A3]

46)7 2t

hyA
ar

ozl (

-

T

W &

3} 23

)

3
A A]

vl
H] 3l

A
=

3.3.1 STPA =3 19A K 2 AF A 9)

A

ok

A2
H3

Accident
Hazard

‘ao
2

o
el

=
=

b, s Fu 4480

0O

A= Ay

(Sealing) & #Fo] At

o)

-

—

71¢] ESD7F 2 gEH 459 @9 Valve Failure Position®],

==

=
7]1¢] ESDell

.

=

=

Ao

]

ol

_93_



3.3.2 STPA 53 294 (Control Structure

| g

-

4 8)

X9 ddel] 3 Control StructureE =E317] 8] 45$ o
ds 748 AXJE(Components) & 2Al#sta Zbzbe] £ &y A
A AAE (1 4003 Zo] AHojgr)

{7 Precondtion Table [ Accident Hazard Safety Constraint Table - & Component Extracting Table Eonvv\ Stucture Diagram0
| Control Structure Diagram0 | STAMP Control Structure Diagram =l at R
k =t 0 O ToOeN 1@ 2[00 2

Legend:

] Components in Control Structure

of A& 2% Computer
3 Commands or Data Flow (A4} =
—> Commands or Data Flow (8]34) Control Input from ‘
Controller Documentation n
ESD '
SHI2% Computer
’ Leak
Mobile Phone Sensor
i Actuator | Signals
‘ Operator ESD |
Tablet PC i
= Sensor
- Command Sending: signals
Command Sending: Set up ESD Reset, -
Set up Gain Factors Condition Qut o
Key Switch Push Button Sensor Vent System)
e Flame Detec Ol}\
FEMAZEA 1
Controlled ESD
Process !
Compressor Priority Panel Storages
| 7
\
| Dispenser |
E >
~ _
O3 40. M =2 {22l Control Structure

_94_



o Fo THL

B>

o} 7e2 okl (& 47)% 2.

I 47 PR e F FHRL

W &

EUHTE ALY

AE

ESDo¥-E AAsl+= Controller &8 43
VEAHESDIAAE, FA2AZHAAL S9AH HeH

Mobile Phone, Tablet PColl 43

i,
0-1}‘; O
)
B~
o,
T o
)
il

2H]&4 PC

ESDoIH-E AA3sl+= Controller &8 3
FTAEAL 9741 3 Mobile Phonedl =49 =4

2 AR A Aduje] v gl 24 HAXPE A AF

Vent System, Flame Detector, T2 7 A 74 HA| ~H

—
ey
Sensorgs &3 THRUEGAIAE AE ol e dF

Priority Panel

of
=
o
=
=
3
T
0
=

S ZE 7] oA St EEl gt PPE
Pressure Buffer Storage® ¢&H $£4Z ol%, A3t
2~

1, AFH $£42= Dispenser® ©

i}

oh

Sensor

Mobile Phone

Al PCEHE dule A 5l JsHelgE +4

Tablet PC

A A9y EFFH Aol o] e o]~ o
£ PCollA] Mobile Phonel # A$H = ZE AW
Tablet PCeol ¥ A]

Push Button/

(Push Button) =d¢go] Aol A4 ESDO W, 3
A 5 Ao

Key Switch (Key Switch) = go] A&AA 2% Tablet PColl HH
S AF5T e EHA AA
Tablet PCol EAlE AHE 7|HtoZ Alo] 9] 53
Operator AH]$-9 PCol A AR A A FA3}F 9§ A

ESD7} slAl2 7% ESD 3l Al

_95_



3.2.3 STPA 43 3% A (Unsafe Control Action =%&)

(3 48)2 A9 A9 (PP)e IFAHESDA 282 UCAE =3}
71 98l ZA ¥ Context Table©]th. Process Modele] 74l &= RE 799

+Z 133} Control Action®] Yo H = Fetsic)

I 48. Control Action ESD2| Context Table

1 2 3 4 5 6 7 8 9

CA S PL F SS CAH | Late | Early NP

1 N. BT DAL N L2 H4 H4 H4 No
9 R N.L| N.L| 34 No | Hl1~4|H3,4 |Hl~4
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8 | R L M B No |Hl~4|H3,4 |Hl~4
o | BP TN RN LI NL| ® |nza [1z4 [Tiza | No
10 | R N.L| N.L| % |Hl~4|Hl~4|Hl~4|Hl~4
11 N. R |L N.L| % [Hl~4|Hl~4 |Hl1~4|H23
12 ] N.R| N.L|L B | H1~4 | H1~4 | H1~4 | H2,3
13 | R L N.L| % |Hl~4 |Hl~4|Hl~4 |Hl~4
14 ] N.R|L L B | Hl~4 |H1~4 | H1~4 | H2,3
15 | R N.L|L B I H1~4 | H1~4 | H1~4 | H1~4
16 R L L B I H1~4 | H1~4 | H1~4 | H1~4

CA = Contorl Action, S = H: Storages, PL = PipeLine, F = Flange,
SS = Support Systems, CAH = Control Action Hazardous, Late = Control Action
Hazardous if Too Late, Early = Control Action Hazardous if Too Early

NP = Not Providing Control Action Hazardous
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