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Efficient DES Algorithm based on Spread Random Interleaver Method

Jae—-young Hwang

Department of Information and Communications Engineering,

The Graduate School, Pukyong National University

Abstract

Due to the fact that the initial -and-final permutation tables are opened
to users, the conventional DES algorithm has~some difficulty in its
application in the personal -cloud computing environment to provide
security. In this thesis, we propose an advanced DES algorithm(I-DES
algorithm) that is based onsthe spread random interleaver method.

The main idea of the /‘proposed algorithm is to employ a permutation
table generated by a | spread random interleaver instead of the fixed
permutation table to 1mprove privacy further. Our simulation results
reveal that! the proposed I-DES algorithm is superior to the 3DES and
legacy DES ‘algorithms in the aspects of encryption speed and security
guarantee. The proposed algorithm is also applicable to variable-length
plain data block "adapting the CBC(Cipher Block”Chaining) method in the

environment of the personal-cloud computing.
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A27 DES 2 3DES ¢1z&

2.1 DES &z2d8=

19733 v ZFY7)EZ =Y (NIST : National Institute of Standards
and Technology)[9]o]l A= <tz AH HAES H3l dzstE 93k o

3l duElEs FREYEY, A ow IBMoA Aot
13!}

DES ¢ug5¢ dsst AL F e A3 (P-HF2 : permutation
box)# 1671 9] Feistel[1l] #+2=(Round)® A= tH12]. + 719 =3t
Wae g2 ST AIERET7] A3 el ARREHW A42F 27X
A ol ebar ol WA ZF e YE st)E o] &5t T
A7)0l e AdE 48HIE Z o= 7 A= B V& AFE R

#2114 DES €185 725 Yea vk WA 64uE o
(64-bit plaintext)e] YPHEE L 56HE =79 <93 3}7](56-bit cipher
key)7} Ab&ETH oA 7|A EstT= HExo] 640 EVE o] Hu df2E
H| E(parity bit) AAAES AF AAZe= 56HE AFEHT 281 ¢
Hy 9537 g@$= 7] B4 7] (Round-key generator)S E3to] 7zt g
=0 AMEE geE 715 AAsk, d¥d HE2 Zx7]X gH(Initial
permutation)& 714 @&= 5 F3stal ] F % 2 (Final permutation)

& Eato] g53tE 64HE =719 9FE H(64-bit ciphertext)o] A H ).
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Fig. 2.1 DES algorithm structure.
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Initial permutation Final permutation

58 50 42 34 26 18 10 02 40 08 48 16 56 24 64 32
60 52 44 36 28 20 12 04 39 07 47 15 55 23 63 31
62 54 46 38 30 22 14 06 38 06 46 14 54 22 62 30
64 56 48 40 32 24 16 08 37 05 45 13 53 21 61 29
57 49 41 33 25 17 09 01 36 04 44 12 52 20 60 28
59 51 43 35 27 19 11 03 35 03 43 11 51 19 59 27
61 53 45 37 29 21 13 05 34 02 42 10 50 18 58 26
63 55 47 39 31 23 15 07 33 01 41 09 49 17 57 25

0227 -7 | KIeFf &S5 X&l H ol &
Fig. 2.2 Tables for initial permutation and final permutation.
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Fig:. 2.3 DES round function.
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coA W HES T 7P Q8% 2ME E53 = 7] & o8&

2.49}

Zo] &7 P-ulx(Expansion P-box),

e =23 A2HXOR operation), 8712 S-¥F(S-boxes) 183l

-"k 2~ (Straight P-box)9] 471 F#o=2 S+ H



32-bit
/ Expansion P-box \
Vst
XOR @ +———————1 ki(48-bit)
S-boxes 1 48-bit

slslis]s[s]slisls]

32-bit
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32-bit

Out
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Fig. 2.4 (R4, k) function.
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32 01 02 03 04 05
04 05 06 o7 08 09
08 09 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 01

O 25 &Y P-4 Hol=
Fig. 2.5 Table for expansion p-box.
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gHolE 23 549 kol 7olgtd, &8 E 2 79

Z GHIE Holo] &5Fo] 4H|E Holo] E5o=

T2 28 L, 7Fed 491 E 01012 103 +=
o145 el 0111
s,

J{N'

bit 1 bit 2 bit 3 bit 4 bit 5 bit 6

X

v
Table
Entry

CH H M ]

bit 1 bit 2 bit 3 bit 4

w 5N = 'O

AE2.6 . 015
Fig..2.6 S-box operation.

01 15 23 26 05 18 31 10

02 08 24 14 32 27 03 09

19 13 30 06 22 11 04 25

a8l 27 Bk pP-BtA HOl=
Fig. 2.7 Table for straight P-box.
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Fig. 2.8 Encryption and decryption procedure of DES algorithm.

_11_



2.2 3DES &8 &F

DES dugf&2 7] Zo|7} seHIER Fof g7 5T & = A

wAeh Al WA b=t Bl Rodt Aol AbE AL, Kew oA o

64-bit plaintext 64-bit plaintext
AHAWZ | NN
| |
! PES y Ky 3 DES_ |
I cipher : 1| reverse cipher !
o : 1 : 1 -
a1 ¥ | : e
= 1 =
o\, DES d DES 1o
g‘l reverse cipher |1 = i cipher : ?,‘
S . I f ' &
1 v : 1 :
1 |
I DES ; L DES I
: cipher i [ .| reverse cipher :
P ——— 1_ ______ ; Lt i I_ ______ !

64-bit ciphertext 64-bit ciphertext

agl 29 5 7He| 7| E %= 3DES ¢zl &E
Fig. 2.9 3DES algorithm with two keys.
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3DES &g 3 o]9jo] 7]& DES dudg & EAAS sZ2dst7] 9

Plaintext Ciphertext
Digital
Hologram
Digital

Mellobram DES decrypt
Generate
| round keys
DES encrypt Dig'y

Hologram
Ciphertext Plaintext
a7 210 CX e 2233 SAISLDES ¢e(&e ¢53t ¢

Fig. 2.10 Encryption and decryption procedure of DES algorithm
based on digital hologram.
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A3 2z = dY AgEIH 7]nke
DES €138 &

31 &2=d= WY A IH

A= FAEA FA4A dFE = volHE MM Al

Y

= ol eH17].
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rot
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[18][19][20].

obtf 19 312 Al Axeg= Y QW el Aot A
A3t thd dolHel WAdE A @ A4 (Generates position value)
st AAAM Az AEE HEESE 3 oA #3 S oldset BA
" HEE9 A #E=F " 1(Checks condition)dle] A&7} £S <to
Ao dAe A e WY vA] 9 ge AAdskal, Ak 5]
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7 Eolx dttH 1A gS A& (Saves position value)gtth. 919 774

< dEdely el HESFS NAZE Add w7bA] vttt oA A9
@ HA4e SA AAE N 94 gES ol gste] HESS Aujd
(Rearrange bits)sto] JIH X A4S s}
N-bit data
|
Generates

position value

Saves
position value

]

Rearrange bits

)

Interleaved N-bit data

8 SNRUEEE RSN C[E = 3R
Fig. 3.1 Operating procedure of spread random interleaver.
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Fr —¥ x,= r?modn

xy = seed

xi+12
= x{ modn

i

Extracts
LSB

v
Pseudorandom bit

12 R BESHE| A ENE—. A = < 0| A
Fig. 3.2 Operating procedure of BBS pseudorandom
number \generator.
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@ Hol2g AdSEE 2o BEL AR A P Ao &
oRgs olg 248, 16749 e g4 e AFABE A

THE X8 HolEY A9$ AdEZI(entropy)= 0HEo|L} 21 (2)9
A RSl b AT o AEE HolEe Af 6HES] dEZY

7221,

il

H(S) :—1og26i4 — 6 (bits) (2)

a9 34% Acte FDESO] ¥ss % Esst #AHS yelhdch a9
o ] B 45 strt AlZEE ZF gl = AleE gen JES dEst

712 o] &3t A A (Generate round-keys)3ch. 1 % BBS oJAbdS A3

- (64-Dbit plaintext)S % 7]x (Initial permutation) #3-S 438341, o]
T 16¥9 #@>=(Round) & st} ol & thAl Ao Md SA=
stal7] ¢ste] #Ex| $H(Final permutation) ¥4 S 43314 =W, =
o7 ots syl 64HE Aol eFm i (64-bit ciphertext)o] ¢H4 H T},

253 314gde o353t FA FAMS Y 2 @S] AleEHE g

Mo

_21_



64-bit plaintext 64-bit ciphertext

| i

Generate Generate
round-keys round-keys
¢ ¢
Generate Generate
permutation tables permutation tables
' '
Initial permutation Initial permutation
¥ i
Round 1 Round 1
i I
1 1
A 4 A 4
Round 16 Round 16
¥ ]
Final permutation Final permutation
' v
64-bit ciphertext 64-bit plaintext

=232 34 |-DES "Eie| SEelc 3l's! 55 sy
Fig. 3.4 Encryption and-decryption procedure of |-DES algorithm.
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P1 P2 Pi

" ‘/‘!\ Ci r"\ C2 Cix /!\
U L/ \K

K =—» E K = E K =—» E
[ [ [ v

Ci

agl 35 CBC ¢1e|lE& =5 clolofaH
Fig. 3.5 Block diagram of CBC algorithm.

sle] tholol A@olA] AFEE P, IV, K, C2] Aol 2 @) 2.

P = {Pl, . Pl}

K = {K}

C = {Ch — Ci} (2)
IV = {1V}

P= ¢sstd HE 550|H 64PE &9 & 553 Hogt Ke §
AR 9 AR DAL Qe 64HE oo gmsl|oln, Ce AF o
s3tE EFol1 Z ERA Es AAHS AAALE d5ESEY
stolt}. IV(Initial Vector):= %7]3} #WE ol Ex 9433tE o v gt
= 64U E @99 oy I BFo® FAHH FETES EFER

P, 58 P7HA e S AAlSto] s3I

A AREEE O #S 7HAE gulolE Aol 1 IVE A&kt
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CBC 7M9e &% FDESAIAE 9=t 3o ol 2570l

642 BHjG=7F old A 9o+ < A}-$-7](zero—padding) S %35}

2 WE ¥ DES %uelEe ¢4Es 3e FYseE 59

= 1% 36004 HolE

Plaintext Ciphertext

Length mod 64
0]

Zero padding

1 '

> Encryption Decryption
v v
Ciphertext Plaintext

B30 R Jc| S
Fig. 3.6 CBC algorithm.
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41 H=EY

w eRolA] Alehe CBC i 283 [DES 2ueES 4 §3te]
RS G4Es e £P5a, oF A BE sfate] Ade) FEe
Ae + 9o FANIN QY BHANA HEEN=E T )

HAEW = ofdl 79 413 o) Awel ZEodE Fo= 74

dglom gel A HaEiES PCRS 744 o

o

3 .

o
T

HAEHEE PC Switching
(M & %aromg 2) Hub

O2 41 BH|AEHIE M T
Fig. 4.1 Test-bed configuration.

_25_



j |1 = 1o o 1__’/(‘)\‘?1—
HAA A AMGE TPFas FE2Y Ve AbEst AW 3 2
PCH Ze AFHUE 1 988 Bl dikoa Beoz 4

MNe =7 TCP 1P 1P TCP 220[HE =3
g zZ=21d A& Az Az HS g8 o2y
HH B4 9B
MH g8 H il = com=3
Po} FEHS P ZEUS o] S5 S
PEFPERIY Y PH}OJ%‘L LM%‘L pEpTyr
‘________.———-_____-———'
ddal
S8 a3
Yosielsg
I A|X] 4
| g—
4545
=s3g 7 s ”g
S8 HAIX] &4

[y o ol o9 AA
O2 42 MsEAME /st 288 2% 554 ofd™

Fig. 4.2 Transmission and reception procedure of application
socket for performance analysis.
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obeff #F 412 19 419 HIZEME FAEA A 17 429 AR

g e &8 2 F54 BAd s HAEN oA ALEHE =

F 41 HHAEH E SIEQ O & AT EQ0 =4
Table 4.1 Test-bed environments of H/W and S/W.

HaEwsg H/W : Intel i5-2400 CPU 3.10GHz
PC 37 DDR 8GB Memory
? OS : Windows 7 Home Premium K (64-bit)
sg 2 T8 S/W  MicrosoftVisual Studio 2010
_ Net C# Framework 4.0
74 87 : :
T+d A S/W : TCP/IP
I-DES BBS_2JAF g A7) A= p,iq ek
gaFel Zo= A Qe s o3 T Ho=
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