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Chapter |. Introduction

1.1 Background

Recently Peer—to-Peer (P2P) networking paradigms and its applications
offer opportunities for new services over both Internet and Mobile
Ad-hoc Networks (MANETS). Specially, mobile devices such as mobile
phones and PDAs are already in widespread use, and functionality and
performance of these devices are improving day by day. Due to the rapid
growth of these technologies, mobile devices are expected to have
capability to provide various services beyond the request of desired
services. Hence, new services have appeared in P2P network, in which
contents are bought and sold among entitics by using mobile devices.
Moreover, PZ2P network encourages an efficient contents distribution
model among communication entities. Since each communication entity in
P2P network does not depend on any central trusted authority for
management, it is inherently scalable to implement communication models.
Therefore, designing an e-commerce model in P2P network is a
promising challenge which we have never met before in the Internet
cnvironment.

However, due to the lack of the central trusted authority, P2P network
does not efficiently provide all the services required by e-commerce
transaction such as reliability and fairness. In particular, guaranteeing

fairness 1s a major challenge in an e-commerce model. That is, at the



end of exchange, it must be guaranteed that either each entity has
received what 1t expects to receive or neither entity has received
anything useful. Moreover, since the dynamic nature of P2P network
implies that the consecutive connectivity between communication entities
is not provided, it 1s more difficult to guarantee fairness for e-commerce

transaction in P2P network.

1.2 Main Contributions and Organization of the Thesis

In this thesis we design a new c¢-commerce model to guarantee fairness
and reliability in P2P network, in which communication entities can buy
and sell digital contents by P2P contact. Especially, we focus on an
optimastic fair exchange protocol based on collaboration with distributed
communication entities distinguished from the traditional fair exchange
protocol based on the central trusted authority. Moreover, the proposed
protocol generally provides desirable property such as availability for P2P
e -commerce model since we design the protocol by using threshold
cryptography.

This thesis i1s concerned only with the mechanisms to make peer
community fair and reliable. Hence we do not address the specification
and the negotiation of peer community security poloicy.

This thesis 1s organized as follows. The next Chapter introduces the

¢ -commerce services we have considered and identifies the security



requirements in those e-commerce services, and describes cryptographic
tools to induce the motivation of the research. We outline our
e-commerce model suitable for P2P network in Chapter 3. A new fair
exchange protocol that provides fairness and reliability for the model is
presented and analyzed in Chapter 4. Finally, we have conclusions in

Chapter 5.



Chapter Il. Preliminaries

2.1 Overview of P2P Network Model

A P2P network is any network that does not rely on dedicated servers
for communication, but instead mostly uses direct connections between
peers. In general, a P2P network model can be classified as pure P2P
model(e.g. Guntella) and hybnid P2P model(e.g. Napster). A pure P2P
model does not have the notion of clients or servers, but only equal peer

’

nodes that simultaneously function as both “clients” and "servers” to the
other nodes on the network. This model of network arrangement differs
from the client-server model where communication is usually relayed by
the server. As opposed to, a hybrid P2P model utilizes the server-client
network structure. A central server maintains directories of contents
stored on each node. Each time a client logs on or off the network, the
directory 1s updated. In this model, all control and search messages are

sent to the central server.

We allow for a pure P2P network model in order to design our

c—commerce model in P2P network.

2.2 P2P e—-Commerce Service and Security Requirement

P2P e-commerce service has the following features[31[10].

Services are provided by peers, but any peers may not necessarily



provide the services. Activities in commercial transactions of the services
provided by peers are carried out by entities who play both roles of a
buyer and a seller, and collaboration among the roles is necessary in
commercial transactions. Roles will change dynamically according to the
commercial transaction. For example, an entity who performs a buyer role
in a commercial transaction might perform a seller role in another
transaction.

Also, a peer does not always provide the reliable services since not all
of the P2P services are offered by robust central servers. Services among
peers are ad-hoc and temporal, and collaboration among peers in P2P
commercial  transaction is performed under ad-hoc and temporal
connection. Consequently, these characteristics result in formidable
challenge as far as providing fair and reliable e-commerce service.

The following security requirements are desirable in above P2P

¢ -commerce service:

e Fairness

© No entity should be able to interrupt or corrupt the protocol to force

an outcome to her advantage. The protocol should terminate with

either each entity having obtained the desired information, or with

neither one acquiring anything useful.

e Authentication



: A communication partner is certainly the target partner.

e (Confidentiality

. The protocol should not need to disclose the message contents to

any other entity excepting the communication entities.

e Non—-Repudiation

It 1s impossible for a single entity, after the execution of the
protocol, to deny having participated in a part or the whole of the

communication.

e Integrity

© In the muddle of the protocol, an adversary cannot forge a message.

e LEffectiveness

If no messages are lost, both entities behave according to the
protocol and do not abandon the exchange, then both entities receive

the desired items.

¢ Timeliness

- It guarantees that both entities will achieve their desired items in

the exchange within finite time.

Specially, fairness is the most considerable requirement in e-commerce



service. Therefore, it 1s crucial that a commercial transaction protocol
guarantees fairness between communication entities in P2P e-commerce

model.

2.3 Cryptographic Tools

2.3.1 Threshold Cryptography

A threshold cryptography distributes the ability to provide a
cryptographic service such as signing or decryption. In a ¢ out of =
threshold scheme, any subset of greater than ¢ peers (out of a total of
n peers) can compute the desired functionality while any subset of less
than or equal to ¢ peers cannot. It offers better availability than
non-threshold cryptography: even if some peers are unavailable, others
can still perform the desired functionality. Threshold cryptography also
provides better security since no single peer i1s entrusted to perform the
desired functionality in its entirety. Consequently, it seems like an ideal
choice to provide security services, such as secure, rcliable and fair

cxchange in P2P network.

2.3.2 Fair Exchange Protocol
A fair exchange protocol ensures that, at the end of the exchange,
cither cach party receives the item it expects or neither part receives any

information about the other’s item. The classical solution to the fair



exchange problem is based on the idea of gradually exchanging small
parts of the items. Works in this approach generally rely on the
unrealistic assumption that the two parties have equal computational
power or require many rounds to execute properly.

The practical approach to resolve the problem is to use a trusted third
party('TTP) as arbitrator. Specifically, this approach can be classified as
on—line protocol and optimistic protocol according to the involvement of
TTPI1][11][15]. On-line protocol requires the presence of the TTP as a
delivery channel, intervening in each transaction. As the TTP is always
involved in every transaction, this protocol considerably implies the
communication and computation bottleneck. In optimistic protocol the TTP
1s not used during the transaction when the communication partics
behave correctly, but i1s involved only in case of disputes with one of the
parties. Since the TTP is mostly off-line, this protocol reduces the

communicatiion and computation overhead of the TTP.



Chapter Ill. Fair and Reliable P2P e-Commerce

Model

3.1 System Architecture and Components

In this chapter we propose P2P e-commerce model, in which
communication entities can buy and sell their products. Figure 1. shows

the architecture of the proposed e-commerce model.
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Figurc 1. Fair and Reliable P2P e-Commerce Model

The proposed model is consists of peers who play both roles of a seller
and buyer, and DTTP(Distributed TTP) which manages the service key

ol peer community. The description of system components is as follows:



* Peer

: An entity who plays either role of a seller or a buyer according to

the demand that it desires.

e DTTP(Distributed TTP)

: DTTP 1s composed of a set of #» special entities ( #=3¢{+ 1) which
are called master peers(MP), each runs on a separate device in a

network. Each master peer has the service secret key share ss; of

pcer community and performs the threshold cryptographic operations
for assuring fairness and reliability between commercial transaction

entities in a peer community.

Additionally we introduce an adversary who can casily steal or
compromise all entities including master peers. Thus our adversary model
includes active(or Byzantine) adversary who can compromise some
bounded fraction of entities in the network. However, we assume that
fcwer than or equal to 1/3 of the master peers are corrupted or malicious
during the entire lifetime of the shared service secret key. This means
that at least 2¢+ 1 master peers are available at any time.

For the sake of constituting our P2P e-commerce model, we assume
that every peer who wants to participate in the beginning of peer
community has already its own standard X.509 public key certificate[9]

issued by a recognized Certificate Authority (CA).

10



In the initial phase, a peer(or peers) wants an e-commerce transaction

of 1its

contents constitutes peer community as a virtual market. The

high-level description of initialization steps are as follows:

stepl.

step?2.

step3.

To provide the fairness and reliability for e-commerce transaction,
master peers are chosen at the constituting peer community. The
master peers can be chosen by a peer community founder, or can

be the participants at the beginning of peer community.

Each master peer MP; obtains her service secret key share ss;

and service public key from a centralized dealer or by
collaborative computation among master peers. For example, the
threshold scheme described in [4] provides share distribution by
collaboration among master peers, while the threshold scheme

presented in [14] supports share distribution by a trusted dealer.

FEach master peer publishes all identities of master peers and the
service public key. After obtaining the identities of master peers
and the service public key, an entity who wants to buy or sell its
own digital contents performs an e-commerce transaction through

peer community.

We assume that an entity who plays the role of seller broadcasts the

information of its digital contents to all other entities of the peer

community at any time.

11



Finally, common issues associated with peer community that we should
consider are a peer community policy, an advertisement of digital
contents and payment mechanisms. However, it remains beyond the scope

of this work.

3.2 Communication Model and Assumptions

Generally, according to the definition of Asokan et al in [1], a quality

of communication channels can be classified as follows:

Definition 1. A communication channel between two correctly behaving
entities is operational if the messages inserted into it by the sender are

received by the recipient within a known, constant time interval.

Definition 2. A communication channel between two correctly behaving
entities is reliable if it is guaranteed to be always operational.

An adversary will not be able to delay any message in a reliable channel.

Definition 3. A communication channel between two correctly behaving
entities (s restlient if it is normally operational but an adversary can
succeed in delaying messages by arbitrary, but finite amount of time.

In other words, a message inserted into a resilient channel will eventually

be delivered.

12



Definition 4. A communication channel between two correctly behaving
entities 1s unreliable if it has no assumptions about the communication
channel between the two entities.

In other words, a message inserted into a unreliable channel may be lost

or modified.

Recent proposed fair exchange protocols[1][2][11][15] assume that
communication channel between the entity and the TTP is resilient in
order to resolve the dispute, because it is impossible to guarantee fairness
between —communication entities without at least resilient channel.
However, the resilient channel assumption is not sufficient for our model
since P2P network implies that no robust central servers are offered and
consccutive connectivity i1s not provided between communication entities
including master peers. Therefore, in order to claborate our system for
real P2P networking environment, we employ the idea used in Byzantine
environment[6][13]. To implement resilient channel in P2P network, we
use the following technique about communication channel between an

entity and an available master peer.

¢ Fair Communication

A fair communication does not necessarily guarantee the delivery of
all message to send, but if no parts of the network become

permanently unavailable, given sufficient number of retransmissions,

13



every message 1s delivered eventually

Consequently, in our model we assume that communication channel
between communication entities who carry out e-commerce transaction is
unreliable by the nature of P2P network, and that communication channel
between an entity and an available master peer is resilient by using fair
communication. By consideration of the characteristics of P2P network,
our qualitatively weaker communication model is reasonable and realistic.
Finally we assume that the communication is carried over confidential

and broadcast channels.

3.3 Notations

We use the following notations to describe our protocols:

e P ,..: the identifier of a new peer.

B, S : the identifiers of buyer and seller, respectively.

MP; : the identificr of 7-th Master Peer, where 1<:/<#n.

INF y @ the information of an entity X. (ex, name, e-mail address,

ete)

e f . a flag indicating the purpose of a message.

14



® ifemy @ an item of an entity X.
® payy : a payment information of an entity X.

* desc descmyx ¢ the description of the item and the payment of

Ltem 2

an cntity X, respectively.
® [y : the local timestamp value of an entity X.

* comy - a randomly chosen commitment value by entity X.

DTTP : a set of Master Peer’s identifiers.

DTTP : { MP,,--, MP,}

PH : the protocol header, which contains relevant information such as
the 1dentities of the entities involved, the description of the desired

item and payment.
PH : { B,S,DTTP, desc ;,, ,desc,,, }
e H() : a collision resistant one-wayv hash function.

* K ! a randomly chosen session key for symmetric-key encryption

function.

e F,(): a symmetric-key encryption function under session key K.

15



C:=E (itemy) : the ciphertext of item, under session key K.

e Sigy() © a signature function under X's private key.

e PE() : an asymmetric-key encryption function under X's public

key.

e PD,() : an asymmetric-key decryption function under X's private
key.
e X—VY: m: message m is sent from an entity X to an entity Y.

e X—VY.: m: message m is broadcasted from an entity X to each

entity Y, where 1<:<n.

ril

VXY : m: message m is sent from each entity X, to an entity

Y, where 1<:i<n.

3.4 Membership Enrollment

Here, we describe the membership enrollment protocol used in our
c-commerce model. A peer who wants to buy and sell digital contents on
peer community needs to charter peer community.

The simplest way to enlist a new member In peer community 1s to

enumerate all potential community members via a public Access Control

16



List(ACL). However, in a dynamic community, such as P2P network, it is
difficult to enumerate all potential members. An alternative way 1s to
appoint a central trusted authority to handle admission procedures. Having
a single trusted authority, however, not only violates the characteristics
of P2P network, but also introduces a single point of failure and limits
scalability.

Therefore, our approach i1s to admit a new member by collaborative
computation among special peers which are called master peers. The

detailed steps are as follows:

step 1. A prospective peer who wants to perform e-commerce transaction
generates its own pubilic key PKp and a corresponding private
key SKp , and constitutes a membership credential request

v P

message to enroll in peer community. This request message
contains the prospective peer’'s identity information, public key

and timestamp value {p Then the prospective peer broadcasts

the credential request message to all the master peers.

[E_ 1] P neuﬁvMPi : SlgP ,,m,(fEnrollReq ’ [NFP e tP wew? PKP ,,m-)

step 2. Each master peer verifies the received [E-1]. Each MP; want to

approve enrollment of peer community for the prospective peer

17



and computes a partial signature Sig (fpomea, INFp ,PKp )

with its service secret share ss,. Then these master peers send

their confirmation of enrollment to the prospective peer.

[Eﬁ 2] VMPJHP new * SZgMP,(SZg$, (fEnroiled’ [NFP now? PKP ,,m,))

step 3. To generate a valid membership credential, the prospective peer
needs at least £{+1 correct partial signature. Hence, the
prospective peer chooses ¢+ 1 correct partial signature, and
computes the membership credential

St prrefenrotieas INF'p ., PKp ). This credential can be used to

guarantee admission of peer community.

18



Chapter IV. Optimistic Fair Exchange Protocol with
Distributed TTP

In this chapter we present an optimistic fair exchange protocol with
distributed TTP, which 1s used for guaranteeing the fairness and
reliability in PZ2P e-commerce model. In contrast to previously proposed
fair exchange protocols [11[2][11][15] that are required the central trusted
authority for providing fairness and reliability, our protocol does not
require any central trusted authorities since it guarantees the fairness and
reliability  through collaboration  with  distributed community entities.
Therecfore, the proposed protocol 1s very suitable for P2P e-commerce
model.

The proposed protocol i1s composed of three sub-protocols: the main
protocol, the abort protocol, and the recovery protocol. The main protocol
consists of messages exchanged directly between buyer and seller. In
case of problematic happening during this main protocol, two possibilities
are offered to the entities. Either buyer executes the abort protocol in
order to cancel the exchange, or buyer(or seller) launches the recovery

protocol to complete the exchange.

19



4.1 Main Protocol

We assume that a buyer has already obtained the description of the
desired item and all entities agree on the DTTP to be possibly invoked
in case of conflict. When a buyer wishes to receive the desired item from
a seller against a payment of the item, the buyer can launch the main

protocol. The detailed steps are as follows:

step 1. A buyer who wants to perform e-commerce transaction
constitutes the protocol header PH. The buyer also selects a
commitment value comy and timestamp value tg, then
computes  H(payy), H(comp), PEprre(payg). The buyer

configures a purchasing message including all above parameters
and signs the purchasing message, then sends it to the seller

as [M-11].

[M_— 1] B_)S ; SZgB(PH, H(l)ayB), H( COWLB), tB’ PEDTTp(pdyB))

step 2. The seller who receives [M-1] checks whether the signature of
purchasing message is valid. If the check is invalid, the seller

quits the exchange. Otherwise the seller constitutes the protocol

header PH - then chooses a random session key K and

20



step 3.

step 4.

computes C, H(itemg, K), PEprrp(K). The seller forms a

sclling message and signs the selling message, then sends it to

the buyer as [M-2].

[M—2] S—B; Sigd P_H,H(z'tems,K),C,PEDTTP(K))

After having checked the validity of the received message in step

2, the buyer sends payp comp together with the buyer’s

signature on those information to the seller as [M-3]. If the
validity of [M-2] is not satisfied, or the buyer gives up receiving

the [M-2] message, then the buyer runs the abort protocol.
[M—3] B—S; Sigg(payg, comp)

The seller checks the validity of [M-3]. If the check is valid, the

scller obtains the desired payment information payy The seller

sends the session key K to the buyer together with its

signature. If any problem occurs in the above process, the seller

may quit the protocol.

[M—4] S—B; SigiK)

21



step 5. After receiving the [M-4] message from the seller, the buyer

verifies the signature and obtains the desired item by using the
session key K. If the validity of the received message is invalid
or the buyer gives up finishing the protocol, then launches the

recovery protocol.

Remark 1.

The protocol headers are constituted of both entities PH and P_H’

they contain not only the identities of the involving entities but also
the description of the desired item and payment, respectively. Hence,
cach protocol header has to be checked, by both entities, to confirm

the correctness of information relevant to the protocol.

The use of the commitment compg, in steps 1 and 3, prevents a

malicious seller from launching the recovery protocol without
sending the second message to a buver. Unless receiving
commitment comp, the DTTP does not run the recovery protocol to

resolve the conflict.
Timestamp £; i1s used to identify the execution of buyer requests.

Timestamps for buyer’'s requests are totally ordered by the time

such that later requests have larger timestamps than carlier ones,

22



e.g., the timestamp could be the value of the buyer's local clock

when the request is issued.

4.2 Abort Protocol

If the seller does not send the second message of the main protocol, the
buyer can collaborate with the DTTP in order to abort the protocol. The

detailed step 1s as follows:

step 1. The buyer broadcasts an abort request to all the master peers.

[A_l] B‘_’VMPZ : SlgB(fAboﬂReg. tB,[M_].])

step 2. Each master peer verifies the received [A-1]. If [A-1] is correct,

cach master peer computes a partial signature
Sig (famortea tp. [M—1]) with its service sccret share ss;. Then

all master peers send their abort confirmation to the buver.

[A—Z] VMPlv’B : SZ.gMP’(SZ.g’SSi (fAboﬂed, tB,[M—].]))

step 3. To generate a valid signature of DTTP, the buyver needs at least
t+1 correct partial signatures. Hence, the buyer chooses f¢+1

correct partial signatures, and computes an abort token

23



Sig prril fasorea s LM —11). This abort token can be used to

guarantee the fairness in case of potential dispute.

Remark 2.
* By using the fair communication, the buyer periodically repeats step
1 until it receives sufficient [A-2] messages as the response to its
abort request. In fact, the buyer can try to compute the abort token
as soon as it has received f{+1 partial signatures from master
peers. So, the buyer has to wait for more partial signatures only if

some partial signatures it received are incorrect.

e Qur protocol has been designed by considering the threshold RSA
scheme because the threshold scheme based on discrete logarithms
may require an agreement upon random number to generate partial
signature. Furthermore, the threshold RSA scheme can be applicable

to threshold decryption.

* Since the validation of partial signature depends on the underlying
threshold scheme, the buyer can check the validation of partial
signature by means of applying the threshold RSA schemes that

provide the robustness[8][14] to our protocol.

24



4.3 Recovery Protocol

I[f the seller does not send his final message of the main protocol, the
buyer can launch the recovery protocol by means of collaborating with

the DTTP, in order to complete the exchange. The detailed steps are as

follows:

step 1. The buyer broadcasts the received [M-1][M-2] and her

commitment comp along with her signature to all the master

peers.

[R— l] B—’VMPI : [M_ 1],[M'—' 2], SZgB(fRé’couerReq’ tB, CO?’)ZB)

step 2. Each master peer checks all the validity of received [R-1]. If the
check is valid, each master peer performs the following:

e To complete the exchange for the buyer, each master peer

generates a partial decryption PD(PEprp(K)) of the session

key with its service secret share ss,. Then all master peers send

their recovery information to the buyer.

[R—— 2 - B] vMPz_)B : SZ’g‘MP,(fRecovered’ tB’ PDssl(PEDTTP(K)))

] Also, cach master peer computes partial  decryption

PD (PE prrp(payg)) of the pavment information with its

25



service secret share ss; Then all master peers send

corresponding information to the seller.

[R—2—S] VMP~S: [M—1],[M—2],

SZgMP,(fRecoyered ’ tB’ PDSS,(PEDTTP (payB)) ’ ComB)

step 3. Finally, Each buyer and seller perform the following, respectively.

To generate the session key K, the buyer chooses #+1 correct
partial decryptions, and computes the session key K. Therefore,
the buyer can obtain the desired item by using session key K.

The seller selects ¢+ 1 correct partial decryptions, then obtains

the desired payment with respect to his item. Then the seller
sends Sig s(frecovereas tps PDy (PE prrp(payp)))  as  acknowledgm-

ent of [R-2-S] to all master peers corresponding to the received

message.

Remark 3.

Since the recovery protocol is performed as the abort protocol by
using fair communication, the buyer periodically repeats step 1 until
it receives sufficient [R-2-B] messages. Also, each master peer who
intervenes in the recovery protocol periodically resends their

recovery information to the seller wuntil it receives the

26



acknowledgment of [R-2-S| from the seller.

e 5Since the seller does not engage in recovery protocol with the
DTTP in main protocol, basically the seller need not launch the
recovery protocol for assuring fairness. However, the seller is able
to recognize the activity of recovery caused by receiving [R-2-S]
message when the buyer runs the recovery protocol. Thus, if the
seller does not receive sufficient information to gencrate the desired
payment information in desired amount of time, the seller can

launch the recovery protocol together with commitment compg,

[M-1], [IM-2] within [R-2-S] in order to assure his fairness.

4.4 Analysis

In this section we give an analysis of our protocol, checking the
requirements described in Section 2, and then we discuss additional

desirable property provided by our protocol. Our claim is as follows:
Claim.  The optimistic fair exchange protocol with distributed TTP
above s a fair exchange protocol which provides fairness, timeliness,

effectiveness, authentication, confidentiality, integrity, and non-repudiation.

Sketch. Clearly our protocol provides authentication, non-repudiation, and
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integrity through the signature of each communication entity on the
messages exchanged and the hash values of H(paygp) and H(itemg, K)

in [M-1] and [M-2], respectively. Furthermore, these hash values can be
used for potential dispute resolution.

Regarding to confidentiality, it is sufficient to prove that: any master

pcer which belongs to the DTTP can not open PE,q(payg) or
PE ,77p(K) while intervening in the exchange. Since any master peer

has not entire service secret key, but has service secret key share ss;
through the threshold scheme, it 1s possible for any master peer to open

PE prri{payg) or PEpr(K) if and only if it must conspire with at

lcast ¢ other master peers.

It is obvious that both entities obtain the expected items, if the main
protocol 1s executed without errors. Therefore, our protocol provides
effectiveness.

Before we discuss fairness and timeliness of our protocol, we start with
considering the quality of communication channel among participants. In
previously presented fair cxchange protocols, to prove both fairness and
timeliness, the protocols must assume that communication channel
between the entity and the TTDP is at least resilient. Furthermore, a
single TTP is used to guarantee the fairness of the protocol in its
entirety. However, communication channel among all the entities 1s really
unreliable and no robust central servers are offered in P2P network. To

overcome the characteristic of P2P  network, we appled fair
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communication technique to communication channel between the entity
and the DTTP. In order that communication channel between the entity
and the DTTP is proved eventually resilient by using fair communication,
it 1s sufficient to prove that: an entity who wants to contact the DTTP
should eventually receive enough information from any available subset of
DTTP needed and stop retransmitting its own requests. Although fair
communication can be applied to communication channel between the
entity and the TTP, it 1s difficult to guarantee the fairness of protocol if
a single TTP is used. Because a single TTP should become bottleneck
and vulnerable to malicious attacks such as denial of service.
Furthermore, the existing of robust central servers violates the nature of
P2P network. However, our protocol i1s based on collaboration with
distributed communication entities for guaranteeing the fairness by using
the threshold cryptography. This feature inherently implies that any single
entity 1s not wholly entrusted to guarantee the desired fairness. Since we

have assumed that the entire DTTP contains at least 2+ 1(out of a

total of = peers) available master peers at any time, due to availability
of DTTP, all entities are able to eventually contact at least 2f+1 master
peers belonging to the DTTP. Thus, the entire DTTP can always provide
resilient communication channel by using fair communication technique.
This communication model makes our protocol very reasonable and
realistic in P2P network such as ad-hoc and temporal.

Now we can prove the fairness and timeliness of our protocol with
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above communication model.

Regarding on timeliness, we consider three situations:

e The main protocol ends up successfully without any time-out.

e The buyer aborts the protocol and receives the abort confirmation
signed by the DTTP within a time elapse which may be arbitrarily

long, vet finite amount of time.

e The buyer(or if necessary, the seller) has the ability to launch the
recovery protocol to complete the exchange and eventually receive

the desired item in a finite period of time.

Therefore, our protocol provides timeliness.
Finally, we show the fairness of our protocol for both the seller and the

buyer, and start with the fairness of seller.

e In main protocol the seller does not basically need to engage in both

the abort protocol and the recovery protocol for assuring fairness

since the seller sends the session key to the buyer after receiving

the desired payment information.

e Also, if the buyer starts the recovery protocol to complete the

exchange, the seller can recognize the activity of the recovery. In
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this case the seller may receive sufficient information to generate
the desired payment information from the DTTP, otherwise he can

launch the recovery protocol to complete the exchange.

For the fairness of buyer, we analyze the following cases in which the

buyer does not obtain the desired item ifemg.

e If the seller stops the main protocol after receiving the [M-3]

message, the buyer can perform the recovery protocol with

collaborating the DTTP in order to compute the session key K. All
information sent by the DTTP to the buyer may be eventually

arrived in our communication model.

o If the seller does not send the [M-2] message to the buyer, the
buyer can start the abort protocol through collaborating with the
DTTP in order to obtain the abort token which can be used in

case of potential conflict.

* Also, we note that the seller can not perform the recovery protocol
without the commitment comy as discussed in Remark 1. The

seller can launch the recovery protocol to complete the exchange if

and only if the buyer has previously launched the recovery protocol.

So, 1n this case it will never happen that the seller gains payp

31



while the buyer does not receive ifems.

Therefore, our protocol provides fairness.

Finally, our protocol provides additional interesting property that a seller
does not basically need to engage in both abort protocol and recovery
protocol in order to guarantee its fairness. Therefore, a seller does not
neced to maintain state information regarding to the transaction in main
protocol. This feature makes our protocol more practical in e-commerce
cnvironments in which the seller involvement is preferable to the buyer

involvement in e-commerce transactions.
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Chapter V. Conclusion

Recently by reason of the rapid growth of decentralized technologies,
Peer-to-Peer (P2P) networking paradigms and its applications offer
opportunities for new services over both Internet and Mobile Ad-hoc
Networks (MANETSs). Specially, P2P network encourages an efficient
contents distribution model among communication entities. Since each
communication entity in PZ2P network does not depend on any central
trusted authority, it is inherently scalable to implement communication
models. Therefore, a design of an e-commerce model in P2P network is a
promising challenge which we have never met before in the Internet
environment.

However, P2P network does not provide the central trusted server for
managing communication entities and does not guarantee the consecutive
connectivity  between communication cntities. Consequently, these
characteristics of PZP network result in formidable challenge as far as
providing fair and reliable e-commerce services.

In this thesis we have presented a fair and secure e-commerce model
suitable for P2P network, in which communication entities can buy and
sell digital contents by P2P contact. In particular, we have proposed and
analyzed a new optimistic fair exchange protocol with distributed TTP
which 1s used to guarantee the fairness and reliability for presented P2P
¢ commerce model.

Compared with the traditional fair exchange protocol based on the
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central trusted authority, our protocol does not require any central trusted
authority. Consequently, our protocol is attractive in P2P networking
cnvironment which does not naturally depend upon any central trusted
authority for managing communication entities. Threfore, we believe that
the propsed e—commerce model will be useful for evolving the next

generation e-commerce in P2P network.
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A. Fair exchange library structure diagram
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B. Classes’s detail relationship

buyerApp
?

PHGenerator

+ phGenerator()

+ phGeneratorStr ()
+ payhash ()

» commitGen ()

* timestampGen ()

* payEnc ()

* payDec ()

* paySymmeticEnc ()
+ paySymmeticDec ()
* phsign ()

+ phverify ()

randomSeeder FESymmetricEncDec

+ RandomCreatel()

+ RandomUpdate() * encryption()

* decryption()

X
FESymmetricKey
) + CipherKeyGen()
FeDigest FEAsymmetricEncDec FESignature * satKey ()
+ getAlgorithm ()
+ encryption() .
; . sign() + getSecretKey ()
+ getDigest() + decryption() . vegrify() + oxoortiey ()
> + importKey ()
%—/—’, * exportKeyMaterial ()
+ importKeyMaterial ()
FEAsymmetricKeypair + storeKeyFile ()
*init() + readKeyFile ()
+ PBEinit () e
+ publicKeyExport () .
+ passwordEncrypt () FESymmetriclV
+ passwordDecrypt ()
+ PREPubilcGenerate () * getlV()

+ PBEPrivateGenerate ()
+ getPublicKey ()

+ getPrivateKey ()

* storeKeyFile ()

+ readKeyFile ()
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C. Buyer peer’s sequence diagram
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E. Buyer/Seller's simulation
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