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Chapter 1. Introduction

1.1 Background

In a very short time, E-commerce has become a huge business and a
driving factor in the development of the Internet. With the
proliferation of the Internet, exchange or delivery of digital contents
such as MP3 audio and video is very easy and popular. Moreover it is
very difficult to distinguish original contents from their copies in
digital domain. It has caused unlimited copying, and has made the
entertainment industry nervous because their contents might be pirated
much more than happens with analogue home taping. Illegal copying
threatens intellectual property rights and is becoming more and more

critical.

This work deals with the problem of managing illegal copying of
digital contents. To put it more concretely, the use of user-unique
marking of the contents, fingerprints, is taken up for the purpose of

tracking the origin of a discovered illegal copy of the contents.

The scenario is the following. Somebody, the owner of contents(or
the seller), has digital contents and wants to sell them to a number of

buyers. He embeds an unique mark per buyer (i.e. an ID) into copies



of a digital content using watermarking techniques in order to control
the redistribution of contents. Suppose that one of the buyers redis-
tributed the contents illegally and the owner discovered it, that the
owner(or the seller) can retrieve the unique mark from the copy for
identifying the buyer who used the content for unintended purpose.
Finally he can trace the origin of the copy, so-called a traitor, through

the unique mark.

It cannot prevent copying, but it can at least help identify the source
of pirated copies, and thus enables a legal action. This is the goal of

topics in this thesis.

1.2 Problem Definition

What is important in designing fingerprinting schemes is to make it
more practical and efficient. However, the complexity of existing
schemes is too high to be implementable. Recently, several digital fin-
gerprinting schemes to consider practicality were proposed. These are
significant in the sense that there are completely specified from a com-
putation point of view and are thus readily implementable. But these
schemes have the serious problems that they cannot offer the security
of sellers and buyers. Thus it is necessary to design practical and se-

cure digital fingerprinting that all computations are performed effi-



ciently and the security degree is strengthened.

In general, e-commerce system consists of a set of contents such as
image, audio, a set of sellers and a set of buyers. Each buyer wants to
buy some contents from a set of sellers. Then the sellers encrypt them
with buyer’s public key. Anonymous schemes have to offer anonymity
of buyers and unlinkability of the contents. Thus each content must be
bought with different pseudonyms, because the same anonymous key
implies that the buyer’s purchases are linkable. But, if we apply exist-
ing schemes to this case, a buyer must go through the registration or
watermark generation step several times in order to obtain several dif-
ferent pseudonyms. The buyer also must store public keys as many as
the number of contents to be purchased, because each content must be
encrypted with different key separately. That is, existing schemes have
the problem that the number of keys held by buyer’s devices should
increase in proportion to that of contents purchased, if we apply them
to multi-purchase. Moreover, the research on multi-purchase has never
been studied so far. This is the reason we are concerned with an effi-

cient fingerprinting scheme for multi-purchases.

It must be a very powerful tool to trace traitors in a broadcast
environment. But it is hard to design an efficient fingerprinting scheme
for broadcast media. Because each subscriber must receive a slightly

different version of a content in order to be identified, it is contrary to



the bandwidth saving of being able to distribute the same content effi-
ciently to many subscribers. Several digital fingerprinting-based
schemes have been proposed as a technique to provide copyright pro-
tection for broadcast media. But most of them are symmetric, where
the broadcaster knows each subscribers’ unique mark. Therefore the re-
sult of tracing is no real evidence that could unambiguously convince
a third party. There is an asymmetric scheme, but its security analysis
remains unsettled. Thus the security analysis of the previous scheme
must be examined and it is necessary to propose secure fingerprinting

scheme for broadcast media.

The demand for mobile communication service is accelerating and
mobile communication industries are growing rapidly all over the
world. Moreover, they are expected to provide higher quality of multi-
media services for users in mobile communication. Thus copyright pro-
tection of multimedia contents being provided must be solved along
with them. In general, the watermarked contents can be made in
off-line, because every sold copy is the same. On the contrary, the fin-
gerprinted contents can be made in on-line, because every sold copy
must be slightly different from the original contents. Still less, buyer’s
memory and computation power in mobile communications is smaller
than those of wire ones. There has been no study that tried to make
digital fingerprinting schemes for mobile environments. Thus it is nec-

essary to design practical fingerprinting scheme for mobile environ-



ments in order to ensure the success of copyright protection under mo-

bile environments.

1.3 Contributions of This Thesis

Our proposals in this thesis are divided into three main parts and
one application: Design of a fingerprinting scheme, a fingerprinting
scheme for multi-purchase, a fingerprinting scheme for broadcast me-

dia, and its application to mobile communications.

1.3.1 Design of a Fingerprinting Scheme

We propose a novel digital fingerprinting scheme based on oblivious
transfer protocol, which is secure against the dishonesty of a seller and
a buyer. That is, the case that one buyer purchases a content is dealt
with. We also analyze the existing fingerprinting schemes and show
how to break the schemes.

One of contributions of our first proposal is to show the drawbacks
of existing schemes. Another contribution is to suggest secure copy-
right protection schemes, where all computations are performed effi-
ciently and the security degree is strengthened than the previous

schemes.



1.3.2 Design of a Fingerprinting Scheme for multi-purchase

We describe a fingerprinting scheme, which is suitable for mul-
ti-purchase. The case that one buyer purchases many contents is dealt
with.

Our second proposal is significant in the sense that (1) our scheme is
the first one which considers multi-purchase case, (2) the number of
keys held by a buyer is constant regardless of that of contents pur-
chased, (3) even if the buyer holds one key, unlinkability of contents is

provided.

1.3.3 Design of a Fingerprinting Scheme for Broadcast Media

We propose a fingerprinting scheme focused on broadcast environ-
ments such as Pay-TV, where multimedia contents are distributed over
a network. The case that there is a number of subscribers and one
broadcaster is dealt with.

One contribution of our third proposal is to show the serious faults
of previous schemes which considered broadcast environments. Other
contributions of our third proposal is secure without a trusted third
party. (The previous schemes introduced a trusted third party for their
security) and provide subscribers’ anonymity, which is one of im-

portant requirement for electronic marketplaces.



1.3.4 Application to Mobile Communications

We extend fingerprinting schemes to mobile communications.
Our fourth proposal is significant in the sense that (1) it is the first
trial which considers mobile communications, (2) it reduces amount of

buyers” computations to the minimum.

1.4 Structure

This thesis is organized as follows. Chapter TI gives a general in-
troduction to digital contents protection technologies. This is followed
by a description of related researches and the area we are concerned
with.

The following Chapters present our proposals. Design of a finger-
printing scheme is described in Chapter M, and a fingerprinting
scheme for multi-purchase in Chapter V. Then the prosed finger-
printing scheme for broadcast media is described in Chapter V, and its
application to mobile communications is shown in Chapter VI. Finally,

we conclude in Chapter VI



Chapter II. Preliminaries

2.1 Overview of DRM

A major obstacle for digital media distribution and associated busi-
ness is the possibility of unlimited consecutive copying in the digital
domain, which threatens intellectual property rights. The problem of
digital content piracy is becoming more and more critical, and major
content producers are threatened by observing that their business are
drastically reduced because the digital contents can be easily copied
and distributed. This is the reason why digital rights management
(DRM) is currently garnering much attention from industry and
research.

Generally speaking, a DRM system enables the secure exchange of
intellectual property, such as copyright protected music, video, or text,
in digital form over the Internet or other electronic media, such as
CDs, removable disks, or mobile networks. DRM allows contents own-
ers to distribute securely to authorized recipients and gives them con-
trol over the whole distribution chains.

The framework of DRM consists of technical, business, social, and le-
gal components. The business aspect of DRM involves new business
models such as a free evaluation copy for few days followed by a full

permission or a downloadable stream for immediate use followed by a
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Figure 1. The DRM pillar model.

digital versatile disk(DVD) copy in the mail. The social angle of DRM
is governed by societal norms concerning fair use, privacy manage-
ment, and the education of consumers so as to inform them of the
risks associated with using pirated content. The legal aspect deals with
the laws of the license jurisdiction and includes legislation, compliance,
investigation, and enforcement. The technical DRM perspective deals
with the technical standards and infrastructure, which consists of pro-
tection mechanisms, trading protocols, and rights language. Here, we
will describe the technical aspects of DRM in detail. Figure 1 shows

the main components of a DRM system.

This includes:

® Encryption of the contents or parts in order to disallow uncon-



trolled access.

® Access control (conditional access) according to flexible usage rules.
A strength of modern DRM systems is that the usage rules can be
adapted to the business models. For example, access can be re-
stricted to certain users, a limited time, or a limited number of
accesses. The access right can also be traded, for example, against
customer information or the agreement of the customer to receive
advertisements. Initial access to the data may even be free, while

subsequent access has to be paid for.

® Copy control or copy prevention. Depending on the usage rules,
no/one/several/unlimited copies of the multimedia data are al-
lowed, with or without the right to produce copies of the copies.
The DRM system enforces those copy restrictions. For some usage
rules, copy control is difficult to achieve and requires a sophisti-

cated technology like watermarking.

® Decryption key management

® Interface to billing systems of mechanisms. Since most business

models for media distribution involve monetary transactions, the

DRM system must be able to trigger those transaction.

- 10 -



® Identification and tracing of multimedia data. Since authorized users
of multimedia usually have access at least to an analog version of
the data, they could at least produce copies from that analog
output. Thus, analog copies in general can hardly be prevented.
For some applications it is necessary to identify and trace back
analog and digital copies of distributed media. This can be done
by individual digital watermarking of the distributed data and is

then also part of the DRM system.

In the next section, we will discuss this part more closely.

2.2 Watermarking-based Contents Protection

Most solutions for content protection are based on a few core tech-
nologies, such as cryptography and watermarking. While cryptography
is only applicable in the digital domain, watermarking is more effective
for contents protection in the analog domain. Cryptography behaves as
a protective envelope that prevents unauthorized access, but once the
contents are decrypted, the protection is completely destroyed. In con-
trast to this, detectable remnants of watermarks are more likely to re-
main after decryption. That is, watermarking technology allows the em-
bedding of hidden data, e.g., copyright information, in the digital

content.

11 -



DRM technology could benefit from watermarking approaches in
several ways, as the variety of watermarking-based systems can ad-
dress DRM problems. In the following, we will present the various as-

pects of watermarking approaches to the development of DRM systems

[1].

2.2.1 Proof of Ownership

This is the most classical scenario served by watermarking: the au-
thor of contents wishes to prove that she is the only legitimate owner
of the contents. To do so, as soon as she creates the content, she em-
beds a watermark to it for identifying her unambiguously. In the se-
quel, watermark extraction can be used to verify her ownership over
the content since, due to the impossibility of removing the watermark,
all the copies of the content will contain the watermark, thus linking

them to her.

2.2.2 Copyright Protection

Copyright protection is probably the most prominent application of
watermarking today. The objective is to embed information about the
source, and typically the copyright owner, of the content in order to
prevent other parties from claiming the copyright on the content. Thus,
the watermarks are used to resolve rightful ownership, and this appli-

cation requires a very high level of robustness. The driving force for

12 -



this application is the Web which contains millions of freely available
images that the rightful owners want to protect. Additional issues be-
sides robustness have to be considered. For example, the watermark
must be unambiguous and still resolve rightful ownership if other par-
ties embed additional watermarks. Hence, additional design require-

ments besides mere robustness are applied.

2.2.3 Copy Control

A desirable feature in multimedia distribution systems is the ex-
istence of a copy protection mechanism that disallows unauthorized
copying of the media. Copy control is very difficult to achieve in open
systems; in closed or proprietary systems, however, it is feasible. In
such systems it is possible to use watermarks indicating the copy sta-
tus of the content. An example is the DVD system where the content
contains copy information embedded as a watermark. A compliant
DVD player is not allowed to playback or copy data that carry a "copy
never" watermark. Contents that carry a "copy once" watermark may
be copied, but no further consecutive copies are allowed to be made

from the copy [2,3].

2.2.4 Copy Deterrence; Fingerprinting

Copy deterrence mechanism is adopted to discourage unauthorized

13 -



duplication and distribution. Copy deterrence is achieved by providing
a mechanism to trace unauthorized copies to the original owner of the
contents or, more generally, to track the author of the infringement. In
the most common case, tracing is made possible by letting the seller
insert a distinct watermark, which in this case is called a fingerprint,
identifying the buyer, or any other addressee of the contents, within
any copy of data that is distributed. (The term "fingerprinting" has
been recently used for another type of technology aimed at extracting
from digital contents a distinctive set of unique characteristics that can
be later used for identifying it.) If, later on, an unauthorized copy of
the protected contents is found, then its origin can be recovered by re-

trieving the unique watermark contained in it.

As it is the objective of this thesis, we will discuss it a little further

in the next section.

2.3 Digital Fingerprinting

2.3.1 The Idea of Fingerprinting

The idea of fingerprinting is to mark each copy uniquely, so that ev-
ery distributed copy is a little different from each other. In this way it

is possible to distinguish among all legal copies [4]. Thus, if we distrib-
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ute copies only to persons who identify themselves, it might be possi-
ble, if an illegal copy is found, to identify the person who bought the
legal copy from which the illegal copy was made.

Doing so, we hope, will deter users from making illegal copies, since
if they redistributed the copy to somebody else, they will lose control
over it, and it is possible that the copy will arrive at somebody who
will identify and prosecute the user for creating and spreading the
copy. Thus the greater risk of being identified ought to make it less

popular to spread illegal copies.

2.3.2 Examples of Fingerprinting

Fingerprinting has been used for centuries and we may find several
classical examples of it. We list examples of fingerprinting before and
after the computer era. These examples will provide inspiration about

what fingerprinting is and why it is needed [1].

® Fired Bullet: Each weapon has its own type of fired bullet depend-
ing on both the manufacturer and the type of weapon.

Typewriters are similar; each typewriter has its own typesets.
® Serial Number: Serial numbers on manufactured products are

unique for each product and can be used to distinguish between

them.

- 15 -



® Maps: Sometimes maps have been drawn with slight deliberate
variations from reality to identify copies. Since fingerprints on
digital data are easy and inexpensive means of copyright pro-
tection, the demand on fingerprinting in computers and communi-

cation is getting stronger.

® Prefix of E-mail Address: On mailing systems supporting IETF RFC
754, it is possible to add a prefix to usual e-mail address [5]. This
can be useful when registering with an on-line services. For exam-
ple, Bob (Bob@foo.org) can register Mallory+Bob@foo.org at
Mallory’s site. Then if he receives all unsolicited message to this
address, he can infer that Mallory passed the address to some

bulk mailer.

® Digital Audig/Video: 1t has been suggested to use fingerprints to
check out piracy of video data. In a pay-TV broadcast system, fin-

gerprinting is applied to trace illegal subscribers.

® Documents: As copyright protection means, fingerprinting is used
in documents to discourage copying. Here, we will give an exam-

ple where many of the concepts are illustrated [6].

Assume that we have a short text that we want to fingerprint. Our

goal might be that somebody inside our organization is leaking infor-

- 16 -



Table 1. Possible word substitutions in example text.

! z
Original "0", fantastic discovered f profound | new cars
o . |
|

future automobiles

Variant "1" amazing‘ invented ‘ great

The amazing new technology that we in New Technology Inc.
have invented is of great importance to future generations of

automobiles.

Figure 2. The text of the vector 11111.

mation about our next generation products to the Internet, and we

want to find out who it is. The original text looks like:

The fantastic new technology that we in New Technology Inc. have

discovered is of profound importance to new generations of cars.

As authors of this text we think that the word substitutions in Table
1 can be made without the meaning being lost. The list of possible

substitutions must, of course, be kept secret from the users.
Should the users which words could be exchanged for which other
words, it would be simple for users leaking the information to remove

any traces of their fingerprints from the illegal copy they create.

Each of these substitutions can be made independently of the others,

which means that we have five places in which we can choose freely

- 17 -



between two different words. if we present the original word with a
' and the variant with a ‘1", we can describe any version of the text
with a five-bit binary vector.

The original text corresponds to the vector (00000), the text, "The
amazing new technology that we in New Technology Inc. have dis-
covered is of profound importance to future generations of cars" corre-
sponds to the vector (10010), and the vector (01001) corresponds to the
next "The fantastic new technology that we in New Technology Inc.
have invented is of profound importance to new generations of auto-
mobiles".

If we think that our leak works alone, we can distribute this text in
2° = 32 different versions to as many different people. If we remember
who receives which version, we can find the leak if we happen to find
the text somewhere on the Internet. This is the simplest possible way

to use fingerprints.

2.3.3 History of Fingerprinting

Researches on fingerprinting can be classified into three main groups:
fingerprinting protocol, collusion secure code, and embedding
techniques. As the purpose of this chapter is concerned, we will not
take up embedding techniques so-called watermarking technology.

The following three types (symmetric, asymmetric, and anonymous

schemes) are grouped into same field, fingerprinting protocol. The oth-

- 18 -
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i Seller’s record or
Failed

Buyer’s record,

)

Fingerprinted content

| Buyer’s Public key,

Content’s information, .

|

or Failed

and Proof

Figure 3. Fingerprinting and identification steps

of asymmetric fingerprinting.

er is the study that tried to develop collusion secure code.

® Symmetric Schemes: Classical fingerprinting schemes are sym-
metrical in the sense that the content owner knows the water-
marks uniquely linked with the buyer [7,8]. Thus, if another copy
with this watermark turns up, the buyer can claim that the seller
redistributed it. Because this could be done for example, by a ma-
licious seller who may want to gain money by wrongly claiming

that there are illegal copies around. Thus, one cannot really assign

responsibility about redistribution to one of them.

® Asymmetric Schemes: This problem is overcome by asymmetric
schemes [9,10]. Here, because only the buyer can obtain the exact

fingerprinted copy, he/she cannot claim that an unauthorized
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copy may have originated from the seller. Hence, if an un-
authorized copy is found, the seller can obtain a means to prove
to a third party that the buyer redistributed it and he/she can
identify a traitor/copyright violator. Figure 3 shows fingerprinting
and identifications steps of asymmetric schemes. However the
drawback of these solutions is that it did not provide a buyer’s

anonymity.

® Anonymous Schemes: To protect buyer’'s privacy two anonymous
schemes have been suggested by Pfitzman et al. [11] and Ju et al.
[12]. The idea is that the seller can know neither the watermarked
content nor the buyer’s real identity. Nevertheless the seller can
identify the copyright violator later. This possibility of identi-
fication will only exist for a copyright violator, whereas honest

buyers will remain anonymous.

® Collusion Secure Schemes: The fingerprinting has a critical issue on
how to obtain resilience against a collusion attack, in which the
attackers compare two or more fingerprinted copies to find and
alter the marks. For collusion secure fingerprinting, c-frameproof
code [13] is introduced to guarantee that no coalition consisting of
at most c traitors can generate a codeword that is not contained

in the coalition. Also, c-secure frameproof code [14] is shown
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with the extended property: no two disjoint coalitions consisting
of at most ¢ traitors can generate the same word. These two co-
des prevent attackers from "framing" innocent user. It is very im-
portant to design secure fingerprinting schemes, but it is not our
present concern. Thus we will not take up collusion secure

schemes in detail.

2.3.4 Requirements of Fingerprinting

Requirements of fingerprinting schemes can be listed as follows.

® Anonymity. A buyer should be able to purchase digital contents

anonymously.

® Unlinkability: Given two digital contents, nobody can decide
whether or not these two contents were purchased by the same

buyer.

® Traceability: The buyer who has distributed digital contents ille-

gally can be traced.
® No Framing (Buyer’s security): An honest buyer should not be

falsely accused by a malicious seller or other buyers.

® No Repudiation (Seller’s security): The buyer accused of redistribut-
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ing an unauthorized copy should not be able to claim that the

copy was created by the seller.

® Collusion Tolerance. Attacker should not be able to find, generate,
or delete the fingerprint by comparing the copies, even if they

have access to a certain number of copies.

® Practicality: All computations should be performed efficiently so

that it can be readily implementable.

2.4 Related Areas

2.4.1 Steganography

Steganography is about embedding a secret message in a cover mes-
sage so that it is not visible and cannot be found [14]. While cryptog-
raphy is about protecting the content of messages, steganography is
about concealing their existence. The embedding can be parameterized
by a key that is used when retrieving the secret message may be en-
crypted for added security, but the encryption can not do what steg-

anography does, which is hide the existence of the secret message.
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2.4.2 Digital Watermarking

Both steganography and watermarking describe techniques that are
used to imperceptibly convey information by embedding it into the
content. Of course, watermarks do not always need to be hidden, as
some systems use visible digital watermarks, but most of the literature
has focussed on imperceptible digital watermarks which have wider
applications.

Steganography typically relates to covert point-to-point communica-
tion between two parties [15]. Thus, steganography methods are usu-
ally not robust against modification of the content, or have only lim-
ited robustness and protect the embedded information against technical
modifications that may occur during transmission and storage, like for-
mat  conversion, compression, or digital-to-analog  conversion.
Watermarking is much like steganography, only that the scheme
should be robust against active attackers, even if they know not only
that a content contains a watermark, but also if they know the algo-
rithmic principle of the method. A popular application of water-
marking is to give proof of digital data by embedding copyright

statements.

2.4.3 Traitor Tracing

Traitor tracing is the equivalent of fingerprinting for cryptologic keys.

It was introduced by Chor et al. for broadcast encryption [16]. When
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the data (e.g., a pay-TV movie) is broadcasted in encrypted form, and
only the decryption keys are sold, a different key is sold to each
pay-TV subscriber. Furthermore, the encryption scheme is adapted so
that all keys can be used to decrypt the same ciphertext. Since the de-
cryption key is different from each subscriber, the pay-TV company

can trace the user who made illegal copies of his key.
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Chapter Ill. Design of a Copyright

Protection Scheme

3.1 Introduction

This chapter gives a copyright protection scheme. More accurately, a

tracing traitors (or copyright violators) scheme will be presented.

In the beginning, we will define some terminologies on fingerprinting

scheme.

® An object is a collection of digital data. Digitally stored texts, im-

ages or audio files are examples of such objects.

® An original is an object that somebody, who has the legal right
wants to distribute. There is exactly one original in the finger-

printing system.

® A copy is an object close to the original. A copy in this meaning
is not an exact digital copy by digit. Instead it is an object that is
so similar to the original that it for all purposes serves just as

well.
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® A mark is a portion of an object and has a set of several possible

states; fingerprint is a collection of marks.

® A distributor is an authorized provider of fingerprinted objects.
For example, if the original is a book, the distributor can be the
publisher of that book, that is, the person/ company which has the

right to distribute the book.

® An authorized user is an individual who is authorized to gain ac-

cess to fingerprinted object.

® A traitor (copyright violator) is an authorized user who distrib-

utes fingerprinted objects illegally.

® lllegal distribution is the distribution of copies by somebody else

except the legal distributor.

3.2 Related Works

Conventional fingerprinting schemes work as follows: The seller pre-
pares a slightly different "copy" of the data item for each buyer. If he
finds a redistributed data item, he finds out to which of the copies

sold it corresponds. This concept was introduced in [8]. One problem
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with this technique is that the fingerprint is inserted solely by the
seller. A buyer whose fingerprint has been found on unauthorized cop-
ies can claim that the unauthorized copy was created by the seller.
Because the buyer and the seller know the fingerprinted copy. Even if
the seller succeeds in identifying a dishonest buyer, his previous
knowledge of the fingerprinted copies prevents him from using them
as a proof of redistribution in front of third parties.

In [9], asymmetric fingerprinting was proposed to solve this problem
of symmetric fingerprinting schemes. In asymmetric fingerprinting
schemes, the seller obtains a proof of the treachery. For this, finger-
printing must be an interactive protocol between the buyer and the
seller where the buyer also inputs a secret and the seller does not see
the fingerprinted copy that this buyer obtains.

In buyer-seller watermarking protocols, a buyer supplies the seller
with an encrypted version of a unique watermark (fingerprints) in or-
der to solve this problem. Then the seller embeds the encrypted ver-
sion of watermarks into a content using an invisible watermarking
algorithm. This watermarked copy is then transmitted to the buyer.
Since only the buyer knows the decryption key, he can prove to a
third party the legitimate ownership of the copy in his possession.

But asymmetric schemes have the drawback that the seller knows the
buyer’s identity even if the buyer is honest. Later, the concept of anon-
ymous fingerprinting (buyer-seller watermarking) was introduced [11].

The idea is that the seller knows neither the fingerprinted copy nor the
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buyer’s identity. The most important point of designing anonymous
fingerprinting scheme is to make it more practical and efficient. But,
Pfitzman and Waidner’s scheme [11] is inefficient and impractical be-
cause it is based on secure two-party computations without presenting
explicit protocols [17]. That is, the two-party computations use general
theorems like "every NP-language has a zero-knowledge proof sys-
tems". So it has high complexity. Later, Pfitzman and Sadeghi sug-
gested an efficient method without secure two party computations [18].
The first proposals to pay attention to practical fingerprinting scheme
were Domingo-Ferrer and Joancomarti’s scheme and Domingo-Ferrer’s
scheme [19,20]. Domingo-Ferrer and Joancomarti’s scheme [19] is based
on l-out-of-2 oblivious transfer protocol. However, this approach also
relies on an unspecified general zero-knowledge proof. On the con-
trary, Domingo-Ferrer’s scheme [20] is based on committed oblivious
transfer (COT) that is completely specified from a computational point
of view and is thus readily implementable. But it allows the seller to
cheat honest buyers. Later, Sadeghi made several constructive pro-
posals to repair some flaws of [20] scheme and Pfitzman and Sadeghi
suggested an efficient method without secure two party computations,
which is based on the principle of digital coins [18], [21]. But Sadeghi’s
scheme [21] also has security problem that buyers and sellers cheat
each other and Pfitzman and Sadeghi’s scheme [18] is impractical be-
cause it used Boneh and Shaw’ scheme [13] as a building block for col-

lusion resistance. In [13], their code needed for embedding is so long
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that the overall system cannot be practical. Ju et al.’s scheme [12] is
the scheme using Cox’s invisible watermarking algorithm [22] instead
of Boneh and Shaw’s scheme. It is a significant model in the sense that
it offered the anonymity of a buyer to watermarking protocol. But it
cannot provide security of sellers and buyers. We analyze several

anonymous schemes clearly in the next section.

3.3 Analysis of Domingo-Ferrer’s Scheme [20]

What is important in designing fingerprinting scheme is to make it
more practical and efficient. Recently, Domingo-Ferrer first proposed
committed oblivious transfer protocol-based digital fingerprinting to

consider practicality. In this section, we analyze this scheme.

3.3.1 Overview

M Step 1. System Setup
The digital contents item is assumed to be n bit long. There are two

possible versions of each contents, a marked version and an unmarked

version. For each bit item,(1=1,2,--- n) the seller creates two ver-
sions stem,”, item,' of i-th bit item, For i=1 to n, the seller commits,

using BCXs (bit commitment with XOR), to item,” and to item; to get
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' Note 3.1 Oblivious transfer was originally invented by Rabin

[23]. The following explains its conception.

Mary has one secret; the protocol allows Bob to learn the
secret with probability 1/2; whatever they do, Mary and
Bob cannot modify the probability of Bob learning the se-
cret; moreover, Mary cannot infer from the protocol wheth-
er Bob learned the secret or not. A slight variation of the
above yields Rabin’s one out of two oblivious transfer,
whereby Mary has two secrets and the protocol allows Bob
to learn one of them; the probability of Bob learning either
secret is 1/2; whatever they do, Mary and Bob cannot
modify that probability; moreover, Mary cannot infer from
the protocol which was the secret learned by Bob.

In a one-out-of-two oblivious transfer, Bob has to choose
between learning bit @y or a; prepared by Mary but she
does not learn his choice b. Now let us turn to committed

oblivious transfer (COT). Suppose that Mary is committed

to bits Zo,;l and Bob is committed to bit . After running

COT(ag, ), (b) Bob knows @, and is committed to a,

Mary, whatever she does, cannot use the protocol to learn

information on .
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com, com;'. The seller sends to the registration center a signed and

time-stamped message containing a short item description of item as

well as a list of the [ < n bit positions in containing a mark.

B Step 2. Buyer Registration

1. Registration center chooses a random nonce z, € %, and sends
Y, =g to buyer.

2. Then buyer chooses secret random s, and S, in Z, such that
8+ 8, = zg (modp) and sends S, = y* and G, = y> to registra-
tion center. In here, Tp is the private key of the buyer and
Yp= 9" (modp) is the public key corresponding with it. The

buyer convinces the registration center in zero-knowledge of pos-

session of $; and S;. The buyer computes an El-Gamal public key
¥, = ¢ and sends it to registration center.
3. Next, the registration center checks that 58, =yg and y* =G, If

they are verified, the registration center returns to the buyer a cer-

tificate Cert(y, ). The certificate states the correctness of ¥;.

M Step 3. Fingerprinting

The following steps are executed for 7 =1,2,---, n.
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1. The seller permutes the pairs, z'temio, z'temil, and stores the result
itemi(o), itemi(l) in his purchase record.
2. The seller and the buyer run a Committed Oblivious Transfer

Protocol (COT) from [24]. At the beginning of this protocol the

seller inputs commitments com (item®) ),com (item*)) of his
two secret bits stem°) itemi(l) and the buyer inputs the commit-

ment com (b;) to a bit b; which indicates the secret she wants to
learn. The protocol should not reveal any information on the other
secret to the buyer. It also should not leak any information on b,
to the seller. The output of the protocol to the buyer is the finger-
printed  sub-item  item,* = itemi(bl) and its commitment

com;* = com (item* ).

3. The buyer signs comi* using $; and sends it together with the

certificate Cert(y,) to the seller who verifies them.

B Step 4. Identification
After finding a redistributed copy item ™,
1. The seller retrieves all signed commitments corresponding to the
sale contents that is similar enough to item ™.
2. The seller sends a signed copy of item™® to registration center

and to all pseudonymous buyers who have bought a copy of this
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contents.

3. All suspected pseudonymous buyers execute the following until he
finds a traitor
(1) Using a coin-flipping protocol the seller and the pseudonymous

buyer agree on [, < ¢ < n bit positions. The agreement proto-

col is repeated until the resulting positions contain & marks
with [, < I < [}*.
(2) The pseudonymous buyer opens her commitments correspond-

ing to 4 bit positions agreed upon. If all & opened commit-

ments match with the corresponding bit values in item ™% the

seller takes this as proof of redistribution. Otherwise the buyer
is declared innocent and gets new fingerprinted contents.
4. The seller presents the opened signed commitments to the registra-

tion center requesting for identification. The proof of redistribution
consists of opened commitments, the signed item™ sent to the

registration center in step 2 and the mark positions sent the regis-

tration center in system setup.

* & is the minimal number of marks to be opened by a suspect buyer in the

identification protocol. Thus the probability that the seller identifies an honest
buyer who correctly followed fingerprinting protocol correctly is upper-bounded by
27 % The seller can choose L, depending on the probability. If 4, is tuned properly,

the risk of unjustly accusing a buyer is sufficiently low not to deter suspect

buyers from proving their innocence.
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3.3.2 Observation on Security and Efficiency

Domingo-Ferrer’s scheme [20] is significant in the sense that it pre-
sented the first construction for anonymous fingerprinting which is
completely specified from a computational point of view and is thus
readily implementable. But the most undesirable issue of the scheme is
that it did not offer the security of buyers and sellers, because the sell-
er knows the buyer’s fingerprinted contents if he abuses flows of COT

in [20].

B Observation on Security
The fingerprinting step of Domingo-Ferrer’s scheme is insecure be-
cause the seller can always cheat the buyer by inputting the same ver-

sion of the item, (e.g.item,’) to the COT-protocol for each i. Thus the

seller will always know the output of COT, i.e, he knows which fin-
gerprinted contents is assigned to which buyer. This allows a dishonest
seller to wrongly accuse an honest buyer of treachery. Hence
Domingo-Ferrer’s scheme does not satisfy the security of buyers and
sellers in Chapter 2, because an honest buyer is falsely accused by a
malicious seller and the buyer accused of reselling an unauthorized

copy can also claim that the copy was created by the seller.

B Observation on Efficiency

One of the requirements for anonymous fingerprinting is to reduce
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the computational complexity. However it has complexity of O(nm)
plain oblivious transfer and O(nm?) plain bit commitments (digital
contents consist of n bits and m is a security parameter) in the finger-
printing step [24]. It is unrealistic, because its round complexity is line-
ar in the square number of bit-length of contents.

It also has 5 exponent, 1 zero-knowledge proof, and 4-pass number
in the registration protocol. A further critical issue is that the seller

must contact all pseudonymous buyers during the identification step.

3.4 Analysis of Sadeghi’s Scheme [21]

Sadeghi’s scheme made several constructive proposals to repair some
flaws of Domingo-Ferrer's scheme. This scheme is very similar to
Domingo’s one except for the buyer registration and fingerprinting (di-

spute) steps.

3.4.1 Overview

B Step 1. Buyer Registration

In general, if sellers can collude with a registration center, she can
easily know the real identity of honest buyers. Since the pseudonym of
buyers is provided by a registration center in anonymous finger-

printing schemes. Sadeghi suggested a k out of m trust model in order
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to reduce the chance of a dishonest seller to identify the buyer (real
identity of the buyer). It means that k£ out of m registration centers
perform the registration of the buyer. So the seller must collude with k
out of m registration centers in order to succeed in revealing the hon-
est buyer’s real identity. The case k= m is trivial and similar to the

case with a single registration center, since one can simply establish a

certificate chain among the registration center.

Bl Step 2. Fingerprinting

Fingerprinting step of Sadeghi’s scheme [21] is the same that of
Domingo-Ferrer [20] except adding the following process.

During the fingerprinting (or a dispute) step the buyer requests the
seller to open some pairs of commitments input to COT in a cut and
choose manner and verifies whether the seller has behaved properly or
not. However not all pairs can be opened and the identi-

fication-relevant parameters such as 4 must be adapted accordingly.

B Step 3. Identification
After finding a redistributed copy item "™,
1. The seller retrieves all signed commitments corresponding to the
d

sales contents that is similar enough to item ™"

2. The seller sends a signed copy of item™? to registration center

and to all pseudonymous buyers who have bought a copy of this
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contents.

3. All suspected pseudonymous buyers execute the following until he
finds a traitor
(1) Using a coin-flipping protocol the seller and the pseudonymous

buyer agree on [, < i < n bit positions. The agreement proto-

col is repeated until the resulting positions contain &4 marks
with [, < [, < 1),
(2) The pseudonymous buyer opens her commitments correspond-

ing to l; bit positions agreed upon. If all & opened commit-

ments match with the corresponding bit values in item ™% the

seller takes this as proof of redistribution. Otherwise the buyer
is declared innocent and gets new fingerprinted contents.
4. The seller presents the opened signed commitments to the registra-

tion center requesting for identification. The proof of redistribution

d

consists of opened commitments, the signed item’™® sent to the

registration center in step 1 and the mark positions sent to the

registration center in system setup.

3.4.2 Observation on Security and Efficiency

It is significant since it raised the efficiency and security of
Domingo-Ferrer’s scheme. But undesirable issue is that it did not offer

the security of buyers and sellers, because buyers can know both ver-
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sions of contents” each bits in Sadeghi’s scheme [21], [25,26].

B Observation on Security

Sadeghi insisted that his scheme solved security problem of
Domingo-Ferrer’s scheme to open some pairs of commitments inputs to
COT in the fingerprinting step or a dispute one.

Let’s consider the following case. The buyer (Alice) will request to
open special bits (for example even bits) and the buyer (Bob) will also
request to open special bits (for example odd bits). The seller cannot
know that Alice and Bob is the same buyer (of course, two buyers
(Alice and Bob) can collude. The seller cannot also know they will col-
lude in this case.) because buyers use the different anonymous identity
using one-time registration in the anonymous schemes. Then the buyer
can obtain two versions of all bits and can create another contents that
are not assigned to her/him. Of course the collusion of over two buy-
ers makes it possible.

On the other hand, there is the case that the seller can know all bits
to be opened in advance. In the case, the buyer and the seller agree on

open bits before oblivious transfer protocol execution. Then the seller

inputs not two versions of item; but a version of item; to the bits posi-

tions not requested. In other words, he cheats buyers by inputting
same value at the specific location. Thus the seller can know the buy-

er's some fingerprint and can combine it with the other buyers’ some
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; Buyer A’s Request*

‘ Buyer B's Request B

| The content of A o o1l ]o]
The content of B Lol ol [
A's knowledge ol oftol1 . [o]
Bs knowledge 0 [10]1[100 .10
The content after Attack 1] oﬁolﬁL..jT‘oj
,,,,, 8 Bits that buyers A and B request to open

Figure 4. Conspiracy attack by attackers A, B.

fingerprint. In the result, the seller can obtain a complete content that
is mixed some buyer’s fingerprint. Although the seller redistributed it
for his own gain, it is possible that traitors turned out honest buyers.
There is not a certain method to verify whether the seller has behaved
properly. Of course the buyer can request the seller to open all pairs of
commitments input in order to verify whether the seller has behaved
properly. In this case, the buyer can obtain the other fingerprinted con-
tents because the buyer knows all information (two versions) about the
fingerprinted contents.

After all, it is weak against our attack and did not offer the security

of buyer and seller. Figure 4 shows our attack method against
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Sadeghi’s scheme.

B Observation on Efficiency

This scheme has complexity of O(nm) plain oblivious transfers and
O(nm?) plain bit commitments (digital contents consist of n bits and
™ is a security parameter) in the fingerprinting step [24] (Let see [20]).
Sadeghi’s scheme has to use cut and choose manner additional for
opening bits (Cut and choose protocol needs much computation and
many pass numbers). Thus it is unrealistic, because its round complex-
ity is linear in the square number of bit-length of contents like
Domingo-Ferrer’s scheme.

A further critical issue is that the seller must contact all pseudon-
ymous buyers during the identification step. This is again an un-
realistic approach that all other proposals on anonymous fingerprinting

try to avoid.

3.5 Analysis of Ju et al’s Scheme [12]

Buyer-seller watermarking protocol is a combination of traditional
watermarking and fingerprinting techniques. It is very similar to fin-
gerprinting schemes. For example, in applications where multimedia
content is electronically distributed over a network, the content owner

can embed a distinct watermark (fingerprint), in each copy of the data
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that is distributed. If unauthorized copies of the data are found, then
the origin of the copy can be determined by retrieving the unique wa-

termark corresponding to each buyer.

Ju et al. proposed an anonymous buyer-seller watermarking protocol,
where a buyer can purchase contents anonymously, but the anonymity
can be controlled. They used two trusted parties: the watermark certif-
ication authority and the judge. The significance of this protocol is that
it offered anonymity to watermarking protocol.

In the following, we describe and analyze this scheme.

3.5.1 Overview

B Preprocessing
All participants have a pair of a private key and a public key (z, y)

certificated by certificate authority (CA).

B Step 1. Watermark Generation

1. A buyer generates an anonymous key pair of a private key and a

public key (g, yz). A buyer generates (' = Eyj(:c_B) and cert

proving that 7p is a discrete logarithm or e-th root of a given ¥p

without disclosing Tp using a verifiable encryption scheme. In

here, Y, is the public key of the judge. After the buyer transmits
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C, y, stgn, (yg): signature of Yp and the certificate cert to the

watermark certification authority.

. The authority verifies the certificate. If it is verified, the watermark

certification authority is convinced that C is indeed the encryption

of Zp. Then, the watermark certification authority generates a wa-

termark W= {wy, wy,---,w, ,} randomly and sends to the buyer

the anonymous public key Eg and the watermark encrypted with

the buyer’s anonymous public key ew = E_ (W) along with
Ys

s = sign, (ew | yp), which certifies the validity of the watermark

and also ensures that ¥p was used to encrypt W as public key.
The watermark certification authority stores B, ew, s, EB, sign, (E;)

and (C, cert) in his secret database, Tabley. Here || denotes a

concatenation and the used encryption algorithm is homomorphic.
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" Definition 3.1 The idea of the verifiable encryption scheme

f

is that if A and B wish to exchange their signatures on
some message, they will first exchange verifiable en-
cryption of them, using E as the public key of some trust-
ed third party. If this was successful, it will be safe for A
to just reveal his signature to B. Even if B never answers,
A can get B’s signature by having the trusted party de-

crypt it [27].

Definition 3.2 Encryption function F: G—R defined on a
group (G, - ) is said to be homomorphic if E forms a
homomorphism. That is, given E (z) and E(y) for some
unknown z,y € G, anyone can compute E(z - y) without

any need for the secret key. In other words, by privacy

homomorphism with respect to &, it means it has the

property that £, (18y) = E, (z)QE, (y).

_ 43 -

s N — —— ]



B Step 2. Watermark Insertion

1. A buyer sends vy, E— (W), s to the seller to obtain a watermarked
Ye

content.

2. By verifying the signature with the watermark certification author-
ity’s public key, the seller is convinced of the watermark’s validity.
If the verification holds, the seller generates a unique watermark

V and embeds it into multimedia content X. Let X’ be the water-
marked content with V. To embed the second watermark W gen-
erated by the watermark certification authority into X’ without de-

crypting E_ (W), the seller encrypts the watermarked content X’
Yr

with Yp and finds the permutation o satisfying

U(Ey—B (W)) = E;,; (o(W)). Because of the homomorphic property

of the encryption algorithm E used by the watermark certification

authority, the seller can compute watermarked content E_ (X").
Yr

Where & denotes the embedding operation. The seller transmits
the computed Ey— (X") to the buyer and stores y,, ew, s,c and V
B

in his/her table Tableg.

B (X7) = B- (X)®0 (B (X)) = B (X® VIQE- (o (W))
= E;B(X(X) VRo (W))
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B Step 3. Copyright Violator Identification
When an illegal copy Y of an original content X is discovered, the

seller extracts the unique watermark U in Y using detection algorithm.

Then, he/she finds the buyer’s information %, ew, s,0 stored with V

with the highest correlation by examining the correlations of extracted

watermark U and all V’s in the Tabley . And the seller sends them

with X, Y to the judge. The judge verifies sign, (y_B) and cert with
the help of the watermark certification authority, and recovers the buy-

er's anonymous private key Eg. If the verification succeed, judge com-
putes o (W) and checks the existence of o (W) in Y by extracting the
watermark from Y and estimating its correlations with o ( W). If there
exists O'(W), the buyer is guilty and the buyer’s ID is revealed to the

seller.

3.5.2 Observation on Security and Efficiency

[l Observation on Security

This scheme is very efficient in the sense that identification protocol
is carried out without any help of the accused buyer. But the most un-
desirable issue of Ju et al,’s scheme [12] is that the seller can recreate
the buyer’s copy if he colludes with the watermark certification author-

ity and the judge. Thus the seller can cheat an honest buyer in this
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\ o ' ' ST
f Definition 3.3 'Conspiracy attack’ means that a seller col-

‘ ludes with the watermark certification authority or the /
|

. judge in order to recreate buyer’s copy for his gain or a

|

buyer colludes with these two parts in order to remove

| his/her fingerprint from recreated copies for their bad |

scheme. In the following, we describe our two attack methods [28-30].

purposes.

(m] Conspiracy Attack I: Collusion of the Seller, the Watermark Certification
Authority and the Judge

To forge illegal copy, Y with the special watermark W, first the sell-
er sends ES,, s received from a buyer to the watermark certification

authority. The watermark certification authority searches for the buy-

er’s information, ew= E_ (W), C = E, (zg), Yn» corresponding with
Y J

51;7 s in Tabley and sends them, C, to the judge. The judge decrypts

C and sends g to watermark certification authority. The watermark

certification authority decrypts ew using Zg received from the judge

and sends it to the seller. Then, the seller can recreate the buyer’s copy

because he/she knows the buyer’s unique watermark, W.
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(] Conspiracy Attack II: Collusion of the Seller and the Judge
Ju et al, insists that only the buyer can decrypt the watermarked

contents, because the watermarked content E— (X”) encrypted with the
Yg

buyer’s anonymous public key y_B. However in this protocol, a seller

can obtain C = Ey}(@), yp transmitted through insecure channel in the

watermark generation protocol. If a seller obtains C, ¥, she/he search-

es the buyer’s record corresponding with y_B at Tableg and sends

C, E— (X") to the judge. These are just plain texts in the view of the
Yp

judge. Thus the seller (or the judge) can decrypt the buyer’s copy X

In this scheme, the seller cannot obtain proof of treachery, because
the accused buyer can claim that the unauthorized copy was created
by the seller. After all, Ju et al.’s scheme is weak against conspiracy
attack. Of course, Ju et al,’s scheme assumes that the watermark certif-
ication authority and the judge are TTP and do not collude with a
seller. But in principle, in the model for anonymous protocol the trust
in the authority should be minimal. Note that when talking about at-
tackers we also mean collusion of sellers and watermark certification
authority and the judge. In other words, the seller must be able to ex-
ecute all processes securely without compromising her private key

even if the attacker is a trust center.
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M Observation on Efficiency

Ju et al,’s scheme is based on public key encryption schemes with
homomorphic property and a verifiable encryption schemes [27]. Tt pre-
supposes an additional condition such as existence of the secure verifi-
able encryption scheme compared with Memon and Wong's scheme
[10] (Memon and Wong's scheme is based on the public key en-
cryption schemes with homomorphic property and Cox’s algorithm
[22]). In [12], a verifiable encryption scheme is used in order to carry
out identification protocol without any help of the accused buyer. But,
a verifiable encryption scheme must take some care needs such as the
secure hash function etc, to avoid that one party falsely accuses the
other of cheating [27].

The next undesirable point is protection of the buyer’s anonymity.
Most of anonymous protocols minimize the possibility of a buyer’s real
ID’s exposure: the pseudonym of a buyer is only known to an author-
ity (normally registration center - watermark certification authority in
[12]). But in this protocol, both the watermark certification authority
and the judge can know the buyer’s real ID corresponding with the
buyer’s anonymous public key. Besides, the judge of Ju et al.’s scheme
should be restricted. The judge that buyers chose in the watermark
generation protocol must take part in identification protocol in order to
identify a copyright violator. In comparison with other anonymous
protocols (Whoever is honest can be an arbiter), Ju et al./s scheme is

inefficient in this aspect.
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3.6 Analysis of Goi et al.’s Scheme [31]

Recently, Goi et al. proposed a new anonymous buyer-seller water-
marking protocol where the buyer is allowed to generate his own se-
cret watermark. The authors insisted that their scheme protected the
buyer’s security from conspiracy attack. However their scheme is also

insecure. In the following, we will review and analyze it.

3.6.1 Overview

[Notations]

® A Alice, the seller who sells the digital multimedia
content

® B Bob, the buyer who can buy contents anonymously

® CA Certification authority who can issue the certificate
and a pair of keys (pk, sk) for every agent in the
PKI

® X Original content with m elements z;,x,, -, z,,

e W Watermark with n elements w,,w, -, w,

e X' X" Watermarked content

® XoW Embed W into X with the embedding operation

® o Random permutation function chosen by Alice

® cert A certificate computed by Bob

® FE(.)/D(.) Encryption/Decryption algorithm of a public-key
with homomorphic property
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B Step 1. Watermark Generation

The buyer, Bob enlists the help of a certification authority, CA to cer-

tity his chosen anonymous public key, P_ICB. In this way, only CA

knows where Pkp came from. CA is the one who issues public key

certificates containing public and private key-pairs of all agents
(including Alice, Bob and Carol) in a public key infrastructure (PKI)
and hence is definitely trustable, otherwise PKI would be secure and
no public and private key-pairs would be binding or confidential.
There is no need for a separate watermark certification authority. The

watermark generation phase is given in Figure 5.

B Step 2. Watermark Insertion
1. B sends p_kB, ew, s to A to obtain a watermarked content.

2. By verifying the signature with CA’s public key, A is convinced of
the watermark’s validity. If the verification holds, A generates a

unique watermark V and embeds it into multimedia content X. B

uses Cox’s scheme as the embedding algorithm [22]. To embed the

second watermark W into X’ without decrypting b (W), A en-
Prg

crypts the watermarked content X’ with p—kB and finds the permu-

tation o satisfying a(Ep_kB(W)) = E;:Tc; (o0 (W)). Because of the ho-

momorphic property of the encryption algorithm FE, A can com-
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Bob (Buyer) Certification Authority (CA)

generate %, p_/c;

generate proof pf of sky

€= EkaA (]—;k;?)
choose W
ew = E;@ (W)

S?’gn = Signsk,,( ew, €, pf) pkBr ew, e, pfr 87’9”

Verify sign with pkg
P_kB =Dy, (e)

check Z—JC; against pf
5= signg_(ew | PT“B)

e archive pkB) pka €, cw

Verify s

Figure 5. Watermark generation of Goi et al.,’s scheme [31].

pute watermarked content ET (X”). A transmits the computed
PRg

EpT (X”) to the buyer and stores p_kB, ew,s,o and V in his table
B

TableB.
Eﬁc} (X") = Ep—kB (X)®o (EITB (X))

= B (X®V)® By (o (W)
= B (X® V&o (W)
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B Step 3. Copyright Violator Identification
When Bob is suspected, the judge will request by law for him to dis-

close the unique self-generated watermark, W and then compute the

deterministic encryption ET(W) The result is compared with the
PRg

stored ew in the CA’s database, whose integrity can be validated by
using s: (1) if they are not the same, B will be guilty because of giving
a fraudulent watermark, (2) if yes, then, the judge will proceed to ex-
tract the embedded watermark in multimedia content. Finally, the ex-
tracted watermark is compared with o (W). If they match, then B is
guilty, otherwise B is innocent. Alice is not able to recreate X” because

she does not know the unique watermark W.

3.6.2 Observation on Security

The scheme is meaningful in the sense that it provides true
anonymity. The previous schemes only provide "partial' anonymity.
That is, the buyer’s anonymity is guaranteed only if watermark certifi-
cation authority is honest. But Goi et al,’s scheme is insecure if buyers
are collude. In the following, we prove it.

The authors insisted that their scheme removed possibility of con-
spiracy attack between a seller and a watermark certification authority
by means that the buyer generates his own secret watermark. But their

means causes collusion attack among buyers. We conducted an experi-
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ment in order to prove insecurity of Goi et al,’s scheme as follows.
Suppose that two buyers, Bob and Carol, intend to collude in order
to recreate another content that is not assigned to them. They use aver-

age attack for their successful attack.

H Bob
1. Bob generates %,% and generates proof pf; of _S_]i_:;. He com-

putes € and chooses watermark, W, = {w,, w,, -+, w, }.

€ = EkaA (p_kB): ewy, = E;E;(VV])
signy = Signg, (ew, e}, pf;)

He sends pkg, ew,, €, pf;, sign, to CA.
2. CA verifies sign; with pkg, and checks pkj, against pf;- If they are

verified, CA computes $; and sends it to Bob.

5 = signg, (ew, || pkp)

CA stores pkpg, pkp, €, ew; .

3. Bob verifies s;.

4. Bob sends p_kB, ew;, s; to a seller to obtain a watermarked content.

5. By verifying the signature with CA’s public key, the seller is con-

vinced of the watermark’s validity. If the verification holds, the

seller generates a unique watermark V) and embeds it into multi-
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media content X. To embed the second watermark W) into X’

the seller encrypts the watermarked content X’ with p—kB and com-

putes o, (Eﬁc;(Wl )). The seller transmits the computed Ep_kB (X"

to Bob and stores ;k;, ew,, s;,0, and V| in his table Tableg.

E__(X") = Ep_k,;(X@) Vikao, (W)))

pky

6. Bob decrypts it. D_ (EE (X)) = XQ V,®o, (W)).

Bl Carol
1. Carol generates ;k_c’i?c and generates proof pf, of EC He

computes e, and chooses watermark, Wj.

Wy=— W, =~ Wy, — Wy, = W, |
€ = EpkcA (I—;k—c)y ew, = E;?E(WQ)

iGN, = SignskA (ews, ey, pfy)

He sends pk., ew,, e,, pf,, sign, to CA.

2. CA verifies sign, with pk,, and checks IIC against pf,. If they are

verified, CA computes s, and sends it to Carol.

8= Ségnskm (ew, | pke)

CA stores pk,, 1—)-13_0, €y, EWy.
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3. Carol verifies 5)-

4. Carol sends ]EC, ew,, s, to a seller to obtain a watermarked

content.
5. By verifying the signature with CA’s public key, the seller is con-
vinced of the watermark’s validity. If the verification holds, the

seller generates a unique watermark V, and embeds it into multi-

media content X. To embed the second watermark W, into X7,

the seller encrypts the watermarked content X’ with g—)—k_c and com-

putes UQ(E}T (W,)). The seller transmits the computed E,I (X"

to Alice and stores p_kA, ew, s;,0, and V) in his table Tableg,
E{J{,(X”) = EITC(X@) VoRo, (Ws))

6. Carol decrypts it. DST.(EEE (X") = XQ V,Q0,(W,).

Bl Bob and Carol
Bob and Carol recreates another content, X™% by averaging their

each content.

X ViQo (W) R XR V,Qa,(— W)

red __
X = 2

The content, X% can be presented in two cases according to o that

the seller chose.
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Case 1. g, = 0, In this case, the buyers, Bob and Carol, can remove

their unique watermarks in the recreated content, X red.

XQV®a (W) QXK Vo®oy (— W)
2

V2V,

red __
X = 2

Thus, even if the seller finds illegal copy X™? after, he can not
identify Bob or Carol as a copyright violator. Because X™¢ does not
contain W, W,. In addition, because Vi, and V, are known to both
Bob(Carol) and the seller, it is insufficient to prove that either Bob or
Carol distributed X™? illegally. The simulation result is shown in

Table. 2. In order to evaluate the proposed attack, we take the "lena" of

Figure 6-(a) and produce the watermarked image of Figure 6-(d) by

averaging two watermarked images of Figure 6-(b) and 6-(c). If W™¢
extracted from X% differs from W, or W,, it is highly unlikely that

W™ will be identical to the buyers’ watermark, W,, W,,.
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(@) Original image. (b) Bob’s watermarked image.

(c) Carol’s watermarked image. (d) Watermarked image X red,

Figure 6. Each image in our Case 1 attack

against Goi et al.,’s scheme.

We  measure  the  similarity  of W and W' by
X-X
VXX

corresponding watermark with illegal content.

sim (W, W') = If the similarity is greater than 6, it has
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Table 2. The experiment results of Case 1.

Similari Ju et al.,’s Goi et al.,’s
1miiart
| o ty Scheme [12] Scheme [31]
W 33.288 33.288
W, from Bob’s image |- R
W, 0.6 0.6
W, 0.56 0.56
W, from Carol’s image e - .
W, 33.288 33.288
W, 24.041 1.67
Wred from Xred - o - e e
W, 21.445 ‘ -1.67

Case 2. 0y # 0y In this case, the buyers, Bob and Carol, generate their

unique watermarks under the condition, 0.9 < |w,] =1 to make

correlation between W), W, and the extracted information from X ¢

to be low.

XRVi®o, (W) RXR VR0, (— W;)

red __
X = 2

Our experiment shows that there has no correlation between W, W,

and the extracted information from X" Basically, the watermark,
W), W,, must consist of a pseudo-random sequence of length n, each
value is a random real number with a normal distribution having
mean 0 and variance 1. But, because the watermark is encrypted and

the encrypted watermark is sent to CA and the seller, they cannot

check the validity of the watermark. Thus two buyers abuse this point
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and can make another content that is not assigned to them. The
simulation result of case 2 is shown in Table. 3. Likewise of the case 1,
we take the "lena" of Figure 6-(a) and produce the watermarked image
of Figure 7-(c) by averaging two watermarked images of Figure 7-(a)
and 7-(b). If the similarity is greater than 6, it has corresponding

watermark with illegal content.

(c) Watermarked image X ™.

Figure 7. Each image in our Case 2 attack

against Goi et al.,’s scheme.
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Table 3. The experiment results of Case 2.

Similarity Goi et al.,’s Scheme [31]
’ W 29658
W, from Bob’s image o e
1 & W, 0.6
- W o , _
W, from Carol’s image ] oo 0
, Wol 29658
14 3.443
Wrﬂd from X ™¢ A LTI .
W, 3.443

It was found from the results that Goi et al,’s scheme did not prove
security of sellers and buyers. Thus Goi et al,’s scheme is insecure

contrary to the designers’ original claim.

3.7 Our Proposal

In this section, we solve the previous schemes’ problems mentioned
in the previous section. That is, we suggest how to make secure finger-

printing schemes against the dishonesty of sellers and buyers
[25,26],[32].
3.7.1 Our Methodology

B Oblivious Transfer using Two-lock Cryptosystem
We introduce oblivious transfer using two-lock cryptosystem in order

to prevent the dishonesty of buyers or sellers. The t-out-of-n oblivious
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transfer of Qian-Hong Wu et al. is applied to the fingerprinting step of
our scheme. To our best knowledge, a more efficient protocol for OT
was presented as "Oblivious Transfer Using Two-Lock Cryptosystem"
in [33]. We assume that this protocol is secure, and the security proof

i1s given in the same paper.

Let Alice possess n (string) secret m,, my,---, m, and be willing to re-
veal t secret of them to Bob. Suppose Bob is interested in secrets
m;, my,---, m;. Assume that Alice chooses her random secret key &

and Bob chooses secret keys s, s,,---, s,. It is convenient to implement

t-out-of-n OT using two-lock cryptosystem as follows.

1. Alice sends Bob: Y, = A, (m;),--, Y, = A, (m,).
2. Bob sends Alice: Z, = B, (Y; ), -, Z,= B, (Y, ).
3. Alice sends Bob: C, = A;'(Z)),-, C,= A;1(Z,).

4. Bob decrypts: m, = B;ll(C'il), e, m, = B;l (C,)-

Here, A, (- ), B,(- ) are the different encryption algorithm and
A;' (- ) denotes the decryption of A, ( - ). Bob can decrypt the ci-

pher text C and reveal the message m = B, ' (C). In case that A = B,

it is also known as commutative encryption [34]. To achieve sending
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privacy, Alice’s encryption algorithm should meet the security require-

ments: given CDZi,f"'; C, S, it is infeasible to find k' satisfying

C,= Az (Z,), -, C,= A;'(Z,). In our protocol, we use this proto-

col based on discrete logarithm, which is secure unless an adversary
could compute discrete logarithm. Also we assume that

A,(+),B,(+ ) are deterministic mappings. It should be noticed that

in [34], there are two variants of two-lock encryption based on the dis-

crete logarithm problem, and one of these scheme is deterministic.

M Watermarking algorithm

The second idea is that we use Cox’s algorithm [22] which has high
resistant against collusion attack instead of Boneh and Shaw’s code as
a building block for collusion tolerance in order for efficient

identification process. In [22], watermark W= {w,,---, w,} consists of a

pseudo-random sequence of length m, each value w; is a random real
number with a normal distribution having mean 0 and variance 1. In
order to place a length m watermark into an N N image, they
computed the NX N DCT of the image. Then they placed the
watermark into the m highest magnitude coefficients of the transform
matrix, excluding the DC component. That is, the watermark W is

inserted into the largest m AC coefficients {fh,--, h_}. The

¥ ’ 1

watermarked sequence H'={h;,---,h_} is obtained according to
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hi="h - (1+aw),i=1,2,---, m. Where o is the scaling parameter.

i3
To determine if a given image Y contains the watermark W, the

decoder extracts T'={t,,---,t_ | from Y by taking the largest m DCT

AC coefficients of Y and subtracting their values from h;. That is
t; = h;— y;. The confidence measure on the presence of the watermark

W in Y is taken to be the correlation between W and T.

Results reported using the largest 1000 AC coefficients show the tech-
nique to be remarkably robust against various image processing oper-
ations, and also after printing and rescanning [35]. If we use this algo-
rithm, sellers can identify the traitor by estimating watermark’s correla-
tions between the redistributed copy and assigned watermark without
the help of buyers. Of course, if any watermarking algorithm is secure

against collusion attack, the algorithms can also be used in our scheme.

3.7.2 Proposed Scheme

[Outline]

The proposed scheme consists of the following steps: Buyer registra-
tion step for buyer’s pseudonym, fingerprinting step for making a fin-
gerprinted contents and identification step for identification of the

traitor.
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[Preprocessing]
Let p = n (bits) be a large prime such that ¢ = (p—1)/2 is also a
prime. Let G' be a group of order p— land let g be a generator of G

such that computing discrete logarithms to the base g is difficult.

[Notations]
We assume that the content being sold is a still image, though in
general the protocol is also applicable to audio and video contents for

ease of exposition. We establish some notation as follows.

® Alice The seller who sells the digital multimedia content

® Bob The buyer who can buy contents anonymously

® Ron A registration center

® x,/y, Private key/Public key corresponding with x, of
Alice

® 1./yp Private key/Public key corresponding with z; of Bob

® z,/yp Private key/Public key corresponding with z; of Ron

e CA Certification authority who can issue the certificate
and a pair of keys (z,y) for every agent in the PKI

® X Original content with m elements z,,x,,---, z,,

® E.()/E; () Encryption/Decryption algorithm with secret key a.

® Sign,(.) Signature algorithm with private key a.
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Bob (Buyer) Ron (Registration Center)

generate x;,x, such that z, - z, = 4

compute ygz = g —_

E (1E2 ): y[: .
Yr N
encrypt E, (z,) o - decrypt EyR ()
check yp = (y;)lz
B Cef'”f_( Ys ) issue cert(y_g )

Figure 8. Buyer registration step of our first proposal.

B STEP 1. Buyer Registration

1. The buyer (Bob) chooses secret random z;,z, in 4, such that

T - 3 =15 € Z, Bob sends yp, y (y5° = ¢™) and =, (E, (z,))
encrypted by using the Registration Center’s (Ron) public key ¥s.
Bob convinces Ron of zero-knowledge of possession of ;. The

proof given in [36] for showing possession of discrete logarithms

may be used here.

2. Ron decrypts E, (2,) and checks that y, = (E )2 If it is veri-

fied, Ron returns to Bob a certificate cert(yB* ). The certificate

states the correctness of ?/B*'
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“ Bob (Buyer) — Alice (Buyer)
cert(yp) , _
verify cert(ypg)
generate F, F\,--- F,
make n fingerprinted
contents: X, X, -, X,
encrypt:
Y Y= A, (X]),i=0,,n—1

choose one among.:uﬁ Yz’
encrypt Z= B,(Y})
o z - decrypt C= A;1(2Z)

decrypt X, = B;'(C)

Figure 9. Fingerprinting step of our first protocol.

B STEP 2. Fingerprinting
Bob sends cert(ﬁ) to a seller (Alice). If it is verified, Alice gen-

erates valid n fingerprints, F{, Fy,---, F,_,, randomly. She must gen-

erate different n fingerprints to all buyers. Each fingerprint F; of our
protocol and W of Cox’s scheme have the same property. Then she
makes n copies to embed each fingerprint F;. All copies have different

embedding  information  (fingerprint).  Alice  stores  records

cert(yg ), yg, Fy,--+, F,_, at her table Table,. Next, Alice and Bob

execute OT with two-lock cryptosystem as follows.
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1. Alice encrypts n* copies (fingerprinted contents) with her secret

key k and sends Bob:
Yo = Ak(X(;)7 s Yo = Ak(X:—1)
2. Bob chooses one among them. Suppose Bob chose Y,. Then he

re-encrypts it with his secret key s and sends it back to Alice:
Z= B,(Y,). Now Bob cannot know the hidden fingerprint be-
cause they are encrypted with Alice’s key but he can verify that
Alice did not encrypt the same contents (that is embedded same
fingerprint into original contents).

3. Alice stores records Z at her table Table, and sends Bob:
C= A;'(Z). Alice also cannot know which fingerprinted contents

Bob chose because it is encrypted with Bob’s secret key.

4. Bob decrypts and uses: X,* = B;!(C).
B STEP 3. Traitor Identification

After finding a redistributed copy X4, Alice extracts the unique fin-
gerprint G in X" For robust fingerprint embedding algorithm, by
computing correlations of extracted fingerprint G and every fingerprint

stored in Tabley, Alice finds F; with the highest correlation and ob-

* Here, Alice generates n (= 2) fingerprints, where Bob would choose one out of n
fingerprinted contents. The choice of n implies a trade off between correctness and
cfficiency. In such case, probability of Alice knowing which fingerprinted contents Bob
chose would be equal to 1 /n.
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tains the transaction information involving F; from the table. The in-

formation consists of cert(yg ),y , Z. Alice sends them and the redis-

tributed copy to an arbiter. The arbiter verifies the presence of F} in

the X% if it is checked, he asks the real identity of the traitor to Ron.
Thus the seller can identify the traitor.

If the accused buyer cannot agree with the arbiter’s decision, he
sends his own contents to arbiter (or the arbiter asks the buyer Zand

the buyer must open Z). If the same F; indeed presents in the accused

buyer’s contents or Z, he is found guilty otherwise he is innocent.

3.7.3 Features and Security Analysis

We discuss and analyze features and security of the proposed
scheme according to the list of requirements (Chapter 2). We assume
that all of the underlying primitives are secure. Security of our scheme
relies on that of the wunderlying watermarking algorithm and

cryptosystem.

® Anonymity: We assume that the registration center does not reveal

the buyer’s real ID if the buyer is honest. In fingerprinting step,

the seller knows yf. Finding ¥p would require knowledge of .

However, if the encryption algorithm is secure, the only way for
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the seller to find %, is to compute 1Oggy—§- But polynomial algo-
rithm proving discrete logarithm problem does not exist, so at-
tacker (seller) does not compute %. Thus buyer anonymity is

guaranteed.

Unlinkability. Because our scheme executes one-time registration
generation protocol whenever the buyer buys a content (By going

through the registration step several times, the buyer can obtain

several different certified keys y ). This implies that the buyer’s

purchases are unlinkable.

Traceability: Due to the properties of the underlying encryption,
we can assume that a malicious buyer cannot change or substitute
a fingerprint generated by the seller. Further a detecting function

in the fingerprint detection must guarantee that the seller can ex-

tract the unique fingerprint F; that belong to a traitor. Besides,
the buyer cannot remove the fingerprint F; because he does not
know F. Thus the buyer who has distributed digital contents ille-

gally can be traced in our scheme.

No Framing: Since, to forge Y with the special fingerprint F;, the

seller must know either the buyer’s private key s. In our pro-
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posal, only the buyer knows his secret key s if computing discrete
logarithm is hard and encryption algorithm (underlying primi-
tives) is secure. Since we use secure oblivious transfer with
two-lock cryptosystem in the fingerprinting step, the seller cannot
know which fingerprinted contents buyers selected. And the seller
cannot input the same values in the execution of OT because all
inputs are received to the buyer and the buyer checks them. Thus
an honest buyer should not be wrongly identified as a traitor, be-
cause the others cannot recreate the buyer’s copy with specific

fingerprint.

No Repudiation: The buyer accused of reselling an unauthorized
copy cannot claim that the copy was created by the seller or a se-
curity breach of the seller's system. Since only the buyer knows

his secret key s and his unique fingerprinted contents X,*, the

others cannot recreate the buyer’s copy.

Collusion Tolerance: Our scheme has used Cox’s algorithm as a
building block. We assumed that this algorithm is secure. And
this algorithm is estimated to be highly resistant to collusion at-
tacks [35]. Our protocol is secure only as much as the underlying

watermarking techniques are secure and robust.
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® Practicality: While computation complexity of both schemes [20,21]
of fingerprinting step is O(mm) plain oblivious transfers and
O(nm?) plain bit commitments, that of our protocol is just ¢+ 1
encryptions and 2 decryptions, where ¢ is the number of contents
to be copied/fingerprinted for a content. It is not liner in the
length of contents. Doing this in sequence is unrealistic in [20]
and [21] schemes, because the round complexity of the algorithm

is linear in the bit-length n of the contents (one should think of

the size of an image). And Domingo-Ferrer's scheme [20] has 5
exponentiations, a zero knowledge proof and 4-pass number in
the registration step, but our protocol has just 4 exponentiations, a
zero knowledge proof and 2-pass. Besides all buyers must take
part in the identification step in [20,21]. On the contrary, the seller
can identify the traitor without the help of buyer in our protocol.
In addition, Ju et al.’s scheme [12] needs a watermark authority
as a TTP, but our scheme need not any trusted party except a
judge. In the event, our scheme first reduces the round complex-
ity and computational complexity from [20] and [21] schemes.
Furthermore we improve the identification step to remove the
participation of the buyers (all buyers). We design anonymous fin-
gerprinting scheme that removes interaction property between
buyers and sellers in the fingerprinting step (embedding proce-

dure).
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Table 4. Comparison of our proposal with the previous schemes.

Features l Our | (2] [20] [21] [31]

Pmposai scheme | scheme scheme | scheme
énfmymltﬂyr ,O B O 7 O O - O
No Framing O X X X oo
VNo Rep};diationwv o x I .
Collusion
O O X X O
Tolerance

Al
. All buyers,| Buyer,
Participators of Seller, WCA, | buyers, |

| Seller, Seller,
the Identification RC Seller Seller,
RC RC RC

3.7.4 Comparison with Previous Schemes

We compare the features of our proposal with the previous schemes

in Table 4.

The most undesirable issue of the previous schemes is that they do
not offer the security of buyer and seller (No Framing and No
Repudiation) because the seller can know the buyer’s fingerprint if he
abuses flows of COT in [20] scheme, or buyers can know both versions
of contents’ each bit in [21] scheme. Ju et al,’s scheme [12] must as-
sume that the watermark certification authority does not collude with a
seller or a buyer for their protocols, and also must assume honesty of
the judge. Because a buyer’s private key is encrypted with the judge’s

public key, and is used for decryption of content and anonymity offer-

72 -



ing in Ju et al’s scheme, it must not be revealed. Since we consider
conspiracy attack, we described that two schemes [12],[31] did not pro-
vide security of sellers and buyers. On the contrary, our proposal of-
fers the security of buyer and seller even if it is based on OT protocol.

Domingo-Ferrer’s scheme does not offer collusion-tolerance that is an
important property a fingerprinting scheme should possess and
Sadeghi’s scheme [21] also does not solve this problem. In fact,
Domingo-Ferrer’s scheme introduced the approach to use tamper-proof
device such as smart card to provide collusion-tolerance. But
Domingo-Ferret’s scheme just sketched it and leaves some problems
such that the buyer and the seller have complete trust in the smart
card and this is difficult to justify because the tamper-resistance of
smart cards provides only limited security [21]. Sadeghi’s scheme [21]
just pointed out problems of [20] scheme and did not suggest any
solutions. So we describe that collusion-tolerance in the two schemes
was not offered. A further critical problem in [20] is that during the
identification step the seller must contact all buyers (This problem has
reported in [21] scheme, but [21] scheme has not suggested its sol-
ution).

Pfitzman and Sadeghi’s scheme [18] and our scheme offer collu-
sion-tolerance but [18] scheme has the problem that the length of code
used is too long (the code needed for embedding is so long that the
overall system cannot be called practical). On the other hand, our

scheme uses Cox’s scheme [22] for collusion-tolerance that is estimated
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to be highly resistant to collusion attacks [35]. The most meaningful
feature of our scheme is practicality. Since we remove interaction be-
tween the buyer and the seller in the fingerprinting step and exclude

the buyer’s participation from identification step.

3.8 Open Problems on Buyer-Seller Watermarking

Protocols

In this section, we discuss the security of previous asymmetry buy-
er-seller watermarking protocols. Specially, we analyze the security of
protocols against chosen ciphertext attack (CCA). It is essential in de-
signing protocols that are secure against active adversaries and is cor-
rect security definition for a cryptosystem. We show that all known
asymmetry schemes based on homomorphic encryption are insecure
against chosen ciphertext attacks (CCA). Our result shows that the sell-
er can obtain the buyer’s unique watermark even if it is encrypted

with buyer’s public key in these schemes.

Homomorphic encryption is used as a useful tool to provide buy-
er-seller watermarking with asymmetry property. In these protocols
[10],[12],[30],[31], they embed two watermarks, W, V into one image.
One is generated by the WCA for buyer’s right (false-implication con-

cern), and the other is generated by a seller for his copyright. In fact,
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a buyer generates his own unique watermark W instead of the WCA,
a seller generates the other watermark V in [31]. But what is important
is not who does generate the watermark W but they use homomorphic
encryption algorithm for embedding two watermarks in this research.

Here, the seller needs to embed the encrypted watermark E, (W) into

X embedded the second watermark V without decrypting it, because

the seller must not know the first watermark W for asymmetry. Thus,
the purpose of V is to enable the seller to identify the specific buyer
an illegal copy has potentially arisen from.

That is, V is not the watermark the seller will use to prove that the
buyer has made illegal copies of an image. This is a role of the water-
mark W. In order to offer asymmetry, they introduced encryption
scheme with asymmetry property [37,38].

Let us discuss the security of these schemes against chosen cipher
attacks in detail. The most undesirable issue of previous asymmetry
schemes is that they do not satisfy asymmetry requirement because of
used homomorphic encryption. Thus the seller or the others (except the

buyer) can cheat an honest buyer in these schemes.

To forge illegal copy X7 with the special watermark W, first the

seller (the others except the buyer, the owner of W) selects random

number 7. The others can also obtain E, (W) are transmitted through

insecure channel. Then, he computes r - E_(W) with the help of en
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|
;Security Against Adaptive CCA: We briefly describe it in-

troduced by Racoff and Simon [39]. Security is defined via the
following game played by the adversary.

First, the encryption scheme’s key generation algorithm is
run, with a security parameter as input. Next, the adversary
makes arbitrary queries to a "decryption oracle", decrypting ci-
phertexts of his choice.

Next, the adversary choose two message, my, m; and sends

these to an "encryption oracle". The encryption oracle choose a

bit 0, 1 at random, and encrypts 7. The corresponding ci-

phertext is given to the adversary. After receiving the ci-
phertext from the encryption oracle, the adversary continues
to query the decryption oracle, subject only to the restriction
that the query must be different from the output of the en- |
cryption oracle. At the end of the game, the adversary outputs

b"in 0 or 1, which is supposed to be the adversary’s guess of
the value b. If the probability that b’= b is 1/2 + ¢, then the
adversary’s advantage is defined to be €. The cryptosystem is

said to be secure against chosen ciphertext attack if the ad-

vantage of any polynomial-time adversary is negligible.
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cryption oracle, and sends it decryption oracle. Decryption oracle give

him its reply, 7 - E,_(W). Finally, he can know W using
easily. Because these protocols used RSA scheme [37] as follows.
E, (W)y=W" —r.-E (W)=r-W"

W_w

D(r-W¥)y=1r.W » -

r

Now the seller (adversary) can recreate the buyer’s copy. Thus, in
these schemes, the seller cannot obtain proof of treachery, because the
accused buyer can claim that the unauthorized X™¢ was created by
the seller or the adversary. After all, previous asymmetry protocols
used RSA scheme are weak against CCA.

In [10] scheme, they suggested that the El-Gamal cryptosystem with
homomorphic property [38] can be used instead. But this scheme is al-
so weak against CCA. We can use different homomorphic encryption
algorithms instead of [37] and [38] schemes.

But, unfortunately, there are not secure homomorphic encryption
schemes to be applied to watermarking protocols. Of course, there are
some schemes with homomorphic property secure against chosen ci-
phertext attack [40-43]. [41],[42], and [43] schemes are based on factori-
zation problem, and [40] scheme is based on the Difffie-Hellman deci-
sion problem. [40] and [42] schemes were specially suggested for

threshold cryptosystems and [42] and [43] schemes considered just one
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bit as message space. Thus they cannot be applied to watermarking al-
gorithm of pixel by pixel. Because we take the two-dimensional DCT
of an image and the watermark is inserted into the largest coefficients
for collusion attacks. And [41] scheme keeps the homomorphic prop-
erty, but the result will no longer be a ciphertext that withstands CCA.
Thus we can conclude that the existing schemes with homomorphic
property based on factorization problem can not be applied to asym-

metry buyer-seller watermarking protocols.

3.9 Chapter Summary

In this chapter, we describe secure digital fingerprinting scheme.

First, we showed some problems of the previous anonymous
schemes. Then we described how to make secure fingerprinting
schemes against the dishonesty of sellers and buyers in section 3.7.
Here, we used oblivious transfer protocol with two lock cryptosystem
to make it practical and secure.

Next, we discussed the security of buyer-seller watermarking
schemes used homomorphic encryption. Most protocols used homo-
morphic encryption in order to provide a watermarking protocol with
asymmetry property. In a buyer-seller watermarking protocol, asymme-
try property is very important. Because a seller cannot prove the fact

to a third party that dishonest buyers distributed content illegally if it
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does not offer asymmetry property.

Though homomorphic encryption holds a key point in buyer-seller
watermarking schemes, this topic has never been studied so far. Thus
we dealt with this topic and pointed out that used homomorphic en-
cryption is not secure against chosen ciphertext attacks. Our result
showed that the existing schemes cannot provide asymmetry property
despite of their claim. That is, because a seller can know the buyers’
unique watermark, honest buyers can be found as guilty in these
schemes. Design of secure digital fingerprinting scheme against CCA

remains to be solved as an open problem.
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Chapter IV. A Copyright Protection

Scheme for Multi-Purchase

4.1 Introduction

In this chapter, our concern is to generalize a buyer-seller water-

marking protocol to multi-purchase environments.

Il Contents Sales in E-commerce

In general, E-commerce system consists of a set of contents such as
image and audio, a set of sellers and a set of buyers. Fach buyer
wants to buy some contents from a set of sellers. If their transaction is
concluded, then the sellers encrypt them with buyer’s public key and
send them to the buyer in a general buyer-seller watermarking
protocol. When the buyer receives the encrypted contents, he has to

decrypt them with his private key to use them.

Bl Why we need novel scheme for multi-purchase

What is important in anonymous schemes is to offer anonymity of
buyers and unlinkability of the contents.

Anonymity means that a buyer can buy contents anonymously, and
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unlinkability means that anyone cannot determine whether the contents
were purchased by the same buyer. Consider the case that the ano-
nymity holds and the unlinkability does not hold. Then, if a party can
trace the buyer from a transcript by any other means, the party can al-
so trace all transcripts of the buyer. It facilitates de-anonymization [44].
That is, given the history of linkable transcripts of an anonymous buy-
er, a party may compare the history with the seller’s information about
when, what, and how many contents each person purchase, and thus
may trace the buyer. Thus each content must be bought with different
pseudonyms, because the same anonymous key implies that the buy-
er’s purchases are linkable.

If a buyer wants to buy over two contents, he must go through the
registration or watermark generation step several times in order to ob-
tain several different pseudonyms in the previous schemes
[11},[12],[18],[20]. The buyer must store private keys as many as the
number of contents to be purchased, because each content must be en-
crypted with different key separately [12]. It is very inefficient. Still
less, a typical buyer’s device holds a very limited memory and compu-
tation power. That is the reason we propose an efficient protocol for

multi-purchase.

we present more efficient buyer-seller watermarking scheme suitable

to multi-purchase in next section [45-47].
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4.2 Our Proposal

[Preprocessing]

Let p (= n bits) be a large prime such that ¢= (p—1)/2 is also
prime. Let G be a group of order p— 1, and let g be a generator of G
such that computing of the discrete logarithms to the base g is

difficult.

[Notations]

For ease of exposition we assume that the content being sold is a still
image, though in general the protocol is also applicable to audio and
video data like Memon and Wong’'s scheme [10]. We also assume that
all of the underlying primitives are secure.

The watermarking insertion step can be represented as X'= X® W,

where

® Alice The seller who sells the digital multimedia content

® Bob The buyer who can buy contents anonymously

® Wendy A watermark certification authority (WCA)

® Ron A registration center (RC)

® /Y, Private key/Public key corresponding with x, of Alice

® /Yy Private key/Public key corresponding with zy, of

Wendy

® 2/Yr Private key/Public key corresponding with z, of Ron
X Original image to be a vector of "features".
w Watermarks as a vector of "watermark elements".
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* X X W, watermarked image embedded into W.

® /D Encryption/Decryption with homomorphic property.
® sign, (- ) Signature algorithm with private key a.

® total The number of contents to be purchased.

B STEP 1. Registration

1. The buyer (Bob) chooses secret random z,z, in Z, such that

&+ @ = g € Z, Bob sends yg, y5 (y5 = g™) and =, (E, (z,))
encrypted by using the Registration Center’s (Ron) public key Y.

Bob convinces Ron of zero-knowledge of possession of ;.

2. Ron decrypts E, (z,) and checks that y,= (E Y= If it is veri-

fied, Ron returns to Bob a certificate cert(yB* ) The certificate

states the correctness of y . Ron keeps yg, ,, cert (E) secretly.

Il STEP 2. Watermark Generation

This protocol is performed between WCA (Wendy) and Bob.

1. The buyer sends cert(g) and {fotal to the WCA.

2. WCA first verifies cert (E) and if it holds, he generates t = total

watermarks Wy, Wi,---, W,_; randomly. Note that each

Wz’ = {in? wil) T, Wy

'n—

J0=di<t—1.
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Bob (Buyer) Wendy

Verify cert(;l;;)

Generate Wl,---; W,

Choose k;,---, k,

Compute ,*

Compute eW, = E,. (W,), sW,

Store W, eW,, sW,, cert(pky )
eW, sW, y,*

verify sW,

Figure 10. Watermark generation of our second protocol.

WCA chooses s and t keys ky, k,---, k,_, (k, € Z,) randomly

and computes y*, y,*, -+ y,*, where yt = ((E )%, ¢%). Next,
WCA encrypts each watermarks W, with y,¥ and s such that
eW, = B,.(W,) = (4°)", W, - (4)). Then he computes sig:
nature sW; = Sign, (eW,]| ;" ), which certifies the validity of

the watermark and also ensures that y,* was used to encrypt W,

as a public key. Here || denotes a concatenation and the en-

cryption algorithm is homomorphic.

The WCA stores W,, eW,, sW,, cert (y_g,) secretly in the buyer’s



fields of his DataBase Tabley. Then he sends eW,, sW, yi* to
Bob.
5. The buyer verifies sW, using the Wendy’s public key. If it holds,

he obtains the valid watermarks that can decrypt with his own se-

cret key Zj.

As mentioned before, the buyer can use the same cert(y; ), if he

wants to obtain valid watermarks from Wendy continuously.

B STEP 3. Watermark Insertion
This is an interactive protocol between a seller(sellers) and the buyer.

1. The buyer sends eW,, sW,, text, and st, = Sign, (text;) to Alice,

the seller (It does not matter the sellers are different persons or
not).
2. Alice verifies sW, y,* using Wendy’'s public key and s, using
*

y, . If the two aforementioned checks succeed, the next step

proceeds.

3. Let X; denote the original images which the buyer wants to
purchase. The seller generates unique V; randomly and embeds a
unique watermark into contents X, Let X ./ be the watermarked
image with V; When an unauthorized copy X,'is generated, this

unique watermark V; is used for identifying the original buyer of
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X' To embed the second watermark W, generated by Wendy into

X,” without decrypting E .(W;), Alice encrypts the watermarked

content X;’ with y* and finds the permutation 0; satisfying
o, (B, (W) = E . (0,(W,)). Because of the homomorphic prop-
erty of the encryption algorithm E used by Wendy, the seller can
compute watermarked content Ey:(X” ) by the following process.
s’ is chosen randomly by the seller for encryption the content.
B, (X") = B, (X)®0,(E,: (W,))

= B,-(X)®E,.(0,(W,))

= (B, (@), By (5, ® B, (wy ), By ()

= [Ey (%’@w‘ )5 Ey: (%n‘®w¢”,(n)), Ty Ey: (zz'ml)}

to.(1)

= Ey‘ (X;® V,®o,(W)))
B, (X") = (g%)+ (0% X7+ (5 )+ (57 )"
. Alice transmits Ey_*(X”) to Bob and stores eW,, sW,, sti,yl.*, V., o,

in her DataBase Tableg. Tableg is a table of records maintained by

seller for image X containing one entry for each copy of X that
she sells.

. The buyer decrypts the encrypted image E'y_* (X”) and obtains the

watermarked image X;”. Note that, buyers can decrypt the water-

marked image encrypted with her own private key #; such that
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(X,® Vido, (W) - (?/z'* )Hs,
((g") )"
= X®V,®o, (W)

D, (E, (X)) =

Il STEP 4. Copyright Violator Identification

When an illegal copy Y of an original image X is discovered,
1. The seller extracts the unique watermark U in Y using detection

algorithm. Then, he finds V, (j = 0) with the highest correlation
and obtains the transaction information involving V; from the ta-
ble by computing correlations of extracted watermark V] and ev-
ery watermark stored in Tables, The information consists of
eW, sW, st,y,*, V, 0, And the seller sends them with X, Y to

an arbiter.

2. The arbiter verifies sW, with the Wendy’s public key Y. If the

verification holds, the arbiter sends y,* to Wendy. Then the

Wendy sends W, back to the arbiter.

3. The arbiter computes o, (W) and checks the existence of o,(W,)

in Y by extracting the watermark from Y and estimating its corre-

lations with o, (W,). If there exists o,(W,), she asks the real

identity of the violator to Ron and reveals the buyer’s ID to the

seller. Otherwise, the buyer is innocent.
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4.3 Features and Analysis

® Anonymity. We assumed that the registration center does not re-

veal the buyer’s real identity if he is honest. Even if the seller

knows a pseudonym y,*, they cannot know ¥Yp. Because finding

Yp would require knowledge of %. It is know to only the buyer

(except RC). Thus buyer’s anonymity is provided if the seller and

the mobile agent cannot compute discrete logarithms.

® Unlinkability: In multi-purchase, not E but ¢ different keys
Yo , Y,y | are transmitted to the sellers. And each water-

marked image sold to a buyer must be encrypted with each dif-
ferent key for unlinkability of digital contents. Thus given two
digital contents, nobody can decide whether these two contents

were purchased by the same buyer or not.

® Traceability: Due to the properties of the underlying encryption
and digital signature techniques, we can assume that a malicious
buyer cannot change or substitute watermarks generated by the
watermark certificate center. The security of traceability is the

same as that of [10] and [12] schemes. Sellers should insert a wa-

termark V; and o,(W,) in the right manner for her own interest.

- 88 -



If she does not correctly insert V; or o,(W,), she would not be

able to identify the original buyer of an illegal copy. Further a de-

tecting function in the watermark detection must guarantees that
the seller can extract the unique watermark V; that belongs to a

copyright violator. Besides, buyers cannot remove o,(W,) from

X;” even though he and his mobile agent know W,. Because they

do not know permutation function 0;. Thus the copyright violator

can be traced in our scheme.

No Framing: Since, to forge Y with the special watermark W, the
seller must know either the buyer’s private key Z; or the buyer’s
unique watermark W,. In our proposal, only the buyer knows his

private key ; and his unique watermark if computing discrete

logarithm is hard and used encryption algorithm (underlying

primitives) is secure.

No Repudiation: Since only the buyer can decrypt encrypted water-
marked contents, the others (except watermark certification center)
cannot recreate the buyer’s copy. Only the buyer can obtain the
watermarked contents even though the mobile agent executes its
computations instead of him. Since the watermarked contents en-

crypted with buyer’s public key are transmitted. Thus the buyer
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accused of reselling an unauthorized copy should not be able to

claim that the copy was created by the seller or other buyers.

Collusion tolerance: Our scheme has used robust watermarking al-
gorithms against collusion attacks. We assumed that used algo-
rithms are secure. And these algorithms are estimated to be high-
ly resistant at collusion attacks. Our protocol is secure only as
much as the underlying watermarking techniques are secure and

robust.

Practical Possibility. In previous scheme [11],[12],[18], the buyer has
to carry out the registration and watermark insertion step. On the
contrary, the buyer executes the one-time registration step and
delegation step in our scheme. Our scheme reduces buyers’ neces-
sary key and computations amounts to minimum. Thus our

scheme can be practically realized in real applications.

Efficient extension: In our scheme, the buyer executes the registra-
tion step just one time regardless of a number of contents
purchased. Besides, buyers can decrypt contents with one de-
cryption key even if each content (watermarked image) is en-
crypted with each different key. If the previous schemes are ap-
plied to multi-purchase protocol, the number of registration step

execution and decryption keys increase in proportion to those of
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Table 5. Comparison of our proposal with extended Ju et al.’s scheme |12].

—

5 Extended
Features Our Proposal
,, e ~ [12] scheme
The number of execution of |
n
Watermark generation step
The number of encryption key n n
The number of decryption key 1 n

contents to be purchased in order to keep unlinkability. But the
number of private key stored in the buyer’s device is constant in-

dependent of the number of contents purchased in our proposal.

4.4 Chapter Summary

To protect the privacy of buyers, buyers’ purchase should be done
anonymously, and unlinkability of purchassed contents should be
satistied. If we apply the previous scheme to multi-purchase case, the prob-
lem is that the number of keys held by buyer’s devices increases in pro-
portion to those of purchased contents . Otherwise, they cannot provide
unlinkability. To improve this inefficiency, we first proposed an anony-
mous buyer-seller watermarking protocol to multi-purchase environ-
ment in this Chapter.

Our proposal satisfied anonymity and unlinkability, where a buyer ex-
ecutes registration step one time and the number of buyer’s necessary key is

also one regardless of that of contents.
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In result, our proposal reduced the number of buyer’s necessary key
and the amount of buyers’ computations to the minimum.

Our proposal is significant in the sense that it is the first scheme ap-
plied to multi-purchase environments efficiently. We expect that our
scheme will be applicable to the customer-centered commercial

transaction.
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Chapter V. A Copyright Protection

Scheme for Broadcast Media

5.1 Introduction

Over the past few years, a considerable number of studies have been
made on protecting broadcast media. Typically, in broadcast networks,
cryptographic techniques such as broadcast encryption are sufficient to
give a enough level of protection against dishonest reception. Here,
digital contents are encrypted to ensure that only privileged users can
recover the content from the encrypted broadcast. It often deals with
the tracing mechanism, which enables providers to trace the source of
keys used by an illegal device such as pirate decoders: Legitimate
users illegally selling their keys to others.

However it does not consider the illegal distribution of the decrypted
contents by legitimate users. So, if illegal copies are found, it is diffi-
cult to determine which subscriber was the source of those copies. It is
therefore necessary to provide a means for tracing illegal copies, to de-
ter a copyright violator. Traceability schemes based on digital water-
marking(fingerprinting) techniques have been proposed as the im-
portant class of these techniques. For example, in applications such as

pay-per-view video where multimedia content is distributed over a net-
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work, the broadcaster can embed a distinct watermark, in each copy of
the content that is distributed. If illegally redistributed copies of the
content are found, then the origin of the copy can be determined by
retrieving the unique watermark corresponding to each subscriber. It
must be a very powerful tool to protect copyright in a broadcast
environment. But it is hard to design an efficient watermarking-based
copyright protection scheme for broadcast media. Because each sub-
scriber must receive a slightly different content in order to be identi-
fied, it is contrary to the bandwidth saving of being able to distribute
the same data efficiently to multiple subscribers.

In this chapter, we are concerned with a secure and efficient in-
tegrated solution to trace traitors and broadcast, and limit the dis-

cussion to digital watermarking-based copyright protection scheme.

5.2 Related Works

5.2,1 Symmetric Schemes

Watermarking-based protocol for broadcast environments was first
formally studied by Anderson and Manifavas [48]. But it is extremely
vulnerable to collusion among subscribers: Five or more subscribers
can together produce plaintext or keys for installation in pirate decoder

that cannot be traced. Besides, the multicaster would need huge com-
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puting resources in this scheme. After, for the lightweight network
components, Brown et al.,’s scheme [49] was proposed. It is also in-
efficient in the sense that the network bandwidth requirement is high
because it transmits copies, where is greater than the depth of the mul-
ticast group tree. In addition, each sender must trust the chain of net-
work routers and honesty of network providers is required in this
scheme.

After, Judge and Ammar proposed a multicast video watermarking
protocol with a hierarchy of intermediaries [50]. It places a hierarchy of
intermediaries as end systems in the network and forms an overlay
network between them. Like [49] scheme, it also requires that each
sender must trust the chain of active network intermediaries and net-
work providers. After, Chu et al.’s scheme has suggested, which is the
centralized approach that needed a trusted group leader [51]. They cre-
ates two watermarked sfreams, and assigns a unique random binary
sequence to each subscriber. But, it must transmit two copies of the
stream, and requires the significant amount of key message. After, two
schemes [52,53] considered on-line feedback from the pirate subscribers
have suggested. By introducing time dimension, [52] scheme consid-
ered the dynamic tracing scenario in which the number of transmitted
watermarked copies in a segment depends on the feedback from the
previous segment. But it is vulnerable to the delayed rebroadcast
attack. This problem was solved in [53] scheme. However it requires

higher bandwidth for sending each segment, and needs to know the
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user group size in advance to decide how many copies to generate.

5.2.2 Asymmetric Schemes

The most serious problem of the previous schemes [48-53] is that
these are symmetric. That is, the watermark generation and embedding
is performed or controlled by the broadcaster. Therefore, a broadcaster
with malicious intentions could falsely implicate an innocent subscriber
in tracing a copyright violator.

This problem is first overcome by Emmanuel et al’s scheme [54]. It
is a significant model in the sense that it first offered asymmetric prop-
erty to broadcast video watermarking protocol and the number of
transmitted copy is just one. Here, because only a subscriber can ob-
tain the exact watermarked copy, the broadcaster cannot frame an hon-
est subscriber as a traitor. Asymmetry is based on the existence of a
trusted third party(a watermark generation authority) and public key
algorithms with homomorphic property in this scheme. But this
scheme is insecure and inefficient. In addition, it does not provide sub-

scriber’s anonymity. We describe it in detail in the next section.

5.3 Analysis of Emmanuel et al.’s Scheme [54]

In this section, we briefly review the construction proposed in [54]. It
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involves the broadcaster B, the receiver R;, and a watermark generation

authority WGA known and trusted by B and R;.

5.3.1 Overview of Emmanuel et al.’s Scheme

B Step 1. Mask-Blending

Each frame z, (k, 1) is scrambled with a mask frame v(k, 1), using
x) (k1) = ax, (k1) + Bv(k,1). Where 2™ (k, 1) is the nth masked
video frame and a and 3 are scaling factors. Then the B broadcasts

z" (k, 1).

Ml Step 2. Mutual Authentication

[Notations]

® A—B:' M M is transferred from A to B

e Sian Signature done using X's private key

® Rgst _proof Request on proof_msg

® certy Digital certificate of X

o ity X’s timestamp containing a generation time
and an expiration time

® Ty X’s nonce to prevent reply attack

® proof msg Proof of ownership or distributorship of
digital contents

® k Ri's public key in the homomorphic public

key cryptosystem
o Ek,(o-’ W;(k 1)) The scaled encrypted watermark with &;
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® P VY 1nfo Payment information

Msg.1. Ri—B: signg (tg, g, Rgst_proof), certy
Msg.2. B—Ri: signg(tg, g, R,, T, a, proof_msg), certg
Msg3. R—>WGA: signg (tg weur Thwoas WGA, rg k, o), certy

certwaar SUNwea (Ek1 (aW,(k 1)),

Msgd. WGA—R::
signwea (tweas Tweas Bi Tp, E, (aW;(k, 1))

signg (g, k;, E, (aW, (k, 1)), Orderlnfm Pay )7
Msg.5. Ri—B: ' '

certyyaa

Msg.6. B—Ri: signg (B, (v;(k, 1)), r5)

M Step 3. Unmasking Frame Process

1. B generates invisible watermark W, (k, !) specifically for R;. Then
B creates an wunmasking frame w,(k,l) for the using
v, (k1) = 3v(k, 1) —aW, (k). The frame v, (k1) is then en-

crypted with the public key X; to obtain E, (v, (k,1)). A random
permutation o is generated and is used to permute the elements

of the encrypted watermark E, (a W, (k, 1)) received from R;. Let
o(aW,(k, 1)) = W7 (k). B then computes the following equa-

tion By, (W7 (k, 1)) from E, (v;(k, 1)). Here Emmanuel et al. used
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Niederreiter's public key cryptosystem [55] as encryption algo-

rithm:
Elq(vi (k, 1)) = Ek,(vbt(k’ l)) — Ekl(Wz’a (k, 1))
= B, (v, (k1) — WY (k1))

. To view the channel without any obscurity, the R; decrypts

E, (v,(k, 1)) using the Rs private key k, to obtain v,(k, [). The
frame v, (k, 1) is then used to unmask the obscured video. The

following equation defines the unmasking process, where
oni(/i}, [) is the watermarked frame for the R::
5" (k1) = = (2 (k, 1) — v, (, 1)
=z, (k1) + W, (k1) + o (W, (k1))

Here, W, (k1) and W;(k!) are used for copyright violator

detection and o (W, (k, 1)) is used for addressing asymmetric property.

5.3.2 Analysis of Emmanuel et al.’'s Scheme

Bl Observation on Security

In this protocol, they embed two watermarks into one unmasking

frame. One is generated by a watermark generation authority, and the

other is generated by a broadcaster. The broadcaster needs to embed

the encrypted first watermark E, (a W, (k, 1)) into unmasking frame

- 99 _



embedded the second watermark without decrypting it, because the
broadcaster must not know the first watermark for asymmetry. In or-
der to offer asymmetry, Emmanuel et al. used Niederreiter's scheme
[55] based on generalized reed-solomon codes. Niderreiter's scheme
possesses privacy homomorphism with respect to addition and

subtraction. Here, privacy homomorphism means that

E, (z) + B, (X,) = E, (X; £ X,). The security of this protocol lies
in the private key k,’ (Niederreiter's scheme) of the subscriber and that

of the watermark generation authority, subscriber and broadcaster used
while signing. But, unfortunately Niderreither's scheme [55] was bro-

ken by [56] scheme. In [56], they proved that the work function of

breaking is just O(n”). This means that private key in the

Niderreither’s algorithm can be revealed in O(n?). Here, n is the

length of code. Emmanuel et al. also claimed that McEliece public key
cryptosystem [57] instead of Niederreither's scheme can be used in
their scheme. But, Gobson showed that if the attacker knows not only
the public key but also the ordering, then [57] scheme can be broken
very easily [58]. After, Heiman and Shamir showed that a Generalized
Reed-Solomon code used in [57] can be extracted from their equation
[59]. Although there is no efficient method known for accomplishing
this, [57] scheme suffers from the drawback that the size of public key
is very large. For this reasons, [57] scheme receives little attention in

practice. In addition, other secure homomorphic public key cryptosys-

- 100 -



tem with respect to addition and subtraction to be combined with wa-
termarking protocol are unknown till now.

Thus we can know that Emmuanuel et al’s scheme is also insecure
and impractical because of the cryptographic algorithm with homo-

morphic property.

Bl Observation on Efficiency

In [54] scheme, if a broadcaster colludes with the watermark
generation authority, they can recreate the subscriber’s copy. Because
the watermark generation authority knows one unique watermark

W, (k, 1) the broadcaster knows the other watermark W, (k,1) of all

subscribers. Thus if they collude, they can produce the same
unmasking frame as a certain honest subscriber. Therefore Emmuanuel
et al’s scheme must assume that the watermark generation authority is
honest.

The next shortcoming is that it has many passes in the mutual au-
thentication step and does not provide subscriber’s anonymity. Because
the certificate containing the public key and identity of the subscribers
should be sent to the broadcaster in this protocol, the broadcaster
knows the real identity of all subscribers. It is also desirable that ano-

nymity of honest subscribers should be protected.
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5.4 Our Proposal

In this section, we describe digital watermarking-based traceability
scheme without a watermark generation authority and homomorphic
encryption algorithms. The watermarking algorithm (embedding and
detection algorithms) of our scheme is based on Emmuanuel et al.’s

scheme.

[Preprocessing]

Let p (= nbits) be a large prime such that q| p —1 is also prime.
Let G be a group of order p— 1, and let G be a generator of g such

that computing discrete logarithms to the base ¢ is difficult.

[Notations]

® g / Ys, Private key/public key corresponding with Ig of
a subscriber S,

® /vy Private key/public key corresponding with zgz of
a broadcaster

® 2. /Yy, Private key/public key corresponding with z, of
a registration center

® f (k1) nth frame of broadcast video of dimension K X L

® m(k 1) Mask frame of dimension K X L

® (k1) nth masked video frame

® o/ scaling factors such that a + 3 =1
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[Key Setup]
All participants (subscriber s;, a broadcaster and a registration center)

have a pair of a private key and a public key =z, y such that

y=g° (modp), all of which have been registered with appropriate

certificate authority.

B STEP 1. Registration

1. A subscriber, S;, chooses secret random T, T;, such that

2

T, » 1, = g & Z,. The subscriber computes Ys, and encrypts z;

Y

with  the registration center's public key such that

ys = g (modp), E, (7, ). Then he sends them to the registra-

tion center. The subscriber convinces the registration center of

zero-knowledge of possession of ;. The proof given in [36] for

showing possession of discrete logarithms may be used here.

2. The registration center decrypts E, (f‘%) and checks that
Yg = (y?)zﬁ If it is verified, the registration center returns a certif-
icate cert (y;;) to the subscriber. The certificate states the correct-

ness of Yg.
1
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Subscriber(Si) Broadcaster
Mask-blending

frzn(k; l) = Otfn (ki l) + /‘3m (k’ l)
.- Broadcast f"(k, 1)

o verify cert( %)
generate W, --- W,

compute
v, = Bm(k, 1) — aw, (k1)

store cert(y_&); w;
encrypt:
At At:('Uil(k';l))d?t:o;".iz_l

choose one among z A,

encrypt B=(A4,)°

decrypt C= B’

“

t

decrypt v, (k, 1) = C°
unmasking

TT(/?, l) - 'Uz'k(ky l) = fy (kr l) + wzk(k% l)

Figure 11. Mask-blending, Join, and Unmasking step

of our third proposal.

Il STEP 2. Mask-Blending Process

Let us denote the nth frame of broadcast video as f, (k, ). Each

frame consists of K X L pixels. The broadcaster constructs a mask

frame m(k,1) of dimension K X I with the view that the video

- 104 -



frames are obscured after masking blending. The mask m(k, [) is
blended with the video, frame by frame using the following equation:

The masking process simulates the scrambling effect. The scaling fac-
tors are necessary to adjust the strength of the mask, and are assumed

to be public. The masked frame is then broadcast. The receivers who

are non-subscribers would be able to view f™(k, I) which is obscured.

B STEP 3. Join
1. A subscriber S; sends cert (%) to the broadcaster. If cert (y_S) is

verified, 5; and the broadcaster execute oblivious transfer protocol.

2. The broadcaster generates k(= 2) watermarks w,, e, w, - with

Te—1
K> L pixels randomly for the S; and computes & unmasking

frames as follows.

v, = dm (k1) —aw, (k1),0 = t < 2—1

The broadcaster stores cert (y_si), W, e, W,

;_, at his table Tablep.
The broadcaster encrypts z* frames with his secret key d and

sends the subscriber:

* Here, the broadcaster issues z watermarks, where the subscriber would choose one out of
z unmasking frames. The choice of z implies a trade-off between correctness and

cfficiency. In such case, probability that the broadcaster can know the unmasking frame
(watermark) that a subscriber chose would be equal to 1/z.
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Ay = (”z'ﬂ (k, l))d: A = (viz_,(k: l))d

3. The subscriber chooses one among them. Suppose the subscriber

chose 4, = (v, (k, [))”. Then he re-encrypts it with his secret key s

and sends it back to the broadcaster: B — ( Al)s. Now the sub-

scriber cannot know the hidden watermark because it is encrypted
with the broadcaster’s key, but it can verify that the broadcaster
did not encrypt the same unmasking frames. (If the broadcaster

encrypts and sends same unmasking frames (z frames), he can
produce the subscriber’s unique unmask frame.)
4. The broadcaster sends the C'= B  and stores Ay, -, A, at

Table_B. The broadcaster also cannot know which unmasking

frame (watermark) the subscriber chose because it is encrypted

with the subscriber’ secret key. The subscriber decrypts and uses:

v (k1)=0C°".

It is not clear whether v; (k,1) € G, or not. If v, (k1) & G, we

use the following method from the third pass of this step.

® The broadcaster selects z random values Uy~ Uy € Gq, en-

crypts them with his secret key d and sends the subscriber.

Here ~we use the following encryption algorithm:
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4 _d
Ao—uof"':Ak 1= Yy

The subscriber chooses one among them. Suppose the sub-

scriber chose A, = u/. Then he re-encrypts it with his secret

key s and sends it back to the broadcaster: B — Aj

The broadcaster sends the subscriber: ¢' = B?  and stores C

at Tableg,

The broadcaster generates z unmasking frames and computes:
= H(ug), -, u, = H(u, ,),

Euo/(vio(k, 1)). - Euﬂ,(vik1 (k,1)), where H is a hash
function. He sends them to the Si. Here, E, (), D, () is an en-
cryption/decryption algorithm with secret key a.

The subscriber computes u, = C° | u'= H(u,) and decrypts
D, /(E, (v, (k 1))). Thus a subscriber can obtain only one un-

masking frame among E, . (v, (k,1)). --- E

uH,("Uih1 (k, 1)), and
a broadcaster cannot know which frame the subscriber chose.
In this case, the broadcaster must verify that she inputs not the
same values but z different unmasking frames when a traitor

disputes that the illegal copy has originated from the

broadcaster. Thus the broadcaster stores them:

uolf B uz——ll} Euo'(vz‘n (kr l)), T E‘v.thl’(vi;,_1 (k, l))
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M STEP 4. Unmasking Process
To view the channel without any obscurity, the S; first uses his own

unmasking frame w;(k, I) obtained in the join step. The following
equation defines the unmasking process.

£ = 7 6 1) = v,y 1) < =

= (af, (k1) + 3m(k, 1) — v, (k1)) x ,51;

= (af, (k1) + 3m(k, 1) — 3m (k1) + aw, (k, 1)) x _i_

=f. (k1) 4+ w, (k1)

Here, f*(k, 1) is the watermarked frame for a subscriber S; Note

that f*(k, 1) contains the robust invisible watermark w,(k, 1) for

copyright violator detection.

B STEP 5. Copyright Violator Identification

After finding a re-broadcasted copy f“(k, 1) the broadcaster ex-
tracts the unique watermark w;’(k,!). For robust watermarking algo-

rithm, by computing correlation of extracted watermark w;’(k, 1) and

every watermarks stored in Z'ableg, the broadcaster finds w;'(k, 1) with

the highest correlation and obtains the transaction information involv-

ing w, (k, 1) from the table. The information contains cert (y—s) The
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broadcaster sends it and f%(k, [)™? to an arbiter. The arbiter verifies

the presence of w;(k, 1) in the f)(k, l)md, if it is checked, he asks the

real identity of the traitor to the registration center. Thus the broad-
caster can identify the traitor. If the correlation value is smaller than
the minimum threshold, he declares that the watermark is not found.

Thus the accused subscriber turns out to be honest.

5.5 Comparison and Security Analysis

We compare and discuss features and security of our proposal with

Emmuanuel et al’s scheme [54] in Table 6.

® Confidentiality: In both schemes, only authorized subscribers can
access broadcast information and can view it without any

obscurity. Because non-subscribers cannot obtain an unmasking
frame v, (k, [) they would only be able to view fi(k, 1), which is

obscured. Thus our scheme provides confidentiality.

® Asymmetry. Since, to forge f.*(k,l) with the special watermark
w, (k, 1), the broadcaster must know either the subscriber’s private

key s or the unique watermark w,; (k,1). We used OT with two
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Table 6. Comparison of our proposal with Emmuanuel et al’s scheme {541.

Features Our Proposal {54] scheme
Confidentiality - o O O
Asymmetry e T
Anonymity O o
S:eﬁcrurit; - Sierglrlre Inseérure

W Passm;umbeﬂr in Ee ]o;n o 4 - 6 7777777777

-lock cryptosystem for asymmetry. Thus, if this cryptosystem is
secure, the broadcaster cannot know which unmasking frame sub-
scribers selected. Here, because only the subscriber knows his se-
cret key s (if computing discrete logarithm is hard and encryption
algorithm is secure), the others cannot recreate the subscriber’s
unmasking frame with specific watermark. Thus an honest sub-
scriber should not be wrongly identified as a traitor. Added to
this, the subscriber accused of re-broadcasting an unauthorized
frame also cannot claim that the frame was created by the broad-
caster or a security breach of the broadcaster’s system. Thus we
provide watermarking protocol with asymmetry property without
homomorphic encryption and a trusted third party. On the con-
trary, it is possible that the broadcaster can know the subscriber’s
watermark if he colludes with the watermark generation authority
in [54]. Although, they assumed that honesty of a watermark gen-

eration authority, the private key of subscribers can be revealed
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because of insecurity of [57] scheme they used. Thus [54] scheme
cannot provide asymmetry with broadcast video watermarking
protocol. But, our scheme offers asymmetric property without a

trusted third party (watermark generation authority).

® Anonymity: We assume that the registration center does not reveal

the subscriber’s real identity if the subscriber is honest. In the join
step, the broadcaster knows i; Finding yg would require knowl-

edge of zg. However, if the encryption algorithm is secure, the

only way for the broadcaster to find Tg, Tg is to compute loggggi
and decrypt E, (=, ). But polynomial algorithm proving discrete

logarithm problem does not exist, attacker (the broadcaster) does

not compute Zg. Thus subscribers’ anonymity is guaranteed in

our scheme.

® Traceability.: Our scheme has used Emmuanuel et al’s scheme as a
watermarking algorithm for video (specially MPEG-2 compressed
video). Due to the properties of embedding and detecting method
of [54] scheme, we can assume that a malicious subscriber cannot
change or substitute a watermark generated by the broadcaster.
Further a detecting function in the identification step guarantees

that the broadcaster can extract the unique watermark w;(k, [)
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that belong to a traitor. Thus the subscriber who has re-
broadcasted frames illegally can be traced in our scheme. Our
protocol is secure only as much as the underlying watermarking
algorithm  techniques are secure and robust. Of course,
Emmuanuel et al’s scheme can also identify a copyright violator.
But Emmuanuel et al’s scheme needs a trusted third party
(watermark generation authority) for the real evidence on the ille-

gal redistribution of dishonest subscriber.

Other Advantages: Emmuanuel et al’s scheme requires 6-pass num-
ber, while our scheme just requires 4-pass number in order to ob-

tain unmasking frame.

5.6 Chapter Summary

Several digital watermarking-based traceability schemes have been

proposed as a technique to provide copyright protection for broadcast

media. But, most of them are symmetric, where the broadcaster knows

each subscribers” unique watermark. Thus redistributed copy is found,

it could just as well have been produced by the broadcaster or some-

one with illegal access to the broadcaster's equipment. Therefore, the

result of tracing is no real evidence that could unambiguously convince

a third party.
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For offering symmetry, Emmanuel et al. proposed a digital rights
management scheme recently. They used public key cryptosystems
with homomorphic property and a trusted third party so-called water-
mark generation authority. But this scheme is insecure because of the
used cryptographic algorithm. They must also assume honesty of the
watermark generation authority for its security.

In this Chapter, we first showed the insecurity and inefficiency of
Emmanuel et al’s protocol and then suggested a secure and efficient
watermarking-based protocol for broadcast video. Our scheme is secure
and provides asymmetry without a watermark generation authority.
Another meaningful feature of our scheme is to consider a subscriber’s
anonymity, which is one of important requirement for electronic

marketplaces.
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Chapter VI. An Application to Mobile

Communications

6.1 Introduction

Mobile communication has already been recognized to be an essential
means for realizing the information society because of its capabilities of
connecting ‘anybody’, "anytime’, ‘anywhere’. The demand for mobile
communication service is accelerating and mobile communication in-
dustries are growing rapidly all over the world. Moreover, they are ex-
pected to provide higher quality of multimedia services for users than
today’s systems. Thus copyright protection of multimedia contents be-

ing provided must be solved along with them.

In general, the fingerprinted contents can be made in on-line, because
every sold copy is slightly different from the original contents and
unique to its buyer. Thus fingerprinting schemes with high complexity
are not suited for the real application and, what is more, cannot be im-
plemented in mobile communication. But most of known fingerprinting
schemes are based on computationally unspecified black boxes without
presenting explicit protocols such as secure multiparty computation or

general zero-knowledge proof [17]. These protocols are embodied by
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difficult problems with much computation such as discrete logarithm
problem or graph isomorphic problem. Their complexity is much too
high to be materialized even in wire communication. Still less, buyer’s
memory and computation power is very small in mobile
communication. There is an efficient method without secure two party
computations [18], [20]. But this method is also impractical because it
uses Cox’s algorithm [13] as a building block for collusion resistance.
In [13], their code needed for embedding is so long that the overall
system cannot be practical.

To address this problem, we will propose a digital fingerprinting
scheme for mobile communication using mobile agent who has more

computational power than buyer [32], [46], [60-62].

6.2 Our Methodology

The basic primitives of our proposal is proxy certificates. In this sec-

tion, we explain the concept of proxy certificates briefly.

Security issues related to the usage of mobile agents in performing
operations to which their owners have to be bound, such as payments,
are of utmost importance if these kinds of agents are to be used in
electronic commerce. If this binding is achieved by means of digital

signature techniques, this means agents have to carry the owner’s pri-
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vate key to the host where they sign documents. This exposes the key

to attackers because it is copied outside protected environments. In our

scheme, we used a mechanism, called proxy certificates, that avoids the

need for the agent to have access to the user’s private key for digitally

signing documents, but still binds the owner to the contents of those

documents. We briefly review the construction proposed in [63].

[Notations]

CcA
A(X)

ka

sky

M}

{M}skx

cert{X, Pky g,

CCTt{X, pkA(); [D]}skx

The identity of a certification authority
The identity of a mobile agent belonging

to X

The public key of X

The private key of X

A message with contents M

A message with contents M signed by X
The digital certificate of X issued by Y
The proxy certificate of a mobile agent
belonging to X, with additional data D

Signature verification of {M}, : Verification is successful iff M

equals M), sig ver (M, X)

Verification of cert_ver(X, Y) = Z, pk, : Verification is successful

iff sig_ver (cert{X, Pky g, Y) is successful, in which case it has

Z=X and pk, = pky.
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B Issuing Proxy Certificates

A proxy certificate is issued and signed by the owner of an agent.
Obviously, there is an associated key pair that is also generated by the
agent’s owner.

The certificate contains a validity period, the identity of the agent’s
owner, and a set of constraints indicating the valid operations that the
agent is allowed to perform while using that certificate.

The buyer is bound to the actions performed (i.e., documents signed)
by the agent through the owner’s identity and signature in the proxy
certificate. For this purpose, the identity in the proxy certificate must
be the same as the identity in the buyer’s signature certificate. Thus a
proxy certificate for an agent belonging to buyer B is denoted as

cert{B, pky ), [constraints]},

B Using Proxy Certificates

When migrating to an external server the agent will carry is proxy
certificates, which can be part of the data that composes the agent’s
specific code. The agent will also carry the buyer’s signature certificate,
as before. The secret data includes the agent's private signature key,
along with the usual secret data, but now excluding the buyer’s sig-
nature key. i.e., the agent carries, among other elements:

{cert{B, pkgly, . cert(B, pky p), [constraints]}, , sky py |
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When the agent decides to purchase some good of service, it must
check the details of the purchase against the constraints in its proxy
certificate, and only proceeds if all of the constraints are satisfied. In
order to make a payment and purchase, the agent sends its proxy cer-
tificates and the buyer’s certificate to the seller:

{cert{B, pkg }skm’ cert{B, Pky By, [constraints]}skn

Besides the verification of signatures, discussed below, the seller
should check the constraints in the certificate in order to ensure that
the agent is allowed to make the purchase. Even though the agent has
already performed this check, the seller should do it again to prevent

possible malfunctions on the agent’s behaviors.

M Signature Verification
The act of verifying a signature made by the agent on some message

{M} represents more than simply binding the agent to the signed data.

The buyer has to be bound to the data, as well. Therefore, when ver-
ifying a signature, the seller will first validate the buyer’s signature

certificate, i.e., performs

cert_ver (cert{B, pkg Jsky,y CA) and obtains B and pkp.

Next, the seller validates the proxy certificate which

cert_ver (cert{B, pkgl, , [constraints]}, , B) and obtains A (B)
and pkA( p)- This ensures that the buyer has delegated powers to the

agent. Finally, the signature on the data is verified by doing
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stg_ver (M, A(B)).

6.3 Our Proposal

[Assumptions]

For ease of exposition we assume that the content being sold is a still
image, though in general the protocol is also applicable to audio and
video data like [10] and [12] schemes. We also assume that all of the

underlying primitives are secure.

[System Set Up]

Let p(= nbits) be a large prime such that ¢= (p —1)/2 is also
prime. Let G be a group of order p— 1, and let g be a generator of G
such that computing of discrete logarithms to the base g is difficult.
That all participants have a pair of a private key and a public key
(z,y) such that y = g® (modp), all of which have been registered

with appropriate certificate authority.

[Notations]
The fingerprinting insertion step can be represented as X'= X®F,

where
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o X Original image to be a vector of
"features", X = (x;,---, x, |
o F Watermarks as a vector of "fingerprint

elements", FF'={f,---,f |, m = n.

® X Fingerprints insertion operation
e X X" Fingerprinted image
e /D Encryption/Decryption algorithm with
homomorphic property.
signskx (M) Signature of X on the message M
cert{pky}y, The digital certificate of X issued by

Y

The proxy certificate of a mobile agent,
with additional data D

® cert{pky,, (D]}

sky

[Roles of each entity]
The entities of our scheme consist of the fingerprint certificate cen-
ter(FC), a mobile agent, a buyer, and a seller. The role of each entity is

as follows:

Fingerprint Certificate Center

v" He generates random fingerprints in the required manner and is-
sues them to any user (mobile agent) upon request.

v" He is in charge of the registration process and has secret database
to keep secret user information.

v" He has to take part in identification protocol in order to reveal

the user’s real identity who distributed digital contents illegally
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when a seller request.
v" He has private Yr and public key y,= g™ (modp).

v He is the trusted third party.

Mobile agent

v' He carries out fingerprints generation protocol and fingerprints in-
sertion protocol instead of buyers.

v He is able to sign messages about purchasing on behalf of the

buyer after execution delegation protocol.

v He has private Ty and public key y,, = g™ (modp).

Buyer

¥ She has to register to FC to obtain her own anonymous public
key.

v' She delegates the power of signing and protocol execution to a
mobile agent who will execute protocols instead of herself.

v' She issues the proxy certificates to mobile agent.

¥ She has private key Zg and public key y, = g (modp).

Seller
v He is an agent selling digital contents.
v' He has database to record anonymous buyers and their

information.
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v" He has to embed the anonymous buyer’s information into digital

contents without revealing it (decrypting it).

6.3.2 Proposed Scheme

The proposed anonymous fingerprinting scheme consists of the fol-

lowing 5 steps.

Bl Step 1. Registration
A buyer registers to FC as follows:

1. A buyer chooses secret random Z; and %, in Zp .
Iy Ty = Ig = Zp
2. He sends ;J—; = g™ (modp) and encrypting %, using FC’s public

key Y such as Eyp (z,) to FC. y_;, is anonymous public key of the

buyer. The buyer convinces the FC of zero-knowledge of pos-

session of T;.

3. The FC first decrypts E, (z,) using his private key skz and

checks that (yg )™= yg (modp). If it is verified, FC returns to

the buyer certificates, cert{yB* }IF that state the correctness of yﬁk .

4. FC keeps them yg, cert{y}} yp secretly in his secure user in-

Tp!

formation DataBase T ableg.
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‘ Buyer’'s certificate —— e Proxy certificate S— J—
| (Anonymous) Buyer’sidentity}q-—-L’ ~ (Anonymous) Buyer’s identity

| | —

F mnuarte mh  / FC [ Agent’s public | / Buyer's
L { {

B Buyer’s public key . ' signature ’ | key |\ signature
b e 4N T / L —— D

//

Figure 12. Buyer binding with a proxy certificate.

‘ FC certificate - B — B
f ~ FCsidentity _]

1
\
! - _’,.____.,, v. S / FC '\_\
J [ FC’s public key 1 \_ Signature /

’ Buyer’s certificate = -——— )

(Anonymous) Buyer’s identity

, — . ——— Va _F_(:_ __'_\
_ ‘ Buyer’s public key} / Signature )
| ) Slnat /

" Proxy certificate e

l Signed document i r B :(Anopymous) Buyer’s identity ‘
" “Agent |\ e T T
o ) ' [ Agent’s public | / Buyer's

! \ Signature , j key " Signature

N e

Figure 13. Signature verification with proxy certificate.

B Step 2. Delegation

Now, an anonymous buyer and a mobile agent execute delegation
step. Here, an anonymous buyer delegates the power of signing
(purchase contents) to the mobile agent. After this step, the mobile
agent is able to perform the rest of fingerprinting protocol on behalf of
the buyer.

We use proxy certificates for secure delegation in here.

1. The  (anonymous) buyer issues the proxy certificate,

cert{yy, [text]], to the agent. The certificate contains his own
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Mobile agent FC

Buyer’s certificate,
proxy certificate
- 7 Verify two certificates.
generate F.

compute

el'= E_(F),
Ys

sF = sign, (eF | ;;)

store F,eF,sF,y,, and

certificates.

S A
Verity sF

Figure 14. Fingerprints generation step of our fourth proposal.

identity (anonymous identity) and a set of text indicating the valid
operations that the agent is allowed to perform while using that
certificate and contents to will be purchased (see Figure 12, 13 for

illustration).

2. The buyer sends cert{yg }, and cert{yy, [test]}, to agent.

Ir

M Step 3. Fingerprints Generation

This protocol is performed between FC and the mobile agent.

1. The mobile agent sends the buyer’s certificate and proxy certificate

to the FC.
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2. FC first verifies the buyer’s certificate using his private key Zr and

then, confirms whether y;° exists in his own DataBase Tabley or

not.
3. If it exists, FC checks validity of a proxy certificate using the buy-
er's anonymous public key.

4. If it holds, FC generates fingerprints F randomly. Note that

F=1{fy, -, f,_1}. In here, we use a specific construction which in-

troduced a spread-spectrum watermarking techniques proposed by
Cox et al [22]. Cox et al. embed a set of independent real numbers

F= { APREEN m—l} drawn from a zero mean, variance 1, Gaussian

distribution into the m largest DCT AC coefficients of an image.

Results reported using the largest 1000 AC coefficients show the
technique to be remarkably robust against various image process-
ing operations, and after printing and rescanning and multi-
ple-document (collusion) attack. It is pointed out to be highly re-
sistant at collusion attacks [35].

5. FC encrypts fingerprints F' with the buyer’s anonymous public key

Yg -

eF'= E~(F), sF = sign, (eF | C'J—B*)
Ys '

Then, he computes signature sign, (eF || y; ), which certifies the
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validity of the fingerprint and also ensure that ¥, was used to

encrypt F as a  public key. The FC  stores

F, eF, sF, cert{yy, [text]}, secretly in the buyer’s fields of his

DataBase Tablep.. yg, cert{y—ék- Vo0 y5 have already stored in the

buyer’s fields of Tableyp.. Here || denotes a concatenation and
the used encryption algorithm is homomorphic.

6. FC sends eF, sF' to the mobile agent.

7. The mobile agent verifies sF' using the FC's public key. If it holds,

he obtains the valid fingerprints encrypted with the buyer’s anon-

ymous public key.

M Step 4. Fingerprints Insertion
This is an interactive protocol between a seller and the mobile agent
who must buy digital image instead of the buyer who wants to pur-

chase fingerprinted image.

1. A mobile agent sends cert|yy b CETL{Yy, [teat]], , eF, sF and

y—;, Ypp SM to the Seller.
sM = sz’gnzM(text)

2. A seller verifies two certificates and sM (see Figure 13). If the ver-

ification holds, the next step proceeds.

3. Let X denote the original image which the buyer (the mobile
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agent) wants to purchase. The seller generates unique W ran-
domly and embeds a unique fingerprint into content X. Let X’ be
the fingerprinted image with W. When an unauthorized copy X’
generated from, this unique fingerprint W is used for identifying
the original buyer of X' To embed the second fingerprint F gen-

erated by the FC into X’ without decrypting E— (F), the seller
Y

encrypts the watermarked content X’ with ¢ and finds the per-
yp Yp P

mutation o satisfying o (E— (F')) = E= (o (F)). Because of the
Yp Yp

homomorphic property of the encryption algorithm E used by the

FC, the seller can compute fingerprinted content E— (X").
Ye

. The seller transmits E— (X”) to the mobile agent and stores
Ys

Yur y;,, F,o,eF,sF,sM and two certificates cert{y; }

cert{yy, [text]}, in his DataBase Tables. Tableg is a table of re-
cords maintained by Seller for image X containing one entry for
each copy of X that he sells.
. The mobile agent sends E— (X"”) to the buyer. The buyer decrypts
Y8
the encrypted image E-, (X”) and obtains the fingerprinted image
Yg

X",
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Note that, buyers can decrypt the fingerprinted image encrypted with
her own private key ;.

In our protocol, the buyer does not know o, she cannot remove

o(F) from X"

B Step 5. Traitor Identification

When an illegal copy X™? of an original image X is discovered,

1. The seller extracts the unique watermark U in X™? using de-

tection algorithm. Then, she finds F with the highest correlation

and obtains the transaction information involving W from the ta-

ble by computing correlations of extracted watermark F and every

watermark stored in Tableg, The information consists of

Yurs E, F,o,eF,sF,sM and F. And the seller sends them with

X, X™? to an arbiter.

2. The arbiter verifies sF' with the FC’s public key ¥Yp. If the ver-

ification holds, the arbiter performs the next step.

3. The arbiter sends yg, cert{;}} o cert{yy, [text]}, to FC. Then
the FC sends F' back to the arbiter.
4. The arbiter computes o (F) and checks the existence of o (F) in

X% by extracting the fingerprint from X"*¢ and estimating its

correlations with o (F'). If there exists o (F'), the buyer is guilty
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and the buyer’s ID is revealed to the seller.

6.4 Analysis of Security and Efficiency

6.4.1 Security Analysis

® Anonymity: We assume that the fingerprint certificate center does

not reveal the buyer’s real identity if she is honest. Even if the
seller and the mobile agent know a pseudonym y_;,, which is re-

lated to ¥g, it is unknown to the seller and the mobile agent be-

cause I is encrypted with FC’s public key. Thus buyer’s anonym-

ity 1s provided if the seller and the mobile agent cannot compute
discrete logarithms. Therefore buyers should be able to purchase

digital image anonymously in our scheme.

® Unlinkability: In our protocol, fingerprinted images sold to a buyer
must be encrypted with each different key for unlinkability of
digital contents. Also these different keys are transmitted to the
seller. Thus given two digital contents, nobody can decide wheth-
er these two images (contents) were purchased by the same buyer

or not.

® Traceability: Due to the properties of the underlying encryption
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and digital signature techniques, we can assume that a malicious
buyer cannot change or substitute a fingerprint generated by the

fingerprints certificate center. Sellers should insert a fingerprint F
and o (F) in the right manner for her own interest. If she does
not correctly insert F' or o (F'), she would not be able to identify

the original buyer of an illegal copy. Further a detecting function
in the fingerprint detection must guarantees that the seller can ex-

tract the unique watermark (fingerprint) F that belongs to a

traitor. Thus the buyer who has distributed digital contents ille-

gally (traitor) can be traced in our scheme.

No Framing: Since, to forge X red with the special watermark, F,
the seller must know either the buyer’s private key #; or the buy-
er's unique watermark F. In our proposal, only the buyer knows
his private key Z; and his unique watermark if computing dis-

crete logarithm is hard and used encryption algorithm (underlying
primitives) is secure. Because the seller cannot recreate the buyer’s
copy with specific watermark, an honest buyer should not be

wrongly identified as a traitor in our protocol.

No Repudiation: Since only the buyer can decrypt encrypted finger-

printed contents (Only the buyer knows his own secret key ),
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the others cannot recreate the buyer’s copy. Thus the buyer ac-
cused of reselling an unauthorized copy should not be able to
claim that the copy was created by the seller or a security breach

of the seller’s system.

® Collusion Tolerance: Our scheme have used Cox’s algorithm [22] as
a building block. The protocol is secure only as much as the un-
derlying watermarking techniques are secure and robust. We as-
sumed that the underlying watermarking algorithm is secure and

this algorithm is pointed out to be highly resistant to collusion at-

tacks [35].

6.4.2 Efficiency Analysis

In our scheme, the buyer has to execute the registration step and del-
egation step, and the mobile agent does buyer’s computation instead of
him.

In previous schemes, the buyer has to carry out the registration step,
fingerprints generation step, and fingerprints insertion step. There is no
comparison between computational cost of fingerprinting step with
very high complexity (based on secure multi-party protocols) and that
of delegation step. Thus, it is enough to prove that our protocol is
more efficient than the other previous schemes [11], [18] from the view

of buyers. Our scheme is practicable and efficient scheme from the
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Table 7. Comparison of our proposal with previous methods.

Sub-Protocol 'OurvProposal Previous Schemes
I;egistlife;&)n o éuyer—TTP | Bwuyer-TTP -
Délegaﬁon 7 ” Buj}er, MAl - .
Fingerprint Buyer-TTP’
Gerir;tion MATIP Buy}:er—Seller3
Finéerprints Inserfiiron R MA-Selfeer 7 Buyeggeller -

Identification | Seller, TP, Arbiter | Seller, TTP, Arbiter

*1: Mobile Agent
*2: In case of [12] scheme
*3: In case of [11] and [20] schemes

view of buyers, because it reduces amounts of buyers’ computations
and memory to minimum. We briefly show the comparison between
our method and the previous methods about participators of each step

in the Table 7.

6.5 Chapter Summary

In this Chapter, we presented an anonymous fingerprinting scheme
for mobile communications using mobile agent, which is efficient and
feasible from a practical view. A proxy certificates are used as the ba-
sic primitive.

Utilization of mobile agents to facilitate electronic commerce oper-
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ations is an appealing concept, especially when those operations are te-
dious or very difficult to perform by human users. But, in distributed
environment, it is very difficult to assume the trust of mobile agent
and the delegation key issuing protocol. The delegation to others can
be risky because this means have to carry the buyer’s private in-
formation to the mobile agent. This exposes the information to attacks
because it is copied outside a protected environment.

To address this problem, we used proxy certificates, which avoid the
need for the mobile agent to have access to the buyer’s private in-
formation, but still bind the owner to the contents of an order sheet.

We used homomorphic encryption scheme to remove interactive be-
tween a mobile agent and the seller in a digital fingerprints embedding
step and proxy certificates to remove risk about exposure of the buy-
er’s private information. Our proposal satisfies all properties of anony-
mous fingerprinting scheme; (1) only the buyer can know the finger-
printed copy, however the buyer delegated his/her power to the mo-
bile agent, (2) the buyer can perform fingerprinting protocol in safety.
In other words, the honest buyer can not be identified as a traitor even
if the mobile agent does dishonest things such as collusion with the
seller, and (3) it is practical and efficient because it reduces amount of
the buyer’s computations to the minimum. Thus our approach is suited
for the customer-centered commercial transaction and mobile communi-

cations that the client has a small memory and computation power.
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Chapter VI. Conclusions

This thesis has discussed copyright protection system using combina-
tion of watermarking and fingerprinting for preventing an illegal redis-

tribution of digital contents.

In Chapter II, we have introduced an overview of DRM, digital wa-
termarking, digital fingerprinting, and related areas of research which

are generally referred to as "copyright protection".

In Chapter IIl, we have suggested secure copyright protection scheme
and have discussed secure buyer-seller watermarking protocol against
chosen ciphertext attack.

First, we have showed some problems of the previous copyright pro-
tection schemes. Then we have presented how to make secure finger-
printing schemes using oblivious transfer protocol. Next, we have dis-
cussed the security of buyer-seller watermarking schemes used homo-
morphic encryption. Here, we have showed that homomorphic en-
cryption algorithms which the existing schemes used is not secure

against chosen ciphertext attack.

In Chapter IV, we first proposed an anonymous buyer-seller water-

marking protocol to multi-purchase environment. If we apply the pre-
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vious scheme to multi-purchase case, the number of keys held by buyer’s
devices increases in proportion to that of contents purchased. To solve this
inefficiency, we have suggested a scheme that satisfied anonymity and
unlinkability, where a buyer executes registration step one time and the
number of buyer’s necessary key is also one regardless of that of contents.
Our proposal is significant in the sense that it is the first scheme ap-

plied to multi-purchase environments efficiently.

In Chapter V, we have suggested a secure and efficient water-
marking-based protocol for broadcast video. First we have showed the
insecurity and inefficiency of the previous scheme. Compared with the
previous scheme, our scheme is secure and provides asymmetry with-
out a watermark generation authority. Another meaningful feature of
our scheme is to consider a subscriber's anonymity, which is one of

important requirement for electronic marketplaces.

In Chapter VI, we first have proposed an anonymous fingerprinting
scheme for mobile communications using mobile agent, which is effi-
cient and feasible from a practical view. Here, we introduced a concept
of mobile agent with proxy certificates, which removes risk about ex-
posure of the buyer’s private information. Our proposal satisfies all
properties of anonymous fingerprinting scheme. Our approach is suited
for the customer-centered commercial transaction and mobile communi-

cations that the client has a small memory and computation power.
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In conclusion, we have suggested secure copyright protection
schemes applied to most environments such as single-purchase, multi-

ple-purchase, broadcast, and mobile communications in this thesis.
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