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An Efficient License Download Method
with Anonymity for DRM System

So Jin Kim

Dept. of Computer Science, PuKyong Nat’l University

ABSTRACT

The DRM(Digtal Rights Management) system prevents the unlawful
use of digital contents and protects the copyright of onwer. It is a
total solution to support all processings that is needed to the
creation, distribution, usage, management of contents. And it provides
the paid service of digital contents. The user {customer} should be
pay money to use them fairly and be issued a license from
clearinghouse in DRM system. Usually, the license is encrypted with
user’'s public key. Therorfce, the computational cost of user may be
expensive. Specially if the user is in mobile DRM environment, the
computational cost of user may be more expensive. In addition,
anonymity that identity is not exposured for the user’'s private life
protection i1s not offered. To overcome this problem, we propose an
efficient license download method with anonymity to apply one-time
proxy signature scheme and Signcryption scheme for DRM. The
former reduces the computational cost of user and the latter reduces
the added computational cost of clearinghouse. The proposed scheme

can be applied in mobile DRM.
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