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Context—-Based Adaptive Access Control

Management Model Using RBAC

Jung Chul Seo

Dept. of Computer Eng., Graduate School,

Pukyong National University

Abstract

Recently, wire and radio internet combination presented by the rapid
growth of internet and on the basis of this, computer and network

technology were applied to all things.

By the result, ubiquitous environment that a person and computer
appliances and environment that use computer infra that exist on each

place do interaction is coming.

These characteristics of heterogeneous networks and diverse computing

capabilities are dynamically changing by contextual information of the
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environment. We should adapt several security system dynamically
according to the diverse networks and computing devices to secure this
ubiquitous computing environment.

Applying the traditional security system to heterogeneous networks has
many problems, since traditional security system has a static
decision-making approach. The traditional security’ system did not
consider changes of contextual information.

It might be quite difficult and complicated to manage security decision
in the heterogeneous networks because many types of resources are
coexisting.

In this thesis, we propose a context-based adaptive access control
model which can adapt several access control policies dynamically
according to the diverse networks and computing devices using MAUT
(Multi-Attribute Utility Theory) and Simple Heuristics.

We propose an access control model using RBAC(Role Based Access
Control) that can determine effectively access control using security
policy and access policy to manage security policy appropriately in the
heterogeneous networks.

The proposed system could be used in the various fields such as
security management, distribution of the digital content, access control in
the administrative organization, military, finance organization, company,

and so on.
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The proposed method is expected to reduce the complexity and cost of
security administration and to adapt several security policies dynamically
according to the diverse network and computing devices in the

heterogeneous networks.
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Role
‘Confi dentlal’
< Access Policy ‘A’ [ |F SL=1 & User=guest & 8:00<Time<18:00 THEN R
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Role Entities Access Policy
Name Description Name Constraints
RO1 Unclassified APO1-1 |IF SL=1 & User=1 & 8:00<Time<18:00 THEN R
RO2 Confidential APO1-2 [IF SL=2 & User=2THEN R
RO3 Secret APQ1-3 |IF SL=4 & User=3 THEN R
RO4 Top Secret APO2-1 [IF SL=2 & User=2 THEN DL
. AP02-2 |IF SL=4 & User=3 THEN DL
Services Users
) APO3-1 |IF SL=3 & User=2 THEN U
R : Read
W Write 1 Guest APO3-2 |IF SL=3 & User=3 THEN U
U: Update 2 Member APO4-1 |IF SL=3 & User>2 THEN D
D : Delete 3 : Admin _
DL : DownLoad APO4-2 HIF SL=4 & User=3 THEN D

Security Policy

Name Constraints
Utility Function : U(Xarl' Xauth Xres) = katﬂU(Xau)+kaum1u(xaum)+kres1u(xres ;
SPO1 User's Preference : uRiskProne=2%-1; uRiskNeutral=x; uRiskAverse=log,(x+1)
Constraints : tType=PC/PDA/Celiphone;
Utility Function @ u(X 4, X, Xres) = KanaU{(Xau) HoauinatXaumn) Kresal(X es s
SPO3 User's Preference : uRiskProne=2%-1; uRiskNeutral=x; uRiskAverse=log,(x+1)
Constraints : comp=400MHz;nType=200Kbps;tType=PC
RESOURCE RA ROLE  pa poLicY
Schedule txt ACCESS POLICY
RO Aol
Proposal.doc APOT—3 SECURITY POLICY
MilitarySecret.doc APO2—1
Y RO2 AP02-2 ﬁ SPO1
Homepage.htm! ﬁggg’; SP02
— SP03
R0O4 AP04-1
Paper.ps APG4-2

19 6. RBACH

ol &8 <t Aol wAo 7HHF o

_19_



18 gollA AYE Fo] “MilitarySecret.doc” 413 Ao 71WE HF3)
ofst= oA 71dHo] ¥ 3tEl F-A ol “MilitarySecret.doc” ¥A4of “R04” <
o] HE&=2A3 “RO4"= “AP01-3", “AP02-2", “AP03-2", “AP04-02" A
=, o]AL “MilitarySecret.doc” 7} “AP01-3”,
“AP02-27, “AP03-27, “AP04-02"¢} 2 Alstd HAAwbo] A 4w

E3E 7 “MilitarySecret.doc” #419] SAdo] AsF 71HelA o) 7w
2 by, Al s A EAle] BAdel HAHE oske dgstow welk
AL HrA NS A 4 sloh o)9f o] A Fdu dg dES o
Galf thst et @ Abghel whE wobA Ay HarA Ae e el
RO A it Mol shidyl ek zplol stdsto A zpglo) hk A

1 0 2

shel whels Ha 7ersta QdlelE & & gl

e Alekel mwle MAUTS HE3dh fFe
oA AS 2830 oA Boy 29e 93 He
AAolgt vz AADG, oA, “AP0M4-2" HA Ao
7 Ay apd Aty Bl FH(SL ¢ Security Levelo] Ht}h whrpi Apgx
= Aol st o3 ¢ oglvh Mol S 2 =itoll A AlgkE it Ao <

we]Fel os) A,

LS
[
an
[
=2
s
=
o
e
2
oX
2
o

|

,
M
~olt

{
o

o !

o o

2 1

~
>

oo ma

2l

-

A i WY AREASE Al AFARYE G Aussg 3

- !

_20_



=4
o
o
o,
E
¥
il

AEFAQ gteg &g dojr, v 7 g
HA gD HF e EUE 0 2 1 Al oz W3kw Fholt),
Xar= AHEE G5 daE]Ee BAAE, xant AHEE AF VY, xet A
S27F Atstele A9 Re FFEE UERAY x o AFER thd)e] A

ol whebd AbgAle] t7)AIZES A 5 ATHSHE AsEe A 5 9

rir

Al 7k ekl MIPS -Years).

3183 W 48y #3n
T a .  ae 0
| XaRREPE) = 10" = 10" | =100 | = 10"
Xau!h( 157] ’{ﬂ) Pc;iiford Lertlflcdtc Biometric Hybrid ‘
xm(ﬁiﬁ T ) ~ No Loﬁvyi e Medlum | High
AE2E e ZAdAe o3 Rt 84 Ht Ao duass

ol gallAl HHt Wt sus At "k

i

A AlE s e gRe ojs) Aple] 48 RS AAstn A4

o
o

Robd Mol wel Aok S 1F $ Wl T AAS Sl At

)

-7
|

=

P, AbgAel met dEe wE fudE @5 59 A4, 487

- 21 -



o
i
el
)
o)
r
ox
NI

15 o] &3t el digh H* st =e ARE A

a#a AE meks el weh A8 wek qulse

b
ox
o
=
r (%]
ojn
o}
Pk

AccessControl(AccessProblem)

// AccessProblem: Grant or deny access for the protected resources
according to Access Policy(AP);

// Search Role that related Resource

search Role byusing context about User’s Request

// Determine Security Level using Security Policy(SP)

SL = SecurityLevel(securityProblem);

// Grant or deny access by calculating Role, AP, and SP.

calculate Role, AP, and SP by using Constraints, Role, AP, and SP;

if true return grant;

else return deny;

19} 7. AccessControl & atd
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SecurityLevel(securityProblem)

// Determining security level using Security Policy
(constraint, utility function, user preference)

// Utilization of domain independent properties

calculate SL by [ end;

if SL = 0 then return; SL // No security system

/7 Utilization of domain dependent properties

// select a strategy between MAUT and S. Heuristics

if MAUT then SL = MAUT(X),

if Simple Heuristics then SL = TakeTheBest(.X);

return SL;

end;

719 8. SecurityLevel 214 5%
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TakeTheBest &5 MEste B 532 AAsHA ot

MAUT(X)
// Determine total utility function by the interaction
// with the user according to MAUT

u(x1,x2,X0) = kpui(x)+kous( x2)+ +Knttn( x)
// ki is a set of scaling constants
// xi is a domain dependent variable, where wui(x")=0,
// ux'=1, and k; is positive scaling const. for all i
ask the user's preference and decide k:;
fori=1ton

do ui(x;) = GetUtilFunction(x;);
end;

return u(x;,x2,,xn);

end;
19 9. MAUT <¢tx
SR 9 ARl S m geld 87 weEs welss] 999
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GetUtilFunction(x;)

// Determine utility function due to users’ preferences
// xi is one of domain dependent variables
uRiskProne : user is risk prone for x; // convex
uRiskNeutral : user is risk neutral for x; // linear
uRiskAverse @ user is risk averse for x; //concave
x : arbitrary chosen from x;
h : arbitrary chosen amount
<xth, x h> : lottery from x+h to x-h
// where the lottery (x', p, x*) yields a p chance at x°
// and a (I-p) chance at xo
ask user to prefer <x+h, x-h> or x; // interaction
if user prefer <x+h, x- h> then
return uRiskProne; //eg o u = b2% 1)
else if user prefer x then
return uRiskAverse; // eg. u = blogAx+1)
else
return uRiskNeutral;

end; // cg. u=>5b

219 10. GetUtilFunction ¢332 5
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I3 102 MAUT gherell M AF8ARe] Bet dske met fdae

2 A A3 GetUtilFunction &4=o]t}.

TakeTheBest(u(x;,xz,,x,))
// Take the best, ignore the rest
u(x,x2,,xn) - user’s basic preferences
// if the most important preference is xi, then only xi
// 1s considered to calculate SL
// The other properties except xi are ignored
u(x,x2,xn) 1s calculatedby only considering xi;

SL is calculatedbythe value of u(x;xs,...x.)

return S,
end;
719 11. TakeTheBest ¢Har
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Sz SEED RSA -512 MD5
Sz 3DES RSA-768 SHAI
Sy AES- 128 RSA-1024 SHA1
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Name Constraints

Utility Function:
U(Xatt, Xauth, Xres) = KattU(Xart) +Kauthl (Xauth) tKresU (Xres);

SP04 User’s Preference:
- uRiskProne=2"" l;uRiskNeutral=x; uRiskAverse=logs(x+1)

VConstraints
comp>200MHz; nType=>100Kbps; tType=PC/PDA/Cellphone;

iiS

;B 5 3.1.2%e) 19 5olA ‘MilitarySecret.doc’” Aol AZEl R0O4 o

_30_



WEE bt A% oued olad 7 west 48H 4e Aol
&

A wekEEe AAss] 98 74 947

T

4
il

d
[op]
)
m
2

A ftew gbsta, A kE AR A A ARS ¥
c}.

3% 6. 374 M5 fdEy SR
~— - T o -
P 0.2 05 08 1.0
CoxaEeE) | = 10" =100 | =10 | =10t
; Xauth(Q ]'57]%) Pz(x;i;vord Lemflcate Biometric | Hybrid |
i S — —— ...
L Xres( HE \{h), | No Low ) Megi}gmiﬂ H]gh

7]’% Xkauzh-Q]' x*,.(,sy_l:]— X*an% H }\\jig]"ﬁ Kae > Kawn + kres, katt > -5O] q
T3 el X i@ Him A BT A XanE e AL AEE
Kaun > kres®1CH WFOF kg = 6052 HIFE JohH QAR S (T we, X aun,
e P A B <X ey Xawn X res), 6, Cauny Xawny, Xres)> AFle] o)W A
Qe Pttt Ag on ok AREI<OCawn X an Xres), 6, (KCat, X aun,
X“/'r’s)>'\of (X:kazz, x*aulh, x*r(’s) O;l é. % K¢) :L']’ (X”an, X(}au[h, x()r(’s)??l Q’ % 4 = 9113]
b kae o1 6 1R kuun + kres = 4 otk oAl JAVAAAIY (xa,
auty X re) 2 <O at, X aun X res)s Dy (Catt, Xoaun, Xres) > A E& F331A)

g sz BE pE Al ghuh ek ofAF A A el 7 ojebd

it

..31_



kaun = DKaun + kre) 91N QAWM kgun = 2801 ®oh. 183 wix)E AA
st7l f1shA AR <x+h, x> 1A xo] HAEEE Hojgd vk
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’U,( Lytts Lot T re’s) - 6l092( 2+ 1)+ 28l092( 8+1)+ 121092( 5 +1)
= (.6 < 0.263 4+ .2 < .849 + .12 < 0.585 = 0.46572
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Name Constraints
APO1-3 IF SL=4 & User=3 THEN R
AP02-2 IF SL=4 & User=3 THEN DL
APO3-2 IF SL=3 & User=3 THEN U
AP04-2 IF SL=4 & User=3 THEN D

ole} Zo] AL Myl AFa o] gate] FFARI LA &

= 7lEe) mer Aulashi gl AHgAECl Ushs gk Ad guel W

oF AMul ~2 A& & 4 9l

42. T8 F "I}

Aok Al~Ele] 7S A7) 98] Window XPE $AAs #HE
A5t PColM FAsA 7t A ANEY wES Adstdon, HTTP
ZREFH  Sockets o]&st FAEY. 7} AAE j2sdk1.4.2_06,
Apache Tomcat 4.0, Mysql-4.0.18-nt, JDBC(mysgl-connector-java-3.0.10)

& Agatel FARAC

Aot male 1y 129 #o] Role DB, Security Policy DB, Access
Policy DBE 33}3 Databases®?t Context Engine, Context Interpreters

33l Access Control Algorithm© &2 -4 ¥ 21t}
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Access Control ——— |

. eqt :

onirgnE L Algorithm ’ Role DB |

= !

I security level Security :

Y Policy DB | !

, Context |4 —_— |
: Engine | Access :
: B ’ Policy OB J |
""""""""""""""""""""""""""""""" I security service, access or deny
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ol AU resource_assignmenti= AP oste]l #AE el
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olsh zto] Aok mAl|ME RS Ade RobgAR AR AP

_34_



o7 AASA L Yol EAy)

Fa ALYl we PR Ggwe

H
gdgto g ofgfar HAkek Bk we] RS s Ae & o Aok

=@ Primary Key =) Foreign Key

resource J —

% resource_id secirity_policy
resource_name - ? id
resoruce_info policy_assignment variabte_id

*?lif role_id variable
% policy_type condition
resource_assignment % policy_id S value
esource_assignemt. id pemE

BN resource_id % o
i
_,%1

role_id )
Service_Type

security_level

l role user

% role_id — time_1
role_name time_2
rote_info location
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DbCennectionPool DbManagerzResour i tDbConnector
:;;;:(e)>>+DbConnect\onPooK) <<rreate > >+ResowrceAssignmerkDbConnector()
- +Defste(b: Bean): boolean
mo&v:onnommg) Connection +lnsert(b.: Bean) boolean
+C {): Connection +select(b: Bean): Bean
+eloseConpedtion) +Update(b: Bean): boolean
sereateStatement(): Statement *oetRole_idiresource kd: nk): int
= LT / )
B Db o HcyAssi DbConnector
<<:reate>>+PDhcyMsumentDbCorne(tar()
/ A +Delete(b: Bean): boolean .
<<interface>> 25 +lnsert(b: Bean): boolean ~
! umedw ... | +setect(b: Bean): Bean N
‘3,,._.—-»"““'" +Update(b: Bean): bookean *]
+Insert(b: Bean): boolean +qetPolicyAssighment{role_id: int): Bean .
+Delete(b: Bean): boolean Vs +getPolicyCount(pokicy Type: String, vole_id: int): int |~
+Update(b: Bean): boolean [ 7 ... / > =
+5elect(b: Bean): bookean e Dk oy RokeDbConnector| - N
< <create > >+RoleDbConnector(} : N
+Insert{rb): boolean -
LN +Update({rb): boolean N .
<<iterfacess = +Delete(rh): boolean U
DbManager=Beaninterface +select(tb): Bean = -
~ +oetRole_id{resource_id: int): it [T M
+getData(num: int): Object Tl DbManager:DbManager
+getField(): Vector
| +setData(num: ml' data: Object) .. ~”| DbManagerzAccessPolicyDbConnector <<create>>#DbManager()
ctor) s - +setResour Assignment()
<<reate> >+AccessPalicyDbConnector() +satPolicyAssignment(resource_name: String, palicy_mum: int)
+Delete(b: Bean): bookean _ +setPolicy{name: String)
.| +Insext(b: Bean): bookean R " | +setvariable()
+select(b: Bean): Bean +getaccessPolicy()
+Update(b: Bean): boolean +getSeuciryPolicy()
+qetAccessPocy(id: int): Bean +getConstraint()
S .. - | +getUserFunction()
<<creake>>~RoleBean() " [DbManagerzSecurityPolicyDbConnector | +getUserPreference()
+getField(): vector . /\
+getData(num: int): Object e e, | <«create> > +35ecurityPolicyDbCannectar() . £
+setField(vec: Vector) +Delete§b: Bean): boolean T
+setData(num: int, data: Object) |- +Insert(b: Bean): boolean i
T +select{b: Bean): Bean - H
e +Update(b: Bean): boolear . f
R v =
DbManager:ResourceDbConnector '
<<ireate > >+ResourceDbConnector() |
+Defete(b: Bean): boolean ” L N
+Insert(b: Bean): boolean Manager:ContextEngine
+select(b: Besn): Besn <<create > >~ContextE
: . ngine()
+Update(b: Bean]: bockan <<create > >~ContextEngine{resource _info: String)
+getRole _d{resource_id: int}: int +setPdlicy{resource_name: String)

+checkAccessPolicy{currContext): String
+checkConstraints{currConstraints): boolear
+searchRole(resource_name: String)

dapt k h ontextInterprenter +qgetUiltyFunction(): Vector

< <create > >~Contextint () I " " N +useMAUT(vec: vector): int
ol o orRextinterprenkey AdaptiveAlgorkhm:MAUT +setR ce_tt: int, role_id: int
+Convertyaiue(type: int, vaue: Object): float h ole{resource | ’ i inty
-convert{value: int, MAX: int) Lx ., <<createx>+MAUT()
-convertATT{vahe: Object) ~+MAUTapp(veg: Yector): int
-convertATH(value: Object) + +5eculevel{ukiity: foat): int
-convertRES(vakse: Object) +UklityValue(type: int, value: float): float P
- =

Adaptivealgorithc:Attribute | .-~ - -

<<create>>+Attributeltype: int) -
+setRedative(k: float) daptiveAlgorith impleHeuristics |
+setConvertvalue(cvalue: float) |- -1 |
+setRiskTypelriskType: int)
+getType(): int
+getRetative(): float
“+getConvertyalue(): float
+getRiskTypa(): int
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Xau Xauth Xres Xau Xautn Xres
HAZE AZ79 Ho5E Hogx AZNY BSFE
Ul 10%° Password only No U33 107 Password only No
U2 10% Password only Low U34 107 Password only Low
u3 10%° Password only | Medium | U35 107 Password only | Medium
U4 10" Password only High u36 107 Password only High
us | 10™ Certificate No u37| 107 Certificate No
u6e | 10" Certificate Low |u38| 107 Certificate Low
u7 | 10" Certificate Medium |U39| 107 Certificate Medium
us | 10" Certificate High |[u40]| 10 Certificate High
U9 10%° Biometric No U4l 107 Biometric No
ulo| 10" Biometric Low |u42] 107 Biometric Low
Ul | 1™ Biometric Medium |U43] 107 Biometric Medium
vz 10™” Biometric High fu44] 10 Biometric High
u13| 1™ Hybrid No uas| 107 Hybrid No
Ul14 10" Hybrid Low U46 107 Hybrid Low
uis| 10" Hybrid Medium | U47 107 Hybrid Medium
ute| 10" | Tybrid High fuag| 107 Hybrid High
uU17 10° Password only No | »U49 10" Password only No
U18 10° Password only Low us0 10" Password only [Low
U19 [ 10 Password only | Medium | Ub1 10" Password only | Medium
U20 10° Password only High Usb2 10" Password only High
U21 10° Certificate No us3| 10" Certificate No
U222 10° Certificate Low Us4 10" Certificate Low
u23| 10 Certificate Medium |U55] 10" Certificate | Medium
u24} 10° Certificate High |us6] 10" Certificate High
U25 10° Biometric No us7| 10" Biometric No
U26 10° Biometric Low us8 10" Biometric Low
v27} 10’ Biometric Medium |U59| 10" Biometric Medium
uz28 10" Biometric High uU60 10" Biometric [igh
U29) 10° Hybrid No uel| 10" Hybrid No
vzo| 10° Hybrid Low |uez| 10" Hybrid Low
u3l| 10’ [ybrid Medium |U63| 10" Hybrid Medium
u32| 10’ Hybrid High |ue4| 10" Hybrid High
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