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Design and Implementation of DRM System based on WIPI

Tae Jeong Kim

Department of Information Security, The Graduate School, Pukyong National

University

Abstract

The number of maobile (or cellular) phone users has been rapidly increasi
ng since the last 1990s. In the beginning, the main and unique purpose of
mobile phone was to communicate, namely making and receiving calls. Ho
wever, various functions of mobile phone have been added over the vears,
so now mobile phone users can go to the Internet and use various enterta
inment functions including uploading and downloading the game, still and
motion pictures and music services. Then we need Digital Rights Manage
ment(DRM) System which allow contents to be distributed in a controlled
manner. Until now each of domestic mobile communication corporation de
veloped different mobile platform since mobile contents developed on differ
ent platform do not have interoperability among mobile platforms with diff
erent platform, recently TTA(Telecomunications Technology Association)
makes progress to standard WIPI{Wireless Internet Platform for Interopera
bility) platform which can unify the format of content used at mobile platf
orm. The wireless Internet has the characteristics of low data transmissio
n speed, high error rate, limited memory resource and low processing abili
ty. Therefore it needs to develop DRM technique suitable to a mobile envi
ronment. In this thesis, we introduce wireless DRM technique and analyze
OMA DRM standard. Also we introduce WIPI platform which is a standa
rd mobile platform and analyze security requirements of WIPI platform. T
hen we design WIPI based DRM system and propose DRM APIs, which
need to bhe appended to WIPI platform.
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[Z 1] =3 &M 2Agul 7|k el Zei®E &gl
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Video Streaming
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(23 9 wiPIel 7=
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vlet APL ¥ componentE S 574 784lshs 758 4813}l Dynamic

Linking Library® 4] WIPIS] dF 5 F+A4 0. HALS EHE 9 =49
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Adsk= Clete] 45 713 APIOl Aej¥l Colo] APIe} Ceole] &9

AQskm ®E Cololnele] FolA Fo #4s

1540 A A6
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=

stel npelue] mnE 4akeh: AOTC(Ahead Of Time Compile) ']
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oal wejslo] QulelE shsatnsg wojl
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B 2el= A= DRM Package Headerell 33hsE 718 1<l Type,
Title, Version, Content 1D, RightsServer URL, Encryption Method+
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o0oic o D2 90 9C S22 A AL O0A Si SA AB 62 D4 35 B9 F1 DO - = - -
L L ek ] CAa 32 34 D7 1S5 682 C8 X3 7F &7 39 F9 93 EA 89 93 L I L
PHOTE B 7o 7O PE ES S ZZ OF &6 Fr Cé 39 F6 L1 L3 83 8F > P
01T FO 67 220 08 13 9E SA A CB o6 3B DD 22 C7 7D 63 60 Q9 <
0002 00 1TE 88 D2 D3 4B A8 AE LHF 2% B8 A9 D2 79 07 D1 L - = - D
BOO2 16 BE 3 17 6D EA FC FF DS 82 98 C3 BB 68 BD MF FD ress [T
“anezze %7 OB D1 RARS 83 BLa 7€ AF 76 67 B1 6F Ba E3 9H CH wo oo -
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Lyl 170 A A A npolEo A Ahuryl Sdl o] VR W Suis)
of AN E At gl Sel=d grsgste] F7F8E Hex Coded:
W vk crejar A A E sk sl uniel 3] wio] &
afo] 1% | Blo]E s Aol ol ml i zAgx|ar s 942l o
s 3 49 ol g Eth
[ 4] dsh ajdel e H&
. Ug T - ’Ul
CUSECASE | #elz 4888 ghye
e | ewsasde e
USERIGHTS | #dl= Agas oyt
USEKEY | 29x 253 7 I6byte
4% ol Aoy "=o web v AR @3 9tde] Hex
Codei= 1g 183} 2t}
000080 06 86 08 B9 80 BG 66 68 08 0O B8 08 00 00 00 00 . .._...........
600810 68 E6 2B 35 13 C1 62 9D 4D CC 18 EF 2F E9 DA A1 ..+5....M.../...
000620 C3
(32 18] == YME AstoY Hex View
Hx A" A% Fde AR, A7 APl digt et
S A R st 71 bAa el g ofw Al EA7E Zelx
& Abgstaa & Ag As 95 e Ee dd wol A’ Muo
A AR Al ik A 9dS dulo]E §hA "l

CEC R HEE @i wo} Helolelzol A A aeis



Shuf = Crgl 199 e Hefolddiie] rxit vhAAl Hdh Fav)Ee
DRM st =o) i3k #e]it &4 ¥ DRM Managers- i3} 28l = 418
Aol st BES e shAl # Rights Manager##0 2 s 4+ <9
v}
DRM Application
T
Raw Contents
DR Rights Information
RM
D Mana,g,e’.‘ Rights Manager
DRM Rights Flle
[T 19] DRM client 2& T4
FAz AGrolARE Agstud sz A deste] AT W

Fel= 3dS DRM Managerd] Z=3dta =0 st A3 udL
A Aol A HAMste] A3 Abgtol]l 3k WS By AMREIEE
T Ag Ao HE&Es e A
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of Wlg e el Mest /) gl A el Aok,

ageoe0 30 37 75 31 30 32 38 38 34 2E 31 32 2E 32 39 31 07u102004.12.291
888618 34 E6 2B 35 13 C1 02 9D 4D CC 18 EF 2F E9 DA A1 L. +5_ .. . M_.__/._.

feeez2e C3

(o]
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Ao Hex View

rok
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rok

(02 20] 2d= AdlA A

Ak A2 HE A3k 4rE 2]o] DRM Managerel] X
o] ald Sal=s Abgsr = 9l 71%kS gl 3k Fo DRM 2§

el MEs @ i #ulzol olvE wulFe] A8 ok

Al =gl REe WIPL APL & JAVA APLE o] gcbe] A Alagls ¢
sl o

YEQA 218 vhg]ldhis NetworkMgr

i

Atk 19 159 Z2 DRM #HA¥E¥YEZH DRM Zdx=
1= DRMContainer class®t
class®} #A3 ANAE el dl= Rights class® A 5o 2tk DRM #
E U)o TR
DRMContainer classy> WIPI vh7|o Al #f712s DRM Zul=& #
sh7] feiA &l Axe] +3x2E dEld= DRMContentHeader class

o, AA 2z 255 YeERd = DRMContentObject class® 4 2] 8

_32_



public (‘]asgr le\"[C(mt(rntI [(‘ddtr{

VG i

/Ed zh Aol by g1y &

final static int TYPE = 0;

final static int TITLE = I;

final static int VERSION = 2:

final static int CONTENTID = 3;

final static int RIGHTSSERVERURL = 4;

final static int ENCRYPTIONMETHOD = 5;
final static int PLAINDATALENGTH = 6;

b o) =17

final static int TYPE_SIZE = 2;

final static int TITLE_SIZE = 20;

final static int VERSION_SIZE = 7,

final static int CONTENTID_SIZE = 15;

final static int RIGHTSSERVERURL._SIZE = 30;
final static int ENCRYPTIONMETHOD _SIZE = 12;
final static int PLAINDATALENGTH_SIZE = 4;

int sizes[] = {TYPE_SIZE, TITLE_SIZE, VERSION_SIZE,
CONTENTID_SIZE, RIGHTSSERVERURL_SIZE,
ENCRYPTIONMETHOD_SIZE, PLAINDATALENGTH_SIZE};

final static int FieldCnt = 7; //8lt] A= 9] 4=

bytelll]l m_fields; //8lt] A H & 8 nlole ujd

public DRMContentHeader() { }

private synchronized void setHeader(byte[] headerBuf) { }

private byte[] getHeader(int index) { }
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o
opr
1
)
}.

vl e degdas $s dF 3 u vlole e T
AL tr Zhzhe] ] dle] av]E Ashar ol ubel npeo]lE wjdiz Al
ol wo} vk sy ARE UEYaE & A5 ol sy AnE A

Mmblic class DRMContentObject{
| bytel] DRMDatalength;
bytef] DRMData;

public DRMContentObject() { }

private synchronized void setContent(bytel] contentBuf) { }
private byte[] getContent() { }

private int getl.ength() { }

E

e,

F

| o] gk A W&o

e
I

DRMContentObject classt= DRM

4ot setHeaderl A =9} sl]e] AW I 7% v} 9= getHeader® Al &

Sof 9

ouz AFwe  dolHeld DRM fdze g AFes

setContentW| A =2} 25 &}:= getContent™| A=, 12]3 o]

U

# 58k getlengthvl =25 ¥ data qlvh
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public class DRMContainerd
DRMContentHeader IHeader:
DRMContentOhject Content;

final static int HeaderSize = 90:

public DRMContainer() { '}

public String loadContent(String szfileName) {  }

public String saveToFile(String szlileName, int size) { )
public void setContainer(byte[] data) { }

public void DataEncrypt(int blocksize, Object key) { )
public void DataDecrypt(int blocksize, Object key) {1}
byte[] hton(int num) { }

private int bytedTolnt(bvte[] retBuf) { )

DRMContainer classi= slt] AWt Zel= An s w5 73sto] 44
Ad&stara sk dlelele] x9E Ao g A% pe Zelxo| o
g sivle] gt Zdl=e] Wgs AF3 4 iz setContainerd] A =
¢} #5349 loadContent™ A=, #}el i 2 4ali= saveToFilew A
=, dlojH e ¢hsstel BHEslE 4238t = DataEncrypt, DataDecrypt™
M=, T1o2) mpolE gEje] dlolBE AR ®g g A B A od)
o|H & nholER Wkt WA= st Qo)

WIPIol A= WEQ =S o] &3k $alolA] HTTP, HTTPS, TCP/IP,
UDP 9 7|4 £30& ol gstmz g g 98 vEas 54
Agke] gk #HelE 7] 918 Rights class® Fi #3 J&S A%

& 7 =S Aok el ARE R whebA 1314, sleAH,
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EAEel SR ALETITke] dolAi ol vl F wel 9 we), iy

L o R L i L it I e R R S S P 2 R

Wl e SR F A9E ee] teat o) gelsh,

o

1)uhlié class Riéiifs{
/AP E R wE R
final static String USEUNLIMMITED = "07";
final static String USECOUNT = "08";
final static String USEONCE = "09";
J/AE 7 ol R
final static String USETERMDAY = "10%;
final static String USETERMWEEK = "117;
final static String USETERMMONTH = "12";
final static String USETERMYEAR = "137;

/A& Fe e

i

final static String USERIGHTSPREVIEW = "14%;
final static String USERIGHTSOWN = "15";
final static String USERIGHTSDISTRIBUTION = "16";
/)

final static int USECASE = 0;

final static int USETERM = [;

final static int USERIGHTS = 2;

final static int USEKEY = 3;

//AF A F Apo] = 33ufo] E

final static int USECASE_SIZE = 3;

final static int USETERM_SIZE = 12;
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final static int USEKEY_SIZE = 16:

int sizes[] = (USECASE_SIZE. USETERM_SIZE,
USERIGHTS_SIZE, USEKEY_SIZE}):;

final static int FieldCnt = 4; // #3F Ma) f=o A4

bytel]l] m_fields; /g A zF g el o

<L

public Rights() { }

private synchronized void setRights(byte[] rightsBuf) { }

public byte[] getRights() { )

ol

HAs AHE SSLAAL E359

2

A~
)

5

mhol iz el dolBl S A% wob el o & AL A

1
Syt

F N EE BRI
ahic
Slolx 4eleh DRM 2ol =] et Fe)ssh A8 we] A o) v

o

|

el B =2l gk 71sS 38 NetworkMgr classs A 2] 5}
MEAZE S deolHE &2lata Falste: 715S 49 s

public class NetworkMgr

protected static NetworkMgr instance = null;
Socket _sSocket = null;

DataOutputStream _dos = null;
DatalnputStream _dis = null

private boolean _bConnect = false;

public NetworkMgr() { }

public static NetworkMgr getlnstance() { }

public boolean IsConnected() { }
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public b()()]t;;iﬂ (‘(mnectr(rSnr"ing url) throws IOException{ |}
public int recvDataSize() { }

public bytell recvDatalint size) throws IOException{ }
public int sendData(String str) { }

public int sendData(byte[] buff) throws 10Exception{ }

public void close() { '}
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