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A Study on the Active Intrusion Response Model using Layered
Intrusion Detection and Traceback Technigue

Youn-geun Lee

Department of Telematics Engineering
Graduate School of Industry
Pukyong National Untversity

Abstract

As information communication techniques have been rapidly developed
and internet users have been sharply increased, attacks on the computer
infrastructures are also becoming an increasingly serious problem.
Previous 1DSs(Intrusion Detection Systems) lack the ability to protect
intrusion efficiently, since these systems just detect known attack patterns
under a single network environment.

In this thesis, 1 proposed the active intrusion response model that is

appropriate for a large scale network environment. This model consists of

a layered intrusion detection system, a hacker decoy system, and a
traceback system. The layered intrusion detection system detects intrusion
regionally and globally. The hacker decoy system captures hacker's tool,
motives, and attack patterns. The results of above two systems are
transmitted the traceback system that can trace the attacker’s origin in

the internet,
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