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The Design of Secure Cookie based on PKI

Jung-Hwa Park

Department of Computer and Information science

Pukyong National University

Abstract

The HTTP(Hypertext Transfer Protocol) of WWW is a stateless protocol. It is

designed not to save previous status so that WWW can be worked efficiently.
Therefore, the cookie is proposed to solve this problem and to customize for each
user. The solution can keep former status and for user to offer convenience.
However, cookie is transmitted in the form of plaintext into the network and is
saved by plaintext in user’s computer. Therefore, it still remains very serious
security problems as cookie is likely to expose and it's possible to have cookie
information copied, modified, and replay attack. In this thesis we propose how to
design the cookie safely and how to realize the method to solve security problem of

cookie.
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