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A Study on the Integrated Module Design of

Internal and External Intrusion Detection System

Chul-Dong Park

Department d Computer and Information
Graduate School d Industry

Pukyong National University

Abstract

As the information communication techniques have been rapidly
developing and internet users have been continuously increasing every
year. But the damages of hacking are on the increase lately too.
Currently, many researches for detection of intrusion are studying, and
many intrusion detection tools. In this thesis, we consider the design
integrated module design of internal and external intrusion detection
system based on network. And the model designed this thesis is based
on the network using a state transition analysis, pattern matching and
sniffing detection.
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( )
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2.1

(Data Source)

[5,6,12,15].

(Statistical approaches)
(Feature Selection)
(Predictive Pattern generation)
(The use of Neural Networks)



- (Expert Systems)

- (Keystroke monitoring)

- (Model based Intrusion Detection)
- (State Transition Analysis)

[6,12,18].

2.1.1.
Computer

(Statistical approaches),
(Feature Selection) , Anomaly measures :
(Predictive Pattern generation) : (Neural Networks)
2.1.2.

, System
System
(Conditional Probability) : (Expert Systems) :
(State Transition Analysis) : (Keystroke

monitoring) : (M odel-based Intrusion Detection) :

(Pattern Matching)



2.2

22.1. STAT

STAT (State Transition Analysis Tool) Porras Penetration State
Transition Analysis [15]. STAT

, STAT
(rule- based analysis) Rule chain

STAT 1

(Preprocessor),
fact- base fact- base

rule- base (Knowledge- base),

Inference Engine,
SSO(Site Security Officer)
Decision Engine | 2-1 STAT



State Tremnsitinn

Analysis ol

[ 2-1 STAT

STAT
fact-base rule-base, state descript, ,
(group ID, Effective ID, Real ID), (Permission mode, owner),
, STAT



22.2.1DIOT
IDIOT (Intrusion Detection In Our Time) 1996 Purdue COAST
[9,13,20]. IDIOT

“state" transition thick bar Colored Petri nets
. IDIOT

o Written and tested patterns

o Written and not tested patterns
IDIOT audit trail

o Theoretical patterns

IDIOT ,
Colored Petri Automation(CPA) (intial state)
CPA string (final state)
merge duplication
IDIOT CP-Nets concurrency, local transition
variables, start state, final state
, CP-Nets ,
| 2-2] IDIOT
Petri nets
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[ 2-2] IDIOT Colored Petri net

2.23. NADIR

NADIR(Network Anomaly Detection and Intrusion Reporter) Los Alamos
National ICN (Integrated Computing Network)
(Misuse Detecting
System: Automated expert system)
[14].

. NADIR

o NSC(Network Security Controller)
ICN

o CFS(Common File System)
(37 TByte)
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o SAM (Security Assurance Machine)
CFS down- partition

individual audit record
40,000 ,

2.3

2.3.1 Sniffing

Ethernet LAN

LAN
MAC : MAC
LAN broadcasting
MAC
MAC address
“promiscuous mode" , Sniffing “promiscuous mode"

Sniffer

- 11 -



“promiscuous mode"

ICMP
ICMP
LAN Sniffier
PING
Sniffer TCP/IP
response
request MAC
ARP
ping non-
ARP response
DNS
sniffing
IP
lookup
Sniffer
, Inverse-DNS lookup
IP
lookup Sniffer

Sniffer

ping

broadcast

Sniffer

Sniffer

host

. ping

Sniffer

ICMP

request
Sniffer

ARP request

IP datagram

- 12 -

Sniffer
Inverse-DNS
DNS
Ping sweep
Sniffer ,
DNS
Sniffer



2.3.2 ARPw atch

ARPwatch  ARP
ARP

ethernet/ip

ARP

Oxiwiadnba
Cuxicdyde
Exx7Sxaa
Exixicdxde
Dozt 28047

ExxbTaiz

MAC/IP

I 2-3]

ethernet/ip

I72s.a1
172,521
1720371
1724580
172,55, 82

172 5.x.45

63475326
963473482
953465553
963474060
953469967

963475325

arp.dat I Carpwatch -d'E BUEEEF 200

[ 2-3] ARPwatch
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ARP
"arpwatch -d"
“arpwatch"



3.1.
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3.1.1.

3-2]

3-1]

(Client)

(Server)

SSL (Secure Socket Layer)

- 15 -
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Rule DataBase 1

Alert Host

[ 3-2]
Promiscuous mode , Ethernet layer or IP
layer (low packet)
Reduction
(drop)

- 16 -



reduction

, reduction
overhead
1) Packet filtering( )
Internet Protocol ARP, RARP, IP,
ATALK,
ICMP, IP(TCP, UDP) (packet filtering)
2) (Simple Intrusion Detection)
reduction Source probing(
)  Port probing
(
)
, reduction
3) (Packet Reformatting)
Reduction

- 17 -



(contents)

(Command, Directory, file name, )

Reduction

3-3]
(Simple Analyzer), (Complex Analyzer),
(Intelligent Analyzer)

He By 28

Intelligent

Analyzer

Simple Complex
Analyzer Analyzer

[ 3-3]
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Alert

3.1.2.

(Alert

(Rule DataBase)

Audit Record Collector

[ 3-17] 3-4]
3-1]
alert
v TCP 23 203.247.166.27| 203247.166 .40
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typedel struct]
char proto|3];
char port[5]:
char sre[20];
char dat[20];
int checkpoint,
char message| 100];
1 Filter;
filter filterbuf[FILTER]:

[ 3-4]
3-1]
3-5]

id D2
title serial patten 1
alert 1
service telnet
begin

=read=&"fhin/sh"&"/mailfroot”; IDZ first intrusion message
“chmod"&"4735" 8" /mailfroot”™

"tauch’

“mail"& root"&" <"

“fmailfroot” very dangerous state

end

[ 3-5]
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1)

title: Title -

alert:

service:
, TCP telnet ,
e-mail, http, ftp, rsh, rlogin, pop3

begin ~ end :

[ 3- 6]
.2 [ 2-2]
IDIOT [ 3.9
begin end
ERE GHE =
=*0* | goi e onso et
Hapaw ™ ilfe{JJ-ll' E‘f':"‘l
EE Y AE
& AND |
| OR '
[ 3- 6]
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2)
[ 3-6] [ 3-7] begin~end

<read>&"/bin/sh"& "/mail/root"

“ ” “ ”
< >

‘read key"
“I'bin/ sh"

AND : begin end

<read>&"/bin/sh"& "/mail/root"

<read>&"/bin/sh"& "/mail/root" : MESSAGE
read key “Ibin/sh™  ”/mail/root"
MESSAGE
. MESSAGE

[ 35

[ 3-7]
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i = BRNEN ASHES TE
fitle: Symbolic link attack cizy e rule t HCUI’It__DtEDlE
alert 1 s ;
sehvica telnat rule_t **single_ptable
begin l
“In* - " DANGER :
end Linked-list3 2| &t ruleDB & structure
id 02 2
i Sarial attack typedef struct ru!fa {
L;,t ZE e H&xmE char id[20];
service telnet char attribute[10];
begin char alert[10];
=read=&"/bin/sh"&"/mail'root* pattern_t p_index[10];
“chmod®&"4755"&" /malliroot” r ptr ink:
:.mu'-::’ o T }rule_t,
mail"&"raot"&"= =
“rnailfroot”
end
id 103 ¥
fitle Prohibited File read typedef struct pattern {
;I;ﬁice ﬁp char pattern[100],
begin char msg[100];
. } pattern_t,
end -
HEDBE -4 structure
[ 3-7] Structure
3.1.3.
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3-2]

22020 2=
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[ 3-2]

203.247.166.27 | admin Wed Oct 11 22:11:52 2000

SSL (Secure Socket Layer)

3.14.

(alert)

Quota
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Bl 48 28
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3-9]

UDP

Socket
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(rule)

Quota

3.15. Quota

[ 3-10] Quota

FZ 4 3 Quota 2 Al Module

e

[ 3- 10] Quota
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3.2.

[

3-11]

- 28 -

(uid)

(gid)



3.2.1. (Sniffing)

libnet
libpcap
[ 3-12] .
host LAN MAC
sequence number . ICMP
request host . ICMP request
host promiscuous mode
MAC ICMP request
ICMP reply host . host libpcap
ICMP reply sequence
Snifling &A1 A & Snlffing #al A~
-
o OO0 MAC N E
MM AE
_ » Libpcap® O1S# M3 ¥y
= CMP Reply &S
= ICMP IS MM E BY
[ 3-13] . main libpcap

promiscuous mode
. send_icmp  libnet
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sequence number

ICMP host . print_pkt
host ICMP reply host

host ICMP
reply [10]

3.2.2. (Sniffing)

A3 L (REDIN
LS S A2 M [I0E

=4 HIDIHE E2=2=2 2ol

L

- 30 -



msgListener . UDP

StringT okenizer
IP, ,

3.3.1.

¢ TRE EIE B0 BN D EEWH) [ |
=HE - DA Guw wERwn gmon A S R UE
o el ) b=/ 203 24T, 166 41 - e/ DG indan Fim =] poEs @E=

L2l HeS X A2

LARD  WAERE
I |

bt

BEJEE |ogFlez & 20
RS B A B0 E Zefta o BUL

AR 2S5 @ olEEN Ayl

g u ® LEL

[ 3-15] (login)
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test

31 )
ID
IDSPass
ID IDSPasS
(L 3-16]

BZC) EIE EDENT =EERH)
[root ][ /homeids/mtdocs/IDS|# cd cql_pass
[root J[/home/ds/atdocs /105 cgl_pass]l ./ IDEPaSS

Usage @ IDSPass <@serlD <MserPassk

Troct [ /hore Ads/abdocs/ [0S /cgl_pass]# ./ IDEPASS best test
[root [ home/ids/atdocs/ 105 /cgl_pass]i grep test .htpasswd
test:aeTHgYIFU. 200

[reot [ /hoere/lds/Ebdocs/ 105 fogl_passie ||

)

el
[ 3- 16] ID
htpasswd
[ 3-17]
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ALEFT & 0WME 29
ALEFRT |IOHE &=

Al n =3
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s
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XAlZ=HE

ion Sysfem =

BrElEE =0 HWH
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it 1]
i

18, 19]

i
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[ 3-17]

(login)
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3- 18] (Sniffing)

(TH  EMRE
ame ZiBXHeN  rNCiH

oF - - =] R

Ao AT |¢.-| hHp /fparsBeisisb plnu, ac. k- ede A0S fndese i himl

Log fet
[ R el |
—d HmE

= Lsl B R B
s s 2w
N RS
En

e L]

- T B

AR

= E-Mai|

& HEM Ewowiar alarhed

=
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3.3.2.

(logout) ID

[ 3-17] 'Log Out’
(I 3-201 ).

F
EIE) BIE) 2AN DiEE) Cemmunicator ZHEEIMHI

f ¥ 3 ¢ 2z £ 2 2 8 N
BE CAER 2 - L 53
T FrHEn 4 EkFeesTeamlell phnu e k=T s A ngauk Al = | F 7 2HS 2
T Glngteet Meszage Sl &8 G 29 G CHEECS

H Log Out SHAI A SLIM?
& == SN pEy R Y

[ 3-20] (logout) 1

'No' . ‘Yes'

{ 3-21] ).

EHIEr BIZIE) HANM =G Cemmunicater  THEHH]

! ¥ 3 N a ¥ a3 oA B

5] DAEA E B4 i ] -
B S 1 VI U H L RTR AT ) W ST TR o T R =y ne
* Alnstet Message @ 48 & 2% g Oe2s

Log Out j
el | =aw
% == EM: ERE = U L 1 R 2
[ 3-21] (logout) 2

- 35 -



3.3.3.

{ 3-17] )

B4 Real=Time Intusion Detection Sysiam = Ketscape

EVME} BEEE) B0y mEG Cemmunicatyr THEWEH

| @ “k & .
’ E 3 E 3 2HHM &Hﬂ %Ié ﬂ

RE TN EA = o4
EUTT § A [esyoaralel phnu e by =Tde 05, Indes 1ol

T Alnstaet Moesage ) 48 G 2% Q@ DREE

R, j Real Time
|

03,207 166223 test

| & ne v

4

[efs] BT _‘J o
% =il BH: BEY @ W 42 0 B
[ 3-22]
'root’ ‘test’ IP 203.247.166.27 203.247.166.223

{ 3-22] ).

3.34

(alert) (I 3-23] ).
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2=Edz=E

! 12rant
l:-n.'. ETERTT

| E=EnSL

L

WO HEASA U

HE g aiE

AT Mulfiine W3 IERTT D

HiTA4 Mudlibne W4T NBEIT 0
SERENA| SEAAN| EEwET |

HE i

3 &R read passwd 1 11e

M8 TAE A5, 24716640
A MNE  AI.247.166.27
MEEAE FEX

ZEANOE TEE

A =N 001401408
EERE] 1042

AfsE 0

BN MAR  rend passed iln,

[

3- 23]

[ 3- 17] ‘

H




1234

[ 3-24] |/

(1 3-241 ).

(I 3-25] ).
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Jottcaton

RT-IDs ¥ 8

e ]
Chargen
Echo
Fimger

Ping

A

HIFYLE
Reumc

TFTP
BoofFaramd
IWiar

Talk

Rlelslal
Svsstal

Kurbmr

IBE
User_define
Fattarn
0 0 a0 <10 20 100 120

[0 mimwm

[ 3-25
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{

3-27]

& =]
L N BN e E e R Tl EEEE RS
q e

=
LE S &

=ZEFT
Chargan |
Echa |
Fingar |
Pira |
ar |
e |
Aesac |
FTF I
EEETATET T oo |
|

i

|

I

|

|

|

Ugar_defing

Fatiarn -
o

S0 L1 Lqu)

[ 3-26]
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3.3.5.

(Command
Rule) , , (I 3- 28] ).

Pattern Detection Table

D o
TITLE T road cossed fila
Alet &

Service Meim:

Ernea Iir,m_mai-;uwm'rmwm'l road passed e _,=| Delete T

D e
TITLE [ entriatnd 111n arite
Aot E

Service Feter

AT I F_oeder e (te_Ti I+ Fealrieted 1ils write L
Pattem |'_, ' _|:| Delets

|0] I
TITLE T Festristed Ui ls rean
Alert B

Service Moty

Pafiern |:-Im__¢-r:-¢-:-._uqd_+||¢:- * Femiziodnd A1 le reed _'d Delste I

[ 3-28]

ID .TITLE
. Alert . Service
. Pattern

<read> & /hin/sh & /mail/root
chmod & 4755 & /mail/root
touch

mail & root & <

/mail/ root

symdb key
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. “& ” A N D “ |” OR
<read>
/mail/root
Delete
. DOS
DOS
3-29] ).
Intrusion Detection Item Table
SETOE [ mmE JLEVEL|  MESSEGE |
dosl chargen Denial of Service Yulnersbilily (LS Chargen!
dos Echo Denial ol Serece . Vulnerabin |yt udp echo!
ER s Fingar_Wulnerabisy level?  finger warmingl
i | dnsd Fing_HAooding levai?  ping flooding!
PR docs EvH_Flood vtz sy iioodingl
B probl HP /% Femots _Wasch _Yuinersidig loveld  top 555E chack]
ER oo Raxec.SessionDecode lovedd  icp GIE chock!
ﬂ piond TETR _Vulnerabisy leveld  udp B3 checkl
E probd Hoo®sramd_Whoami_Decode leveld  top 93 checkl
[ 3-29] DOS
'SET' DOS Alert
'SET' ,
Alert . SET save

Alert
(I 3-30] ).
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ACCESS MONITOR TABLE

7 PROTOCDL PORT BRC AGDARESR DAT ADDRERS MESBAGE o
r[fer =B o s m EEEiwd  [EF do-s 4= -
20t Ay E]
[ 3-30]

“?” 3 b SET . ,
“PROT OCOL"

UDP, ICMP . Source, Destination, Port

, Alert
IIDII

“ & »

{ 3-31] ).

IMPORTANT HLE HASH PROCESS

PATH and FILE_NAME HASH WA lIE DELETE
[fhanaTeanta eubl Tc el JIntear nv/uds. [T e A Te f ot hied dod 1 B fhad r
IMH.-'I-':!."Md-ll:'.q."lmu'l:;l.-'lhtﬂr Bl | ALAgriey. & A 1 Tal f 'l
[Faee Taonig/eubl it TLe! 7 ntegr 1Ly79 [coal . h [Tl  eooha e
|/hase/inont 2/t dacs I nteerityiwis.c (] e I=
[haweTeorta Bt dacs TntegrTtr Tetegr Ity € N
[P Teanta B dace, TiiaarTer w5 o I
[hamss feontsSadace T ntesriky /alobsl & [
[hare TeontaSsdacs/TntaprityTategr [ty .cq! [] i[] fcET thaadoalsd '

HE L ERE Ei e M|
[ 3-31]
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E- mail ( 3-32]

E-mail Address

E-MAIL ADDRESR DELETE
[Teanta@unicarn. pkau.ac kr I
|ipontginai | 1. pknu, ac, kr r

HE| #r| 2EHH | &3]

[ 3-32]

{ 3-33]

Forward Server

BERVER NAME

[unicorn.pkru.ac kr
HME| Fx
[ 3-33]

{ 3-34 ).
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Host List

[1Z7.000 | '- r“
[202.247.166.20 | =
EEEITAA] i =
HE| HL| ESHEAH | &=
[ 3-34]
. 0S
(Operation System) (I 3-35]
Vulnerability Table
[Solarezx =
I |
TITLE T
HEEER T
H=AEA
=EE3
BIRHeES _ﬁ
=
g
" o
B =
¥ £
HI _I
N o
AT #Hal
[ 3-35] OS
. Quota State
Quota (I 3-36] ).
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QUOTA STATE

Avallable
Total Quota TR Used Quota

4973338 Kbyte) 17T222400Kbvie) 3251 094(Kbvte)
daBMoyte)  18BTMbyvE2)  B1T4(Mbyte)
100C%6) 34 630%) BR.37(%)

[ 3-36] Quota

. Quota Setting

Quota

3.3.6

Alert

([ 3-37] ).

QUOTA & LIMITED QUOTA
QUOTA(%)  LIMITED QUOTA(%)
[ [0

| #a]
[ 3-37] Quota

Change Password

AR BB ol BT
MEE TAHE 1R
o

15FTach Real-Time D50

[ 3-38]

Alert (alertlog)
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3- 39]

. Alert
Alert

).

Mert Log Table

=} ETTLE dofe | e SARE: FANTE DIARG:E DAANDE
| massga noulcr e | &y Dote
[ k= tamm a1 wiciomesd r [ |E

L} .TTLE i tims AL ESARES QEIAREBL OIFARIR
ki) IERAds npley BERAER | L ®AE] Dawte
L =T T — T s N el s
i OME | 4% | Ge | EAAFe 2ANEs 0E3AFc HEINLE
B e npulsx L E S Delete
T T T |- S I ey

[ 3-39] Alert

{

[N R T T T e
BT SOE MO QR Gowesom) SRDH
= =

W8 | Seek Level fram Alerf Log Table 3
[ 1 TITLE A e ARG
v l1rs moEuT T FET e
'—'“':h =0 M5 nage FrT Ay 8 Bia
_— e T —
Herte ™ (i) Ehas = X 1]
P —— (¢ IB_TTTLE i L FANT:
AT RO Ee | T &I T CTETT i el
FUOY &0 D M) E nout_oir b E ] HEUd
::1'!“!: 4 " f [SRCC— I
St it A o fECTTILE des e wEAnEs
rem—— &I e T L PEETTERT
B0 ok s =0 TRESA]E [ Fnya Hgua
3483 i Eleam [T [
T i o IETTTLE i e sang:
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