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Design and Implementation of Integrity
Evaluation Tool for Application Layer

of Wireless Security Systems

Ki-Uk Kim

Dept. of Computer Science Graduate School of
Pukyong National University

Abstract

In these days, the applications of the wireless internet have been
continuously increasing in mobile system such as PDA or HPC. And
then wireless security systems which especially provide secure
function of transmitting data in mobile environment have been
actively studied. But the researches for evaluation tool which is able
to verify reliability of security products do not provide to compare
with wireless security systems.

In this thesis, we design and implement the evaluation tool which
can verify integrity function for only application laver of wireless
security products. The proposed integrity evaluation tool is largely

composed of two components which are modification server system



and integrity verification system. The former provides function to be
able to modify some bits of transmitting data between the mobile
devices and web server, the letter has the function for verification
whether it can detect or not data integrity for modified bits of
transmitting data with wireless SSL{secure socket layer) function
between source and destination node. To evaluate that is exactly
operated integrity function of wireless SSL module, we apply the
integrity evaluation tool made itself with SSL module contained in the
Winlnet library of Windows CE APIL To the resuls of various control
methods by itself evaluation tool, it is correctly to detect integrity

violation of modified bits.
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