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Scalable Group Key Management Structure for Secure Multicast

Young-Ho Park

Dept. of Computer Science, Graduate School

Pukyong National University

Abstract

The development of the Internet has led to emerging the new Internet applications based on a group
comnunication model and multicast is suitable protocol for group communication but does not provide security
primitives. Thus, group communications must satisfy the security primitives like a confidentiality,
integrity and authenticity for secure group communication. Compared to two-party communications, group
communication has a unique characteristic, group dynamics, that group membership can change over time
Therefore, forward secrecy for newly joining member and backward secrecy for left member must be considered.
In addition, an efficient group Key management is required for a membership change.

In this paper, we propose a scalable group Key management structure for secure multicast and discuss its
implementation issues. The whole group is layered into 2-tier composed with control group as 1st-tier and
data group as 2Znd-tier. Data group is the set of subgroups where members are resided in and managed by each
subgroup manager while control group is consisted with group manager and all subgroup manager. The task for
group management is shared among the subgroup managers, and a membership change in one subgroup does not
affect another subgroups. Moreover, group merge in our research makes it possible to recovery from system

fault of subgroup manager by migrating members to well subgroup.
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m

2 W we] I ol AFT) Adel olgHA @Gernz y= o o4 2F
7lell ek X spAdTh 29 7oA w7t EFel M AAEE 4, Kol K
o] AR olFsti o W MEE 7] Kol @EHu 1§ weAes tge

Al Fdstn, 1322 TE IF WHES AR )5S ANT 4 )
GM = group : (K}, , (6K}, | {6K 3}
3) OFTY &A
OFTol Al 7o tigt ehd A& 7] Ed]oA] AlL5 = Udupgkalso] ol &a A
W, a2 EE JFdMME A2 "o Z7A WA sube wjag|uk A
WA =18 aFdA AA" Azt 7129 A 249 sibling node?] blinded

keyss &3 vt steizte H|L71ES ARbarld FEEA dornz gad

OFTE 712l Ee) 7lube] wallLle] vla) Wulel F7beh AAlz g 7] 7
e e Ao Fe) ARG B WA EARE s Hrh F
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SolA RFEol T ANEHS FAGLRA 7) Ao Baw AR >
WEAAT E 3 OFTAIM ] AWF) vimel a7AEe vmsid tebus
2t

i

[ 3] OFT¢] 7] 7ol gk AAbak v
7] & B | 7] B 7 OFT
RS T AT TLHAFTA THHETA
M e el 7] n+1 (F"—=1)/(k—1) A
W e el 7] 1 log (%) 2log o7
7] A MAA] 5 Z klog ,(n) log »(»)
join/leave A¥ A4tk O(n) O(klog (n)) O(log »)
join/leave "W A Alk o(1) O(log (n)) O(log n)
Forward secrecy Yes Yes Yes
Backward secrecy Yes Yes Yes
n : Group size(®g® o] ), k7] g9 A4

3.3 GDH(Group Diffie-Hellman)& ©]&3 187 #4g

3.3.1 Authenticated Group Key Agreement(AGKA) protocol

AGKA[12]+= DH 7] w3 Z2EES 0§08 %43 7oz durzre DH
ITREZS adE aF7d 83 NAGKANon Authenticated Group Key

olf

Agreement)?t Q1% 7]%5& X3 AGKA(Authenticated Group Key Agreement)
2 oyedn 4 g sl g7 AME dHslng ool 7] maMue ==
7HA ekl et

...21_



1) NAGKA
NAGKAT I2FWUMEe] g4 S AFsT7 9% SH0A 218" $ gl=

ZR2EEFEA 2-party®] DH ZZEZE group key agreement® &3 wo|ch

f

At A s MEEge 54 % mivrt 7] YA S 23
7€ Aliteti Add 718 2FeR RREAE S ael3 ge gAY A
wEe] 71E Aty 3 2 MEERe] T oAust oA 7] A& S o
e s wEgozn RE wro 0§75 AMstA Bt ol Z @Al A
ol 7] @AE MEEA Ad 9% woo wwrt ggdtt 1Y 82 NAGKA
o Egl 7S BoFEr o] Wye dF s%e A
Z2EF A man-in-the-middle-attacke] 7Fs3t™, 189 71U L &)X

A€ot

=
ox
)

==

jat)

olr
o

3] e mw 7|#¢ DH

=2 (Lo)e] 9 Ko A%e e o] Sawn.

K 14 vy)
M; = group Sa """ mod p s M, : left subgroup member
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K(lll.uk)

Mp = group mod p ; Mpg © right subgroup member
Ky = (a5 mod p
= (g yFee med p
_ aK(m.u.)'K(uLm mod

71 @AM Y AFE Y8 PKI 7149 9l 5AM (certificate)E AHE& & glon
A7|7F & AFA e e W g EF g 2R B9 olyy Ao AEe A
gt AAMES Fe g g AGKA-G[12]914 = KAC(key authentication center)
g AEHE 73S B3 FA gl 7] FAHANA 9F TS s wors
Aeratadt. o] w

st glew, F MBEZ Pt fFUM2E LS ¢ 4E<ASF(mutual

zE

<2 [13]9] identity based key agreement protocold 7]Rto =2

authentication)S 531 215718 A A Fo}. Procedure 3-13 Procedure 3-2+

pre-authentication™® 7] €32 et}
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Initialization:
KAC+
a5 pT AYRT Z4e AHA @B A,

Mg x e Z, A8, vy = ¢ mod p%} pE FNGOE HA

Preauthentication:
A KACH #AAle] Az ID,g& 5%
KAC — A
dele] & K 8 A9, 4714 ged(K4,p—1) = 1

Pi= a® mod p, Ka' mod (p—1) A

a = Ki' - (HUIDs)—x+Ps) mod (p—1) ; H : hash function
a% A—O’] H]Da]%kol QJ’_ PAQ}‘ IDA’E‘ :07_7H

{Procedure 1] Pre-authentication

Key agreement:

1. A— B: IDy ,Py4

2. B— A IDg Pg

3. A> B: (Pp) " mod p: r,= A< udg
4. B~ A (Pa) " mod p; re B w2dg
5. 71 A4k

K = aK_,q-a-r,,-FK”-b-n

mod 2

[Protocol 11 & W7+ Key agreement

o] Z2EZAAM Av dgd AdAAdES T dA4E 7 K

i
)
2
i)

gfr e gleg nelulg ey A

_24—
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H(IDp)

Ki- b HUDY —x - P,
a od p = a7 mod p = () mod p
a
P H(ID,)
B0 Y,
= ( p;) ~ mod p
(a®)""

=, As 7] Alde A Sk I A9 Bt 74 & o &

7t dACA 7] Ate FEEte ABEe] Qg
S8 PR s 718 AT F A do.

rlo

#19]

(6
e
i
g
o
rlI.
i
Y

3) AGKA<9 54

AGKA= &2 1TRe I52 #% 7] #dd Adst=s dA=HNeH, 2F
EE wwzgte] @y of 98 (member-to-member)ol] ™3 1ZF ¢lo] As 2
S T3 4 Aok X 4= N" o gnjo gt AGKAS FA49 v &3 A

o] vl 85 vhepth

o]

off £
o

[£ 4] NAGKAS®t AGKA At

NGKA AGKA
rounds | d = [logN)] | d = [log(N)]
broadcasts 2(N-1) 2(N-1)
total msgs 2(N-1) S(N-1)
total bandwidth 2(N-DIK] 8(N-DIK]
exp per M,(min, max) d+1, 2d 5, bd
exp total (d+2)N 10(N-1)
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3.3.2 TGDH(Tree-base Group Diffie-Hellman) protocol

TGDH[91= AGKAS}H f-AFahut
£ o] oy, 1§ W4 ¥
EA(sponsor)gtE B4 2§ Wurt 99 EE 1 Qv TGDHOAME w9

secret  key %}t blinded  keyZ A}-8-3F TGDHel A blinded  key

o 0
2,
z
)
lo
ox.
}011
rO
olN
o
oft
zo{é
N
o
X
i
o
=
o

oz g 719 B E P HAelMg ~

bK=AK)=a® (mod P)o]t}.

1) Join Protocol

HEAXE TF nBe] A (M, M,,..... JM7E v a & oW, =
A71E dote W M, 2 2F A9 27 AAAY $A X419 blinded key
BK (& 2F AEda A4 EgA b 22%9 B w9 IF ub
b 2EA7E Y, 2E2AE 2 W dE =2 3718

al
[4bE § R E blinded 718 1E 22 broadcast A3t 218 9= wlw MUt

)

7t e A E B FErh

Ay

new node

[ 9] W) ool digh 7] E7] A2

a8 9N My7h 2EAZE HY vg A4S s
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(1) == (1,108 <2,2>2 ¥7%

@) MEE T2 1, D3 A2 dyes (2,3>2 44
Q) == 1,105 <2,2>9 <2,3>9 #5 =22 AA

(4) K (5 3,3 bK () v E o183 157 K8 AL

(5) & blinded 7158 21528 A%

&0 ve UMEE (DT 8 F9 =98 AN ofF qze 187

e f9uEe 2ZM o8 A4 9 blinded 715 S
2=

j
x
2
ot
¥
lr
£Q
iuf
|
H

o

ofd Wul MoF BHs= A9, 71 ol gEek= @ule] &4 xS (sibling
node)& FEREE st MHEY 7M1 22%9 gt crt AZA7 gt g
H ZREZNA ZE WHEES Mol diSHE dZe=g AAgoza Al
7 BE2lg AASA H9, M; =29 FAxE7 MeE0 Ernes=o 92 &
Add. 2EME 7] Ef] ARAY RE 158 M2 A4S 2E blinded 715
Ax o AFsir, L W8 EL o] ARE o83 Mz 2EINE Al

Al €k 2" 102 9w M) 2EA 7] Ede] ANRAHL roFTh 9w M)
GEEE A, 2FEME M7b HR NE AN 2= (1> <2,3>8 AbA g
2A EdE AAgH. a8Ela Mivr 7 Kop® A2 AAsx K,

Koo, bKas 2830 K, & AMstd 180w Asad. Mol w

i

blinded 7|&& €xth strete Aol Ffgto]l 25719 Aldbe] AR &
ke Mz 2FINE AN 5 gk
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[Z¥ 10] ¥y &Eq dig 7] Eg A
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48342 949 287 B T2 9
4

1 2-AF(2-tier) WA a5 T+x

Control Group

1st-tier
Data Group /'
_ : 2nd-tier
@
=
""" ) Member Host

GM : Group Manager SGC : Subgroup Controller

(23 1] 2-AF Fee 257 @8 +%

e

 EToA e AwAE DFTFRE 9 11 89 2-AZ@-tien) 2.2 7A
otk A AR AlF(st tier)e 3HE2] subgroup controller(SGCs)So| o3t A=
Aolth F WA AF@2nd-tier) 2 HA Wy TAEERZ FTAHE A
Bages, dudon A2 5o PHERE TAHHE 2R 2FEE FA49Y
4 MEIEE dF ABRaE Bk SGCY e Aoty a8m 7 Mrage
A 2FolM 2L &Rk 2] (autonomous) ZES A4S 2 ABIE e
SGC7F #ld ol tigr #e]dds 7HAA dd
SHEAZ e MEIaFe 84 Fed we Aejdoer Uy Awse o
= 75 a3, delHe] A wet Wuse Hio

e e FEE ¥ SR 9ok doldel FA44 o8 Anags



TAsE B ARaFTAE DA aFWHCAA HaAFHACE 2 £ e
H, A e AT dHolHd Had 5 o} FgAZe) wWn=
FAAZ dolHd Had  gle AST2ENY HIAE AFsor gri[14].
Al 2% Fx2E AFIAMNZAe2ZM group manager? workloadZE 7}
subgroup controllergolAl #Hetn IFE el A (scalability)S A &3t}
GME A2l g et AAAA 9 aFel Fodstax st Ao g
pre-authentication®tS Fastn], A W 5L A4 #Belshr] 1 glald SGCE
2 FAHEE AFAFE BYsA 8 SGCE #Y AR g Ui paZ 39
AW g8 a5 dolH dEol tid FA(intermediary) g 3o} #o s}
= ZEREC W 7Y Eule MEIE FFEAAM Y SGCrt FHEAEnE
T e o] Foleh EEE g 79 AL S HBRIFAAT BAE A =
oW MBEIFAM BB e WAl & TFo) TS FA gt}
FFAFTAML M TS Y RE SGCEL ARAZ 1

&2 &9 control group key CGKE 34, zZ+ HE1EF SGAE SGC;

>

Y
st Wy MiERNY MRIE7) SGK.E wadoEM AMBiEudAde okAl
F A B 4 MEIFS 5234 EHARE F49 aFdd 7]
1EY Jle AR SHHoE A8E £ g 4
AlZ(Ist-tier)¢] 7] ¥l decentralize WA & A& o224 [olusolA #7159 d
TG BEAMH Y 272 <l

§ BeAEde) 1% B A4S waAgozH 1§ B

to
2
ol
o
4
2
lo
g
b
rg
2
T
4z o2

(

b one-point failure™ A & W3t aela 7} F9e

¢

2 =M 27 Alzd dFdACNME SGCES  AGKA(Authenticated
Group Key Agreement)E A}&3t1 SGCEQ Foot &y z 3k 7)o AL
TGDHE 7F4 gttt ela 2} 3 AF@nd-tier)e] A B89 7] #al= Z4H
T FdHe] OFT 719 & AE3t%% &tv) GM¥}F SGCsE7re] A S 744 s}
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42 1% -8 (Group operation) "2

421 I% #%713HGroup Initialize)

e 278 AEAS de 2715k 4 ME g Qi sRAZY %
713t2 FEEY. GM< implicitly certified public key(ICPK)& 9% wteln g &
st e, Z2t SGC:2l AGKAE 93 ICPKE AFdth B =Fois
ICPK®] A/d& 98] Zheng® SDSS(Shortened DSS) &i1g] &S wWasle] A}&3
o224 [3]oM e H-Hde) A AATGozN At g4 EIHAZH

Round 1:
GM

chooses prime p, g and generator aEZ;; (g divides p—1)
selects secret x€Z, and computes y = a* mod p

b, q, a, y are published
for each SGC, , distributes ICPK

selects key K; and K;!
;where gcd(K, , p—1)=1 and K,  K;'=1(mod p—1)
PizaK’ mod p
S; = K;'“ (hash(ID; , P)+x) mod g
ID;, S;, P;

Each SGC,; runs AGKA and calculates control group key

[Procedure 2] GM¥} SGCe 18 %7]3%}

FRAZE] 27188 A8 7t SGC= AGKA Z2EZ uel 43z

w71 CGKE ATz ARAFE FAIY 2F 278E AN Auag
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of WHisk EAsHE SGORrOl Aelstul, Wulsk EASA @ SGCE 2713 A
AN 2gol FAT Bask fovl olFe Bsel whek 1§ Felstel, SGC
I HdE A@ FRAF 7] Ao BB

ARAZe TAHR dd 7 SGCE AN MRaEE TAY] A o

MEIFS WS s OFT 71E8lE FAsty A s MBIa§7) SGK;

Round 2:
for each SGC,

constructs OFT key tree for each subgroup SG;

calculates subgroup key SGK;
distributes SGK;

[Procedure 3] ZF SGC9] MB. 1§ %73}

4.2.2 Join Protocol

o'l AFEA} w7t 1FCl FHAstuA st A wsE GME pre-authentication
< &3 ICPKE Fotn, 2ol A&8E qRagoRz o) o] 0f GM9)
pre-authentications %3k ICPKe] ¥uli= SSL3} & ¢td3d 41 Q)9S AL&3)

% g

Pre-authentications 3% w= Aol 4171 P,oF A¥x [D,Z #4o]

-—

a%&sHA He MEIE @A SGColA Aedy, SGCE woll Wit key

agreement LEZEZFE FI31 SGC;Y MBEIF Wulz FHogAZich Az T
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Aol gloiA A2 fgurt FodsA He NEIES GMo AAH & % 9

A, EE wb Al e ABE 2§ S F broadeastdtm olo] wld L o] Wi

T

== SGC key agreementE F3 T MEHIFOR FAF $£x gl

u— GM : join_ request
GM :
selects unique ID D,
computes K, , Pu=aK” mod p and secret S,

'S, = K, (hash(ID,, , P,)+x) mod ¢
GM— w: ID,, P,, S,

[Protocol 2] GM3} A}£-2+9] pre-authentication

u= group : ID,, P,

SGC; — u : ID;, P;

# and SGC; choose secret #, and 7; respectively
u— SGC; : (P)™ mod p

SGC; — u = (P,)" mod p

K".Su. ',+K/.S’. "
u and SGC,; compute key K = « 4 " mod p

[Protocol 3] & #ofA] SGCe #WBi kel key agreement

Key agreement®] A&l 58 oF& #Astr] 93 ust SGC= 747t 2

Aol ArtE 7] K2 dsstar wggo
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u — SGC; D {ID,}
SGC;, = u t {ID},. , {BlindedKeys} g

SGC= HE3tE B3 weol Az & 3w y2 uwz Foa)7)a,
AEE W gl 3 =9 712 key agreementE £ AAdE 7) K2 st

3 OFT ZRES ofd 2ae] qHaFel 718 AAsta Hujgich o] u Az

& W el OFT Ed 2249 sibling blinded keyste K& ¢t3sla)a] Agdio,

4.2.3 Leave Protocol

o™ W mo] 2FolA EHEE 49 forward secrecyE Y& mo] Ll

OFTe 1% ©8 T2eIo] me 713 AUsE dolgls 2E GuSol A od

ol

el me) 1§ HE Qs SGC MEIEA o o4 Wit EalaA e
A He A4S SGCE d@e glolAn aeng SGCE ARAZH g g5
@) ol gRAZe g DEH= TGDH Ede] 2~EA(sponsor) =7t 4
Az 7) AN BulE FIEA Bk s A4S SCCE BA 1FY AR

AlZell FojstA o,
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SGC 2§

43 5% F¥HMerge) 2 & (Partition)

1% ¥ (group merge)® 1EF E(group partition)E Al
o SGC7} Apale] Ad s 38 5 QAY 58 Juage] wnle 2712 <)
M SGCo Al Hurst 2 ZF(workload)e]l H71H e AS SGCe YL v
SGCo Al &3t 7] 9 3o]t}

e

LFH=2 Q)

W AlaEle] e 72 s SGCoF 2EFS #EE ¢ g He A4S A A
Bl WMEs UE MEIFA oJdAYT o]® Qg 19 AAE T AL

e
2 #9 & QA sok B
19 138 SGC:% SGC;¢l OFT 7] 88 nelgth SGCol oF7F BA4d
A5 W MBS SGCe BEE olEav AP Mragel 7 =g §x o
N MRage 7 ARE 20 ASHES @ F 2§ $He A% SGCo

7] E¢le Wolg ky, SGC;o) 7] el AolE hetetn b < bW, SGC
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A} 7] Egfell A h#Ae =2 S E(sub-tree)2 SGC9 7] Ef)Z

A
e
E

FrhetAl Aok vk 2 kel® SGCo) ) ERe sREZR SGC 7

2 & Frbsich o] W w9 B OFT ¥4g uar)

(29 13] SG; & SG,o 7] 28 T4

a9 13914 SG:o 7l Efe SGio 7] EglelM mEL12>e ddww,
SGCiz AT =E8 & (splitting)ste] A% AAwso= 7)E9 »so of3t

Aueed ddsm 922 A4wst Az F49: SGe) EdE AR
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7] EflE e YA SG; EelM AY 98F o] gy Mix= gz

Ta57] Atk B2% blinded 715& SGCAIA AFsla, SGCE w==<23>

Mo

| blinded key bKyudt bKE ol &8A Aex=e 718 Adstn, AL g2
ol BRA 718 AXFoRA HBaF 718 AN g KR SG, AE
Ede FEAAN Ad 7] Efle] A =249 sibling blinded keyES %43 53] A
SG; WM ElA AEdu aees M) SHES 25718 ANT & AA "

SG:2l 7] ERlE SG,;9 7 Edd kel FMgozA b 7 e s=9 s

Y2 w9 zol7t 1o]22 OFT Egl¢ full-balanced tree A4 A& Itz 825
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/* occurs system fault in SGC, */

M;s migrate to SGC;
SGC; reconstruct key tree
finds attaching point at #Z;(Gf %; < k;) level

splits node into left child and right child
existing sub-tree is linked left child

SG,'s key tree is linked right child
leftmost M. sends SG,'s blinded keys bSGK; s to SGC;
SGC; compute SGj's group key SGK;
SGC; = M; : encrypted sibling blinded keys
SGC; = M; : encrypted updated blinded keys

[Procedure 4] 1§ #H oz % MEIF2 7] Eg 744

e 27 1ol i AAE e W2 B epaich

SGC; = M; b {bKy, bKu}bK,.
SGC; = {M;, M5, M;, M) - {bK ),
SGC; = {ME"M?} : {bKi}KZ;

W SGCe) WHFe) F7hE s WS Belg A9 Aol g A
4ol e BE ABIFoR U WMES WA HWA, SGCiE
OF %S B3 oldHE WS JA B Wesel oy OFT 7 =g A
2 AMEE oldHE NRIF SGCHA olWEE WwEd g 7 sl
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57 Al E2aF blinded keyE2

=S ATTeEAN 2FS ATA

o

[
DS
=

fu

Mo

o
M1

M,_l Miz M M M M®

[ 15] MEI1E SG,9 1

‘\
2 4
i i M, M,

o ol@ o

(29 16] B8 SG,o 718 B3

H| =

29 159% 19 168 ANIE SGE 1§ #¥el 0@ 7 sele 2¥ 93
e Judg red wuse :

o] &}

rir

#9 SGCt 2% W Aol we
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SGC;8l ME g ~g&dr)

ey

44 7T@AYL =

Kl

|

2 =AM Aldste 2A1FC-tienWA Y 2F7] #HYE 9 A
a9 179 Z2v 3§ #elA GME AWrH o
7] AE(key center)& F3 2} MEIF #Heats AHErY ) AL 8 7
gergE #Esd. 2 MEaF #AgA SGCE group control ZERAAES7Fe

FAg Bo 2% WY L 2Y AYL FAVG. A7) Anagod Wre w

>
fuist)
-
2
rlr

il

Belg A% UL Yy

¢

HALE IP 48 A8M 508 #9098 4 93, SGC= A 183 An

qw #ERER pAHe ARAFe] #Yagdd 2% Fegoezd 7 yrag
=

a9 179 Alageld aF @2l (Group control) ZEAAEL HAA Al2wlo] =)
A # H(load-balancing)S $18] EA5HA At 9Y ojw NHHEIE By} Ty
sfof st WEe) b g Fe 1§ #e wAR Y HdEe Fel dgzon
2tq] o]l Ao rtE MEOE B aFoT WHES o/ AAFEE st}

2y AF2g 35 MBEIOEES ME EZ3A 7] B WS Algs £ g
on, & =xodMe SGCEOl Wit FRAIFe CGKE A% 1§71 dele
TGDHE AHgstil MEaFue] SGKE 93 187 #ele OFTE Apgste]
ettt TGDH= WAF Ao Z Qe Alibake] B o decentralized W2 o] &

g ol &3] T4 71 #a Mo 3 ‘one-point failure’ & o wkd 2= ¢jc},
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Group Manager

Access Group
Control Control
0 -7

; e Encryption

TS Key N
Grqup ------ 7 Center Decryption
Policy

Data
Multicast

<----> Control Connection \

<—> Control Flow

<==> Data Multicast

\
\
v

<4 —» Pre-authentication Key Flow Key :
<4+—» Key Control Multicast e ryptn .
. | Decryption

Clients -

T

(23 17] 2§ #8 A= 7%

Hule] 2% FAE Y% GMe pre-authentication® A& SSL[15]% #e <
A3 FUANEE AEe T FalE T, A8 Y key agreementE 93 ICPKZ )
e Al AE gk ICPKY <hdd A28 8l @l pre-authenticationo] A
SSLo] A5 1 key agreement @7l M & SSLE A2 E XA et ® 5= 3y
of 71 AA i AbEAe AlAE AIZES v RN BoFEth AHS wwZo 3
# 2 Pentium II 500MHz A|2=4°lA Javag AF&ste] Y2, SSLL Sung
JSSEL.0.2(Java Secure Socket Extension 1.0.2)E A}&3te] &gk, A2 <l
AlkE vlas) B o, AGKA® SSL aide o] &3k Axte] & o7t glony
AGKAE ©2 27 A5 Av SSL A1dE o] &at o] Fo ALAQ 7] A
A A SSLe] Abgol Ak onjEl =7t A A}
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[3% 5] 71 44 AZF ¥ja

7] A A AGKA o] & Secure Channel ©]&

%4 | pre-authentication(SSL) Key-agreement | Key-agreement(SSL)

=

A1 ZH(s) 7.138 0.981 8.372

7 setely A4L AR 2
dstoha deld gle, A%

g A5 AZ7)7F 10248 E 2719 de e

O Z 10248 E o)Atolw oF

4
>
o
i
N
rlr
e
rE
Y

2
el
flo
i)
rlo
a
[
oft
ttlo
to
By

shoe aF7 Ade 4l

g2

o1 ¥ -2 4 (modular-exponentiation)

Ao AF 10249E A7) 7 dEA AR AEte] QA 187
H
=]

X
>
tlo
o
2
—
)
%)
=
It
St
flo
[S—
o
)
i)
{m
)
i

O

Fe HaAZ otk 2=|2g2 TGDH A4S 98 A Adzdgde ogn 2

g

WK crer o)y HK it o)
K([l) _ (Q’ <+l >) <+l mOd p
(K s o)y P(K e o) . . :
= (a ety a mod p ; hO : hash function
= g WK s1,0) - BCK (o1, 05) mod »

a9 183 29 195 My ZoA OFT9 TGDHE o]&aA 7] EvlEs A3
I aF71E Addsted A8HE Abe BoET 74zbe) 4382 Pentium I
IGHz Al M F 5o, OFTE a2 458t 84849 MD59}
SHA-1= AH&eta EF34E bit-XORS AHEFE we A4 Az+e Yeluyx
11, TGDH A4t W(modular) pZ Z+z} 1024, 768, 512H|E 9] A48 A}g-&}11
AgE 71 MD5 sl 98 H4ste] 1288 E 718 A4z fe W Aa Azt
< HoFE
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59
58

ges| o T e
Es4 A e e
52 [T e
51 PO . . : Lo

Ty
——MD5_|

Key-tree depth

[2¥ 18] OFT 7] Egl Ak A7t

70
60
50 ,

S 40 |-

(0]

230 t
20
10

S Y.
i—=— 768
| |-a—512

5 6 7 8 9 10
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