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Adaptive Network Security Management

for Heterogeneous Networks

Jong Woo Chae

Dept. of Computer Eng., Graduate School,

Pukyong National University

Abstract

Traditional security models usually work according to a static deci—
sion—making approach to determine policies for security management. In
the current heterogeneous network environment, however there are many
different properties to consider in the security management such as
transmission speed, communication media, connectivity, bandwidth, and
so on, whose properties are dynamically changing. Moreover many
types of computing devices are widely used and they have diverse capa-

bilities in this environment. To secure this diverse environment, we
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should adapt several security levels dynamically according to the changes

of diverse network environment.

In this thesis, we develop an adaptive network security management
model, which can dynamically adapt policies according to the changes of
diverse and dynamic network environments. We use MAUT and Simple
Heuristics to achieve intelligent decision making, and use SNMP to deal
with diverse network environment. Also we utilize Mobile Agent for au-

tonomous behaviors and reduction of excessive network traffic.

Thus, the proposed model might reduce the interactions between user
and system in comparison with the pure SNMP based model. Moreover,
the proposed model deals with multiple variables instead of single varia-
ble in the existing approach. Therefore, this model 1s expected to provide
more flexible security management in the heterogeneous network

environments.
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2.1 MAUT(Multi-Attribute Utility Theory)

rE

o thak o)A} AA FAl(decision problem)ol A €
3 AGAQl o AA4 wiwoltt fE e A (utility

analysis)2 24} 2 A 2} (decision maker)7} 93l A8 7] (lottery) 2] 23}

MAUTE v
2 (utility) & &

i

(consequence) 2 4 T Lok A oA AAAE olg Aol it )
ele] M & S(preference)E 8 21 E] =(utility number) 2 ¥ &3t . 4

o FEYE = 03 14belo] Aol o gA wix”) wx)E 7t AR

o FEElEle] HAGE wx?) = 0, ANFTEE ux) = 18 vERE = 9t}
ZAyto] it FEE o gL 7 F22E (expected utility) & # of
A

st A AT Hor ol Fojdelstty. =, VIl wEEE ] Adst= oA}

Al A3 @Eel JFel Ak fUAE F5E AR ° AFHQ
el Qi AL ohuAw FEHOR AgE 4 ot AL YA o

o 7ok (1, 21,

211 wE2lE g+ ME 2HE

g #ol: A3 QB A% x o AAYE B §4F X @1 s

= X(Q)elvh x ghel 2719 vh A At HAE A £ Ao F,



oA AARAZE A ;3 A xp FAA o' AL HIseEA Al B
F A 28 12 F N9 5A #W(two-attribute) YoF Zo gt A3}
TS RAF2 ded, A3 T 43 S FolA JAE AR AF s

A AE FAM G E F UY. AR Qe y =y ol 2z =20 &

doli, A% R y = y» 0|3 z = 281 Aot}
o - 4@
! |
R
S T
— S ”.77 - . -
¥ Vi Y ¥y
a9 L nR W A B0
A &2 Yo Z7F 94l 5 g(additive independence), 22 E 5 ¥

(utility independence)1#] &<l sj&r). Y Z7F 94 mdolgt= ojvl+=
P} AUEVIE F W A& w 43S AE%E Hli(paired preference
comparison)i= °|&¢ gA 28 FEZ(marginal probability distributions)l]
o) Esha, A% #E ¥ E(joint probability distributions) b= F &t
A owgth £ Yo Z7F 45 s¥olets Aol Yo 27t fEYEH 5
Holehiz ofvl= 27 FoldEs o Yol tid Axi¥%riel 21 3 (condi-
tional preferences)’} Z @k} Wsglel= Fasiohs Aol ol Y9 ke
Astol] W Yol tig dswe] wistrt Zo wslele= #Ajth: 2o
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e g4 b 28 3] 9(risk averse), ¥ F H(risk neutral), 2
w2 (risk prone) FolA o® ZR1=A] AAQgT. 4 e x9 Aol o)
MoelaL AR Ate] s eE #Qleked, AHET) <x+h x-h>ok 7 A 9
(expected consequence) x oA oW A& Folst=A Rlgr} AH|H
P e As 90

frh oldl ARe olel T xsh hogel dhslA wEa AsH1g], web e
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wxy, Xo..., xo) = ku(x) + kouxxz) +.. + katn(xn), 9714 2E [ o o

A wix®) = 0, uilxi’) =1

ulx) ulx Ve A7 b AzaA ¥ 243 fEdEe Mg dza
= A3 fHedgelt

N
o
o

2.2 1t

2| AEA

].

rm
e

b 5 2] 228l A (simple heuristics)¥ 19954 59 v)ar oA A g
gt ot HatEl e, AAE, e 5 gAY A4 E Sl HEE
ABC(Adaptive Behavior and Cognition) -7 189 FH o] &o|t} [3]. ©]
At Aol A= A$HA F ) (bounded rationality)?} E2HAA Sl A EL 9]
AL AA 3 AFE sl ok HASE Fel <Y 2~ (simple heuristics)
54 WAt A AMEAEY] ASEE

AgHon Asts] dEdos ol A% ol ofus] wEold. Fa

o
o
[ang
@]
=)
e,
=

=
=2
ofN

n
N
X
32,
r -
_‘l
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2
1o

#] (unbounded rationality)}
A Fejolth. FAFA Felo wpES T e oA 27 oAM=
AAE Abghol AL e AT A4, A T8 59 Algo] A9 §int o]
Rl dEHoi gi olEd ueE T, d FEHEe Aol
Bayesian Zdlo] )¢l Zlojr},

At FEle wEE T Sde i AR RddAe S

(satisficing)®} fast and frugal F2l~g 27} sl st b5k 459



AMe)g Zolrba, fast and frugal FelA8AE o8 279 442 a7
AWA BRY AEES A9 o] &3tA] gyt 13 o] FE2HAE HS
7bedt AdEs sl HATe] Az AY, AxREE Be 7 gt oL A

Z

rulo
)

el He gkt A4 Wag B AL @ M olfel of@
24 (one reason decision making)®) @EE Wi Atk o] ARNNE AA
2 M ofe 74 olfe] Aol ohug WA shte] Fuu Wasithe
AL elulgth o) @ 74 olfel o7 AAel BhRAel Axf sy, 3

A, Az e olfel A% FEO) AR WAL do} st ot g

L
m:&

8l W&ol ol =i Ajlolv. =4, BE W, A% ol e HEH

o BEol} fUAEI} ettt A, oAe fEHoz Wil
Aol wol A AMA: 18A e A9k wol A

2 FollA dEAQA AL Take The Best7} di=d, ol SA WM (cue) &
g2 zALst 7 ANAE AEE AA F 5 s EFE wAstw o] W
F7F FEe AV Ha v 5w FEE 2% FARth Take The
Bestt= 53] F# %(training set)e) 1t57F 22 o Y5 3] 7] (multiple

regression) & 5 7}gHCH 3]



2.3 SNMP(Simple Network Management Protocol)

SNMP (Simple Network Management Protocol)[4]+ 19880 =23 = ]
ow g9, Ay, dazdHold, i dE YENI AAdEc] diste
AA 78T 7 don e =rt A WENA #YE 357 95t
AAE AT, SNMPE= NMS  (Network Management System)oll  d ] €

SNMP Manager’} & WEHA =5 Mdx¥ SNMP Agentoll Al “3
g AR"E gAste Fefo|JdENAY R FAgt o 7)A Ay AR

-

= SNMP MIB (Management Information Base)[5] xSl MIB9 #
kAl g txo el A= SMI(Structure of Management Information)[6]

N4 Felstn ek,

24 HE®RIT Hot et HERZ 22|

HEQ A B #eles AlFE Wol ANSte el B Bl dwrt
2 #d97 st dojtk 2giA A EF Bl #e](Integrated Security
Management)oll gk o] Frtsla Q. olef #AS o] Zhzhe] Bl A

ZElo] M2 thE Hel A8 Fulely] fote] R Ate) FoEE

j
&y
&

sz B wol By LT ol ooldn sure] UEND el A
~ei8le] Agka vl 9)

AR 2t Fox=E sk F9 2o ol A&[7]Y DSl A
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g mestA g Ao uaA Asge 5242 3408 ¢ A 3
2

e 7HAA v iy Gl o Este] B AL AAFeRA
B Alxge] faAdeld A0l Boves Bl Ak AlAaFe] B
bS T UolM Al FaEER ol Al s = &4 9
T, AaddAM THER B Mujaet 22 g Mes: T3 84

N
-

5 gtk gepA B =Rl BEasd Awe £ 485 1
T ugHe Ao,

SNMP 7]Rbe] YER = yte] 23} o]y oojdE 7juke] YES A &

olr
i
Al
o

o

mdlg vuatd, SNMP 7|eke] F 158 vES A #ge 57149
Z 9 (polling) &2 <13 NMS(Network Management System)oll Al & 2
dol HAFHE2 NMSe A Hetof UESa Edgdo] Frhshti= 4

dol Atk EH olF ololdE lure] wAle £ dolE FAEE

=7b AkE Qe o RElolA] o dojEL wrg
BE FAA7A @a melse wmel oA Qi A EoAm ga
=2 ol g Hu pelEE muE e oF ooldEshs mggo
2 NMSel dlejel & d% 3t foH9).
a9 29 (a)e &5 SNMP 7]9ke} YES A #He] BEg BolFa gl
NMSell Az} #e] ==(Managed Node)oll A H Aoz 238 Bl 5%
H5d o 2doly ol UES A7 & uf JEY= e A S A

@ EdNS FAAA E G E4L o £ drks BAYES du 9



a9 29 (b)e olF dlo]dE 7|We] YEHA #y Rdolt} o] Rd e
29 29 (@9 &5 SNMP 7|8k vEQ A #e] Rde Hjste #y] E
el A5 3T F AW o|F oolHES} 7} el =EES o] FF
ot A5 = dy delErt Frbste] == kel AFATo] Aot
wHol ek,

Request -
F&m MIB MIB
)
Managed Node 1 NM/i Managed Node 1
Request \‘?xo {MA+DATAL
Resp'ck\n i %J -
N\ MIB o MIB
i -~
Managed Node 2 Managed Node 2
(a) SNMP (b) Mobile Agent

27 2 SNMP 719 293} o] % ool A 7|3 mele] falua] wla

a9 39 & EmeX e olF ool dEV e HelHE FAAIINA &
3wy e A A A o oy #e k=R o]Fste] #
2 FT ey we ex ol diojdEe Fababe R ARl
o AAl Aol g e dojgE NMS dFFrt o] Rl 13

29) (b)ol] Hldte] o F olojWiEr} HejnnE Alo]E o)%d u ¥ d o]
HE FAATA B5o24 olg do]dEe rAxE Holge 4& Fol

iLoapeba) o5 ooldEsl The whelwmw o)Bd uwl walel: AEA
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W OE e RS o8 + Qe ©F SNMP Jlu we mde BAEe

mbx B =foAE HEYA Heb Bl AAE H UESA EYY

o] oS Zo|7] ¢ste I B AlRSE YEYA Ho #y 2adE

A ek}
MA —
———p
=| "DATAL MIB

\\\ O’q | MA
\8%23 -
\\ MIB

Managed Node 2

R 3 EF REel A

24 XK

25 7|& Heob mEol MMl Hif AF

J2&

7158 Heh BRae QA AR GAQl oAb Ay WU E AMEFoEHN
S7de] kel AAs] digetr] FEH, a&Ado FFeith d8 59, 7]
F£9} SSL/TLS+ Cipher Suite®] A AolA FHjoldEAA HE:H

Cipher Suite ListollA] 7}g3h ®Hob 7he7b =2 Cipher Suite® A9 3}
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(16, 17]. skAI%F ol2jgh oJatdA W xpeo] A3t AEaL dhiol =
kel AUA P dr|ALE 29 7 dey

¥ AFY AYS Hol 2RIEIZ AW Fedk ARE 2T F U
193 4+ SSL/TLS Handshake A A -$A HF RdS H L3t &4
g ZoltH15]. Client Hello @Al AMBl= HEAE Qo] H3H R

SHS 2%3te] oo wre} Cipher Suite® A3t 7o) Malslox 7]

[

E9] SSL/TLST 34 7H4 B A7t %2 Cipher SuiteE A3} &=t
Hls) 17l 40 Bk RA[15]2 37 A @ Cipher Suited A9 E 4+ 3]

.

Client . Server Context Engine

l

Adaptive security level request |

~

>
Detemine adaptive security level

! I
[ Client Hello |
>

Check cipher suite list
Server Hello < |

S erver cemﬁ cate

a9 4 #H8%A Hobsd-S 483 SSL/TLS Handshake
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Lo 59
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2. A o&E MW X = (kg x2, ..., Xn)

Alzgle] ZFERE Bk Al vEY e B &4 FFE T

3. Hob 553 SL(Security Level) = (0, 1, 2, ..., 5)

Sk FAREE NG BRI Zoks oy dA MEYAe B
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U= ;kl—ui(xi), 0=U=D) T4 1. dA wEeE g Al

SL={Ux101/2, (SL=0,1,...,5) <4 2. dA F28 g} Hde+

Py ={po,01,....05 2 3 ok qulxo AA £AE0 7
pi={A,R,,SC,,M,,AC,,H} FH 4 7 B £AHE
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o] 081 B HAAES AREE F Qle Aolth Psiz Rbr 2Hle
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B 1L JAZ7Hs t26F

A U371 R NEREE
Ao OTPD 7]yt Fo SPKI2)
A F7rE AEY R Wireless PKI
R PKI1
%2 oA ¢35 dudEHR FPERE
SC | A 435 dugF-714 9] Mpn | $95EYD
SGy DES Moy ECB
SC; 3DES M; OFB
SCy AES-128 Mo CFB
SCs AES - 192 M3 CBC
M,y CTR
3 M7 k& 2karel S S5 dareE
CAG |FA7 gs gagF-714 0] Hy | 85 el
Ay RSA-H12 Hy MD5
AC RSA-1024 H, SHA-1
AC RSA-2048
1) OTP: One Time Password(10, 11]
2) SPKI(Simplified Public-Key Infrastructure){12, 13, 19]&= CAE 7|9to. 2 3+
71 &9 PKI"] CRL galo] B e Felv] dste] PKIE 7HAglsholch
3) H718 Q152 OTPol Ao} A A 2o of2 AF7HES
AFUYRE Dol
4) WA 4E dayEe FdREs 44 g §58 UM EE 2T
wels BAIglel v E ULt ECB X Electronic CodeBook Y=, OFB
Output FeedBack =%, CFB X®.%: Cipher FeedBack &=, CBC R

Block Chaining X%, CTR X! Counter B %™
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A Bt THE AAY A% AA dudF14]2 e 2

¥ 4. SecurityLevel(securityProblem) 3t

SecurityLevel(securityProblem)
// securityProblem: 8BSt S5+ A4 A
/9 FYH W ol&
calculate SL by [/ end
if SL =0 then
return SL // Bt A=RE A8 F s

/4ol o]E Wy ol S(MAUTS b4 % FalAels o)A Al
if MAUT then SL = MAUT(X)
if Simple Heuristics then SL = TakeTheBest(X);
return SL;

end;

i 5 MAUT(X) &+

MAUT(X)

// MAUT®] wt& Apgzpete] s 2ol olair a4 FEeE g+ 474
ulxsxz, - xn) = kixp) + kouxxz2) + -+ Katin(Xn)

/) ki AA G o Mg Xoll s =4 A5

/oxin 39D oFE HE uix) = 0, uilx) =1

ask the user’s preference and decide k;
fori =1 ton

do ui(xj)= GetUtilFunction(x;);
end

return u(x; xo, - "xn);

end;

_16_



¥ 6. TakeTheBest(u(x;, x2, ... xn)) 5

TakeTheBest(u(x;, xz, ..., Xu))

/) xiol tiste] 7 AEHEeE MEE 22 UH A e FA
u(x;, xz, ..., Xxn) is calculated by only considering x;
SL is calculated by the value of wu(x;xz, " xn);
return S7;

end,

¥ 7. GetUtilFunction(x;) 35

GetUtilFunction(x;)
/) A& A} dsico] weld FEeE s 24F
/xit 3G oE AT
uRiskProne @ AF£A47F xo diste] 9138 A% convex
uRiskNeutral @ AF&2F7F ol oiake] 913 5% - linear
uRiskAverse @ AF&27F xoll tisted $13 33 - concave
x xRS Adde glelel gt
h: oz Aew gk
<x+h, x-h> @ x+holl A x-h7pA] o] Au|#7)
// where the lottery (x", p, x*) yields a p chance at x'
// and a (I-p) chance at x°

if user prefer <x+h, x-h> then
return uRiskProne; /g B oy = b(27-1)

elseif user prefer x then

return uRiskAverse; /s B u = blogox+l)
else
return uRiskNeutral; /s =9, u = bx
end,

ask user to prefer <x+h, x-h> or x // A} &=}2}o] A3 g

_17_
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Hesle 29 Adll o3k Bt A
2 271, 2:7)
U(xsec, Xatt, Xdef, Xsen, xpre) = ksecu(xsec) + kattU(xatt) +

kdeju(xdef) + Ksenll(Xsen) + kpreu(xpre)

o
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Ach
o
gg_l;
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A 27 |nType = 100 Kbps; (Type = PC/PDA/Cell;
el e uRiskProne= 2™ U uRiskNeutral= x
m = o T

uRiskAverse= logAx+1);
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0.25 0.50 1.0
Xar (34 FF) e BT A7r
Xdef (BE FF) HaHz 4§ HE AEA HEd
Xsee FF& HQF AH|2)| AREE = Y5 A of - QtAs
Xsen (AHRE] TRE) sAAY 718224 Hx 719 A4
Xres (G20 AXEH) et HE Heol F&

#0100 H A 49

BHo e 2 Ao diE < A A

If S >= 2 and
(Role = administrator or
Role = user and Date = Weekdays and Time =

Then resource A can be read

daytime)

If SL >= 3 and Role = administrator

i Then resource A can be written

E 10 Qe g dolth RerE i, Al

A 9 AMME 9y i 2y Aol ddRnh SLE AT B R
oF 53] ategte ot 2HTd BOF S0l e A9t ojudt Al &
A% ¢y AHS FE F QS £y, wok Aty d3te] pelAol
WMk BFo] 3R koW ARAE 2] ARG A5 & 9

3.3 ASMIB(Adaptive Security MIB)

2 =Eo A= SNMPY MIBE #Hdste] ASMIBE A 9st=t| ASMIB+=

A Rl agoz T
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AdaptiveSecurity “1&: 7F8 BoF Mu]lA 2] RE £F, UE
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Policy 15 4 &% net S8 A4str] A% wek gAsh zelol
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34 A AlAH

22 yeldlr o}l Context
Engine  Security Module, Adaptive

Security  Level

Algorithm,
MA(Mobile Agent) Generator and SNMP Manager® 4 ®it}
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Context Engine

Security Module Security Context Bucket

Adaptive Security Security Module
Level Algorithm MA Factory
MA Generator SNMP Agent
W SNMP Manager

7% 5. Context Engined} Security Context Bucket

1Y 52] Context Engine NSMS(Network Security Management
System)oll A2 5o] Security Module2 A}-83to] 71 2H2Q Bl MH|AE
A-&ate] A 82 Bel 553 dad]lF(Adaptive Security Level Algorithm)
of osfAl Hb Tug AARS B Aujzo] 28" FEHE wiAw
58 dAste 98S s MA Generatorg AF838te] o]F oo]HE
Z AA et Z1el 32 SNMP Managers AH&6te] SNMP Agentol] 2] 8f] 4]
AEx = e AWl ASMIBE 43 st

1% 59] Security Context Bucket& #g] w= o] Azxlo] NSMSe
ASMIBE A|-&3t= 9&88 33ttt MA Factorys ©]& dlo]HEE o] o]
Fate 49S AlFshy, Security Module ©]% o] HEES AF3H

Context Enginel. 22 E o]% oo|dEY} AAEHM o]F do]HE:= A
A9 oy =mES o|lFstHA ASMIB AKX E =33 Security Context
Bucket®] A A e AAEel 22 Security Context Bucket2 o]
qoldEg = WE SNMPE vlE7] dE B2 Traps AH&ste] A%

4 ASMIB 21418 ddch 884 neh B9 4ueFe £¥8 ASMIB
of oA Bt T M MulAE 9% H45S AAd agn

Context Engine®| Security Module X <F 553 ol# g £ 5 wehA
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T de HEYA Ade] A= AHEE =Y F Aok olF dojdEE A
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S H5% 5 gt 598 277 984 489 nok 57 %n

A
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=
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| MA —
_—
—|SNMP Trap ASMIB
(ASMIB 1) -
NSMS

Managed Node 1

ASMIB

Managed Node 2

% 6. SNMP Traps A183 En =
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Control/Monitoring
Module
Context Engine
TCP/UDP Router
1P Security Module
Network-dependent Security Context Bucket
protocols TCP/UDP
IP
Host - Network—dependent
S?curlty Module protocols
Security Context Bucket
TCP/UDP
P
Network—dependent
protocols

1 70 AA Al ag e of
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3.5 Proxyoll 2|8t NSMSe| HESH 4+

Aeke maAe Z3 slwe] ASMIBY 41 o] o]F olodEs)
Trap ZRESd] 7]0d $H¢ oz By Aus AFss =4
o £8 ZY F gk ey we A% Aus A5 dF AL

A&
=

e ods] FERo vk meA Proxydl o@ NSMSe) AZH 2

o] 7] A} NSMS¢} &g t}gap o] st}
Hob Al au d WS Proxyoll Wi E 3o}
Proxy®] & vh&at 2

Trap PDUE W&

749 ASMIBE Trapg Ab83te] NSMSol dgaich,
- HEHE 2250 Heol A Ap]A A A g3}
# el s},

mlo

SNMP= A]’%é‘—X} CL%L% A==

139 8% Proxyel AlZ~® 7448 YeERYa Aok NSMSel tisiA e #e)
=gl ASMIBE Al2dl7] #18lA Security Context Buckets 3§l
Ao #e] wzo thelAE NSMSH#H e 715S FHAer] A
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Proxy

Context Context
Engine Bucket
TCP/UDP
P

Network—dependent protocols

19 8. Proxy

NSMS

Proxy A

Proxy B

Router

Gateway

Host Router

Gateway

Host

managed domain by Proxy A

managed domain by Proxy B

29 9. Proxvell &3 NSMSe| Al &4 HAib
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2 W3 eeN Thesit.

36.1 21& 7IHe sHe HE

G108 A wEe AWBA skl AFVEE AFeE

OTP(One-Time Password)[10, 11] 7I1¥te] 2 F 348 ey, OTP 7| qk

AFe oA EE AGABS AgekA o a4l el Agara ol
o s wEd AF /Me AFa
OTP 7lwke] Q1% Alame] 54 e g

A7)0l bt

u] Y 3 ~ 9] =(pass_phrase)Z& 7] st= % 3o}
A4t A+ A
- dag]Eo] FAEY ok (MD4, MD5, SHAL 34 &1zlE)

ou] st HjY HHLE FAEo RPEA =T
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A FuEEL o) = yld xF DE S A FE 5 Qo yE QD

i1 xE ot Aol ARG BEVbestthi: 5AS 7HITE OTP 7|vke) Q)



o\
~
i

|25 ojejg a4 dudFe dWIFdS ol &t vt 22

z A4e FATh
2 AR AFE Pod AeRe uE AEAES)E AF AN 8

3t b Sl duYF HE vHEeA J8do=zy AddT
S = seed||pa ssphrase

P y=H,(S)

T A AX) Wl FAAIL o Eike) AFG PoE Fohd

o}

Rl

e e AFak Pops dobuly Aol ALY E7hs st
#E 12 OTP 7I¥k 153 OTP 7I8k <lFo dxpA

Pk Aol JAF7IHES vlestd OTP 7I9k QA5 AxAH S F
7bete Afde ot 4 5 63 o] OTPe XMW= dAFE out-
put(Computation Stepe] A= 4w 15ghel OTP oA EL] A=
RS Frhskt) Sigx)e xdl diste] dxAE S BAYsite gnjoltt, 1
g3 AARIAS Hrbshiz Afoli= OTP 9] M= AF3 Ha(S)ol
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P (y=Sig(H ,(9) A5 OTP +

P (5 =Sig(H ,_,(9) 42 6 OTP +
P y=H (S [(Z4]dlo]E])

Py =H,_ (9 (A=HIH)

A 24 3 (Computation Step)
A 2} A 3 (Computation Step)
2 7 OTP + A4 (Computation Step)

21 8 OTP + AA %14 (Computation Step)

3k73 o] Wstol] ofs) B Taeo] WMAE B g AF 7
= Al 9 Zo] AAAHEE HItstAY AAJNA S Hrtge
o stol AT 4 Ak

_QTPChent _OTPSerer

NEg
‘D

Hid)

DIZAS] terCount 2} SHEIGI RO ZVHLE 22X B2IEHE
]
terCount® 1A AIRICE
challenge M &{seed, terCount) I
AFRTEY pass_phrase B
intialStep. 8 = seedllpass_phrase
computationStep: digest{iterCount, 5) = output
nutput &
DM HEE outputaloll SIS B HEH T & cutput F ZEXLRIUBHCE
YEME L Yl
2% 10. One Time Password System< <% 73
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Adaptive Security
UDP TCP Level Algorithm

IP
Host
Network—-dependent protocols }/\(‘M Security Module
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- Language ' JDK 1.4.2, Servlet 2.3, XML
- X2k API : Bouncycastle
Web Server
- Language ' JDK 1.4.2, Servlet 2.3, XML
Web Server : Tomcat 4.01
R ok API : Bouncycastle
Host
Language : JDK 142, XML

1Bt API : Bouncycastle

411 #It

9 Alzglel] A g wek A Auls GAL b o

E 12, Hot AA

B3HEE o) fgk Bok A

Ll ¢, 27

U(x(‘urm,- x])r(h -xr()s‘, xm[(’) = k(,‘unn U(x(,'onn) + kpr() U(Xpr()) + kres

U(Xres) + Krote U(Xroie)

Aok =71 tType = PC/PDA/Cell;

uRiskProne= 2 uRiskNeutral= x

uRiskAverse= logAx+1);
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Xeom (2 ) 10 50 100 100] %
Xpro (BT T5F) AelA HEE B35 oblAl HoE | HEHA 42
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#14 " AA

FEREL

If SL >= 4 and (Role = #2] 2} or Role = 159 AM&-A})

Then resource A can be read or written

If SL >= 2 and Role = ¥y 2187}

Then resource A can be read
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