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A Study on Efficient Proxy-signcryption
Scheme

for Mobile Communications

Dong — Woo Kim

Dept. of Computer and Information Graduate

School of PuKyong National University

abstract

Zheng suggested a new concept called signcryption that
provides confidentiality with digital signature properties. The
signeryption scheme is more efficient than general method
what we call first-sign-then-encrypt or first-encrypt-than-sign

In computational and communicational cost. However, these



schemes do not gain the confidentiality in nonrepudiation.
In this paper, we suggest an inproved signcryption with
confidentiality in nonrepudiation.

Also, Based on the development of mobile communication,
the future mobile communication systems are expected to
provide higher quality of multimedia services for users than
today’s systems. Therefore, many technical factors are
needed in this systems. Especially the confidentiality and
security would be obtained through the introduction of the
security for mobile communication. In this paper, we presents
an efficient proxy-signcryption scheme that processes a user’s
digital signature and encryption using the proxy agent who
has more computational power than origins on mobile
communication. The proposed scheme provides non-repudiation
and prevents creating illegal signature by the origin and
proxy agent in a phase of proxy signature processing, this

scheme also Kkeep the confidentiality and security in the



mobile communication by means of confirming signature by

the right receiver.
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2. oAt 7123 AEF g4
2.1 Elgamal A% I} QS

Elgamal®] tlA & ] (Digital signature)® <2 (Encryption)S oAt

gAls)ae) e gl 7% st QAeHs]

[7] 23]
p AT
g1 FEA A A5 gzl Sehe A

X, X4 - Alice®} Bob9] nHl]

Yo ¥y - Alice®t Bob] FW71(y; = g mod p)

2.1.1 Signature

[3 1] Elgamal Signature

X & RZ(;
A ARA y = g° mod p

s = (hash(m) — x,7) | x mod (p—1)
MY AF g5 =y mod p




2.1.2 Encryption

[3E£ 2] Elgamal Encryption

k = 3y, mod p
¢y = E,(m)

o5
(Encryption)
e, = g mod p

%Q(Send) C1, Op

5 5 (Recover)

k= c¢;’ mod p
mo= Dk(Cl)

ol @A ez AliceZt W AIA(m)ell e Mstal ¢tEs st Bzt

st Ardiatel Al 9rAs o w4 k. E3F Elgamal encryption

o]

Az

Schnorr sinature®} DSS(Digital Signature Standard)®] 7] &=7F H o}

2.2 Schnorr Aj3 HEiAl

Schnorr A" 821 (Schnorr Signature Scheme)3 DSS¥= Elgamal AW
A (Elgamal signature scheme)2] W& d Fej[9|=2 7| AL g5 2o

[7] AA]

po o p=2E WEsE E 2

g: p— 18 5 2 as(g=2"

g1 fwal el 94 3 Zol Sae 44
X, Xp - Alice®} Bobe] 8] 7]

v, | Aliced) ¥M71(y, = g ™ mod p)



2.2.1 Signature

[% 3] Schnorr Signature

X & RZQ
A AIAd ry = hash(g" modp, m)
s = x+x,- 7 mod q
A A r = hash((g® y,modp), m)

ok o7l FAANE oy, = g * mod p WA v, = ¢ mod p
MERT s = x—x, 7 mod ¢& BFYAHN MHEY AFe e

2.3 DSS(Digital Signature Standard)
DSSHAe  FAI vy, = g  mod pE  ARESER @3 glal

vo = & mod p& AHEShE, e FAlziek wEsle] el Schnorr

Signature Scheme®t < 3}t}.

[7] AA]

pop=2Me EERE 2 A

g p—1& e 209 g=2")

g o e A 9 g Z,) ks A

hoooduER SRATE(512< | p| <1024, | gl <160, output 160biD

X, xp - Alice®} Bob9] H[H7]

y, - Alice?] FH71(y, = g mod p)



2.3.1 Signature

[ 4] DSS Signature

X = RZQ

Ay YA y = (g°mod p) mod ¢
s = (hash(m)+x, - »)/x mod ¢

_ hash(m)is  _ 7ls
M 7= v = (g v *mod p)mod g
check if v = », accepts (r, s)

2.3.2 Cost of Elgamal, Schnorr, DSS
[ 5= Ao7t7A] 25HE Elgamal, Schnorr, DSS¢| 7} Aw 3t oF 5 k4]

of th3t Azt A S Roir

AN

[3£ 5] Cost of Elgamal, Schnorr, DSS

T 2 A A T A
Blgamal | o o ENC=1 (EXP-1, DEC-1) o
Encrpytion
EXP=1, MUL=1, DIV=1, ADD-1, HASH-1
Elgamal
. (EXP=1.25, MUL=1, DIV=0, ADD=0, 21pl
Signature
HASH=1)
Schnorr EXP=1, MUL=1, ADD=1, HASH=1 | hash({ - ) |
Signature | (EXP=1.17, MUL=1, ADD=0, HASH=1) + 1 q |
EXP=1, MUL=1, DIV=1, ADD=1, HASH-1
DSS (EXP=1.17, MUL=1, DIV=2, ADD=0, 21ql

HASH=1)




« EXP = the number of modular exponentiations,

« MUL = the number of modular multiplications,

* DIV = the number of modular division,

« ADD = the number of modular addition or subtraction,

« HASH = the number of one-way or keyved hash operations,
« ENC = the number encryptions using a private key cipher,

« DEC = the number decryptions using a private key cipher
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3.1 7|= Signcryption? =A &
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E, D HY7& MEehe dxsl/Ras duE
x,, xp - Alice=} Bob9l v

v,, vy Alice®} Bobd ¥7871(y. = g¢" mod p)

3.1.1 Y. Zheng® Signcryption %23 A3
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[ 6] Y.Zheng9] Signcryption *J4)

X E rl,

k = h(y; mod p)
ko= kyll ks

A r = KH,(m)

[SDSS 1] s = x (r+x,) 'modg

[SDSS 2] s = x (1+x,) 'modyg
c = Ep(m)
el c, 7, S
[SDSS 11k = W((y, g)° “modp)
[SDSS 21k = W((y, & “modp)
AF5 2 2L k= kylk
m = D,(c)

check if r = KH,(m)
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gty 5 AAE oA H 3, Carole o] y & o]&ste Alice® Bob

oo
2
r2
i
%2
0Q
=
@]
=
“
o)
=
o
=
ol
iz
rlo
oY)
S
o
0

S
Rad
-~
=
2
2
i
2
N
r]

P}
00!

igncryption®] 23 A IZENES AAEX HF &

A& Petersen o] AFHsRon, o1 AL

_5»
¥o
gis
)
e
o
o
ﬂ!.?i,
4

_}O_



D Carolol Al /M= AR &k » s, vy,
@ [SDSS 1] v, =K v, mod p = (y) v,

)y =

Ii

vy mod p

@ [SDSS 1] £ = 597 mod p

sx, ¥y slx. 4+
= YV Y — Vp

yéxa +% Mz +9)

= 3 mod p
@ k’ == kl’ ” kg’

® m = Dp(c)

[SDSS 2]% fAbekAl ALkE 4 Qi
A

=, Zheng®] Signcryption 3412 71442 F284A4 KT

S

3.1.2 M. Michel9 Signcryption 213 A4

Petersen 5 Signcryption 212 @ddS& XAsL o] B3 A

2% Signcryptiond A tsled vt o]HFAlE Signeryption®] AYAd 1A of A

M Alole] b Adz AL £330 Signeryption AT &

2o PURA 75e BT 5 et wgel

Petersen?] &% 2™ zl¢] Micheld o]8 A& QA8 7]& 9

S FAZ [ 719 L Signeryption HAS ARl sFFETH11].
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[ 7] M. Michel? Signcryption 14

Xy, X9 & RZq

C = E.(MIHOM)

A4 k = H(yy mod p, O)
¥ = x1k modg
s = x(7r+x,) ' modg
T2 s, », C

K = y7y," mod p

k= H(K,C)

o
ol
WE,
i
].o[.

x; = »" modg

M| HM = D, (O

5} A ¥ Michel® Signcryption ®2 9 Al Zheng®] Signcryption
a2 A FAEE A eSS gAYl AFsiglen, o AL

v Z2rkli2]

O

O 38Ry, K, s, 7

D yp = K v; mod p = (v v,

X, tx, xp —rxy X, Xy

= g = g " mod p

@ Signeryption @ s, ¥, C

@ yz‘byz’s‘ — yZ’S’ﬂ’xa _ yz’(xa +7)
_ yéxa +2 )y ¥+, _ y_z'z mod p
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¥ = H(y;" mod p, C)
@ xl’ = ?"k’gl,
M = Dx'l(c’)
%, Michel® Signcryption WAE 718948 AT + gtk
3.1.3 24499 Signcryption ¥23 54

249€& Michelo] A9kt Signeryption 934] Zheng® Signcryption 3]

o fabg AR Aee XHsta, olF Heks [E 8]v ge AR

81 249 Signcryption 4

x € Z,
K = g" mod p

A r = y, mod p
k= H(K,M mod ¢
T = x — x,2 mod ¢
C = Ex(M| D

%‘}1\_]. 7, C
K = # mod p)

45 9 5%

F = HK ,M) mod ¢
check if X' = yﬁgT mod p

,,13‘
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Adsstste Wy HliEAE He EAEE 7ERARE 71$9] Signeryption

3.2 Signcryption HHA{o] M

Zheng® Michelo] A¢}gE ¥FA1E SigneryptionS Carolol Al S9HsHA =9,
Carole] Alice®} Bob®] ¢tzald 441 vlAIAE B8 & & slof 7184%
FRIE] Egs A Bkt B M= 7]€9] Signeryption WA Eo] 7HA L
A BAEE AT (¥ 919 #2 Signeryption®2 & #jbghch

At Signeryption #HAel 3L thEn 2}
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[3 9] Aets= Signeryption W2

x € Z,
k = h(y; mod p)
A r = KH,(m)
c = Em)
s = x — x,vr mod ¢
B4l s, ¥, C
ko= h((g" y)" mod p)
A 2 "X m = Dy(c)
check if » = KH,(m)

3.2.1 71'8 X (Confidentiality)
71Eo AtE WAEL HEo ARE o]ddte] 2 EU5H] wiEed A 3
Aol Al ARY F Ho AL A 3R " HRE ol&3td y 5 ALl

T ST ol Mo R gERe) Bud Bed /g e 5 ke

ol
off

Aol ek Aoksl= #hAlo e (5, ¢, N2 TYsHA A Al 3R
| &A1z AzMEe FdHsty] Y6 APARE Fstd A 377}

)

& Augn S dAEe A e FASES stk Ay

of hE EAE 253 AAL 4vuy g g,



@ FWN ARk v, oS, v,

xls —r

@ vy =K v mod p = (3)° ;" = ¥
@ FAE Y AR L §, S,
@ F = y,y;° mod p
= (3 )y = T T = g
A4k gol Carol® y,s AW} HlhE § =+ k olBE Alices}

BobAlolol| A o] F o)A Signeryptiondl] 93t dEZEAELS 238 4 g}

3.2.2 AxFH SAF

2 8t} [H# 10]€ Zheng? P1363 AEAS[1]E 7|¥te g2 Axskn &

NS vmedch FAFY M@l GEEY Pol= FUFLD Eol

Zheng® Signcryption W23 AAE 9@ Fxlgkeq 2 zlo]  §lo]

Signcryption® A48 4 glth
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[3% 101 Signcryption ¥4 v]al
; Com
TE EXP | MUL | DIV | ADD {HASH Overhead
Sign 1 0 1 1 2
SD 1 HO | +
55 Verify | 1.17 | 2 0 0 o | 'HOI* Tal
Sign 1 1 1 1 2
N +
SDSS 2 i T L7 | 2 0 0 | HO I+ tal
, Sign 1 2 1 1 2
Michel Verify | 117 1 ! 5 5 THO1+2 g
Sign 2 1 1 1 1
712l +
°T Nerfy | 217 | 1 1 0 1 Ip i+ lal
Sign 1 1 0 1 2
A k)2 - [HO |+ 1 q |
Verify| 2.17 1 0 0 2
Sign(Schnorr)| Sign 3 1 0 1 1 |HO 1+ 1 q|
Encryption | Verify | 2.17 1 0] 0 1 +1pl
Sign(DSS) Sign 3 1 1 1 1
: : 21ql+ |pl
Encryption | Verify { 2.17 1 2 0 1




4. ol'5% A 374 A Proxy-signcryption 2§

4_1 Proxy-signcryption

Proxy-signcryption W2lo]gh ARE2L7E 214 ¢k digllo] AdE il sl
A Signeryption  #AAE AT £ JARF st LR
Signeryptions A8t 275 AME ddoz A o] Hojd

proxy agentel] 2JFEshs Aoty 1 WAL ofg3} 2

[ A28 44 ]

&t

~ p:5lZHME o]ite] & A4

.

- g oqglp—1% 2 &
- g AT ¢ z,8e E4

- x4 xp€ Z, Alice® ¥]HE7]

- ya: va =g mod p Alice?] F77
- xp: xgp€ Z, Bob2 W27

- yg: yg = £ ° mod p, Bobel FA7

~ xpt xpE Z, proxy agent®] #|E7]

T Ypl ¥Vp = 2 mod p, proxy agent® F7}7|
- KH() : Keyed &4 3=

- EQ /D) #8YE/ BT LT
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D deAgg 71 AA
Alicex x € Z, 8 A998t K = g modpE AXtee diz] MER

7 xap = x4 + x- K modg B A (x4p, K)T AFICL

2) QM8 719 AT

Proxy agents yip = g% = v, - K modps ol&3ta] Aalo] W

el AE8 717 e Ellgik

3) Proxy agent°] 2]% Signcryption A4

Proxy agentt H[E @dT x = [1,2,,¢— 118 &3 kzy}é mod p
ARk,
k= k|| k 2 Wil thaat 22 oA el gk Signeryptions

WA e

i

¥y o= Ksz(m)
s = x /(¥ + x4p) modg
c = E,(m)

o212 ell tiel Signerypted WAIR] (¢, v, s, K)E Boboll Al #H&:3t},

4) Proxy-signcryption® A%
BobS yap = yu - KX modpE AN ¥ Ao WS o]&s3le

E=(yap-g)° ™ modp B FEh k= b | kE UF Gdw g

2 A AE FEFT
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w = Dkl( C)

& KHy(m) = # ol A7t A3t Signeryption 22 WolERITk

[2¥ 1] Proxy-signcryption %4

1.C = B, (m, KHye () 34,78, K)
: »| Proxy >
Alice | Agent |« Bob
5. Response 0 CE REshy 4. Response

Proxy —signcryption (rm)

— sk Alice$} proxy agentAto|2) Bl A7
—E () 71 KE ol &dl o8 38
“KH, () keyed hash function

Gamage 59| A< Proxy-signeryption 2 [6]& 74 Ealo| M 4

oA 2] FalA] qE ARl el A oagentite] gl A E F1E o] &

stAl "o}k WA A 4e A9 Aale] tie]l MY oagentE thAlSE
Avkst Mm-S WA 4 oli dlg] AW agent Al Aulzte] Fo

o
glo] qlelz A@e AYF + Aok ma ol WAL AQA WA A
Holl olg R1Ea7 Bolser] WEe] A AAd 59 ole) Rokol

o)
A gt/ 247 24 B % gk
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4 2 02|l ¥ 59 Proxy-signcryption HhAl

Gamage $°] A3t Proxy-signeryption®212 el H] B3 ¥ dlg
Arrba & o] §EE R Alice?t 999 XAl tia Proxy-signeryptions
A& & proxy agent?t AAg Aolgtal FAsE A7 A3AE °E
woe ¢ gt Al7eo] drk ol A Aot 5d T2
B35y g MY o]§-38kiL, AliceZ} g wir| Aol dis F2184
|235l7] 98] Asokan Sl AlgF® S’ Server Supported
Signatures)® 2] (13,1418 o] &3tk o4d WA 7] o533 #2&

4719 FAAaAR o Foji

L

rir
Mo

Al
=~

o
o

2

of

=
=

Alice A BHe] 4e DBoE olgstel JHUS B A4 NS
selis A1eA)
Aga G SR FABME AT A8 TR NRONon-Repu

diation of Origin) E&& A= AW
Proxy agent : AHEARS} $1dell 28] Proxy-signeryptions A4d38te
e

Bob : IEYl &BE

[ N8 AR ] 4149 A28 A Frlse d5E

- PK, %9 B3 EE9Y A4/AF AMRste Aliced] FE F747],
PK .= Ki=h"(K,)

- K ¢ Aliced] (n—)W# 347)

KY=K,, Ki=h(Kqy)=hK7"
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KY=K,, Ki=n(Ks)=hEK3")
L - R =
- SigsO) 1 A® MY Gol XY Ay

- sk Alice9} proxy agent Alolo] &8k v 7]

[ T2 EF |

1) Alices WA BobollAl  RUzA sk drFA =)

m,= A(g /{6] 3}“L

o]

(ID 4, h(m)),i, KY)E AEAMB] GIA Agdch

2) ABAW G oS 21E o8t Aliced] @AY FMA K,

2 Azar
R"THKY) = PK,
3 AHEMY G TRE MEE sk that o] ¥ NRO EEE AA @t
Sigs(ID 4, h{my), i, K')
1) 4E|AE G AT TR NRO E2S Alice ol Al dat).
5) Alicet= AHE ASTHL /57— 1 2 WAES & ol o] A4 NRO BE2E AVdek)

NRO' = (Sigs(IDy, h(mp,i, K'), K )

6) Alicex Boboll7Zl #A2g HA)zet NRO E£E Proxy agent®t Ao

W7E o] & ¢35 este C= E,(m,, NRO)E Proxy agent

7) Proxy agentr 938 (8 233 NROEEL A3t 181

Abdel fehd2 dz] ABEE 718 o] &3te mol Ui digel BRIy

Proxy- signeryption® 434 gt}

T
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@O Alice® x € Z,Z ¥4 K = g" modpE ARBlL  dRkEs 7]

xap=(x4+x- Kmodp— 15 Al Bl (x4p, K)E proxy
agentoll 7] # g},

@ Proxy agents g = (yu- K*) modpE ©ol&38t Able] wke
Mg E 717 Ak golg F, vEa @o] alternative

proxy x4p 5 4d3ch
Xap = Xap + xpyp modg

@ Proxy agente x € Z,2 A9l k= v modpARISH, k=k | k

2 uPro] ot o] WAIR] m ol tidt Signeryptions: A3Adgich

¥ = KH(m,)
s = (x4p) 7" (& —#) mod ¢
c = Ekl(mi)

(¢, ¥, s, K)& BobolAl A4,

-

@ Bob® yip = va-vr KX modpE AEi, v E

=

2

&

ol k= ((yap)® - 2" mod pS T b=k | b2 Fe F
HARIE BE3R)

o KHp(m;) = »< B9zt A3 Signeryptione & 2opagit,
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