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Design and Implementation of a DRM System

Using Adaptive Security Level

Hwan Jo Kim

Dept. of Computer Eng., Graduate School,

Pukyong National University

Abstract

Recently, the widespread use of Internet makes the usages and
distribution of the digital contents so popular. On the contrary, a copyright

problem is occurring due to the feature of easy reproduction and

distribution of the digital contents. To address this problem, DRM
technique has been used to protect digital contents. As the current
computing environment changes into ubiquitous one, wvarious kinds of
devices and digital contents are shown. However, the existing DRM
techniques can not deal with these devices and digital contents

dynamically. Therefore, we need to develop a new DRM system
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considering ubiquitous computing environment as well.

In this thesis, we propose a new DRM system which could be
applicable in the ubiquitous environment. And the proposed system selects
an encryption algorithm dynamically using adaptive security level algorithm
based on MAUT technique. The system could be used in the various
environments such as security document management system, online
software marketing, e-library, and etc. The proposed method is expected to
satisfy users’ preferences and thus the system might be convenient and
easy to use. Therefore, the proposed system could be used to enlarge the

digital contents market securely.
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2. dH 4

2.1 DRM(Digital Rights Management)

DRMI1,2,312 dA" Az e AlagE Stotv] ddze A8 At

|

o]

o i WAl ofsf tAHA FA/RF HEZF St Aads FAE

gtk %, OAg Adzst A4 2 $EGAY o] wek A4 A

|

FalA kst HEstA FEE § UEE AvEHe LE Ve MEla 4
i

dojct. dulAl o g DRM Al ~dlo] zrxol & 7|2 gHA

AR I

d71dE o™ del=E ded, CD-ROM, e-mail 5& &3 hdsA

HF AgAlA ARY 5 At WP ATk gk

@ Adze 79 A
A" adze] taA AP RS @ LA FHA AU AL

& 0lE HoJAAE AT & = WS Aol .

@ Superdistribution

HAg Aelze] o YT golAag sd ALEAT thE ALgAAA
A" Adzg 44 T MAZ T BRA0Z ATY & g PAe
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[2%] 1]2 CA-based PKI DRM AlA€& Yepd il qlot o] AJ~gl2 PKI
E ol&std /5 EHE Fdsted o L FUES 2& AT du
ol zofl A o] g3t EAlde] itk olF sjdstr] 2% Agoe= PKI W
Al gl o3 2] F(ECO)[10}& Ab&3trl e o}

[ 114 % % 9l%e] DRM A& Zwzel Z/18 nelx ek IDC

= DRM A}&o] 2000 e+ $96 millionol @2 2005374 $3.57 billion®

[ 1] DRM A1 7= = A% 25 : The DRM Landscape, 1DC, 2001
2000-2000541
i 2000 2001 2002 2003 2004 2005
CACR(9%4)
AR | 960 2188 | 5438 | 1,1886 | 2,1326 | 3,568.6 106.1
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11,20 Wel 2 1530”‘%;@ =

1.Pair Key &d
7.0

5.0154 B2

Content 2458 \ 2.4BT SR (2SN 222E)
soizM wa| | 3.03M wagy OUERS 83
8.2 2

4
Content Server

13.ZH Xl 2t 9.30 I
14 License 2=

=
&
8

[2" 1] CA-based PKI DRM A€

k1

SES

kl

DRM A&€ 237 93] g dAEe] #drsS 7fdst
gz Uk, 2 F @l Al InterTrust[11], Microsoft[12] < 3JALE0]
DRM 7)1%4& Fx=3z gl o] FoA InterTrustE 7Hd 14 DRM 7l=&
e sAz A4 7P we V)eg s ERsa de Ao Hotdd 2
¥ 2 ol& Microsoft”} Windows Media Rights ManagergE ©] &3 292 %
At e EEA DRM 7]14% s@stn vk el sdegfld]e vE
T gd A Ee] DRM 715& st dch AiAlFEe] 2nE5TAEe
o} &3 thd DRM 71&e] AlgdHx don o]F o] &3 thket 2 =d

& gt 9ok



Aok 2 GAl AR wurd FokellA o] 8T 5 e AFS

WoFuFE s fAHAA FAY g 548 Ad YulelX

[3E 2] sf9]

DRM ## AF 8%

B A}

A&

5%

b

, Windows Media |- 433 &FzTe] &FAx fAd ez
Microsoft Rights Manager | #A<8tz Zelo] & 4 JEF #e ¥ 235

- X" AdRe nE HEy L 2o A gAY
Bz 2 #HHs 93 FE4< DRM A&

IneterTrust | Rights/System Ry
- Napster#l & Peer to Peer distributions &

Je
- AZAA AR A, AlRxA F& Z2AHY

Contentguard DRM = QXA

XrML& ©] &% DRM A&

Liquid Audio

Liquid Player |-
Liquid Audio SP3

GetaSong - EAE Zofad Hts A% DRM 71&E
. e-Book Suite, |- A&AA AAAQMUE HIHE 4 UE
InioZ Clear GetaSeal GetaSeal 2ZEsjoiel PKIdl 7]9Hd H3E <
GetaCopy e AHE
EMMS - oo fAd BEulg 9 AZEYY &F
(Electronic Media| A
1BM Management - 5712 AZEde] § Fo] A= 2HAS} o
System) A A Alado i3 EFREF FA
- AR, fip, MujzIHte gez= ot E QE
Infra works | Do PP | g s waAuze B9 A" Awze o

Protection

g el Al




[£ 3] =¥} DRM #3d AF 9%

2] AE =3
FDS JNdEMRAEFA AF
by ey ) Fasoo InterTrust®] DRM 71& %9]
DRM Mol BRel £24 ALY FA
o MP3 A &3 B357)& Mul2 AF
Digicap .
] x| 74 202, e-Book, °lv]#], ZutdelAe] DRM A&
DEM
MH| & F
o] A& 74 e-Book PDF€ DRME 798l e-Book A& F&F &
Secu - MP39] H2d WIE Y5 B Aad
e R )
MAX - @A) SecuMAX 1.00] &3}
- 719 E4uets #g DRMAE TG ZHE oA
H} Al B} - ]
13 5o EDS CQ-Media O AW w759 CO-Mediar T
- watermarking AE AFAo FT H5XFHA
op o SDMS 5
FELe ° DRM &34 7§w

2.2 MAUT(Multi-Attribute Utility Theory)

MAUT{14,15,231& o3k Attributee] b2 # A2 oJa} 24 WHA o}F
22 FgolZolt} Consequenceo] td 7§13 Z 7 (preference)S utility
ez mE 33 Consequencedl] thih utility &9 9l 71dl utilityE = of

3 NAFT= Rog o|FojAt FEE EA(utility analysis)2 2JAF &

o

Z{decision maker)7} Q3= A8 E A (lottery) 8] BT consequence) & F-A]

HFEe FokzA oAb AAAE ol Ade] Wi /Y4 A E =(preference)
2ol E] F(utility numben)2 THSIE k. A7 FRAEE 034 1449
o goAe gozA ux)% ux)E 7t A AssA e AT fd

ge} A4 Azete A3t fUPEE FU o) = 0, ux’) = 12 Yehd

o



ook Aol g fFETE S g Jd f9 8 E(expected utility)
HABAAFE 207 o]Fojxor 3t F 7Y FHdeE e A3 9

A AR A4 AFe) 7)ze] Bk A2YE YFE AAAE @ ABA

i

AR Fol AT QB A% x o AAAE B B5E X G2 HW x
= X(Q)lTh x %9} 2718 wiAE AEde BAS AT F Yok F, 9
AL AR A o A x FUA oW

2k

]

AL AdisteA] s B

=YA gl @ Y& Z7F 9 A E=¥(additive independence), FEZE 59

(utility independence)$l =] &<l &£t}

2%
)
gt
o

21 g #47 @& (monotonic) #H¢lA] gl g}
xZF x Bk 39 g 4 g B 2 Zi90x #96x, tEe® fEd
gl g4 w7l 23 39 Gisk averse), ¥ F H(risk neutral), ¥ =2 (risk
prone) FollAl ol® AMA] AT
ey 5 2A U 92 YA ARy fFEdE FFrE xolA
=

cAARFE 2 syt vhAEE, o3 S5AS nEAI=

ux) = h + k(-e™ -be ™)

A7 a, b, ¢ ki Fel Faolrh AwHoE KLY T uln, X, )
HRA Y, FYUE SYeld ut e 2k



ulxi, xz,.., xo) = kau(xi) + kous(xz) +.. + kntn(Xn)

A71A BE o diEshA w(x%) = 0, udlx’) = Low(x’)% wix)E 2z 7
Meeha e A% gy b dsste A3 fFEgyolrh

MAUTE 2% o2 24 242 oo e 41 vad £A=
ug golshil AdYL & At wed /8L AFPY MAUTE Bgs 2
Sl AL & glor] B3] WA gAY Fopld BElds Toia Abe]d) of
o] Attributes] thsl @aahiz #RelA wol A&H o

.

Aee] A4 FARNAE AHFolete ahtel WHE AN Wae FAH
thoo e Tulmer Buixe &72 AvEm 274 2w dd ©
e 7t AEel B SAES A7te) Mgz AR e Wsge o)
Folatel golzie] AEEE Wdshe] WSt we] TulAe ezl
urp ge AvaZ AFE 57 Atk o] W MAUTE o83 $7b drh

Pmart(Pukyong-mart)[ 151 7tA o9} F&Ee Sy 237 A4
s AR = ks Mo sl MAUTE ol&38te 48 o v oolA

E FAe 93 Azp A= ZedZeld

23 X959 A==Z2EZ

X9.59[16,23] 2 account 7]¥te]l 2] E wbfe] t)3t Finance Industry EF

AADS(Account Authority Digital Signature)[16]] &g Fi 9tk X959
¥ CA-based PKI[17,22]& AH&3tA 4 hldtn g AE WAL AF
o} [2 2] X9599) A8 Z2EZS e

3
n



2. AutRegObject

Payment »
Infrastructure l-/- -

/. . .
,/ 3. Interchange 1. SigPayObject

Protocol PRCC
T SigPavAckObject PRCM
Payment Account
Ackcode LUID
PRCC Other
PRCM Hash of Order
Account attribute B sign
LUID
Other Signature on
ﬂ sign SigPayAckObject
Signature on
SigPayAckObject

[ 2] X959 A& ZT2EE

X959 Consumer(AH&7H) 9 Merchant(A ¥l 22 AF A2 account/card
number ™A PRC(Payment Routing Code)Z A}83tk PRCE FI7l @33
account numbero]® FI W2 oA qt Aael account/card numberg &
21tk Consumer®t CFI, Merchant® MFIS= A 2E& Al &= #Aloln), L3

CFIs$} MFI= A2 3t 2AFs= 267 el

Consumer?} Merchantel H%8le] Anlx 2 EF dig ABE 843
o AgeE og 44 83 WAAE st AL AJRYE MRty
Merchant®] Al A g%t} Merchant o] #AA & Apale] §53F MFIA A
23l MFIE Consumer?t 523 CFIolA WAAE dadrt. CFle aig

Consumer?] Z7/M71 2 WA A9 AE-& AZst transactions *# $tt}. CFI
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=44 24 e MAAE Qs Aale] Q7R A e o MBI A
Agdttd, o] mA]AlE Merchants® 713 Consumerol Al A2 H ™ Consumer

T CFIY 37H718 AWE Agstal 24 Ad d3g ZQen.

2.4 CONSEPP

CONSEPP(CONvenient and Secure Electronic Payment Protocol based
X95D17] X9598 712 HE o2 efdA X9.597F 7Hzxl Merchant®] 9154
FAE A A e WEew fdsa
(1% 3]e] Rxeo] Merchant® 570718 o83 MFI/F 238t =s o

2 AbgFn ek,

Consumer Merchant M1 CHl

¢ 1: Request{Autehn(Merchant) :

' T 2 Reguest{(Atuthen(Merchant)))
271 3 Merchant247] %

4 Request{{Authen(Merchant)) + PK{Merchant)) .

8: Sig{PKMerchant) B: Sig{PK(Merchant)) ) 7. Sig(Pk{Merchant)) &

8 Verify(Sig(PK{Merchard))
A

[2¥ 3] Merchant 213 #3

- 12 -
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Mo
2 AAFE dngEE AT
31 4112 &E fiet Al
FAES YT AL Ao}
@ tulol 2~ Aol olF A
(% 4] gulo)a Az U A%
k, dNet | MEN E%
device b, dCpu | Tlubel 22l CPU A%
(0.5)
k dRam tjufel 2~ o] RAM
@ OAE Auz kA P A%
(£ 5 948 Adx 7120 g A%
k4 cQuality uzd Fdlzef F3
content ko cExpire | TAE Az A&7
(0.5)
ke dValue | ORAE bz 717
A Az 7tA% dutelad A% U zesty] e A
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32 cldiol A M5 ¥ AU = Jix|2| 2R

chgol [& 6l [ 7) 74 [ 419 [£ 5elA] 448 2 wse) A4 @t

e

(x)7 Aot gHxDe B2 0 3} 1 Abole] gow wad goln o2
o] CPUS 7%, dCpu'7t 3000Mhzel B2 $H4k e ot 4e 4 13
o

)

dCPU/dCPU * = x /3000 A1

[3E 6] tiutols As Ao #F 3t

Attribute x° X x"
dNel{ kbps) 0 | 120 | 240 | 360 | 480 | 600 | 720 | 840 | 960 | 1180 | 1200
dCpu{Mhz) | 0 | 300 | 600 | 900 | 12001500 | 1800|2100 | 2400 | 2600 { 2000
dRam( M) 0 | 160 | 320 | 430 | 640 | 800 | 960 (1120|1280 1440, 1600
A g 100 1 2 3 A 5 6 4 8 9 110

[ 7] HAE A= 73] Aqe] &b g

cQualit(EE) | 0 1 2 3 4 5 6 7 8 9 |10

cExpire(2) 0 1 2 4 8 | 16 | 32|64 128|256 | oo

cValue(H) 0 | 500 {1000 1500 2000|2500 | 3000 [ 3500 | 4000 | 4500 | 5000

1.0

NN
[
fop
=3
oo
w

ity gt 001 1| 21 3
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wpolze] ARE AT The o F ol el ALgAe) twtelxst Had

o

QPAFE BEHSGEAT s g (17 5l At debelze] A4
Sol UAY ANEE AET ¢ DEAE YAFET sysNet Tolnh o}

Axge) Aol ® AR Muss Ard,

function SecureModule return Seculevel

static
// MEHA dietel 29 A5
HEHT S=(dNed // Aeizo] AR
CPU %5 (dChu) /7B A Aelel AxAll A
RAM & %( dRam) /7B AR Aejel 23 Al FI

/A" Az 714

T 2 cQuality) /o ANz EA
A& 712 cExpire) [/ AR =] ARE7IZE
A cValue) L X !

step 1 // #HA&3e] tupo]l2 A5 2
if sysNet() = SLO
service deny;
step 2
MAUTO

return Secul evel;

[21¥ 4] SecureModule &38| &

[18 6]l AlgAe] dwlolx~ AHme Alg&xte] HEg AR E 7Hx 1
MAUTE o|-&3] B¢t $H8 dAAsE MAUT #olt)h o gpoda 23
H 2ol TFE ol gdly tAE 2 E dugsiA €
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function sysNet() return SeculLevel /O HaFhe) talel 2 AT 8

if (dCpu= .1 or dRam = .1 or dNet= .1)
Seculevel = SLO /A AT ATEs TE

return Secul evel

[2¥ 5] sysNet &8 &

function MAUTO return Seculevel

static:
ulxy, x4, ..., %) credE ¥
ki, kq ...k, D 7bS A, AR e
w(x Xy oo x,) — kR (x) + o0+ ku,lxy)

fORE e dEl w(xD =0, ux) =1 kE FF
/oulx ), ke AREARele] Bale) gfsiA AA
for: = 0 ton

if risk prone then blog,(x+1)

else if risk neutral then éx

else if risk averse then #(2 “—1), b,c> 0

end
switch( a(x {, x5, ..., x ,)) /oHet B9 2A
case( < 0.2) : SeculLevel = SL1;
case( < 0.2) © SecuLevel = SL1;
case( < 0.2) : SeculLevel = SL1;
case( < 0.2) : SecuLevel = SL1;

defalut Seculevel = SL5;

return Seculevel

(29 6] MAUT ¥3uel&
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tlule] 2o 2= P Management Agent™ AF&2} Tivfolie] Aneo &
Al el 9 HA" ddlz we vles F¥sy TRS[191E A dg.
=3

o

ol

wa oalAe] AW 2 RS A 7] B Ase AL

CH ClearinaHouse

Contents
Server

License Server

(2= 7] A<t Al2E

(238 8lolA & 4 d5o] Management Agent= U XE Aelxo A% o

=
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2ol gk “Eolo]”, Server & ClearingHouseol] ™3k HEoll 313 “H47
A g2} Tlupel~of AaE fAE 7uElxe oigh dElel i “PA” ez
o2 AbgAo A A2 el =5 w|iEs 4 9l= Superdistribution®l] U}

7w ZFAL gk AbE Algel e | yAYE delzof o3
Ag #dE 7bd AHEA MID-1¢] ¢ 2 Abgzt MID-2 A wj2dk = A
o)zt g S ol&sto] fAld Hezel gl glojdlx ¥]&E Al A&
e AHE-eE AveE e 2383 28 AREA MID-2% oh& ARRAIRR

B oAgwe 0y Adze] oe gelds vES Aol A% F Atk

1 Mljbllt-' Paymert

= Sys stermn

%aum B

.-'-rl% 3"I.-'=J'I

[— B |

[71¥ 8] Management Agent

Management AgentE THE % 2By A}&2lE= Management AgentS
A AHRE OAE PEx2E AHeA 2o gEeE HA"E Az F
A cQuality) & Adgch thgoa ojxd A= AMR7|H(cExpire)S Y
e ARt 2 dA" ez FHA(cValue)s AYetA "vh Zbzhe] A

Hel &4 AFgzle) tinlolA ARETL 74 DRM ServerZ A4drt AL
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HE dutola ARE UES A & (dNet(kbps)), CPU A5 (dChu( Mhz)), ™I

" &2 dRam(M))ol ).
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