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A Study on the Integrity Verification for
Fingerprint Database

Y oung- Sook Hyun

Graduate School d Education Pukyong National University

Abstract

Recently, Biometric Identification System to use the physical
characteristics as technology of persona identification is actively
proceeding. However, in the point of view that the stored persona
information in the Biometric Identification System is people's own
physical information, there is a matter of grave concern, when those
information are opened or some disturbance is happened by the
intentional change of data. To solve those problems fundamentally,
the Database which has the information of the personal identification
must be protected.

In this paper, we design and implement verification system for data
integrity that is able to check illegal intrusion in fingerprint database
system. This these provides functions which are conveniently capable
to store and manage the results as a log file for verification of
fingerprint system, and easily inform to manager for intentional
update of fingerprint characteristics by providing the convenient
user's interface.



.12

DB

DB



2.1

2.1.1

=3

[Bilwrcation Pous)

o
{Ending Poant}

=8

(LCare}

[1.



(Ridge)

: : (valley)
Galton (local
discontinuities)
(minutiae) . Galton feature
8
Galton feature 2
(ending point) (bifurcation) Galton
Feature [2]. (Ending point)
(Bifurcation point)
(core) (delta)
Henry
5 arch, tented
arch, left loop, right loop, whorl
Henry system
Galton Features matching

2.1.2

Galton Features
Galton features

[2].



2.1.3

4
2-2]
M2
|~
s == o
g@
1‘ il
OIESt SJH S
J’ - ‘ Al
Hists} T==AE

—
SSSE=S
AEEE I

[ 2-2]

@ @




2-2]



2.2

software developer's kit(SDK)
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application



specification
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BAPI, HA-API, BioAPI, CBEFF, EFTS

2.2.1 Bi 0API

2000 3 30 version 1.0
specification  low level 1999 3

NIST ITL(Information Technology Laboratory) US Biometric

Consortium (unification) BioAPI Consortium

HA-API working group
BioAPI Consortium
. BioAPI Consortium :
45 4 working group
template
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2.2.2 BAPI

BAPI(Biometric Application Programming Interface)
1998 9 30 version 1.2
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BAPI 3
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4.1

DB

Access DB

DB

< 4-1>
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Windows2000 Server

Visua C++
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Window s2000 Microsoft
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<  4-2> ODBC
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<  4-2>

serial | id X y minutiae made_time
X y
[ 4-2] ODBC MS Access
. CIntegrity Set GetDefaultConnet
"FPDB"

GetDefault SQL

“fingerprint”

/* */
CString Clntegrity Set ::GetDefaultConnect ()
{

return _T ("ODBC;DSN=FPDB");
}
/* */
CString Cintegrity Set ::GetDefaultSQL ()
{

return _T ("[fingerprint]");
}

[ 42
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[ 4- 3]
DoFieldExchange

{

Void CintegritySet::DoFieldExchange(CFieldExchange* pFX)

[H{{AFX_FIELD_MAP(Cintegrity Set)
pFX->SetFieldT ype(CFieldExchange::outputColumn);
RFX_Long(pFX, _T ("[serial]"), m_seria);
RFEX_Text(pFX, _T ("[id]"), m_id);

RFEX_Text(pFX, _T ("[x]"), m_x);

REX_Text(pFX, _T("[y]"), m_y);

RFX_Text(pFX, _T ("[minutiae]"), m_minutiae);
RFX_Text(pFX, _T ("[direct]"), m_direct);
RFX_Text(pFX, _T ("[hash]"), m_hash);
RFX_Text(pFX, _T ("[extra]"), m_extra);
RFX_Text(pFX, _T ("[minutiae_hash]"), m_minutiae_hash);
RFX_Text(pFX, _T ("[direct_hash]"), m_direct_hash);
RFX_Text(pFX, _T ("[x_hash]"), m_x_hash);
RFX_Text(pFX, _T ("[y_hash]"), m_y_hash);
RFX_Date(pFX, _T ("[made_date]"), m_made date);
RFX_Date(pFX, _T ("[made_time]"), m_made_time);
/I}JAFX_FIELD_MAP

[ 44
code

token

[ 43

DB

Tab
Tab
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/* */

token = strtok (line.GetBuffer (50),seps);

for (i = O; token != NULL ; I++)
{

sprintf (tmp_token[i], "%s", token);
token = strtok (NULL ,seps);

}

/* */

m_pSet- >AddNew (); = ------------
/* */

m_pSet- >m_serial = j;

j+

m_pSet- >m_x = (CString)tmp_token[Q]; ---
m_pSet- >m_y = (CString)tmp_token[1];
m_pSet- >m_minutiae=(CString)tmp_token[2];
m_pSet- >m_direct=(CString)tmp_token[3];

/1 (x )
t_eResult=m_pSet->m_x;
m_pSet- >m_x_hash = pDoc->md5(t_eResult);

[ 4-4] DB (
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Random .| 4-5]
OnM odulation()

Requrey
. m_strFilter SQL
SQL Where
m_strFilter Where
SQL [11].
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if(modulate_dig.DoModal () == IDOK)

{
CString strOutT ext;
strOutT ext Format (" . %d, : %d,
%d", modulate_dlg.m_RecCount,
modulate_dlg.m_start_rec,
modulate_dlg.m_modulate_gab);
M essageBox (strOutT ext, " ")

module_value=modulate dlg.m_start rec; -----------------
while(i<= modulate_dlg.m_RecCount) -------------------
{
/* */
m_pSet- >m_strFilter Format ("serial= %d", module_value); -
m_pSet- >Requery ();
/* X */
if (modulate_dlg.m_modulate_x)
{
after_m=atoi (m_pSet->m_x);
sprintf (temp, "%d", after_m+1);
m_pSet- >m_x=temp;

m_pSet- >Update()/* L AR
/* */

module_value=module value+tmodulate_dlg.m_modulate _gab; - -
+H;

}

[ 4-5] OnMbdul ation()
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/1
CsStdioFile filel,;
filel.Open("integrity.log",CFile::modeCreate|
CFilezmodeWrite);
while(!m_pSet- >I1SEOF())
{
sw=0;
/* */
Il x
t_eResult= m_pSet->m_x;
hash_result = pDoc- >md5(t_eResult);
if (hash_result.Compare(m_pSet->m_x_hash) != 0)
{
original_hash = m_pSet- >m_x_hash;
calculate_hash = hash_result;
sw=1;

1* */

CString log_write;

log_write = m_eResult;
fileLWrite(log_write, strlen(log_write));
filel.Close();

UpdateData(FALSE);

}

[ 4-8] sour ce code
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5.1

. < 52> 1,10 ,50 , .. ,1000
< 5-2>
500 10 1000
40
A B 1%
< 52> )
(A) (B) (B/A)
1 0.125 0.156 0.031 1.248
10 1641 1.781 0.140 1.085
50 22.250 23.063 0.813 1.036
100 78.109 79.922 1813 1.023
300 659.110 663.906 4.796 1.007
500 1814.75 1824.75 9.985 1.005
1000 7166.864 7206.297 39433 1.005
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500 (20000 Record) | 80000 | 1680000 | 400000 88000

160000 | 3360000 | 800000 | 176000
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