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Content Base Adaptive Digital Watermarking Using
Statistical Multiresolution Theory and

Perceptually Tuned Characteristics
Hyun—-Chun Kim

Department of Electronic Engineering,
Graduate School.
Pukyong National University

Abstract

A digital watermark is an imperceptible signal embedded directly into the
media content, and it can be detected from the host media for some applications.
The insertion and detection of digital watermarks can help to identify the source
or ownership of the media, the legitimacy of its usage, the type of the content or
other accessory Information in various applications.

One of the important requirements of watermark embedding systems is to
compromise between the invisibility and robustness of the embedding algonthm.
First of all, the watermark must be embedded in invisible way to avoid degrading
the perceptual quality of the host image. Users should not distinguish the
existence of the watermark by viewing of the watermarked image. Secondly, the
watermark must be robust against watermark attacks in which are applied to the
image content for the purposes of editing, storage or even circumventing
watermark detection.

The conventional watermarking approach, based on global information about the

image characteristics, embed the watermarking signal as random noise in the



whole host image with the same watermark strength regardless of the local
property  of image. Therefore, this embedding method is leaded in practice to
visible artifacts in the flat regions that are characterized by small variability. In
order to decrease these artifacts, the given watermark strength has to be
decreased. This reduces the robustness of the watermark against several attacks,
since the image region which generate the most visible artifacts determine the
maximum strength of the watermark signal to be embedded.

Content base adaptive watermarking algonthm i1s proposed that uses a
stochastic image modeling based on wavelet transform for the more stroangly
cmbedded watermarking. To embed watermark, the host image 1s decomposed into
4 levels using a discrete wavelet transform of biorthogonal form, a watermark is
embedded into the perceptual significant coefficients (PSCs) of each subband. The
PSCs in high frequency subband are selected by successive subband quantization
(S5, that is, by setting the thresholds as the one half of the largest coefficient
in each subband. After the PSCs in cach subband are selected by SSQ, perceptual
model is applied with a stochastic modeling for watermark embedding. This 1s
based on the computation of a noise visibility function (NVF) that have local
image properties. The perceptual model with adaptive watermarking algorithm
embed at the texture and edge region for more strongly embedded watermark by
the successive subband quantization. The experiment results of simulation were
found to be excellent invisibility and robustness. Experiments of such distortion
are executed by the Stirmark 3.1 benchmark test.

Also, a new watermark embedding algorithm 1s proposed that has robust and

transparent  property  using perceptually  tuned characteristics based on  9/7



biorthogonat wavelet transform. The perceptually tuned characteristics model with
content adaptive watermarking algorithm embed at the texture and edge regions
for more strongly embedded watermark. This method uses stationary GG
(generalized Gaussian) and non-stationary Gaussian models because watermark
has noise properties. The proposed algorithm is confirmed more robust and
invisible than others algorithm for various attacks. The experimental results of
computer simulation of the proposed scheme were found to be good invisibility
and robustness.

A watermark detection algorithm using on statistical decision theory is
proposed to improve the disadvantages of the correlation based detection algorithm.
The proposed method is dernived according to distributional characteristics of
discrete wavelet transform(DWT) coefficients, the Baves decision theory, and
Neyman-Pearson criterion. For selecting the proper decision rule, Bayes decision
theory is utilized which needs the probability density function of marked signal
and non-marked signal. Distribution of DWT coefficients is similar te Gaussian
distribution so that Gaussian distribution is adopted as probability density function
of DWT coefficients. In computer experiments, the proposed method was tested in
the conlext of robustness, and the results confinmed the superiority of the

proposed technique over conventional detection method.
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Fig. 8 P’SCs of LENA image.
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Fig. 9. PSCs of AIRPLANE image.
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Fig. 10. Embedding strength of edge and texture region.
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Fig. 11. Embedding strength of flat region.
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Fig. 12. The proposed adaptive model using perceptually tuned characteristic.
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Fig. 14. Process of the proposed watermark detection algorithm.
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Fig. 16. Comparison of PSNR according to embedding strength.
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& 5. LENA gl igh o 742 &4 29

Table 5. Some attacks for LENA image.

Lena 512x512

WA e e Ao wa
R -

?“ PSNRIAB] | #4l%= | PSNRIB] | §AHE
Sharpening 21.74 16775 22.50 6.61

B Median 3%3 30.47 20.90 31.50 8.31
Gaussian 3x3 — 33.23 27‘7”} 34.53 17.40
MJPEG Q=50% 35.02 3175 37.18 29.74
Cropping 50% 49.47 19.31 4751 19.34
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Fig. 17. Correlation response of non-stationary model.
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Fig. 17. (Continued.)
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Fig. 18. Correlation response of stationary model.
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(a) Watermarked T.ENA image (h) Attacked LENA 1mage
(c) Watermarked BARBARA image (d) Attacked BARBARA image

% 210 LENA ¥ BARBARA 7o) dist u)daabe) ol
Fig. 21. Non-stationary model about LENA and BARBARA images.
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(a) Watermarked LENA image () Attacked T.LENA image
(c) Watermarked BARBARA image {d) Attacked BARBARA ima_go

19 22 LENA 2 BARBARA 9 4bel ol sk A ababe] wdd
Fig. 22. Stationary model about LENA and BARBARA images.
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Fig. 23. Watermarking results for LENA image.
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Fig. 27, Watermarking results for PEPPERS 1mage.



ta) (b)

(c) (d)

(a) 919 (b) HEinka 8] 94 PSNR=37.94[dB]

[s}
(c) 242 (d) Stirmark random bend 72 @] o2}

“1gl 28 GOLDIILL g 4del efdh 9jejuby 23
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Table 6. Watermark signal number according to image characteristics.

i LENA |AIRPLANE| BABOON | BARBARA | PEPPERS

PSC 6,279 13,629 25,783 5,967 3,135
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Table 7. Comparison about filtering attack of LENA image.

Stationary Nonstationary Podilchuck

Attack : ,
PSNRI[dB] CR PSNR[dB] CR | PSNRI[dB] CR

Gaussian € & 33.32 45.08 33.31 45.12 33.34 43.24

Sharpening 21.50 43.63 21.50 43.60 21.50 41.45

Median JE# 30.44 48.29 30.43 48.49 30.43 4793

FMLR 32.28 29.77 32.07 29.81 32.07 27.50

% 8 JPEG LENA 92tel thst Q-factor 80%°l el Ay 54 A3
Table 8. Cropping attack about [PEG LENA image at Q-factor 80%.

Cropping Stationary Nonstationary Podilchuck
Ratio PSNR[dB]| CR |PSNR[dB]| CR |PSNR[dB]| CR
10% 36.93 69.62 36.92 69.60 36.94 69.51
20% 37.42 66.66 37.41 66.64 3743 66.54
30% 38.15 62.01 38.15 62.00 38.17 61.89
40%. 39.02 56.97 39.03 56.97 39.05 56.87
50%% 40.37 48.86:)“— 40.38 48.85 40.39 48.74
60% 42.24 39.86 42.27 39.84 42.27 39.72
0% 44.60 30.89 44.62 30.87 44.62 30.54
30% 47.99 ARy 47.97 21.15 4799 21.16
90% 53.31 12.24 53.27 12.34 53.28 12.36
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Table 9. Companson about filtering attack of AIRPLANE image.

Attack Stationary Nonstationary Podilchuck B
PSNR[dB]| CR |PSNR[dB]| CR [PSNR[dB]| CR
Gaussian HH 3 32.51 41.39 32.01 41.44 32.49 41.03
Sharpening 21.69 49.30 21.69 49.29 21.69 48.65
Median 2 H ¥ 29.11 49.70 29.07 49.37 29.09 49.22
FMLR 32.25 44.29 32.25 4431 32.25 43.99

% 10. JPEG AIRPLANE ¢/} tjg

Q-factor 80% M 2] Agt ¥7 d3

Table 10. Cropping attack about [PEG AIRPLANE image at Q-factor 809%.

Cropping Stationary Nonstationary Podilchuck
Ratio PSNR[dB]| CR |PSNR[dB]| CR |PSNR[dB]| CR
10% 36.76 7770 36.74 77.79 36.73 77.68
20%6 37.32 72.98 37.29 73.01 37.28 72.96 |
30% 33.03 67.77 38.00 67.81 37.99 67.66
40% 38.99 60.72 38.96 60.76 38.95 60.70
0% 40.39 51.84 40.35 51.88 4.34 51 82
60% 4303 43.02 42.00 43.06 41.98 43.01
70% 44.26 33.26 44.22 33.30 1421 33.22
30% 47.06 24.14 47.02 24.19 47.01 24.12
90% 53.64 11.48 H3.55 11.46 b3.56 11.44
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Fig. 36. Watermark embedded and detecled images.
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Fig. 37. Watcrmark embedded and detected images.
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Table 11. Comparison about filtering attack of BARBARA image.

Threshold 5]

Attack

stat. | non-stat.] convent. stat. | non-stat.; convent.
(‘;u;i";‘“ 39290 | -396.80 | -22622 | 29587 | 29560 | 33153
= [e]
Sharpening | -393.21 | -307.13 | 22656 |-33642| -36964 1 20792
I\E{e;l:{’ -393.15| -397.04 | 22632 | 17317 | 18427 | 28972
FMLR | -39272 | -30763 | -22624 | 45243 | 45002 | 56443

it 12. PEPPERS 94te] deg] F30] ef3l vl
Table 12. Comparison about filtering attack of PEPPERS image.

Threshold LT H|
Attack
stat. non-stat. convent. stat. non-stat. convent.
Gaussian | oc)oo | oss71 | oog3 | 11046 | 116.18 142.64
244

|Sharpening | 25430| 25679 | 22650 | 37888 | 37260 | 39350

Median
CER ]

FMLR | -25410| 25654 | 22617 | 13012 | 130.94 146.40

-204.50 | -206.97 -226.47 61.26 55.12 105.14
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