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Secure data trading scheme with fairness and decentralization

based on Blockchain

Mi—Hyeon Jeon

Department of Information Security, The Graduate School,

Pukyong National University

Abstract

Demand for data transactions has increased in various fields with the
development of computing technology. Several trading platforms have
emerged to cater to this demand; however, most platforms were designed
with a centralized model, which has led to performance, security, and
privacy concerns. In addition, an increasing number of businesses are
using only private platforms for trading to maintain trade secrets.
However, these platforms present security and fairness challenges, e.g.,
denial of their actions by transaction participants and reliance on the
trust of trusted third parties (TTPs). To solve these problems, several
studies have used blockchain to construct secure data trading platforms.
However, in most cases, decentralization is still not satisfied, such as
TTP intervention in the initial setting process of the protocol.

This paper proposes a secure and fair data trading protocol using
blockchain technology. The proposed protocol eliminates the intervention
of TTP by using a randomized arbitrator node selection method for
dispute resolution. Furthermore, all-or-nothing transform (AONT) and
dual-receiver cryptosystem (DRC) techniques are applied to ensure the
requirements for a fair trading platform such as fairness, timeliness and
data confidentiality. In addition, by implementing a prototype of the
proposed protocol, the existing blockchain technology was compared with
fair exchange studies based on it. Compared to other studies, the
proposed protocol has yielded results that satisfy certain de-centrality,

satisfy confidentiality, and excel in terms of gas consumption.
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. {Sell — Data} 95 L :=registered

Z2jat L& AHIZHEM HRE FHAE

2, {Buy — Data} 4
¥ = traded k tBuy 1e8
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7t 53 Aol st w=tEo] A2 =7 A= deadlines
oty T2+ ApAlo]l dul/y stz &k dlo]E Mo tist A
2 A deadline2 %3t}

Algorithm 1: Publish

Input: {Sell - Dala}

SC receives {Sell — Data} from DO;

if DO’s account balance > (Feegy + Deposilpo) and T1, T2 are valid then
store {Sell — Data};
assert ¥ = ‘registered’;

| send {Sell — Data} to all nodes;

else

| Terminate;

end

[Z2¥ 8] TlolEl ¥7/h @AY AvlE HEHE

SC= DORFH (Sell—Data} s A8 [Z13 5]o4 B
=o] DOE Al ztfo] BNoAl A &dh+= Frast Beae ¢ o
AAA ggRlst o BYARE T13 725 gt 7 F -
Hy VS ‘registered ® RSt SCol A sevlHEE A
ettt BEE Aol Eyd  HIEYA Uy w=E=E
{Sell — Data} 5 B2 =7)~¥ %),

TAA == A7} SCEHE (Sell— Data} s 389 FAA A7
kS

A Sign(r,Q)E T1 o|ule] REEs|AESTH DOE T1oY

-

of BREMNANER FAA AA FHAME FAA H(Sign,)7t 7HE

e wEZ Y volE A FAAE A9,

t}. dlolg 9] 23 (Buy-request) @7

DR =5AQlel AAE vetdoly A4S S3f dsk= tvolHE
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z23% &, dolg AE 9% detvElE SCA Y (HF) gk
DR 94 dHolg M Adel AHgHE d88 7] & (PKy SKiy)
N iin=g

{Buy, IDpy, H(M), Pricey, Deposit pp, PKpp, T3 }

171 T3& A7}t 2 WA 9 deadlined S3Hh.

o

Algorithm 2: Buy-request

Input: {Buy — Dala}
SC receives { Buy — Data} from DR;
if DR’s account balance > (Priceyy + Depositpr) and X is ‘registered” then
| store IDpg, Depositpp, PKpr, T3 on SC:
assert ¥ = ‘req-buy’;
| send {Buy — Data} to all nodes;
else
| Terminate;
end

[Z% 9] dHlojE 71 &F @AY ARE AEHE
SCi= DREFRH r 23] #st FRE FAstdE v [17 6]
3 o] FEPskoh AFE) W X7 ‘registered’ Q1A &1skar, A
# 23o] T201Ul91x], DR A ZNol (Price ,,+ Deposit ) ©]
el galstth, AFo] Buyd 2 ‘req—buy’ & AAsi SC

RERE wo {Buy— Data} =

=2
&
Ac)
=)
A
iy
o
2
ol
o
v
u
o
-

R

, BRI A®IE 72 oJuiel®] Fldtt}, DRo| thikd dlolEE &

3pg 5 A e S EHEE
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= 7| TK= DR 2] T = o} 5 3} 3t}
eTK:AsymEnc(PKDR,TK). 7 % DRo] HolHY fFaAdS A=
& SUEE DO INVIE MW ogu,e  AAdbsth
0 g =Sign ((Stub, TK), SK,). "FA 202 DR3}F A9l ¥/H715 7]
Rke®  DRC 33t dagSFe AR Ig,s  Adbeth
Iy, = DRCy, ((e TK, Addr - 1)), PKpp, PK,). DO7F 24% A3
3 os3l #gol EyYw  {Trade—Data} S HH(JH) 3o

{ Trade,ID ), ID ), ID 1, H(M) ;e Stub , H(eStub) ,0 g, > Ly, T4}

o] 714 T4 DRo| A2} =& A7 243 golg = s=as

Algorithm 3: Trade

Input: {T'rade — Dala}
SC receives {1'rade — Data} from DO;
if ¥ is ‘reg-buy’ and current time is within T3 then
verify other parameters;
assert ¥ ='‘traded’;
store 1D a, eStub, H(eStub), ostub, Lspun, 1'4;
send {T'rade — Data} to all nodes;
else
| assert ¥ = ‘cancelled’;
end

[Z¥ 10] ©lolE A @A AnE HEIE
H FA fdS 28 F 3= deadlines 2|W|$HT
SCe= DORYY {Trade— Data} S FAT 5 [ 713 2ol &
25t X7 ‘req—buy’ A &Qlstar, A 24 o] T30l Q1A
golstty, gk 7371 wra® So| DORFE (Trade— Data} S 5
AEgttd AHE =4 FHAEy, Y2 ‘cancelled & WA
Ad 2Ao] T3olW™ T45 ety Y2  ‘traded = A3t
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vE e {Trade— Data} S %3},

vl glo]ly v =% 2 Fo] &2l (Download & Validate) @4

SC=%¥ {Trade— Data} s 2% DR dA BYARZI}E T3
ojUllx] 18] X7} ‘traded’ UA] FJdch HFTo] €ubil DR
2 Ig,s S937] Y8 AR 1zt A FTIE ARESh

(eTK,Addr - ) = DRCy,, (I3, SKpp, PK,). DR B53 &%

Mo
!
[
#

AEYA FA& Addrp e EEl (Package',a'pkg)fé— =5
AW 0,5 AFBY. Ggow ghesE e 7 cTKS TK
ook, o] 715 A eStubg %

ste] (Stub' | K')& S
%, {Trade— Data} 258 MY og,o> #H53h o] $39& 9

fol'

TK' 9} Stub'®] f+E4S #ASE F Atk o #AF HHo] Ty

H(Stub' || Package)& #H=3eta, miAlgto 2 (Stub'|| Package) ¥ 0.5
FE AONT 9wgs 53 doly M'& 5dd & HM)E A
etk HHE dole MY fa4d A5ol Austd, DR SCoA
{Data— OK, HM)}& 3 (A%) st}

SC= ol %l [19 813 o] F&grh. X7F ‘traded” 1A &
Adetil, {Data— OK, HM)}E FASAY T47F vad A9 w-=
DRE| A% NS Pricey b= sl DOYA Al&std. Be 3
7 Eyd AE] XYE ‘completed E 2SI, BEE T
{Completed — Data} S A%k

{ Completed, IDy,), ID)p, ID 1, H(M ) }

_25_



Algorithm 4: Download & Validate

Input: {Data — O
SC receives {Data

K,H(M)}
OK,H(M)} from DR;

if ¥ is ‘traded’ and T} is valid then
if On recewe {Dala-OK} or T cxpires then
DR’s account balance -= Priceyy ;

DO’s account balance += Priceyy ;

assert ¥ = ‘completed’;
send {Completed — Data} to all nodes;
end
end
(29 11] Holg Be=E 9 A2 @AY Avs A=

3] 2 (Dispute resolution request) @4

ANA FEEHA
471 A
H ZREFo| EgohA] ode Adx
. ek DR Hdd ol Mo fra/del
. T4 ool SCe} AAl =4 2 2= 9
I {Dispute — Data} = t}.

{Dispute, IDyy, IDpg, ID 1, HM ), err —info, Iy}

ol the

Ml

&

258

’

A~
A7 AE

o

Ige 7V Srjsh= 21 DRo] HolHE HAT u AR 7§17
SKpre  DRC  2agss olgs  dssiet otk
Iy = DRC(SK,p, PK,, PKy,).

A4 dAa dAeA SC= DROIA {Dispute — Data} 5 FA &
w2} AoNA {Resolution— Data} S SRS W= A 29AZ
T oAtk ZAE B (29 9]el A ZEE ZAEH |
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DREXE {Dispute— Data} S FAstA SC= A 34 Q3o
T4 ol1%], Y7} ‘traded VA &QIgk %o Y& ‘dispute’ =
AAsd. 99 WAsEd  RRHE

{Dispute — Data} S %3},

HE LTI

Algorithm 5: Dispute resolution request

/* Phase 1 - On receive {Dispute-Data} from DR */
Input: {Dispule — Dala}
SC receives { Dispute — Data} from DR;
if T is before expiration and ¥ is ‘traded’ then
assert ¥ = ‘dispute’;
store err-info, g
send {Dispute — Data} to all nodes;
end
/* Phase 2 - On receive {Resolution-Data} from A */
Input: {Resolution — Data}
SC receives {Resolution — Data} from A;
if ¥ s ‘dispule’” then
assert ¥ = ‘cancelled’;
if DO is the cheater then
Forfeit the deposit of the DO;
DR’s account balance += Deposilpp ;
Ise if DR is the chealer then
Forfeit the deposit of the DR;
DO’s account balance += Deposilpo ;
else // BN does not specify a cheater within the defined time
Forfeit the deposit of the A;
send {Cancelled — Data} to all nodes;
DO’s account balance += Deposilpo ;
DR’s account balance += Depositpp :
Terminate;
end

@

DO’s account balance -= Feegn

A’s account balance += Deposil g + Feepy ;
send {Cancelled — Data} to all nodes;

end

(23 12] ¥4 2 @AY AvE FEHE
FAQAA w= AE SCERY {Dispute— Data} S 31 X7}
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‘dispute” ®

err—info=

glst ¢ 59 DR 179 E5A
Aol AANE PRt thesteA, 123, o] SKyps Fall =4

Al gkol EFAQLe AAE A g dAS=A, Mgol Fad

g AFTozM A9 BA o] 1PALt. WA [,S =353}

o] M7 SKps B5%Y: SK,,= DRC), (Ig.,, SK, PKpp).

4% SKppel E5ARIC A PRyt ol&shi=A #4918
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1 = O]’ﬂ_,
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A FAA == 47

At TREZA FAA4 == A4 B4 DO dHelH Ad
T "ACNM SCb RE wESoA {Sell— Data} s AEde
EHE BYARE T AREA] o] oty SR w=7F
A ose MES Y wEse 254 wEE gt

BNs—Blockchain®l] #AF212o] AHE 3kl EdMHA S A A sk}

1

{ID,, ptime, PK, Deposit}

A7IA ptime =E 7k FAAE FojstaA sk VIkbE ov|
am, ptime7| 3t “Eob B3 ALIE AT, ANt B F BT
T ThAl g T

A A ZREEAAN FAA =EE AAss T ted 2
th. DO7F Hlolel A A SANA HEEelE Y} S (r, Q)

= Edd EFAde AXEH sid ERAAC ddo] e k= i

(~

L AARoR FAG A4 2EA SIGrQp)E BN L=
UE9 Fo] BnREsAgstt. 7 = DOE nlg A" Az =
olj7bA]  BHEEIAAEH FAA AH FHEAE FolA
HSIG (r,Qpo) 7t 7H8 24 @ 7Ha w22 dg Aol ZA4

wE2 Mgt oA 2F oA AWE AXHY FAA =2 AAFH

=E i FAA 4D FPAE FATORA AF Adel FAL o
2z Folav: 2% 94 F Ytk
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o}. AONT A&

g o] ¥ = ¥ 7] =& bitrate @R EEST
M= {my- ,m,}. D 85 mF &5 G °]&3 XOR 44t
S NIt ¢ =m;d Grlli),i=1,..,n. 9714 ¢ G= 4=
&2 0% k3t pseudo—random ¥oltt. ¢ ¥ XOR A4t gt

el Fr7hEd. wEbd "Heolg M2 AONT Ay
Encoded Data = (collc Il - lle,) ez HBHQ 1, ¢, %e, LH7)
Stub FFo] Ha yx] FEo] Package’} Bl dFF< Stubd
< 43R 7] TKE ol&sl

Yo stE

AES 53} &dug5Fo 2 eStubl =

EncodedData

-

o Stub
my
Cl T
g (4]

:> : e Ci : Package
- W %

Plaintext

mll Cﬂ. ‘
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_3‘]_



T 5353t du8Fs E3l voly Moz 5353 /s
ok st o H5st e vhsd 2k 4 AES B33t 4
5% B3 (StwllH(SKp,)E F538ta, 23 AEA A

(Package,o,,) 7vAsk (StubllPackage)§ o5 F7dch 1 %

BH(yl o lle,) & B3 A" vE re FFskn dEeh Bgeld
5 GEAERE Awe 9¥ @ de Adwn

Blalitext ] EncodedData
el o Stub
my
Cq “‘
: . Package
mn Cn

[Z¥ 14] AONT B33} 773
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AL F gelA Aeke mae] AL
2o9 A9 ARE Azdt 9 A9 A% Fd DO%
DR, A4 =57t SehEES YT F QA @k w3 AvhE
AsdEee] TR B2Ae] WE, FolAEY RFF doly

ol gl EFAQ YEHAE 7|Hto =z AAHN AvfE AEH
EX= Solidity 9loj=2 2 H Tk A E$ Alo A React X

92
g %a dHwe SeHES WBAA AntE AESES 4

O_u
rok

CA4E AntE AEdEl 3N AE gAY AEd,

AA H2S gelstr] 98] Goerli HIAE HEYAA AdgS 213

® CPU: Intel(R) Core(TM) i7—10700 CPU @ 2.90 GHZ
® 2 AA]: Windows 10 Pro
e H%E3y: 16GB RAM
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® st=tA=: 1 TB
® /¥ Aof: Solidity 0.8.0, JavaScript XML (JSX)
& °F 4
Package: github.com/ethereum/go—ethereum
Package: github.com/ethereum/solidity

Package: github.com/adrianhajdin/project_web3.0

® & o=EdAcIA
Node.js 16.18.0
Tailwindcss 3.18
Visual Studio Code 1.72.1
React 18.2.0
Hardhat 2.10.2

U A Z2EF AA 43 873

HEAL el &8 3l e MAES ReactE o83 AvtE
ZAEHEZS AT = gt} React 7o 2 AAE 9 of &g Alo]
AL [ 12]0A4 Holxo] WA A4le] A3 Admo|glofof
stoh, AW A4S 9% 2=+ (29 13]° yeERd Sk WA dEr
apA ] AAo] HojgleA &It fl8 Ethereum AA7F A
St Flskar, o] HolA ko™ ‘Please install
metamask’ ®h= o] HAAE HojFErok [I¥ 14]¢ Connect
Wallet HES F29 HEwtAT A4 #{AFo] =u, JFFoz
ZIRJFTE [Z29 1419 #HolA 7t v Al d
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Send Cryp!

[Z3 15] 4 <HE= Al =7] =< 34

[ N
const checkIfWalletIsConnected = async () == {

try {
if(letheraum) return alert("Please install metamask");

const accounts = await ethereum.request({method: 'eth

if(acc

ints.length) {
urrentAccount(accounts[0]);

tALLTransactions();

else{
cons +Llog("No. accounts found');

} catch (error) {
console. log(error);

}

const connectWallet = async () => {

try {
if(!ethereum) return alert("Pleas

m

const accounts = await ethereum.request({method: 'eth_requestAccounts', });

setCu -Account(accounts[0]);
window.location.reload();

} catch (error) {
onsole.log(error);

throw new Error("No ethereum objec

[Z29F 16] AP d92& 3 3=
3



Send Crypt Send Cryp* Send Cryp*

Web applications that make it easy to

buy and sell data. Web applications that make it easy to

Web applications that make it easy to buy and sell data
buy and sell data.

DO DR BN ‘

Send now
Send now

Send now

[2% 17] A= d=qg dg€wt= Z (DO, DR, BN)

o] oAt DO, DR, BN MHo % prold glo] Aalo] we
ool weh SepulEES AAE & vk 47 Addz D09 9
9%, DR 483, A9 A ZAA4 =29 dFPolch. Ado)

Folshe FoIAEL 1 ohEeAol el Adel Beg JuEL [
A Fk, deld, 744, BAAEE So] Qaw L, B2

A MEAA Held A5 7Hedt Bl /A F4, Btz s

YA ool Agow QAR AREET
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eve
// SPDX-License-Identifier: UNLICENSED
pragma solidity 20.8.0;
contract Transactions {
uint256 transactionCount;

event Publish(string tag, string pl, string p2, address from, address receiver, uint amount, string message,
uint256 timestamp, string keyword, uint price, string r, string g);

event Trade(string tag, string pl, address from, address receiver, uint deposit, string pk, uint256 timestamp, uint
price);

event Despite(string tag, string pl, address adr2, address adr3, address from, address receiver, uint256 timestamp,
string cheater, uint256 Deposit_DO, uint256 Deposit_DR);

struct DOStruct{
string tag;
string p1; // H(M)
string p2; //H(Stub][Package)
address sender; g "
at‘idress receiver; - o
uint amount; .’/./-'"
string message; H\'\
uint256 timestamp;
string keyword;
uint price;
string r;
string q; I,"'lr
} f

struct DRStruct{I

string tag;
string pi1;
address sender;
address receiver;
uint deposit;
string pk;

uint256 timestamp;’

uint price;
} \)-.\Ql’

struct BNStruct{
string tag;
string pi;
address adr2; //D02/ =4
address adr3; //DRE/ =4
address sender; // SWA-E=S F4
=

address receiver; // SO/E FESE F4
uint256 timestamp;

string cheater;

uint256 Deposit_DO;

uint256 Deposit_DR;

[Z3 18] &4 & AA S 7=A
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}

eoe

import React, { useEffect, useState } from 'react';
import { ethers } from 'ethers';

import { contractABI, contractAddress} from
export const TransactionContext = React.createContext();
const { ethereum } = window;

const getEthereumContract = () => {

export const TransactionProvider = ({ children }) => {

message, keyword, parsedPrice, r, q);

}
= .BBo... 3
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T = Publish @AIoA A= Y& T o™ DO7F AvlE

../utils/constant';

const provider = new ethers.providers.Web3Provider(ethereum);
const signer = provider.getSigner();
const TransactionContract = new ethers.Contract(contractAddress, contractABI, signer);

return TransactionContract;

const sendTransaction =/async () =>{

try {
if(lethereum) return alert("Please install metamask");

const { tag, pl, p2, addressTe, amount, message, keyword,price, r, q } = formData;

const transactionContract = getEthereumContract();
const parsedAmount = ethers.utils.parseEther (amount);
const parsedPrice = ethers.utils.parseEther(price);

await ethereum.request({

method: 'eth_sendTransaction’',

params: [{
from: currentAccount,
to: addressToy :
gas: '0x5208', #/21,000 et =-0.000021 eth
value: parsedAmounts_hex, //«G.-08001

H

s

const transactionHash = await transactionContract.addToBlockchain(tag, pl, p2, addressTo, parsedAmount,

setIsLoading(true);
console.log('Loading - ${transactionHash.hash}');
await transactionHash.wait();

setIsLoading(false);
console.log( 'Success - ${transactionHash.hash}');

const transactionCount = await transactionContract.getTransactionCount();
setTransactionCount(transactionCount. toNumber());
catch (error) {
console.log(error);

throw new Error("No ethereum object.")

[2" 19] EFAMEE Y3 SendTransaction <
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[Z3 20] o|H = HXE 3

)

FE YolA Fdd AE i AAdHO0F SendTransaction
o] AsiElvhd EdHMEe A Fto] EHH|E FS &3 =5HT o]

Al FHE Goreli HAE UHEYa EWAAH  F3 AlolE

L

(Etherscan)©l d=8€std [28 18]9A Hol%o] xAst ExAA
o] YgS dolg 4 Q.
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@Etherscan All Filtérs  ~ | Search by Address / Txn Hash / Block / Token / n

Goerli Testnet Network Home Blackchain Tokens « Mise ~ Goerl

Transaction Details ¢« >

Overview State

[ This is a Goerll Testnet iransaction oniy |

(Z) Transaction Hash: OxeTf1e27bb4eT51844200e307502d50126cca6400bf083ce72aa3079754001998 O

(7) Status: © Success

3 Block: @ 7739482 37345 Block Confirmations

() Timestamp: (© 15 days 1 hrago {OCt-18-2022 06:32-12 AM +UTC)

(@) From: 0xBace90a456d897b3b771d7d4c9cas15e515d6c3e 3

@ To: [Contract 0x90601e44dcBad 1121262548385a2ca46 18010203 Created] @

(%) Valug: OEther [$0.00)

() Transaction Fee: 0.002696492224635156 Ether (50.00)

@ Gas Price: 0.000000002500002061 Ether (2.500002061 Gwei)

() Gas Limit & Usage by Txn: 1,079,395 | 1,079,396 (100%)

(7) Gas Fees: Base: 0.000002061 Gwei | Max 2,500&32603 Gweil | Max Prority: 2.5 Gwel

) Burnt & Txn Savings Fees: B Bumt 0.000000002224535158 Ether (50.00) L Txn Savings: 0.000000000520429612 Ether (30.00)

(2 Other Attributes: Txn Type: 2 (EIP-1559)  Nonce: 30 Fosifion in Biock 15

\%|HDU(DELBZ 95049392019661826a565b60485180918390a158505050585058505058565020610872093618870565b6187 &
f6219061165356505850505650684851396840016040523060028152682001774441000000000006000002
Beea B 808152568085108602001268350519806266126141561858

CE576188588583618722565b610868565b61885F8482618722565050565050505056506008865498502056
Sb600BE08 1600883 T3F FFFFFFFFFTFFFFFFFFFFFFFFrFFAIFFFAFFFFFrLET3FFFFFFFFrFFAAFFFAAFFFFFes

View Inpuf As- +

[ 21] A EA™A X334
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DO7} 4
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4

191

tag: Sell

H(M): 05ADE...4908
H(Stub| | package): CF759...8D3C
From: Ox5Ac...6c3E
To: OXAE2...B4E1
Amount: 0.0001 ETH
keyword: music
message: ive

price: 0.0003 ETH

r: 1535447853212

q: 666557125

2022. 10. 13. 2. 12:57:36

© % Publish @A E

KeN
=
ApA19] #H o] x| oA Latest Transactions< 2elg =

Fulst 9

Latest Transactions

tag: Sell

H(M): hash ..h 34
H(Stub | | package): hash ...h 43
From: 0x5Ac...6c3E

To: OXAE2...B4E1
Amount: 0.0002 ETH
keyword: music
message: Nnew ive song
price: 0.0001 ETH

r: test 34

q: test 43

2022.9.7. 2% 4:01:12




o ol JWAIZF cheater?d A ) o Z|Aloldel 2 e 1
obeff [1¥l 20]9 AntE AEUET A3H o] cheaters] %+

8, BEF 257} ol Fold ¥ At FruEch

N o

function Balances(address _account) public view returns (uint balance){
return balances[_account];

}

function minusBalance (address _adr, uint Deposit) public {

Balances( adr) - Deposit;

}

function penalty(address payable adr2, address payable adr3, string memory cheater, uint Deposit DO, uint
Deposit DR) public{
if(keccak256(bytes(cheater)) = keccak256(bytes('00")))
minusBalance(adr2, Depasit_00);
else
ninusBalance(adr3; Deposit_OR);

)

[27 23] BHsHA o2 == AHe A% g
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