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Design and Implementation of a Game Rating Classification
System Based on Hyperledger Fabric

Myung-Jin Shin

Dept. of Computer and Information, Graduate School of Industry,

Pukyong National University

Abstract

This thesis sheds light on the current status and key issues of game
content rating in South Korea, and proposes the utilization of blockchain
technology to address these challenges. The South Korean gaming
industry currently grapples with complex rating application procedures,
inconsistent rating criteria among different platform operators, and
problems stemming from centralized data storage. This thesis presents a
method of storing game content information on a blockchain distributed
ledger as a means to enhance the game content rating system. This
approach is expected to resolve issues related to duplicate game content
registration and rating discrepancies, while also strengthening data

security.
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7b. 87 T4
[ 12] 7HLetd 74
T 7 A v 31
1 - G A A ubuntu 18.04
2 AN 7ol GO
3 sto] g A B 1.4.3
4 orderer SOLO
5 =4 19.03.13
6 A HEZE 1.22.0
7 GO 1.115
8 npm 5.6.0
(£ 13] zHd &4 74 (=0 el: gamerating.com)
T ID ol & g9 7%
1 grac.gamerating.com AT AE Ak T5,%9
2 selfA.gamerating.com A A AL AFA Tof 2; Z3
3 selfB.gamerating.com A} A AL A B Zho 2} Z3

Y. stolH A EY AdE SEFEF A" 43

D QFA B R FelAkIol) A

/bin/cryptogen generate ——config=./crypto—config.yaml
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imj-VBox: ame-ra T etwork$ ./bin/cryptogen generate --config=
.fcrypto-config.yaml
grac.gamerating.com

selfA.gamerating.com
selfB.gamerating.com

@ AYAI = &5 BA
/bin/configtxgen -profile OrdererGenesis —-outputBlock ./config/genesis.block

—channellD gamechannel

ating/game-networ e or P
Loading configuration
orderer type: solo
Loaded configuration: /home/mj/go/src/game-rating/game-network/configtx.yaml
orderer type: solo
Loaded configuration: /home/mj/go/src/game-rating/game-network/configtx.yaml
Generating genesis block
Writing genesis block

@ AQ =AY

I S
/bin/configtxgen -profile GameRatingChannel -outputCreateChannelTx

Jconfig/GameRatingChannel.tx —channellD gamechannel

twork$ . /bin/configtxgen -profile GameRatingChannel -outputCreateChannelTx ./config/GameRatingChannel.tx -channelID gamechannel
Loading configuration
Loaded configuration: /home/mj/go/src/game-rating/game-network/configtx.yanl
orderer type: solo
Loaded configuration: /home/mj/go/sr e-rating/gane-network/configtx.yaml
Generating new channel configtx
Nriting new channel tx

@ =A ZHol 43
docker-compose up -d

docker-compose up -d
network game network gamenetwork' with the default driver
peer®@.grac.gamerating.com ...
peer8.selfB.gamerating.com
peerf.selfA.gamerating.com
orderer.gamerating.com
cli

@-1 el A &<l
docker ps

ks
\AGE COMMAND C STATUS PORTS NAMES
7659448037 hyperledger /fabric-tools ! binjbash” Up 4 seconds i
hyperledger/fabric-peer “peer node start’ ays a Up 5 seconds 051/tcp, 0. ) grac.ganerating.con
hyperledger/fabric-peer "peer node start” y Up 4 seconds o / 0. selfB.ganerating.com
hyperledger /fabric-peer "peer node start" Up 5 seconds q .0.9. selfA.ganerating.con
hyperledger /fabric-o :1.4.3  ‘orderer” 2 days Up 5 seconds 0 o 0 orderer.gamerating.cam

@®-2 CLI #&

docker exec -it cli bash

mj@mj-VBox:~ [ docker exec -it cli bash

root@c?659d480b97 foptfgopoth/arcfglthub com/hyperledger/fabric/peer# I
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® AIBA
peer channel create —o orderer.gamerating.com:8050 —c¢ gamechannel - f

/etc/hyperledger/configtx/GameRatingChannel.tx

rootgea33c46bTe: fopt/qopath Srcatthub.con/hyperedger  Fabric/peerk peer chamel create -0 orcerer, ganersting, con:8659 -c ganechamel. -f Jetc/hyperledger configt GanehatingChamel. i

Endorser and orderer comections initizlized
Recetved block: 0

® Aol Felx(vlo)) B2

A ol 2adE 23

Endorser and orderer connections initialized

Successfully submitted proposal to join channel
Endorser and orderer connections inttialized
Successfully submitted proposal to join channel
Endorser and orderer connections initialized
Successfully submitted proposal to join channel

©-1 A A4 Hu 5]
peer channel getinfo —-¢ gamechannel

Endorser and orderer connections initialized
Blockchain info: {"height":1,"currentBlockHash": "hqsRB2XgnLDQM2IbZ1UTA+qDpZoHwST5WSHUTSVgiDU=")

@ A= M

peer chaincode install -1 golang —n game -v 1.0 —p chaincode/go

root@ebadde7cc991: opt/gopath/src/github. com/hyperledger/fabric/peer# peer chaincode install -1 golang -n game -v 1.6 -p chaincode/go
Using default escc
Using default vscc
Installed remotely response:<status:200 payload:"OK" >

@-1 Aoz BE 1o ZAd A3

/opt/gopath/src/github.com/hyperledger/fabric/peer/scripts/install_cc.sh

root@gebadde7ccd91: fopt/qopath/src/github. com/hyperledger /fabric/peers [opt/qopath/src/github.com/hyperledger/fabric/peer/scripts/install cc.sh
Installing chaincode on peer@.grac.ganerating.con

Using default escc

Using default vscc

Installed remotely response:<status:200 payload:"0K" >

Installing chaincode on peer.selfa.gamerating.con

Using default escc

Using default vscc

Installed remotely response:<status:200 payload:"0K" >

Installing chaincode on peerd.selfB.gamerating.con
Using default escc
Using default vscc
Installed remotely response:<status:200 payload:"0K" >

_3']_



peer chaincode list ——installed

root@c7659d486b37: /opt/gopath/src/github. com/hyperledger/fabric/peer# peer chaincode list --installed
Get installed chaincodes on peer:

Name: game, Version: 1.8, Path: chaincode/go, Id: fic85ebBed25925581370bc8dc379fd5caasd20a6fa7Acdfad62784f52b42d86

®-1 ANFZ= A~ A8

peer chaincode instantiate —o orderer.gamerating.com:8050 -C gamechannel —n

game -v 1.0 —¢ "{"Args”:["init"]}’ -P "OR(’'GracOrg.member’)"

reot bl op gopatsrc i Ehub.con e edger il et
ashifels o {AhuconhyprLedgr faric ner peer chaincods fng ontlatv -0 orderer, aneratng,ConsB658 -C ganechemel -0 qame v 1.1 - Thigs™[™ )" P "OR( Crachrg menber )"
Using dfault s
Using defaul vsce

1. 09 gopth A con e edge il e

©
s
Y
Tg
K
[
rO
P
i)
I
R
et
e

root@d63c6aebare2: fopt/gopath/src/github.com/hyperledger/fabric/peer# peer chaincode 1ist -C gamechannel --instantiated
Get instantiated chaincodes on channel gamechannel:
Name: game, Version: 1.1, Path: chaincode/go, Escc: esce, Vscc: vsce

9 AlzmE HX2E
OAYdETE (e EFHE, AYYE, v %, /1229, URL)
peer chaincode invoke -0 orderer.gamerating.com:8050 -C gamechannel -n

game -c¢ '{"Args”:["addGame”, "D20231004", "Gamel”, "12+", "M]JM]",

"http://example.com/gamel”]}’
raiogcon 850 - anctanel 0 gne - 'hrg'acae, LEBIR, Vel "R, NN

(hecec e stccessfl, restlt: stats

peer chaincode query -C gamechannel -n game -C
"{"Args”:["getGameByClassification”, "D20231004"]}’
ot ol Ee Aol A(Z e, AR 55, Ad= x3])

athjsrc/qithub con/hvp'rl'dg'r/fabrk/peer# p‘“rcha‘m(ode Query [gamahannel gane ¢ '{"Args" [ getCaneByClass{ fation”, "NBL3104'))'

il
g ln " NH ECW }

oAd=Td H £3(SHTE 12+ — 18+ WA)

peer chaincode invoke -o orderer.gamerating.com:8050 -C gamechannel -n
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game -c¢ '{"Args”:["updateGame”, "D20231004", "NewGameName”, "18+" "
///!]}/

coda tnvoke -0 orderer. ganerating,con

Chatncoce invoke successful. result: status:209

con/hyperledger/fabric peert

h pprledge [fabric/peert peer chaincode cuery -C garechannel - gane -¢ ‘{"Args":["getGaneByClassification’, '020231064"]}'
M, 1", "gareCrade":"18+","developerNene”:"N2%0", "url":"http:  [example. con/ ganel
Gaeb6fe2: /opt/gopatﬂsn/quhub con/hy, perledge /htn(,peerﬁl

W Ad= sH/74/23 AL (&AL PR ¥7

ol

peer channel getinfo - ¢ gamechannel
hight: 1 — 5, currenthash ¥ 7

- VBox g gl docker exec -1t cli bash
mot[dokraebof 2ot /qopath /src/github. con/hyperledger /fabric/peer# peer chamnel getinfo -c ganechamnel
Endorser and orderer comections initialized
Blockchatn infor {"Retght":5, "currentBlocktash” " axanaszL0rOahtFroNklgCaek1ThaBomanayLeSB=", "previousBlockHash' " SVHGOGUGLERTCoTppelrsPyt3000VK /UPUYckee 81=")
routgdcaebofe2: foptfqonathsrcgithub.confhyper ledgerFanriceert |

Al=" 27391 39

) 3

¥ PUKYONG NATIONAL UNIVERSITY

AU=SSIEF ==H[Q!
22l HZ X 2| A|AE sigiz0l
E.A
3 o
23¢9l
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