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Security Model for RFID-based

Enterprise Application Framework

Hyun Dong Lee

Department of Computer Engineering, Graduate School,

Lukyvong National University

Abstract

In a diverse enterprise environment, the need for developing secure
RFID applications is increasing. Since ALE, EPCIS and other stand-
ardization is still on progress, it i1s difficult to“adapt the change of
specification. And the integration with the legacy system 1is also a
problem. Moreover, due to expensive initial development investment and
lack of security knowledge, it is difficult for medium level enterprise to
develop secure RFID application.

To solve this problem, this thesis proposes security model in the
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EAF (Enterprise Application Framework) that can help developing secure
RFID application efficiently and easily, and implements secure
WMS(Warehouse Management System) to verify the efficiency of the
proposed security model.

Security model of EAF provides services including confidentiality, in-
tegrity, authentication, non-repudiation, and authorization(access control).

If an application needs high speed processing rather than security sol-
idity, it provides ID/Password-based authentication service. On the con-
trary, 1f an application needs high security solidity, it provides
PKI-based authentication service. Authorization management is based on
RBAC.

EAF is taking advantage of Web Services that integrates remote com-—
ponent environment and 1s able to do remote computing over the
Internet. Also, for those developers who have not much knowledge about
high security requirement, this thesis imports security model and frame-
work concept for. them to build RFID applicationeasily. Based on this,
anyone can build RFID-application efficiently with lower cost using gen-—
eral, reusable and extensible module. It is expected to do a lot of con-

tribution to manufacturing industry and distribution industry enormously.
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2.1 RFID(radio frequency identification) 7| &

RFID A 2®2 AbEo] 29 B 2(ICH)=FE F4 Fa55 o] §5o
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HE HFEFAoR2 FH6o A4, 7te, F4F
ozZX 9], 4AA, B ¥ HARuES JpFetA e 7lE ol th[23].
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A AL
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EPCIS Accessing Applicatione #a3te] Al 2~&(WMS), 438 A ~H
(AMS)® 22 719 "z2y2x Z2A2E 3. 19 2+ EPCglobal

HEN A x5 YEHATHE]L

| EPCglobal Core Services

Subscriber EPCIS | ons Manager Tag Data

15| Authentication | Discovery | Root | Number | Translation

- (TBD) | (TBD) | Assignment| | Schema

E ¥ 1] v [offline service) TDT I'face

| (TBD) (TBD) ONS I'face el
| g u A [offline service) |

 EPCglobal Subscriber ONS | Partner EPCglobal Subscriber |
i Interface | | !
' | epcis Accessing | Local \‘ , | Epcis Accessing
i ! Application | Ons [ | t Application !

“Pull” or “Push “mode :

u

EPCIS Query Interface ‘ )
{1 “Pull"or "Push’ mode
Optional ,_,r;.......\;;.u.,_'k;;_(_z Iy :
e for 4 EPCIS o
! re'lrs.i‘—h'm‘:-‘ E Repository
‘push ¥ Key
EPCIS Capture Interface -
i . — n?ri‘ =HW/SW Role
! | EPCIS Capturing
| Applicati
PR tion =Taterface (EPCglobal
4 Standard)

Filtering & Collection {ALE) Interface
f (Additional Interfaces TBD)

Note that items marked “TBD” are
placeholders for future work. The
acrual architecturs of these items
may ultimately be different from

fl  Filtering &Collection what's depicted here.
il (“RFID Middlewars?) . .
i Management- - - - - - - o~ - -
i Reader Protocol Interface (TBD) !
.4

Reader

Reader &
Management
Interface

Management

| EPC Tag Data Specification
Tag Protocol (UHF Class 1 Gen 2, et al)
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3 3. PKI®} SPKI/SDSI H] i

PKI SPKI/SDSI
o] T |HAd o= RERE
NZM 438 |o]2-a=A o]2-EA, AHF-AZFA
L EE @ R N ol E[0E & FF (& AN el gl

ol = — o)
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2.4 M2 A 0f(access.control)
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2.4.2 GRBAC(generalized role-based access control)
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E5 ID/FA9E 7 9% 9 A% Yol ZTRESD

Protocol
(1) U — AS : IDu || PWu
(2) AS — Ut IDu || PWu || Ekas[M] || Lkas
(3) U — AS : IDu || Ekas[M] || Lkas
(4) AS — U : IDu |[LR

Notations
IDu User Identification
PWu User password
Kas Secret Key of the AS System
Ekas[M] Encrypted Message M Using Kas
Lkas The span of life of the Message M
R Authority Information to use Service
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2.1) Revoke(Certapp) (2.2) CRLapp
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(3.1) Request(Certercis) T

(3.2) Certercis ‘

(3.3) Valid?(Certercis)
OCsP e

(5.1) Request(Certapp)
(5.2) Certapp

(5.3) Valid?(Certapp

(4) EKUepcis [M, SigApp]
RFID Application I EPCIS
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274 g
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L = "Busan” //location

C = "KR” //country
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UserInfo
TUser_ID: VARCHAR(20)
Role_ID: varchar(20)

hocess TargetInfo
hecessTarget _ID: VARCHAR(20)
AccessTarget HM: VARCHAR(40)

Lser Wt VIR0 i ACCessGrant_CHHT: VARCHAR(100)
TUser_Password: VARCHAR(40)
Rolelnfo
(Role_TD: VARCHAR(10)
hccessTarget_ID: varchar(20)
Securitylevel ID: varchar(20)
hccessGrant_ID: char(20)
[ RoleTnfo_CHAT: varchar (100)
L
Securitylevellnfo
Securitylevel ID: VARCHAR(20) AccessGrantInfo
SecurityLevel Type: VARCHAR(40) AccessGraut_ID: VARCHAR(ZO]
Securitylevel MM: VARCHAR(40) hecessGreant MM: VARCHAR(40)
Securitylevel CHRT: char(100) hecessGraut CHMAT: varchar(100,
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=
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