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A Study on Block Cipher Algorithm NSEED

Chang-Soo Park

Department of Computer Engineering, The Graduate School
Pukyong National University

Abstract

With the modern improvements in computer and information
communication technologies, the computer network has been gradually
expanding. As a result, a variety of information is being processed using the
internet. Consequently, difficulties in information security are rising as a
crucial issue. The advanced countries started to build and use cipher
algorithms. In Korea, the KISA (Korea Information Security Agency) has
been leading the development of SEED, a 128 bit block cipher algorithm.

In this dissertation, we will analyze SEED, the standard 128 bit block
cipher algorithm, suggest a mnew composition that complements the
disadvantages by using a new S box and G function, and propose the use of
NSEED, the block cipher algorithm that uses S-box and the G function.

NSEED has a Feistel network structure, and inputs a 128 bit plain text
to yield a 128 bit coded text. The keys can be selected between 128 bits and
256 bits. The number of execution rounds is 4 rounds or 6 rounds, depending
on the key. The F function, or the round function, is formed by connecting
three series of G functions. The inner function G is composed of a SPS

(Substitution Permutation Substitution) function. The Substitution Layer is

vii



arranged into four S boxes, and the permutation layer uses a proliferating
sector conversion queue to proliferate.

The S box is composed of a nonlinear function and an affine
transformation. The nonlinear function has a unique feature using the
differential analysis method and the sector analysis method. It is composed
of a fixed point which has the same value for the input and output (with the
exception of ‘0’and ‘l’), and a GF(2°) reciprocal which does not have an
unfixed point where the output is the complement of 1 of the input. The
affine transformation is structured so as to -minimize the correlation of input
and output without a fixed or unfixed point. The G function uses the GF(2%)
4x4 determinant to proliferate and transform the four S boxes.

The G function 1is struetured to produce a MDS (Maximum Distance
Separable) code, satisfy the SAC (Strict Avalanche Criterion) in order to
improve the disseminating capacity, ensure no weak inputs are given in
which the fixed point, unfixed point and output are not a complement of 2,
and simplify the circuit when embodied into a hardware.

The NSEED, composed of the S box and the G-function, has a maximum
differential probability and sector probability of 2% which makes it stronger

in differential and sector analysis methods. Moreover, the invasion

2—180 2—300

probability is and respectively, when using 128 and 256 bits. This
level is determined to be sufficiently secure. When embodied as software,
fewer S boxes pass all rounds, which speeds the processing rate. It is easily
embodied into hardware, has fewer weak signals, and has a superior
disseminating capacity.

The NSEED block cipher algorithm suggested in this thesis is expected to be

viii



useful in systems with a constraint on the hardware structure such as the
smart card and RFID. Also, the newly suggested S box and G function
structure can be utilized in coded structure, which requires a high level of

security.
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R =F(R,K,)®L,

L =R,

R, =F(R,K,)®L,

L, =R

R,=F(R,,K,)®L,

L =R, (1)
Re = F(Ry, Ky O L,

Ls =Ry,

Ris = F (R, Kys) @ L

Lis = Ris

2.1.2F 3
F 34 64 n=0] §1288 Wol 21 3 M= 274e) B2 (R, R)OE

U3, 64 HE 2= 712 2709 32 HIE ge= 7|2 Y

—r
2
A
)
42

oA HjE}Z =2l g (Exclusive-Or), 32 HIE REZ AXNS F8slar,
G AYE ste] 2709 32 HIE B2 (R, R)S =83 F

% o7 19 29} 2.
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R, =G|(R, &k, BC{(R &k,)&(R, & k)| BG{G(R &k,)o
(By& k) WBG|G{(R, @ ky) & (R, &k, )} BG|(B /& k,) B
G{(R k) (R'® kzo)}m 2)
E = G[G{(R’l ®ki1)@(RU @kio)}EEG[(RU @kiO)EG{(Rl @kﬂ)@

(B, &k, )}]
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2.1.3G &F
G ¥ 2 HE 498 19 8 HE EF (X, X, X, X,) o2 +&
st 2 7] S W E (S,,8,5,.8,) wAR AEAA g ol 89S

A ek,

S "kxo] Z&o wp~7 vlo] E (masking byte) m,m,mm, = “d3ko] o}
gop Lol AiSsle G e AT =9 7,4,27,= A%
2L, g (6 8emy) o G Ve (v, & )
272 (1, e ) (0 e ) © (o, 1, &)
7.2 (¥, i (%, &, B Be, ) @ (1, & )
7,2 (5 & m, P o, B ) (¥ o)

AN A, m, = 0xfe,m, = 0zf3,m, = Oxef,m, = 023f
& = bit-wise AND
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I 5 weketar, 6y 7S wEI A= P do] b Fe A
34 (Nonsingular matrix)°] 22 Mz & F 79 d=d 2z z'o tsto]
Az = Az'o| T}

O =% be te¥ Zrh

b, = (1,0,1,0,1,0,0,1) =169, b, =(0,0,1,1,1,0,0,0) = 56

F el s w2 olus} ol P

(4%« 2*) @17/ (P, B, B, B, B, P BN
S (x)=P x2" + P,x2° + P, x2" +B, x2"' + P, x2° + P, x2* + B, x 2'
+ 5
(4%« 2@ b, = (Q;, 0y, 0@, 0,00, @1,Q,) —
S, (1) =@, x2" +Q, x2° +Q, x2° +Q, x2' +Qy%2° + @, x2* +Q, x2'
+ @,
o]

Sz = (2,8, 25,2, T, T, T, 0) Ol AL g 279 AT
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ARIA &arg]5e] 7325 2.9 sl ofdfe} 2t

® 7]¥ %1 ISPN(Involution SPN) o]t}

o Sl-=ulio F7|E= 128 H|Eo|T}
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Z2ol Ay A AIZE HA~E9 3 Uy
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2 GF@2") oA 1] EL5ek2] (Irreducible  polynomial)©]  P(z) 91 73 -F-¢]
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BZA9 4.2
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9 Aol Fue pr R uEd o pre=1 o] drk Ao g3

Cp—q=2"—-1"° HW, ¢ p=2"—-1+q 7} HojoF Ft}. 2

p,q € {17 27 ) 2" — ]-} = 739,]“6‘]—93\_9_31—;_ O] )ﬂv% E’l—éé}% p, q = %]H
3k er=th. -
HZAo] 4.3

GF(2") %A 0 Ex= 19| ofd ®¢l = D7F %, Dol tisto]
‘D =10 HE t7F ‘4=2" -1’2 FdslH

A=AD"€{l, 2, -, 2"~1} 22 EHAZ F St} 4 = 0°] ofd 9 4
ot}

1

BzA 412HE D E 02 A9 BE S Re{l, 2, -, 2 -1}
AT vk wheEkbA R4 {1 2, -, 2" 1} OlT ]

4] 4.2

H 29 gaa] pr) 2 FASE GFR) A 0 Ee 10] ofd ¢

F Dol dstel cpi=10) B b =2 -2 §93W Pl

]

ASR- D ¢ 57dt}432] (Characteristic polynomial)©] 2} T},
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<k
GF(2") 74X 52434 (Characteristic polynomial) 0.2 X &5 &

ASR-D 9 F7]+ ‘2" —1’9|t}

of\
oR

HEAe 413 REAY 4225 FHIT + vk O

HZA 44

GPE) FIA <2 —17e] mE &% Q15 pol dete] cv=2"1

D' =19 v]=glckgalo] ASR D o] SAharAelty

ol\

2
‘2" —1=pU’°)x ‘C.=D'A C7F EAstd, ‘D" =¢" =1’°] Hr}.
meEtA D' =170 HiE t7F ‘t=2"—1'2 Fd37] HEAE 2" 179

T &5 A5 poll WeteliU ==, Di=10f Hofof dr. O

of 1 ¢2” —1=3x5x17x257x65537 "0|t}. GF(2") 2 wEAuat2
‘ Pa(X) = 0x197943fc9 ol D =2 1 Z-f-of < 2770 —1 0|t} wfe}A
Pa(X) = ASR-29] 54T ofyth. W EUATIA

“Pb(X) =0x19fa0ff27 "N = D=22 Ao BREAHY 438 TEsn=

i

Pb(X)+= ASR-29] 5dt}a]oltt.
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HZA 4.5
GE(2")7gellA 2" —170] Aol RE v EYATe242 ASR-D 9] &

Fermat®] little theorem®l] 9|3} ‘t+=2"—-1, D' =1’°] ©t}. t7} &

Folung ‘ph =10 HE t= 4t=2 1’2 §FA35}} ]

A 7R ¢ 28 -1 Ele] AT E Mersenne ASERal SHH,
i = {-,13,17,19,31,61,80,107,127,521,- -} o] 2+ 4 Itk

32 HIE ZASFE YA GF(2”) &S] ASR-29F ZEo| B muUbx MY
A% A ZE gA2E Aol= Z= T8 °F A2 F 494 A4t

E 4014 32 H|E Ak A|ZE A AEE AND 94k 13], XOR A+

2E+= AND 4k 23], OR 14F 13], XOR ¢4t 13], A|ZE Al 23] =
TRtz F 639 Aqto] oSt aelal JHUA AY A3 AIZE
A AEHE XOR 4F 63], OR <4 13], A|ZE A%t 73|12 FsA &

143] A4ks de= g
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E 4. GF(27)7%9] ASR-29 Z 20| 3 JEYA Y A AIZE FA2
He cZ2a¥

unsigned int P ; /* Characteristic polynomial */

unsigned int A, B ;

/% ASR-2 */
A=(A<<1) " (((int)A >> 31) & P) ;

/* Galois-LFSR */

A=((A" (A& &P)) >>1)| (A <<31);

/* Fibonacci-LFSR */

B=A"P;

B"=B >>16;
B"=B>>8;
B =B >>4;
B "=B>>2;
B"=B>>1;

A=(A>>1)](B<<3l);

32 ME ZFEAA GF2™) 32 ASR-2¢ ZEo] g9 Irux M43

AL AZE HAZHE CAdol= T2 3 A2 3 59 o
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® 5. GF(2")739 ASR-2¢} Z=2o] 2 MR UX AF A AZE A X
He cZEa¥

unsigned int P[2] ; /* Characteristic polynomial */

unsigned int A[2], B, C ;

/* ASR-2 */

B = (int)A[l] >> 31 ;

All] = ((Afl] << 1) | (A[0] >>31)) = (B & P[1]) ;
Af0] = (A[0] << 1) ~ (B-& P[0]) 5

/* Galois-LFSR */

B =-(A[0] & 1) ;

C=Afl] ©~ (B& P[1]) ;

Af0] = ((A[0] = (B & P[0])) >=> 1) | (C << 31) ;
All] = (C >>1) | (B << 31);

/* Fibonacci-LFSR */
B = A[1] ~ P[1}.~ A[0}.~ P[0] ;

B"=B >>16;
B"=B>>38;
B"=B>>14;
B"=B>>2;
B"=B>>1,;
AJ0] = (A]0] >> 1) | (A[1] << 31) ;

Alll = (A[1] >>1) | (B << 31) ;
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32 HIE FH3FECA GF2®) 32 GFE2™) ol ASR-29F Z=Eo]
7] B

WA A8 AR AZE g 2E 2] S
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Sl = S ECER

o

SRR

e
b

62} 2t}

X 6. GF(2")%3 GF(2") 3ol A ASR-29} Z=2o] ¥

Hup 4y A
AZE gA2Ee ERHEE 0T
ASR-2
AND OR XOR Shift Total
GF(2%) 1 1 2 4
GF (2" 2 1 2 4 9
Galois-LFSR
AND OR XOR Shift Total
GF(2%) 2 1 1 2 6
GF(2%) 3 2 2 4 11
Fibonacci-LFSR
AND OR XOR Shift Total
GF(2%) 1 6 7 14
GF (2" 2 8 9 19
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F 6025 H ASR-27F ZRo] % HRuA AY A ANEZ fAx
Blut AZEYolz P GFER®) AdAs Badh Axgrl o)
AE A AZE fAXEHEUE 33%, JRUR AE A AZE X
SHEEE 1% A Beshs o 5 vk JEan GFRY) el A
18%, 53%7F A A &8t}

whebx] ASR-2E 7]E9] Aol B IHUXA HAF A AIZE gA~

o) o =
E4Ys & ok

HEt $25=7 wens g
ASR-DellA Dgko] 20w & Edo] Fd o] &o]ait),
GF(2*) 7oA <9l % Dol Ulg ASR-D & Coj2 23 3

As X 79 2k

X 7. GF27)29 ASR-DS C T2

unsigned int P ; /* Characteristic polynomial */
unsigned int A, D ;
unsigned int B ;
for( B=0;D ;D >>=1)
{if (D& 1)B "=A;

A=(A<<1)" (((int)A >> 31) & P) ; }
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WA Pr) = te A 2ol 282+ ok

ASR29IH 3 5, 8F A, (x)° AFE T o] Hr,

S = Gy

Qi1 5= Oy D (5 ¢ pj) for je€ {1a2,"'=” i3 1}

Giy10 = Sp.* Dy

ASR-DellA =9 5,9 A, (z) 9 AFEs B2 419 &3 P44
of ojake] Thgat o] Hrh
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A A2 WAETE my S a1 et + 009 13F Y Aol 1

B2 GF(2')7d9 ASR-D 9 ¥ 5% LCe v 43 #o] dnh
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£ 9. H3tE s BE AR
MARGS | ohaws | oway | olmws | g ous
AN | BE | AR | 4F | qze | wa
Q M P C | gwAs
Ox1la3 0x38 Ox1ch 0x94 0.000056 G1-S1
0x163 Oxc8 0x159 0x3f 0.000303 G1-52
0x18b Oxba Oxlcd 0x11 0.000112 G2-S1
0x12b 0x71 0x182 0xd9 0.000296 G2-52
0x171 Oxcl Oxlad 0x40 0.000411 G3-S1
Ox1dd 0x4d Ox1fc Ox2f 0.000149 G3-52
0x19f 0x84 0x17b 0x09 0.000095
Ox1c3 0xf4 Oxlel 0x08 0.000130
Ox1cf 0x76 0x127 0x63 0.000400
0x15f 0x44 0x16f 0x2c 0.000202
0x1a9 0x43 Ox1bf 0x2e 0.000518
0x165 0x06 Ox11b 0x18 0.000450
0x17b Oxc8 Ox1bf 0x67 0.000503
0x12d 0x45 0x167 0x28 0.000318
Ox11d 0x35 Ox1lel Oxdd 0.000442
Ox1bl 0x08 0x187 0x56 0.000020
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5.2 G g9 54

G 4= 32 HE 449 X E 32 HE &9 78 A=
G: X —=7
IR 4o F 5+ Qov e g 548 H

skE "4 T T1o ofeivp HAE EoiA wWslel=

F
RS 9] JES A vt 2ol

TO_0 = RO " roundkey [Ki][0];
T1_0 = R1 " roundkey Ki][1];
T1 1=T0 0" T1 0;
Ti_2="G(T1 );

TO 1=T0_ 0+ Tl 2
TO 2 = G(T0_1);

Tl 3=T0 2+ T1 2;
T1 4=G(T1_3);

TO 3=T0 2+ T1 4;

RO = TO 3 ;

Rl =T1 4;
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