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A New Public Key Framework and its Applications to PAN

Jang, Hwa Sik

Department of Computer Science, Graduate School,
PuEKyvong National University

Abstract

Without doubt, the promise of Public Key Infrastructure (PKI) technology
has attracted a significant amount of attention to support secure and
authenticated services in the heterogeneous networks. The IETF PKIX
Working Group 1s developing the Internet standards to support an
X.509-based PKI, which provides a framework on services related to
izsuing public key certificates and distributing revocation. information. The
lack of a mechanism that provides efficlent and timely distribution of
certification revocation information is a main issue for implementing more
efficient PKI environment. The existing certificate revocation schemes place
a considerable processing, communication, and storage overheads on
certificate authority(CA) as well as the relying parties.

In this thesis, the main target of our research is to provide a new public
key framework which. reduces the overheads of computation for digital
signature generation/verificationand -ecommunication for verifying the
validity of X.H09 certificate. Specially, we focus on developing new public
key frameworks in Internet and Personal Area Network (PAN)
environment.

For Internet environment, we review J. Zhou et al’s public key framework
from the view point of the actual deployment, and propose a new public
key framework by changing security parameters into more suitable ones to

enhance the actuality and reduce the overheads of computation and



communication. Moreover, we analvze the security of our new public key
framework from the vulnerability window point of view.

A PAN iz the interconnection of fixed, portable, or moving components
within a range of an individual operating space, typically within a range of
10 meters. In PAN the communication between components should be
gecure and authenticated since private information and personal data will
be transmitted over radio links. Secure and authenticated communication
can be achieved by means of proper security protocols and appropriate
gsecurity assoclations among PAN components. For the sake of supporting
key management in a PAN, a pergonal CA in the personal PKI concept is
responsible for generating public key certificates for all mobile devices
within the PAN. The personal CA is used by an ordinary user at home or
small office deployment distinguished from large —scale or global CA
functions. Although the personal PKI concept seems to be properly applied
to PAN environment, the adaptation of PKIL concept to PAN iz not suitable
due to the limited resource of the mobile devices.

For PAN environment, we propose a new public key framework that
reduces computational overheads for generating and verifying signatures on
mobile devices. Especially, we focus on eliminating the traditional public
key operations on mgobile devices by means of one-time signature scheme,
and differentiating it from previcusly proposed server—asgisted signatures
relied on asgistances of a signature gerver. ~As a result, the proposed
protocol gets rid of inherent drawbacks of server—assisted signatures such
as problematic disputes, and high computational and storage requirements
on the server side. Moreover, our framework provides simplified procedure
for certificate status management based on hash chain to alleviate
communication and computational costs for checking certificate status

information.

_Vi_
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AA AFEo]A Certificate Revocation List(CRL), Online Certificate
Status Protocol(OCSP), Delta CRL, Indirect CRL, Certificate Revocation
Tree(CRT) % Certificate Revocation System(CRS) 53 #£ t©}
FT Feho A5 FH AT 7leS2 AAERET oYt A7
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2. M7 ZIvty= H QASAH AH HE 7=
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AEYlel ¥R ote] ARGAHI FEeA AgHe AA4E 874
ANM B& AR = = HEAZ &4 A Fotr] Al 747 7|6+
o] AHgol de] FAtHa vk 53] A AR o) AEI {2
75 = g8 Ao AAgARL SeMH s, AW SlHe 7]
Ntz e aas AYsia . olg e FA7] 7Nt Re e
ITU-T®] X.509 254 &FE 2002 8 IETFAM = o& H'e
2 QHY Age AFA EFEE AFetn AvH14]). 7] 7IHFE
AN e F7E A7) el deME AHEetaRt o= AMEAL
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A "t AAHART. e HE: 550 2 45 ° 552 99
ME UFol A 22 5 A, 934 AHERs AR Alx=d 24
ol Zedoz ASME A + AT o QIsM AL F52
A8 7he F-Eo= Eelste] Atgst= WHel CRL EHAoIw. B3 &
AR e 718 CRLE #HAITH o2 EHe 0% AME RAHAY F71
g F5E AMER A deste WHe] Delta CRLOIW. CA= RE
WE< g% 7] CRL 444 &Alel Delta CRL= AA%
(6](15](32].

CRL w¥jd ¥ Delta CRL W= =515 CRL= ©] &3 W& 4
Ao 2 QeM e dH AFE Ald Aol FR22T. 9
EAAE Eotr] Sl AT AFHE welot= SHA ) A &
b AFHA AT Zepel Aol AA R QA Ha AR
¥+ Online Certificate Status Proteccl(OCSP)e] A gt= <L
o EF FHA AJFFre] old AA AFA AT s F& Simple
Certificate Validation Protocol(SCVP)e] AtE AT F7H7] 3A
ol AFd HolHE 4w T = AHlEore] FRIHZA] MH|~E AlF
3l Data Validation and Certification Server(DVCS)7F A t= =
ATt T2 FT 7Nt ERLL QA AT E AT HAYFEE
ot FolETi(1](4)(19])(20].
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2.1.2 S2J|#(Registration Authority, RA)

CAE dalste] ALgate] QRS SAHAY AAS3 F9, 22 2
W, Az 23, o3 2R, 7l 4, 7l 4 BF 59 A5E Fase o
7wt AFA FACL 2 EA Aold B2k wAA 9L FPEE 2
Ao E5ABL Mg AFE BASE AL AF7Bo2PH 9
Qigo} FPaTh

2.1.3 CI2IE2|(Directory)

A3 AHex B A, 4T AFH % 2 AT Ad 5 5¢
Agete Ro2 AHERTE YE Adsina ¥ 0 o Faol Yol
H
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)= DAP(Directory Access Protocol)Yt LDAP(Lightweight DAP)ZE ©]
£t X 500 (B2 Mu]|2E AF3vt. A5 A A5 2+
B2717t0] AaH Zox ME AS:S Hsll @A 7Ee dHELe A

Ho}
2.1.4 CIESM FA S=2(Certificate Revocation List, CRL)

A7 AWTEAN A FL AF7 B ABH7 REAA @
ARAN FAY & WA £ AANY =F 59 olFE FadE 9
A W B3 Fev) detel oE FRE AFV8 AdsE A

g "oy F2o)t
2.1.5 AIZA(User)

AFME Agote AA2] ASNE E8 W CAl RAGA 93A
TF 848 90 AFAE VL AERE o) AFNE 85 A
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AEE AZYOEA A8 AFME AZV PKIY AFAH FAL
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2.2.2 HERZ ¥4

A7l ZAz4e] =velE FAst FHACE EAsts FHLE
AT718E0] MEE F3 dFotdq H=AA dSME L. HE

2 FAE PKIY AExe Ao 922 wgd (= xpalo] AFE
e FAZITHE I YT PKIY HEHZ #AL vs (2

e

re

) Q57
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BEE A8 7t EABEE o|FA T L IF FEE e B4
By o] Aasitt 7 F2 A% AEE CA3-CAI-CA2—- T}, e
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2.2.3 HEHN 34 vs. HER3 74

AA PKI #HAd e 7|1BAEE Aled 728 FAstHA 24
e PKISte S4& Hef 3 =vd fl Ee & =Hd e 957
TE Apolol HEAZ F2E AHITH(36)(39]). (& 1)2 PKIY AZ
A A fEAZ 7 A FdS E@dE HoFa vt

(1 A2A AT UEDD 749 Fewd vn
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2.3 A5A Al S 7=

2.3.1 Certificate Revocation List

Certificate Revocation List(CRL)= ©]&3st= w2 @A 718 E2] A+
X3 J= 5N A A Wholth. o] W2 ALERF Q57
A ASHE HAe8 & A2 831E AF A58 954 HE: 55

Ao MEG 2N THE AR ASH AHEE SAANTE WHL

2, AxE AZHe dAREd AH4E TP AN @ F OB
st 2o 2AE Fhd AN ZeeldEE o& e das
e ABME AAs] AZA e} FRE S Pyt o W
qe AZMY A ARE FAT F 95 4 ANHA YYo= 9F

A9 Ax A7 B e A 9B A B2 ABA F75
FA Aoz s BT14)(35).
g F1A0E wiH s ASAE Bews] qEd 934 e 3
B ANTeE NG9S £ 90w, 934 Aol = SHAAE 934
& wold B AFL FYsy] Mol DB A v D53
WEg H2E AFAE e wE Mg IR Bre Bel g
et wdol 9vH29). CRL 71e] AFA ge) A3 Azde) Sgn
Be g (28 4rsh
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e A%, 277k 2 CRLE od = el d+ve ¢ v, o
A AgRE AYE Azd 4D fd Ze ZNE 438

T 9t oW} CRLE 49# 7he FEo=2 Zastet A&t wyol
CRL #9173 (CRL Distribution Point)elth[6](15]).

CRL THl3d2 CAZ} CRL<E T893, 217] & =2 ol &3td 2
FE2EZ 43T CRLEM = 990lv #A& ol 5ol 98 g + 2
ok Thek g FAte] s CRLE w8 4§ CAZ 2 2M¥EE CRLE
U] w@ei@dthd Algale AA CRLS AASHA @z dd FA9
CRLE A st Bt} 9549 HA olf2 vzdhd o8¢ Wl o
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st A" AeMES9 CRLY B4 £A=2 H4¥® CRLE Y79
& = At CRL &l d5A9 499 57190

2.3.3 Delta CRL

Delta CRL %42 CRL W39 &4 &3 F7)|A 08 i &4
AAst7] fel AtR whaelth o] WAL AA CRLE HAFSE 814
o < CRLe|l €38 AN AM2F CRLo|l &8 A-A7EA 9
AglE EEvhe gidos #este wWalelth CRLET HI¥sHA &35
A A7) 7 A7) 7o B4 BEe Folm AAT A7) AFA L A
& &= 9 FRol-9iv}. X% Delta CRL% €7 A CRL=
ot st FARE 7R Avh. detA oz ERAR Ao 2o
e 4o WAIRE Afdte 28 F A¥eA = CRLY #AE AS &
d< Woges Agjoz AHYAT}(32].
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2.3.4 Online Certificate Status Protocol

Online Certificate Status: Protocol(OCSP)-2 CRL7IEHY] Q154
AL vrale] EAAEC d5A o izt AA7 A A5 d2s7] Y46
Aetd A=A A AS vWhalo g 19999 69 IETF RFC 260 49

s FEHJUT[19]. OCSPp 7]8ke] AT HIF WH2 OCSp Zeto]
AEZF CRLE 8439t &1 ATM9 dA JHE ATsr] Wil 2
Ao 2 FAe tiE A Ase & ¢ dve AR dn. v 4



Aoz AFAe WF G AAE Sl 7] Mol Be FA
oz A% WEAD BEE BAS SNATE wES YEADL FH
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o]dEE YdAFOEN HAIFC
= Weolt}(19]. OCSP 718te Q15AM A5 W Fiaxe (24d 5)
ol 7}

2,
CA
3.
5. EAAE + 21SA B HAME + C1SA
SEHIE 2F 8 AEfEE
(OCSP Request) (OCSP Response)
= 4V
4. HAAE + 215
— J
User = . Client
7. MHIA HIE

(298 5 OCSP 7)¥ke] 91ZA] AZ vh2] 238 33



2.3.5 Simple Certificate Validation Protocol

CRL= Ab&obA] & Q154 OCSP7t A<t
Ao, AT AL AT 9 AEs ergoEn AFA A F
H 9o Q1% AR B3I AF HEEES A Fo= Simple Certificate
Validation Protocol(SCVP)7} At ATH SCVPe &4 -2 2o E9
A5A FE8H A5 29 759 F22 AW Adgde=a FaE
| t=s Ao o] T PKI 7@ &claA An HAe &
JE JAFd & F d= FHE 7A . SCVPE IETFIA 19994
Ag &gte] AAHYLH, dds A2A5 M) X(Delegated Path
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Validation, DPV) & f2]¢l= AE297A AH] ~(Delegated Path Discovery,
DPD)E Algsle aEza ARAAAT(4](37).
SCVP= SCVP A&l SCVP Z&o|E Jld| FlH = Z2EEZE Z

trolAd Bl M7t & 73 (Request)d -5 = (Response) WAIA]E A5t
ATt FEINEE= AHE Fof 281 oE 54 d5A 9 FaA4Y 59
A 2 AR AHE AT = den £3 AFA FEA AN AE S
TER AEE 01 EF 7 U, ol AHlAe dTA AT A dI

FEpo]dEe 2AE do] = = 8lu}
2.3.6 Data Validation and Certification Server

Data Validation and Certification Server(DVCS)= A& 4= 9= F

A ¥HA] (Non-repudiation) A ¥ 28 FS5st=t 223 shvle FH 842



AHE-E = 9= A 39 21=7]F(Trusted Third Party, TTP)= A &g &=
de= ZEEZEA 2001d 29 IETF RFC 302982 SE5AT(11(37).
DVCSe 988 q9dE B4 e FA7] d349 F2EAF dolge

A2H EBEE EA4E S99s ZoE DVOSE Al3E & Y= U282 9
olB A 915 (Certification of Possession of Data), RAXIAHH &
9 AGA A=(Validation of Digitally Signed Documents), &7

7] &8 FE8A A5 (Validation of Public Key Certificates)©]

Eo] slte] OCSP AW ® e MHlxE 2380
M OCSP A¥E 222 /XA 2. Adr 2o ARGARE o
S3te AMERZE F33) Srbstn A= AdEeA OCSPolA MH|~E &
Hots Do] Bo] HAST ZHEBEE kel OCSP A¥ A o 7
©] OCSP AM¥ME Tt #4ol AAHJTE. olejd OCsP MM 2Rdg
74 OCSP(Distributed OCSP) M ata $t}(331034].

22 OCSP MM CAdA #elE st 53, CA= AHEA7E 9354
HALE oA =4 2 ARE ZHOCSP AW Agdtt, = og
Mol OCSP A¥7E 2t A 3o Bk e] A s= #AaHe]l &= OCSP
Mol QISA Ha HEE Hlln ZF OCSPe T3 954 Ha PR
E 7HA 2 3 CAS 28 dHeolHE HEuastn #edvt. (24 6,2 CA
7} AA AFH Hi FARE ZF OCSP MEA Aesin glon FAd
F71A .2 CRLE @St R4 Agsta Avh. 2 OCSP A4



= #2 HolHH ol 28 Ayt ATt

AZF OCSP MMt ¥lud wf F4F OCSP A™e FHL2 Zeteld
9 84E TANFHCEN st OCSP AW Role F-of
ATt

ly

=
E%

il
o

/ Certificate Revocatlon Information \

OCSP Server 1 “HOCSP Server 2 QOCSP Servern

| e
il

Ci c2

e ———

ol
|1l 1l

I

3 ] | DR - cm cn

(2" 6y &4F OCSP &

2.4 & °F

2 o= eyl @AM <5 2 AEA de 543 Z2 Het
MR~ A Fot7] AT F47] 71¥9FFZ(Public Key Infrastructure,

PKI)E TAsts 43718, 5718, d¥4Ee], AEar 53 22 4
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ead HEYdZ A W dstd A7fetda, Het ME|AE £
Al A e dEAY HA: FFE AT AT A AH A Ve
o §EA4& AW R}

2 o5 el 259 7)5H FUAe] vdo] wAst, thdd B
o] HEHAA s8E 2w °oF HHel 2SR 749 A= FH9 o
EANFR &40l ntHa v wEtd, 2 FEHe WEHZD &304
9] Heob MU|AE AFety] g Helb vubrze] did AT Haiol
HEEn gon, 98y #7439 PKIZE AEL FHo WEHA A0
Agst7] 9 Aot G It

+ FAME HEHZ F&o AE&HE duiojnge] EHORE A}
Stell 2 A9 o] $) X8t Personal Area Network (PAN)o|A] K
ob MH|2E A Fe7] YF Personal PKI (Personal. Public Key
Infrastructure)® 78 & F47])&d dste] Aot

l~>'



3. PAN 2 Personal PKI

3.1 PAN9] %

Personal Area Network(PAN)-2 oJ® 799 7RG EAst=
AE o) FHE ko) F5AZ AL ATEY] A A 949
HESAZY, doly A$EzHRTE o7F7 JELA 92 2 43
284, 7H9 delE nge Aoy Fol o FHIE T Yo, HES
2 Az ete) HAFo dgste WELANEE ARG A] E4E HE
AAE HAZY T4 vH @89 AR Ao Sgste MY dG7A
2442 5 de v]Eold. LANCY F HEAA 53 HwId,
PAN-2 10m °©JWi¢ Addolet= HESA A o584 1 F
g F Aogn B 5 Yo

= A8 ALEARe) A S7Me dEHE Ve JEE A, F
B Ao o] AAAQ Ase] Sl= mlsET 24 22 SUtes B
oz flem, olEdk FA = oA F HES IS PAN d9o= F4HR
AtH PAN2 FHE3 PDA, PC 59 HolHE Frjsheta &35t 7]
£ EF52 % HomeRF T A=2 d& Tx319 5842 Nddstz
2l et FAA AAHAT. FHAAE FAIStE PANY 544 E7
L FART FA W] AzEth PANCAMY (28 7)% # vH
A & e s A}
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a17) Aot -89 A (nteraction)o] A9 FResh} &9 AFH
Mg ZeAH (Bt 99 29l Hot Ay 2P AefA
= A8 Yol aFET

PANHAHS Fae 712Aus A dolezt 78 o] 2= Ay
93 A28 FA Aulzsl BEAlH, o)l g Mot MuxE AT A

TZ24 Personal PKIZ} A|¢t=Eg1ti(12].

3.2 Personal PKI

3.2.1 Personal PKIQ| JH4

PRIIAM S 2 AEA A CAS-E 5, B4l AAAS0] Adste Be
FAEE CAZE Bl oty BEE AAEL JH= CA9 FANE
Fefordt &t B, obF B 9 AEAER AT F A= F A
olF s kA QP AYE X EHr] S H & LRV F590 o
A, ALgzte] 22 87 (S, PAN) S @] ot} st AMEAtE PANS
AT CAE AEF2E2N, PANE ST A5 Azea& 55 7tsstd, A
$2= PANZS A3 CA 7le<5 A9 22 87 w9 29 J54d
CA°lAl f1ddetes 2e dskA] &2 2ot

Personal PKI+ PANU <]

s}

o =
¥ AEE = 37} Personal CARE FAbe}
FAEEZ 9oty AFAE Lol &

ersonal CAE= Y& ol

r i
o,
e
f‘]I'
i
|0
f
T
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st 7] FE AsHAl AAE 5 Slejof vt wEbd, PAN W9 2
&

<
.

H
[

uly

EEL Personal CAY FM71E FsH, 54 e F77]
127] w83 PAN Y & FHX A5Z HAeiA AHE-HTH

i

2

3.2.2 Personal CA%| =&t

([CA Z7]3})
Personal CAE S% 7] %<& AAste A= 2nEHN=Y FU&

A%t A8 A= (Portable Tamper-resistant Device)S& A&t}

(1 &A) ©o]% AX= BAgt 7] 2& AAHASAL, Personal CAZ} oW &

z]¢l71o] it A HE ALY PAN= Sd|A Personal CAE &

(2 &A1) Personal CA9l E7H7171 ©|F AAAA-Aed. |4, °|F
A= Personal CAYF7|7]e] wigh #2434 =4 ASE
o4 3Tt

(3 &A) °1F A= Z4le 4719 Aol 22 FEE Personal
CA°Al A&t} o), Personal CAE ©]% X9 F77]
g 7243 24 AsE T
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(4 ©A]) Personal CAE 1 °|F FAE AT IS AAst, ol %
AR A At

(5 ©A) °lF% AA= T41% 54 E Personal CAL F7N71& AETT}

Personal CA7} S1Z2A4 2 walsly] oAl 924 a3x7) 2= 7
718 42 Y= 7HE ot At wEbA, ol F FA = A9 (3 &A)
oAl A ZR217]E Y3 A8 5 (Proof of Possession, PoP)Z& A #af oknt
gt e S Y #4e AT PKIA= AHEHR e AL

T AALY TR AEA T FL2 FHE i 2] AHE <
=M (Self-signed Certificate)”7} 28 SHoZ ALEE ¢ v} =
9 SHL FAXI T2 AFEY I & ASAE a5, FA
19 JdE 2535 A Y, FART 2 FAAY Addd o
& 2FHAQo] AFME e, 2 99 s AgEs Ao g
5724 (Source Substitution Attack)E BAZ <+ ATt af9 59
717t AEHe Fas NS FE el 20 T astn, otgie] A 7iA
37 2H g o 3t

2
o
i

~

n g ZAN 7] A A4 AL B9 PRI 52T A e

n 7] e BARTE 2AGA AYH7) olde] A4 ¢ 2fe) FH9 2
84 AERAT FAN/AANE & = YErte] wep 2RI
= AgAd 2AAS} 1R A glo] ANNE Pe A
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m AFAM7E eRHE, 7] B AVME A3 AR Aje SHLe 22

asAT, AN7) AEL AT AF5H 712 Ao NdHo]epTt fet

3.3 A W

A ©]F FA7F Personal CANA 55 (Imprinting) ¥ 2 F707] 934
£ @ggon, 7 HEFR AFHE W3 AS5AY #ert dasit
PANIA 95M #e2]E Yot otefe) A 74A] o571 sfad = ook et

m A3A B F] A BA IS BT A Fo, FEE ) A B
= 2R 7] B2 A MEL ASAE &5 7Fedlor ot

m QM AH AT ol FAL 77 FAHAAY 2EHNE
o, PAN W9 & AXS2 2 °o|F FA9 547t ALHAT=
e & < ojof T} ET, Personal CAZF xS do=
Personal CA9 7H9171= FHAFHo|oF St welA, ‘oot 7] 0]
FHaH et i A e SAAC L EEA 02 FuHjE ook gt

m A= #2  o]F FX e Personal CAALelo] Personal CA9 7] 78
2l % Personal CA 7ZX|9 T4 = QI3 Personal CA9 A<k #
2 AT FEAL Belxo]ol .
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3.3.1 CI&AM &

a
N
1>

N

olF FAZF @A 2wt e AT I} A= ASHE L7
73

Aol olee) F 71

B Personal CA7} 5% @ °o|% AAEL H A a7 &,
Personal CA& Aol FARPL IS ES A% & W22
tASHA HF 71532 E, Personal CAE F7]|A2 & Tir)d Q=
MEo] Jd=AE FHY Zrgettr. eF, A=2E IdSM7F Zeshd,
Personal CA® AH&AtA @A Atgst= 7] S AT ASAE
A (Renewal)d RAA77'E . ¥ef 2 AL Foshd,
2L M7 F4 dHH ol ~F S 44 B dedrt.

e

m AR 5 0 BE 37715 £ Personal CAl A%st= Ao
7’ 57 eAs A ER A E BoE ste °olF A
7€ 9154 E Personal CAoA Agettt, 28, AHE-271 Q154
o A4 (Renew)°l 59 55 &7 #ote], Personal CA= S
Aol #d AR(FA7] B AR D F)E ALERA AgdT
°F, I AHEAITE TS AlEE dSA7F AL BHodgEn.

re

o

AMzE TA717F °1F AAC AHeE7] 948 A Ade EFefdnt.
=, o9 7] %&°] Personal CASt ©|F AX|3te] AT HE wdE
A AHE Fhed Ay, dAe 7] el FEd] dATH 2R 7] F
o] A ZagA|el g EAC] @ATT. wEtd, T ol F A S
By LT 7] FE A3 A4 8l AT AT v, A=y 7]
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ol ¥EA dad By Ee odde J] %&°] Personal CAS ©lF &
2 7ke] okAE AR WL Y5l AL BiE AL g2 EE

(Imprinting)®] ¥t=A] Zasixw o|# 3 A= HIHsR &2 79

A AH FEE w5 et 289 AH X (Online Status
Dissemination) % Ad h

2 F 71 F"HE 29 ¢ gl

< : Personal CA7} CRL= ¢ 7]
= °l% FAESANA AFHAoE EEirt

5
Personal CA% ©lF HAAE EFs A 2ohdo] oly7] o &,

o,
o

ok

o]# & 712 Personal CAZ} 3838 xpF £819l0] & & 9= §

Aol At

B Ad hoc ¥l ¥ : Personal CAZ} 7183 = =54 &v+9¢
AGo el 4 9t} =, Personal CAS olF AXE BF7

4 eddel ohjme ARAQ CRL Bile AgeA @] g

112

-
)
o
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MZE CRL &8 wWyo] zexojor 3ttt webA | Personal CAE
TAAQ A E CRLEZ AAeaL(]7]M, Personal CA= 7HF
#e CRLE B8 #E2 5 282 Hojof ), A= 3 7
9 olF FAANA AgstH, 455 = CRLY 9= % FHE 7F
9] Ad hoc FEE o] Fo]AT}. AT, FHZo| Personal CAEFH
CRLE T4 FA7F ¢tz ojH, Ad hoc FHE CRLe] AEHA]
Eote AF7t "] ", HZEo| Personal CA® ©Y §F Al
olel & EE FA A CRL= #EIH.

.

3.3.3 &F &

Personal CA® F7/N7//WA7E 734 stnAt & AL oA A9 FA77}
HAAHA Ehow A9 A= MHE A ZE Personal CA F7
71E 9T A2 E Hufsl A, BE o|F AXNEH 2L 52 A2
&gttt AT Personal CASl 719177 A AY E28 A
RBE olF AAEeA SAALZ o] AHHZS dEor s, old Ze A
T BFAE Abele ¢AF S EFEEA B weld, AF #e
Aete] a9 T 7A@ 2Hel A S

re

il

B T} Personal CAE | BT FXEL ©9 Personal CAES
sMIE afst, 2 FAFES AT vy dFTAHES LT
qhop 271 ]9 Personal CAE°] °|F A7l 55T A|{tod| 7+&
s, FAACE SE% AFA AAHE FIYTTH. @Y Personal
CASl F717F AadH, °lF FAEL UMA| Perscnal CAEEH
B #Ad" Personal CA°l g Ha FHHEE F43TH



m 3| Personal CA @ Personal CAS 71977} A&i=AY 24
39 A Personal CAS AAstn 7153 W 2E AXEL A
TEANZIT. o8t 22 Ay o]F FAEL A9 Personal CA9
29 A 2F Personal CARS 552 FAIAHOE 33T}

i

i

27152 A% 388 AL FAEY 27 9FE Fgss Ao,
A AA 49 A9E PAN he] BE o5 FASeIA 33 1§ Lo
152 9

gt AEEZ AFste Aolth. PAN WY o|F FAE0] £7] ¢
sto] Abgete B4 Ba= AclE, USB, HIEZE dH Ee ZrtEFE
g T3 22 BEA kAT AdE AARHY, AMEY JiYE 288
gt olE @ 7] A= ©AE TF S0l 6l PAN W9 o]F FA
£9 Aulo] wmay Ted 22 A 7k dEHY vF A% ZEES
(Manual Authentication Protocel)°o] €A, A7, ©d AHE=}
7t 7 A8 BAEE VAR = AHE 7P s, 7 A A A2
AHEAE 0] EAE B e 2 AEAE S AR k3 AdE EoiA

FAlef ot (18],

—

B MANA I @ 3 WA FX= dog =32 A8z A" FZe X
Ao A &7 Ay Ho|~s TEd 4F AHH)AE AFIH,
T+ WA A= Gl 1 AEE FAEH Fe Exidd AGE

92 AHF ol 2% HeT 23 AN 2E LB
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AT BN B AL G FAATE AL DA B AUAE A ¥ E
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4. NE2 27| ==

=g F/07] 719 FZ(Public Key Infrastructure, PKI) = ZAXAH S
% %, Fowrx] MH| 2z AFH gA HAIY vaATe 23S
=% 712 BE 2 7] #e] MY 2 AMES 93 ZEFREN g

o] gE X AT}H(2]. BT ZI¥rFEAN AFM = TS gAY
ANARDHE At 21 o2 9157 (Certificate Authority, CA)ol=F £2)
= 2 FE A3zl ost] EFHTH X 509 5= IETF PKIX 97 1

5ol oeia AHE 2N EE BAo2H X 509 AFAd] 7]9F PKI
L AEy gFoR A2 FT Ytk BB Cad 8 FFE AER AF
e B9 olde] Azl & S AdM, o|HB SR AFA
NE Ak PR mEAclm ANAQ Fale PRI 5 T 22
o ey, @A EAEE ITA AWSL PRI AERET ol 9
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AFH AL PRE ANAOR FHY & A& WAUZY AL 9%
Z&49 PKI #3% 7857 9Aste] fAHAA} 5= EA2 AL
SEEReY
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7] 2

4.1 Zhou® /M7 ZH Y= HFA ¥4
Zhouw 54 FHiol e BEAQ ®wbE AAtnz F 712 2d
= Agtstsitt. 712 ¥ U Z(Basic Framework)ete s A lef 7]
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EAHAS 257 Yol #eEA AdB® <154 (Manager Controlled
Certificate)ZE Agtslsit: (31).

4.1.1 ZhouQl V2 TR

2 Ao = Zhou’t Ak 712 =H A=A (J. Zhou et al.’s Basic

Framework, ZBF)o| 3 471 & g}, ZBFol A9 F717] 159 FHa

G700 4H AFL 08 AFA LAl AT AqATH

(gl Aol
e U ALER
e Vv AZA

o v 1 AR U7 AT frgE

o SKy @ AR U9 v R

* PKy 1 AR U9 E7R7

« T AFAMY FEYT

* D AFM FE7) A A

o L A3A FEAY AN

o j=T/L : ATH

* SIGN,(M) @ HAA] Mol A SAMA A9 ARAH

o CERT, : A1&2F U9 A5A
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M= A HHolg Ao W 5 oAy 7k TE ol {2 it o
A AafE dhets BExte gete HAadE Fert vt Zhous S
2o A4S 257 AT WUt E AAEAEE galste Al #

Jot= Bk (Security Server, SS)E AHEdt= ZMCCE Al

ol o

of\

o,

m
il
o
o
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ZMCC(J. Zhou et al.'s Manager Controlled Certificate)olA+=
CERT,A #3274 784 Ao tdried, SS& AR polA @4 &7
e fAsS BTt s HAAAE Allsie Ao 9 ALTL
Az FEAS HA ASF & vk B, SS7F W o] E st
o U9 QAFME ALV E 4T U9 SfHAEY WMEE SATLE
W CERTZ &AW, weld | CERT, &= ™8 F84 742 A4
Fad Zle)tt,

4.1.8 ZhouQl SJiP| ZA/30] LSt &SH01 Al 2ot

FAA YA AR U SK S v0] E:EAY AFERTE bl A
d 4§, ZBFY HAY 9=%(Window of Vulnerability) & U354
138 AR AEHE A48 EARS X2 dd. 947
ok Y= (Window of Vulnerability) = ASA7 AHre] <154
& AL AMEE EF Eeta ASAHCE fFEstta #ATstE HY A
R gH21). WEtA, Zhous SSEhe A7) @Al Q54 FH i
A E AYsts ZMCCE Atetart. stATh S8= B4 94 dF
A e FEs7] fef S8 oA AFzRd Heln, 244A Alx
H 7 Ao 8SE HEEHAl fA8] Hg MR vl gl a7E A9
th X3, SSE ATE 27 U9 954 A ZA5E 98 Aeseg
Aeullm 22 22 oA 858 Algsle AL vigFsx] Eav 2
Ao A= Zhoud] F717] ZEdHA2E A444 FEL 93 2yAEgE &
7RETH(3].

£,

e

5L
o

rﬂ =
o
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(A e 1) 78 @730l L setvee] 28

ZBFAAM ATAM9 Hx 77 JHE FA37] fsid= », L 222
TS} #Z2 vere] A7 setrESe] EAYT. 53 L sEtW el ofF
A Ao E A extsl A=x17) A zyztel 248 A2 A
2H ZF9 9 Aol R Qlot] MHAZTo] AR FEo fiy EollTH W
oA, AlE TS EAE AAG] HAsted AW AddE M (Server-
Supported Signatures)(5)elv S/Key Al 2=H[13]3 Zo] &< #]21<
W Fae A7 geEpdEbe] SR A olojop . =, AMEAE A
ddats AAE Z2art & drtt A BRI Eolee W
A& Argefof gt

(2 Ae 2) /1AL Bet seuler v9 #e

ZBFo A A&z Uxe SKp8t v BT SHASHA Eidol st= whd,
ZMCCO M= 28Rt SK, 2hg ekAstA] Haeln) SS= 27 U9 4
MEo A TrY yEE A Rfeor ot RS AT 22
A Az Us SK 2 RSstr] §5te AEA-ge) A EE AL
3Tt ZBFolA U H2AE=2N »E Z]Ydol sAY, AR
r S R3dor it wEld, UsE SK,Y BIE Y3 Hags=sl 9
HTE A% A2 E ERE V|gder @Y. SK,9 RITE AT HAa%
EE SKyo AFAQ #Ae] g7 W&, Sko Rsst v9 HsE H
o] FLE AAER AEsie AL F MY HAYEE A= A
2t} §&0 AHear 2349 Hie] @ 4 gt
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(AL 3] EEAMR(SS)<9] Al A

ZMCCOlM ss&= 27 e AEAEE tistd »BE 2FI2EN,
AHEAREC] e AT HA2E FHEIAT. S8 2
oM AFeHA #e F7HEA A7, Sy 2R 2FE 99
Mgk dAdsHA dTAM HAE: JFE FEE ¢ AT 53], S5E 58
ZMCCe ZBFoIAM9 FfA Q=59 ASAd i EAE 237
AL wetoz Fd ¢ gny. wEbd, ZMCCOlA 88E AAGH F4
o 559 4948E Ag A2g AZ2HE AAs= Ao HEHs £
=EoM= 8SSE AAS7] fAsta] AEAIE A@dE AIZE FHTime
Period)oll A A}l AFME AT & = 23S Addrt.

nE
ol
it
o
o
r ]
-
a

Definition. 1 A9l ¥@E=F(Control Window )& ASA7F 2.2 Q354
SR8 FAAAYA AeE FIAAT AL AFTAM HAE FF AHE
AT ¢ JEFE st F8H A FIE gm| .

A9 AFAE FAF ABZAE CAdA 954 AL ARE A9
B Wk 2 QA AEFAGFon, FEHEAAY 22 A
FEY AR AYeE A fEd A% APAA Aol A=gw
N2 e FEY BE AYCE 8YFY. a9n, AFNE FE
AR AR AFNE AN BT BB, BBAE GEY FE A
A $A7e) A3 FHE SN A4 AARY AL BAA
HUET, Z, 93 SARE Ao AEG Fohe A AARE AN

= AC2 A9 AdFH ZHE AT ¢ des dulsn, AsAe

l
ru\o

i



Aol AES Bt $ARY AFA Feho] BE AolF (k)L A7
go= CARRH 934 A4 AHE d oy 298 Fart 9o =

gh, Alo] =T AETLEN Zhourt ARMe F7H7] ZH U9 A2 A

4.2 A& FA7] =dHdg= Aok

& AolM= Zhoue] E717] ZeEdH2E 224 A AGstA 317
Asto] 3744 At st B doM e 290 E 2yAEE A
A AT AT B AFA HASE AT ARE I ZHdAaE
A R

(ATM 4]

(1 24 482 vs 2S94 7] %28 AT 0 K9 PK,
(2 ©A) U AEA A9 FxdE 2 AT 2 SKE 92
s} kel A NS At A AEET
H(ry=v, H(N=H{H X)) 4=1,2,"7.
(3 ©A) U= (B, H(»,H= CAA dFavt.
(4 ©A) CAE= U9 84& A5 T oy sl 2ol y9 AFME AA
sto], UelAl At
CERT ;= SIGN o,{ U, PK,, H(#), j,CW)
A7]A, CWe CA9 Het A oef Aded Ao =+
(Control Window)E YeErdT
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(ATH AT ]

(1 @A) AHe&xr U= ASR VvellAl CERT, Z A$3TH

(2 ©A) Ve CERT,=SIGN., (U, PK,, H{(»,;,CW W CA Ax}HH
< AT Dof Aol AFshE, Ve CAYA Ha AR
(¢, CRL)E 299 CERT,Y Ha 78 AGIITE. whof

CERT,7} HA2¥HA &thd, ve ve /47171 BK0H, &

ek el Ao wiA e el Hnde EA "1 2elx

e Ve @A 4o 22 AL CERT W@ FEAY AF
A ez dAsta, AR AN CERT, W9 CwiE
7PN A HEA R AR 438

e VE §EA 28 AR MR CERTZ A4St

(3 2A) b WIA ANNE RS A5 0 vs Hads 2 9
1

@t d2dzor pe A= dHfAA T e HEFE A
FAeta glejol B} Ue EZE SK,EA AAtE AXAMEE
o @A A (H(), HE VolAd. dLeet

(4 @A) ve UR5E AR EE T2 A7t a4 T8 AR'e
AREAE FATE, weF Agte]l Aux] EdTE, Ve
H{H(r)) = H(n< T5oter] ArAen, B8 45 ve
CAA 54 Hia &7 FE Qi 2ogE oA ¢,
CERT, 7} @A &3 A= ATt mets, ve PK,EA

FAF U9 ANAFEE FFIT



4.3 ¥3Hg 9 A4

4.3.1. 3ol 259

o == R TN Ty |

£ Aol olglsh Zo] 3711 #3149 A A= (Window of

Vulnerability) S 4%},

* CASE 1 : ZBFolM<e <te)A Apgx}
» CASE 2 : ZMCCoIM 9 HAT 21 8xF Ee ood A&}
o CASE 3 : Al¢td 77 =g dhao)el ooz r1ex)

|
CASE1 |
@
CASE2 | gﬁ? l
@0 { ksl
CASE3 |
(Hokoh |

t1

(2 12> Hd 9= Windows of Vulnerabilities)

(3" 12004 AHgat ve] A5M F8 7123 1)2 tlolAM t67HA =t
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7V ET. U CERT,Z t2A3AH ASx volAl A$sty, CERT,7}
t3A A FHAidvtn e veE 408 CERTY HAAE {5 AH
of g AT R AAE T59 3714 FFAA AHEH = A7) 7l
wEkA] g 2ot

[CASE 1] ZBFelA 9 ofe]d ALE-=x}

Ve AAT AERr URRE A s A, 2<adstE

FR%TH A7IA, Ve t4E D+(i-9*LE BIA A Zhestth Tef
e AATE AFAe, ve t47MA] CERTE W3, =, CERT,7}
tA7M A HAaHA F& Ao2 AFIAT dHA, Ve tdAAE b A
£ AHzRS A CERT,Y A& {7 v A A5 FA3t
A7NA G A ALEAE mEle] BA H|E CERT,= t39A4 #H4HK
AFE oA g Us AA WV ZAA S3A e fEA B4 Yk
A% fHAz3S A JlesH, veE wx UREH A% Skl gE
st CERT S A¥ 2SS T3 25, A% 9=F% t3904 t6
742 At

[CASE 2) ZMCColM 9 A& AFER}F Fe ofo)A] AMER}
VE CASE 1% 9% wa o2 CERT, S At A7HE A&}

wrof CERT, 7V S¥IETH, Ve CERT,Z N4sta, t47HA] FaHA

Fg Roletm BFA. BE 1} GeH AsAAAGE BEOE O
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= 94 F2A A 7)3E 93 dAuRmE HA4E ¢ v =, 887t
F2E CERT,E AT did@BE volA EHietA] &7]) Wi, A4 2

=5 = t390A4 t471%] "}
[CASE 3] A" 2717 =H PN etex AL &=}

Ve 4.2 Atd (A4 HSAF 1Y (1 @A)k (2 ©A) ¢
AA, 125 FEA AT AP = t5E FEA TE AP R 4AFsn
CERTZ t574A A&t} wety, ve th74x] CERT,S A4 5% &
HE oA ARt o7t AL ARk 25 Ao T wetA,
Y == 13004 t5714] it

(28 128 #&o], CASE 3¢ F ok d=F Hut CASE 29 # o4
=97t 452 & 5 AT A, CASE 2= SS#he #7140 AF
AAE dEdezA dojd 2oy, Ss= AU 22 Z2E 8§73
AAX A& E7tgetr] Wi B =&oA AgtH= F717] ZHdA =27
A 304 & 1 LA A kel 8 Aoz Addtt. B3, CASE
3] Hek =9 A7= AHERE AFA el FdE Ao 2=
79 A7)d) ARz oEd F Uvh aHEE, Ao =59 A7=

228 F9 WA o1HA} & Aol



4.3.2. SbHIS

£ doM = CRL, ZBF, ZMCC Ze]x Atd 787 Zd dH 29
A 71e] 5418 £ (Daily Communication Cost)= 43t} CAE 43d
ASM S0l dE AL FEZ EAfetr] Al 7124 .2 CRLE A&t
o2 73T B3, otefe] A EE S AT

o

re

o 5 & WElH ©

01}5

o
o %

ﬂllﬂ

o] AA &3 4 (n=300,000)

HAAE AFMEY F3 vHE (p=10.1)
_;62-_

I

o p TV oA
© g ¢ ERO] A
* 1 1 CRLe] st ZAAx= B¢ =201, 12 A Zteir $7]14 A

Al o) A

i

I
;

e 7 . ZBF EE ZMCCoAM e Q5 f=4 784 717 L=1°]91, 3}

e ¢ Altd FAF ZH AR I Ale] =59 27 =201,
Aol d=59 A7 = 29
o - UFAL Alg)ld BT (Serial Number)E #l8] £7H= HE
- (1,=20)
o I, AR HE & ([, =1024)
2

& AND HHY HE = (/= 160)

n, b, a, l,& AT HEL (24)8 FLT FHZES AHERLH, 9

Lot [26)3 SLeTh B, B =RANE 4 L, CF A= Adsl



At CRL, ZBF, ZMCC Zelx AtdE F717] ZH L2 A 81F
Zrzy A9 q e Ho FA4AY 8L ve ZT

A A AE 2o disA, CAE CRL AAE oz A

OCEIr:t. q- (p tne ‘Esn—l_gsig)

—_

(ZBFS] 27t FA9 8]
FEREL LA R AARSE BeE A Asan

g - ‘Ehash
OZBF = F

SSZe ZAoE CAREE 'CRLS HHezcdobtt ahd, Aleas
AA A AAREE AFH Folot B, Tl AEAT ED A
e e AARSE FFE) el ST

F

)+2. g.ghash

teg-p-n-l +i 7

= Cpgr+ 2+ Cppp
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metA] ZMCCE 23 B4 &2 CRLS &4lH| & ZBFY = Hjgt

g B g a7ET
SRS HIES BEERINEE-SEES
Age AFAE Az BT AN FEY A AQNA CA

oA CRLE 293t 2dx, AEAEL i dAuRES 252 9

g.p.n.gsn g.gsi
g—l—g.ghash

. Clort
Tt

‘I’ L - OZBF

mEA AekE A7) T QS ae) Azk AN LS CRL| s3] B

AxE A5 Aol Q=9 A)e] Hhe g,

(G 2 A2E 377 Zed =] B3
A7t S5414] £ (5= 300,000)

ASM 2T 7= & AHE-(H E)
CRL 3.606 < 10"
7BF 4.800% 10
ZMCC 3.607x 10
Ao kol 9.020 % 10*
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AE+1T ¢

T |
—+—CRL
—&—7BF
SEHN et 7mee T
| CHg ot
&
]
o0 2E+11 |-
k-]
=
o
e L I T T oSSR SRS SR SRR
BE+10
0= o o o o O o —

30000 G000 20000 120000 150000 180000 210000 240000 270000 300000

o127} O] A
A7 Ho

(" 13) 29] & gl vt A= 3707] Zeldel=e] B3 47 v &

(F 2> 954 A& 2% 71 CRL, ZBF, ZMCC 2 At Hete] o
st A7 B4lH &g HlwstE om, (IE 13)2 A8 47ER] WtEo
A BAE EE AXEEHY) fete] BFEACE ALRHE UFA AW AF
deo) Be] Wzl e @A S4HES] SUbEe AgFa g
Zhou® F3434+ 22 (31)9 ZMCCE CRL™ A9 FA8A ofF =
2 BAH &2 a7e, ZBRY A¢ 7 2éA9 S4H 82 yEhy
oA A, o Ao aE wiel 2ol ZBFY HA A=So
HE FAFHoE Qete], H4AAN AlnHlogel A g2 BErlEsty] fiE
of E&AY AN &9 ZH= on7t it AT ©H, AetE F7HT)
zH P 2= CRL¥ ZMCCe| Hlstq AL F4lH &2 aFots AE
& 5 At

e}

_55_



4.4 8 <F

B ZolM e Zhou?t AE F7H7] ZHdH =2y /Bdd AEE Het
st e ndstn, 424 Fho] Bk A A2 277 ZHd
AAZE ANt AtE M2 TN ZeEdHIZE ELLT 417
g AAgezn Ay Ao Aoz Hg Jteety, Ao 9=
£ Aegozyn PKIY 7|EY AFA A HAF 7)Eol Hee @
A8 AR 8-S s, Y AR BReAY 22 HE
A FstA Tt

B oA Agtd dEY #EE S AEE TN ZEddaE =
2 A%H Bt i e3E TEAI]Y] YT AL Z ) o= PANH

2 A2 Fdo vEAZ E4& S5t A& 78 Aot mapA,

< AolM e PAN &74°0M &a3 0l AAAY Bt Mu| =& A&t
7] 93 A2 92 T2 EZL L7zt St

on o
e
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5. PAN &ZolAe =8 7071 =aIgiv3

AAG o5 AL HEYZ HEste el 2 HE = H&et
71 f5te] AbgE = HAdo mebd dAY 24H% B2 Aolde 2d
Aot} 53], £4t ™17]% ©]F B H'E (Distributed Multi-function Mobile
Terminals)E-2 e 719 Fold AXHVEESE o]Fox o, 7 AX
HESLS A s 77t Ag e vE AEHE Ee AERAEY

S48 Sslod 9AWTE Personal Area Network (PAN)L 719
o A9 FHEFACE 10 AlH o) WY 23, FU EE 05 X
WEESC] Az 429 vESAth PANA = 712 HEYG 7R H 9
H7F et & ¥ = (Radio Link)E &M AFH7) e, &4 AEXEIE=

2 Ade Fote] Aok s, <tAS AT

i
ol
2l
rfo

PAN ZAXWUEZE Atole] AAde Het m2Ezm Hob A7 (Security
Assoclation)E& &ole ©|F2 = vt

Gehrmann® PAN®IA 7] #2]E 2 de}7] ot PANWS] 25 AX
HEESANA 3747 542 EEs= Personal CAE &7istdvi(12].
Personal CA&® Folut A2 ALF-Aol A Lyt ALEatd] s #ejdtt.
2713 A= (28])9 d=Z"HE (Imprinting) = 43 o8 BE o|%
AL A7 ASME TR =F FEZEH (Bootstrap)stH, 15242
/07 ARAE 7]y &5t PANS A& FAE5Z F3otA Bt

Perscnal PKI 7132 PAN &4 AEA7|= H=, ved 22 F
7HA BRI 0] EA T

l
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(2) AZH Fo ARE wleted A2 D34 FH A3 WS

=
A REE Y 7 e AEE 9F ZEEZE AMIT. AEE A5
TEEZL 938 AAMY 7JH(One-Time Signature)= Al&TO=
A ols AAE0] AFAY F/7] AilE FAE 287k glon, =
A A¥ (Signature Server) =&o] £ MY R JE AR
(Server— Assisted Signature)¥= #AdESET wpA At Z2BF
2= A AgE JAXRAME ZHAA oEHE £4 B AWM T H=
22 A4 e B2 A% 849 a7E50] EZostt. ©2o], Agt
ZREEZL A AH HEE AAbelr] fote diqfAdE AETFo=

A, 934 ge 23S AT B AN UL FPeis v 2
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5.1 ¢¢% =ZgujeEln

2 oM = PANEZAAM A2e 7] Zd 93 AtE A3 71E

AQ gm ZEREEE ke 7ledT

5.1.1 €82 MAIMB (One Time Sighature, OTS)

OTs= & 7f9 wARE AxMRsetr] AT 7oz, AF20 F7
7] AXME 71 2ol EYEC gl ZRtete A oldE, 4w
i Fepel 7k Gdo 2N AR A B FASo] mi§y e A olv
A, 43§ AAAMHE S vso F 7R o]wE dste], dEH 0
A B Aoz FHAA g

(1) A5AQ 7871 A=A 710 Hete], AR P ES] Qo
Aoz At

(2) 23 &olet= AL A 7] A 20| o]FofA ok ste AL
orate], FA7 = ASD B o2 FHlwolok g2 o]t

—_—

7 4

B MEn gAY LT F59 fEH0E A oI5 Pu3

19l 0TS 2ol 2017 HAstd], #HAA HelA2EE 160 HE

22¢ /e SHA-L @58 AHgstdd ARE & Qom, 94 Tol4
~EE AP Astel 168¥1E9] HIE7k(Secrets) o] Ba3TH(23). A2

19 G=grd kAo W EAZE A7)l wet Bet 71 el

2
o
g
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FAZ A GTE taletd AL 5 glon o] whel Bt 7] dold
=

5.1.2 ZHE 0Z2 Ed| 0=

Merkle2 B2 2 €3& AXME S ATt HAstd ofd &rF

AHE-ehe 915 A Z(Authentication Path)dt = 7132 A7st9dTh(23]). €

of\
ol
fu
(T
N
L
o
<)
=
&
e
=
=
3
=
o
=y
>
=
o
;
rr
2l
iy
b
[
i
o

ALEE ZE2ZN, V|EHo2 43§ ARMEE FFsr] et A
P 247t A9 g4 B8 E AFAERE A5 NA AFE}
H3F, Jakobssone 9= (Leaves)©] A# = AHEH2E |, 2 2 (Leaf) <
T84 A5E AT A% 422 AEHAE v #4 Ef (Merkle
Hash Tree)9 &3 ©]% (Sequential Travel)= A Fols Zd & ng E

2] (Fractal Merkle Tree)Z A2t 17).

h=H/L




8 4= =

HE 7WA e d4 B8 1= 2427 =

)
g
X
il
|m
AL
1o
2
f

AukA 9l F2E verlx vt E9
| RE 7 L 9EE2 UTolx
o, 4 Eflg 42L& dFo=RE 22%02 (01...27-1}7 Zo]
AAET == n9 Eolz HU MEEDY o224 HYHM, HE
Efe RE o7t dh (AV]A, i={12,..L})¥ & r-AMEEDE HHE
io dtha BT 2o o] tiEte], wd iAol 27 A EE
27 EASA, Tof BE i< Lol Histe] Tree o] FEIF Tree, 9 U]
2w, 2A9) AEAN A-NEEHE {Tree}in S 283t}

zdg v Z Ef9 FAL H4d9 AGFNG ANFoR A9 o
(A )9 AFH2E AFste A2 AHAs AAY 4 EdE
AAste A d4le @2 B3 22 Exist A EEYEH Desired AAEE

o}

[e

¢ Exist ABEf & {Existh 2 M9 E 2do dE&moz »~dH3
H h-MEERESEA, dA AR @] Hek ISP EE LT

e Desired N EE@ @ {Desired /- 2 AQH = dddeo] dzog ~¥
3H p-MEEZEEZEN . ZF Desired MEBEEZ = 22 #HHe Exist
AMEEZ g o] % E ol

A AHE-F9 Exist ABEEZ o o4 the AFAEE XFE ¢
A gom, @A Exist ABEY = 249 ¢l 24 Desired A E

ADTr, Zdg vjZ Ef] 7] 44 @AA, A8atEs BE Exist AR
E2] ¢l Desired NEEE 27|35t AA s Ef9 FEZRS AN

gt °olF, MHEAtE Exist MEESS AT ZE ANE = ¥

By
i



Z1sht, ALt s Efle] FERES ATAC] A8 dTd WHoE A
gEold ¢ v ZEg wE Edod FEF HL2 BE d4d B
=E20] 7] A4 AN ANHAA = At

AgAcR, zZdg vF EN LFH= AA AFZ T
Lolog’N/loglogV &4 #HER A@H™, Hto A9 A HEe &
Zdult} 2ogNloglogV a4l 4to]l 7 ®ET}E. HZ, Naor2 Merkled
U3 & AR EA Jakobsson® FnFS ATE 7ol AL ARPA
g 2oldk AR Fikem a2 AAMEE AAHAE 7 deE 4¥E

ot EATH(25].

ro

12

5.2 At A2 54

65.2.1 &A &F

2 FAE PAN 84914 o|F ZAE Alele] B 933 9F
A g AEE AT A%kl A Yot B4 A5 ANGT. A
ot Wete] MAE AT Fa AFe olesk 2t

= o5 FANN AN QRS AA L ABHNEAN AAAD )
MEe AN A4 L 43S A ATHCE BYG ANESL
2787 W, PANS < ARAY o|F FXNE(8 HEY 16 )
E9 #$ ALY CPU $E04 FAsts volazAESdee &

3l AXNE)S g s Agsln] gt adez oy 27
AxE P Farl gl 9% TEEZY AAE PAN #7400A
w5 Fad AA et
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olgeta] AL Fdsle d3HAH ZEEZESC ALHUT
(71010). slAIgH, o]s} 2L Z2EZEL 24 22 sk A4
T AWt o)lF AAEANA 2 AF TS LLE I § 59,
ASAE0]l TN g AakE ok str] wEel, RE AR
Mg MY EREEH FPgdoEd dAHe et EYe= A A9
(Delay)e] &7tgsttt. webd, M Mo =50 EZ a3 A5 =

2EZS AAsE Ao vge.

|
o

=M A w2 AAE 98 AL AL B2 4 E 0 OCSP[20]
o 22 29 d5A Ad A5 WAYES CRLI14)F vz &
W, AL aR7F AolA ofF AR A, AAstA T, Personal CA
=2 eAHE ¥ B2 7o ARMBE 4o Aty =2 7
A H &2 Fadforyt 5. wetA, Personal CASl &Y H&

t], Personal CAS ARAMEEES A ol= 3o A

A B4 AsE 22 2o A

)

e
=

b

>

Y

N

o

I
e

2 Aold A mde] TEE

< 7T

il
an
o

58 A6 feie, The
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AXVEER FAHAT
2) PANe] FAE A, PANS FH fAisEs <HAs A THE7] $
M Had BE HeE A (Security Association)”Z} 2FHT}

= PANUWE RE o% AAEL Z7] T4 Hob Ho AH

M
o
B
-
=
1o
o
o
Z
o
0,
)
i
i
o,
o
'(:3
%
=
B
e
e
S
o,
i
Ei
b
il
i
-4
o

B Personal CA ¥ Personal CAT PANO|A #F¥sHA A== A3
Zoln, HEelE dHstz] A AT }FH AR ok QI F

| & A5t v =3, Personal CA® @& 2% PAN AXY

AA dFHEFR <A B FEE A For7] HAotd, 914

o2 2l HHE o] &7FE ottt

1% ZA : PANW £Aste AEIESE HEHAFA ] 7Hedl

HEA Be AR SAY sl

f

lu
il

e}

[e

X

£ Ao At wdod, =
o) BAZ/ANA) A eHE AFAS 24T FUE REAED
=

A}, ZE o]% AREc] Hel AREL FA3 £7] SE(Imprint)

%, ol% AANSL WANE ARen AFe7) et B Ao Aok
=92 Z2EZe 980



5.2.3 8 0f
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