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An Improved DAA Authentication Protocol

for the Mobile Environment

Ki Yeal Lee

Department of Computer Engineering, Graduate School,

Pukyong National University

Abstract

TCG(Trusted Computing Group) is providing a new security mecha—
nism using TPM and DAA protocol, supporting future trusted comput-
ing technology. DAA is a new concept of remote authentication using
Group signature, and Camenisch-Lysyanskaya signature scheme. But
due to huge computation overhead and implementation difficulty, pro-—
liferation of this technology is still uncertain. Especially, domestic re-
search is hardly going on. Thus, it is urgent for us to take a action

for future research regarding trusted computing technology.

In order to solve a problem stated above, this paper introduces TPM,

the trusted computing module, and DAA protocol which builds trusted

- vii -



computing, and analyzes it mathematically to find out the problem of
DAA protocol. Also, we propose new DAA protocol that is suitable for
mobile environment in order to solve the current problem and compu-

tation overhead.

Since new protocol that is proper for mobile environment takes ad-
vantage of single message signature from Camenisch & Lysyanskaya
scheme, It provides more efficient protocol and low computation, and
less privacy problem comparing to current DAA. Security scheme pro-
posed in this paper can provide trusted computing environment and
remote authentication technology for a mobile device which has lower

and limited resource than PC.
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+ExecuteVerifyProtocolModeinet: MetworkModule, serverIP: String, serverPort: int): boolean

+getRale(): int

+eatRolefrole: int)
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+setResult(result: boolean)
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