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A Study of DFSaaS Framework based on Cloud Computing

Bon Min Koo

Interdisciplinary Program of Information Security, The Graduate School,

Pukyong National University

Abstract

Existing digital forensic tools operate on a single platform
such as Windows OS or Linux OS, which have been constantly
improved in processing - speed and. supporting various media.
Recently, the number; of evidences in digital media is increasing
and to process these data, high speed processing i1s needed.
Enormous digital evidence will require more much processing time
and resources to process them. However, a single platform based
tool cannot satisfy “this: requirement.

Meanwhile, cloud “computing provides-the characteristics of
rapid elasticity, measured service, on—demand self—service,
ubiquitous network access and resource pooling. To deal with
these limits of existing forensic tools, advantages and
characteristics of cloud computing can be used to design an
advanced forensic tool.

Therefore, this thesis proposes the structure of digital
forensic software as a service(DFSaaS) on cloud computing to

deal with drawbacks of existing tools and assist the efficient and

_iv_



effective digital forensic procedures. And the use scenario of
DFSaaS 1s presented. By using DFSaaS, digital forensics
procedures can be performed by accessing the web or a
dedicated client anywhere, anytime, if there is available network
connection. Also, by the distributed/parallel processing of the
proposed DFSaaS, the huge amounts of evidence data can be
efficiently handled, and the relevant evidences can be obtained
more quickly, through the collaboration of multiple analysts using

DFSaaS.
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@ create Distribution || Edi @ Disable [ showtHide || ' Refresh | & Help

Viewing: | Al Distributions . F ¢ € twacfaltems ¥
D Domain Name Origin Bucket CNAMEs State Status
™ @ E1X9KIEEXBHU d38t9c9n4kidpd.cloudfront.net my_bucket1.s3.amazonaws.com mysite.mydomain.c Deployed @ Enabled
[ @ EB7ILENEKFSIMT din1cpdkczSOle.cloudfront.net  my_bucket2.s3.amazonaws.com Deployed @ Disabled
[ @ EB758GEBLHRQSJ  dbdvscjdricgy.cloudfront.net my_bucket3.s3 amazonaws.com Deployed @ Disabled
O @ EWBEITKLXOGEL  d1k7b0liga4u90.cloudfront.net my_bucketd.s3.amazonaws.com Deployed @ Disabled
1 Distribution
Distribution ID: @ E1X9K3EBXBHU
Domain Name: d38t9cOn4ki3p4.cloudfront.net CNAMEs: mysite.mydomain.com
State: Deployed Comments:

Distribution Status: @ Enabled

Last Modified: 2009-06-19 13:29 PDT

Origin Bucket: my_bucket.s3.amazonaws.com
Log Bucket:

Log Prefix:
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2. DFSaaS (Digital Forensic Software as a Service)
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3. DFSaaS (Digital Forensic Software as a Service)
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4. DFSaaS (Digital Forensic Software as a Service)
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5. DFSaaS (Digital Forensic Software as a Service)
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6. DFSaaS (Digital Forensic Software as a Service)
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